Thermal Network Camera

User Manual

Please read thus mstmchon carefully before operating the umut and keep 1t for fusther
reference



Notes on Safety

Tlus product is mtended to be supplied by a Listed Power Unat, marked with 'Linuted
Power Source’, 'LPS' oo unst, output rated nunmmum 12V/72 A or POE 48V 350mA
(depending on models), no more than 2000m altstade of operation and Tima~60 Deg C.
Do mot attemipt 1o dissssemble the camers; in order to prevent electne shock, do not
TEMOVE SCIEWS OF COvers.

There are no wser-serviceable parts mside. Pleme contact the nearest service center as
soon as possible if there 1 any failure.

Avosd from incomrect operstion, shock vibration, beavy pressing whech can cause
damage to product

Do not use corrostve detergent to clean main body of the camern. If necessary, please
use soft dry cloth to wipe dirt: for hard comtamunation. wse peutral detergent. Any
cleanser for lugh grade furmsture 1 applscable

Do not operate it mn case temperature, hunudity and power supply are beyood the limated
stipulstions.

The thermal camern shall be uved m a stable mdoor environment withoot wind. Please
envare the monitoring field 1 fr away from objects that could produce airflow, hagh
temiperature and reflechon. Please do nat matall opposite to a door, sar conditioner or
any place in sunshine.

Please put up a tent or bwld a closed enviromnent to ensure the accuracy if outdoor
installation s mevitable,

If blackbody 1s used, please make sure it s mstalled opposite to the camera (where the
caneTn can see ).

Avosd backgrounds that are too crowded or bragit

This manual is for usng and managing the product. We may reserve the nghts of
amending the typographical errors, mconsistencies with the latest versmion, software
upgmdes and product improvements, interpretation and modification. These changes
will be publinhed 1 the latest version without special notification

In this manual, the trademarks, product names. service names. company names,
prodocts that sre not owned by owr company are the properties of their respective
ownen

Thas manual 15 suitable for thermal network canseras,
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Disclaimer

B With regard 10 the product with mtemet scesss, the use of product shall be wholly at
your own msks. Our company shall be wresponsible for sbeommual opemtion, pavacy
leaknge or other demages resulting from cyber astack, hacker attack, virus inspection, or
if pecessary

B Survallance laws vary from country to cosmtry. Chedk all laws in your kocal region
before using this product for surveillance purposes. We shall not take the respoasibility
for amy comsequences resulting from illegal operations.

Cybersecurity Recommendations

®  Use o strong password. At least 8§ characters or a combimation of chamcters,
manbers, and upper and lower case letters should be used in your password,

® [t is recommmended to chunge the service default ports (like HTTP-80, HTTPS-443,
ete.) 1o reduce the risk of outsiders being able to access.

® [t is recomunended to set the firewall of your router. But note that some mportant
ports cannot be closed (hke HTTP poet, HTTPS port, Data Port)

® [t is not recommended 1o expose the device 1o the public network. When it 15
necessary 10 be exposed 1o the public network. please set the external handware frewall
mnd the comespondmyg firewall policy.

® In order to enhance the secunty of WEB chent access, please create a TLS
certificate fo enable HTTPS.

®  Use black and whate list to filter the IP address, Thes wall prevent everyone, except
those specified IP addresses from accessing the system.

®  Ifyou add mmltiple users, please limt functions of guest accounts.

®  If you enable UPnP, it will sutocmtically try to forward ports i your router or
modens It is really very coavenient for users, but this will increase the nsk of data
leakage when the system automatically forwards ports. Disabling UPnP is reconmnended
when the fanction is ot used i real apphcations.

®  (Check the log. If you wamnt to know whether your device has been nccessed by
unsuthonzed tsers or not, you can check the Jog. The system log will show yoo which IP
addresses were used to log in your systemn and what was accessed.

Regulatory Information
FCC Information

1. FCC compliance
The products have been tested and found in compliance with the council FCC rules and
regulations part 15 subpart B These limits are designed o provide reasonable
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protection agmnst harmful mterference. This equpment generstes uses and can radsate
mdio frequency energy mnd, if not installed and ised m sccordance with the mnstruction
manual, may couse harmiul mterference to racio commuumcation. However, there is o
puarantee that interference will not occur n a particular mstallation. The wser will be
required to correct the witerface at his own expense m case the harmful mterference
occurs.

2. FOC conditions:

Operation of this product is sulyect the followmng two conditions: (1) this device may
not cause harmful mterface. and (2) this devace mmst accept any mnterference recerved.

CE Information

c E The products have been isaufactired 1 comply with the following direstives,
EMC Direstive 2014/30°EU

RoHS

The products have been designed and matmfactizred i accordance with Directive EU
RoHS Duective 2011/65FEU aned its amendment Directive EU 2015863 on the
restriction of the use of certain lmzardous substances in elecinical aodd electronic
equipment,

201219EU (WEEE directive): The Directive on waste electrical and
clectrome equpment (WEEE Durective), To improve the envimmmental
management of WEEE. the mgwovement of collection, trestmuent and
r— recycling of electromics ut the eod of thewr life 1 essentinl Therefore. the
product marked with this symbol nmst be disposed of in n responsible manner,

Directive 94/627EC: The Duective sums ot the management of packaging and packaging
waste and environmental protection. The packaging and packaging wmte of the product m
thas manual refers 1o munt be disposed of at designated collection pomnts for proper recycling

REACH{EC1907.2006): REACH coocemns the Registration, Evalustion, Authonzation and
Restnction of Chemmcals, whach nums to ensure a hagh level of protection of lnmman health and
substances. The product m this manunl refers to conforms o the riles and regulations of
REACH. For more mformation of REACH, please refer to DG GROWTH or ECHA websites.
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Introduction

Thenmal Network camern series 1s specially designed to detect humman body tempemture with
high sccumcy i real time. This series of product sopports real-fine femperstine measurcnent,
face capture, smart event desection and alarm linkages It can help you descover sbooomal
body temperature of people entering and exiting and other unexpested events imuediasely
snd protects you from property loss

It can be vsed for preluminary temperature sereening m office buildings, factorics. stations,
narports and other public places compared to other visible light cameras

Main Features

+  Temperature Measurement

Temperaue measarement raage; 30-45°C
Temperntare accurscy) £ 0.5°C (without blackbody), £ 0.3*C(with blackbody)
3 view modes: optical imsge and thenmal mage, optical image, thermal imags

Multi-target astomstic fSTPSAture mensurement
Audio and light alarm linkags

4+ Intelligent Analytics

Abnonmal video signal detection: nclading sesne blur detection, video bl
detection, video color cast detestion

Perimeter Alert: Line crossing detection (nusan motor veliele non-motor vehicle
classification). Region  intrusion‘entrance/'exiting  detection  (usman motor
vehicle noa-mosor vehicle classification

Target Counting: ine crossing people’ motor velucle ‘non-motor vehicle counting
Face detection: face capture, face detection

Audio and light alann linkage



Network Connection

Comnect IP-Cam vin LAN or WAN. Here onlly take [E browser for example. The detadls are s
follows

1.1 LAN

In LAN, thers are two ways 1o asccess IP-Camy 1. sccess through [P-Tool: 2 dircctly nocess
through [E browses

1.1.1 Access through IP-Tool

Network connection;

Switch
ZAS) = L
[ 5 =

o

L S )

|
&™ Sevmart Cud

Router Compurter

(1) Make sure the PC and [P-Caun are connectad 1o the LAN snd the TP-Tool is instalied m the
PC from the CD

@ Double click the IP-Tool scom on the desktop to run this software a3 shown below

Q) Modify the IP address, The defanlt [P sddress of this camera 13 192.168.226.201. Clhick the

mformution of the camers listed n the above table 10 show the network information on the
right hand. Modify 1he [P addeess and gatewny of the camera and nsake sswe s network
address is in the same Jocal network segment as the computer's. Please modify the 1P address
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of your device according to the practical situation,

For exammple, the 1P address of your comgputer is 192.168.1.4. So the IP address of the camera
shall be changed to 192.168.1.X. After modification. please enter the password of the
admimstrator and click the “Modify” button to modify the setting.

g [ The defmlt password of the admmstrator s " 123456” ]

@ Double chck the IP address and then the systemn wall pop up the IE browser to connect
IP.CAM. Follow directions to download. install and nm the Active X coatrol.

Name e

Passmorg aevee

Stream Type 1920x1080 254ps .

Languae Englsh -
4 Remember me

| =~ |

Enter the usemmmne and password m the logm window to Jog m.

7 [ The default usemume o “admin; the defanlt password 15 “123456™ ]
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Flanss change the defauty password ‘

U1 Nty Ausamting

Naw ¥ aisworn

AR Pasinam

D v uw sgan | oc | G

The system will pop up the above-mentioned texibox to ask you to change the default
password. 11 is strongly recommended 1o change the definult password for accoumt security, If
“Do not show again™ is chesked, the rextbox will not appenr next time.

112 Directly Access through 1E

The defanlt network settings are as shown below:
1P address: 192.168.226.201
Subnet Mask: 255,.255,255,0

Gateway: 192,168.226.1

HTTP: 80

Data port: 9008

Use the sbove default settings when logging in the camera for the first time. Directly conpect
the camera 1o the computer through network cable.

AT
l ;f/”—')m ® ° SE
o

(D Manually set the IP address of the PC and the nerwork segment should be as the same as
the default senings of the 1¥ camers. Open the network and share center. Chick “Local Arca
Connection” o pop up the following window,

Compater
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Select “Properties”™ and then selest intemet protocol sccording 1o the acraal sinsation (for
examphe: [Pyvd), Next, click the “Propertics™ buatton 1o set the network of the PC.

@ Open the IE browser and enter the defnult address of [P-CAM and confirm.
@ Follow direstions to download sad install the Active X coatral
@) Enter the defanlt uwsername snd password m the login window snd then enter 1o view.

1.2 WAN
¥ Access through the router or virtual server
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) o e G et e

n‘ s Nevwark 1 ahis N tum b Calde Netuark Cabibe
J Router

e Computer

!

(@D Make sure the camers 15 connested 10 the local petwork and then Jog m the camera vin
LAN and go to Config?Network2Font menu 1o set the poet munber.

HTTP Port )

wpsson fa |

Data Port {2008 |

RTSP Port 554 |
Port Setup

@ Go to Config FNetwork > TCPIP menu to modify the [P address.

CUReln o P cOthess matocratis aly
* Line the foliotng [P scviress

P Addrees 102060226201 | Temt |
Sutnet Mast E_D& 232223 e
Gatowwy 192 168 236 1

Preterred DINS Server |210.75.18¢ 4

Ntemate DS Server (1858

1P Setup

@ Go to the router's management interface through [E browser 1o forward the IP address and
port of the camera in the “Virtual Seever™.
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Port Range
Agplization Start End  Protocol IPAddress Enable

: 719007 | to (8008 | [Botn [5] 192.188 170V
| [ 80 M [Botn [5] 192.198.1.301]

(31 [10000| 10| 10001] [Bom [&] W2 1A 168 oy
A ] [31000] 1o [23501] [poin [ t020as1iiaE] oy
Router Setup

@) Open the TE browser and enter its WAN IP and hittp port 1o access. (for example, if the by

port is changed 1o 81, please enter “192.198,1 201:817 in the address bar of web browser 1o
aceess)

¥ Access through PPPoE dial-up

Computer

ork connetion
\ o
| «_/5{') wota [ — T
Netwwih Cabele Netwnis Calie Nitwach ke
‘ IPC Modem

Access the camsens through PPPoE auto dinlup. The sctup steps are as follow:

@ Go 10 Config?Network = Port menu 10 set the port sumber.

@ Go to Config ?Network=> TCPIPIPPPoE Config meou. Enable PPPoE and then enter
the user name and password from your intermet service provider.

a ‘.._,.“, -
¥ Lrahs
Uner Narme ]
Faswces ernee
[ Sow |

@ Go to Config FNetwork>DDNS menu. Before configurmg the DDNS. please apply for a
domain nune fint. Please refer 10 DDNS coafiguration for detail information.
@) Open the TE browser and enter the domam name and hitp port 1o acoess,
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7  Access through static [P

Network connection
5
T
e &,) [ — ] Intzrmet = e |
o Neiwnd b € alite Nerwmeh Cably
IrC Computer
The setup steps are 2 follow:

(@) Go 1o Config>Netwark=>Port menu to set the port mumber.

@ Go w Config FNetwork=>TCP/AP menu 1o set the 1P address, Cheek “Use the following
1P address™ and then enter the static IF address and other parameters.

(@ Open the [E browser and enter its WAN IP and hintp port 1o sccess,



3 Temp Measurement Config

3.1 Temperature Measurement Requirements

Thernwal camera 15 semperature-sensative. When ot s used for temperature measunng, in
ovder to ensare the accuracy, the recommended ambrent temperature s 10-35T, and the
mfrared Light should be tumed off during the fempersture measurement,

Thermal camers can be adopted independently, but together with blackbody, the sccurncy
will be berer

Thermal camers should be used in a stable mdoor cavironment without wind. Please nake
sure the monstoning fickd s far away from any objects that could produce sirflow, high
temperanye, reflection

Don’t install the thermal camers opposits to & door, air conditionsr or any placs i or near
nfrared soences, such &5 sunshine

It is recomenended to use DCIIV power supply st high temperature to reduce power
Comsumyption.

For monitoning. the best temperature measurement distance 18 23 recomunended
distance should be 26

Set up » onc-way temperature wessuring oo and mske sare the camers can clearly see
the hunan face

Afier tarning on. the thenmal camen needs 10 wait 20-30 minuses 10 be sseady

Ty
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Note:

Faces shoukl be unobstructed by hair, eyeglasses, and other objects because their presence
will iserfers with the ability of 3 thermograph detection.

This device is not mtended for tse 10 the diagnosis or treatment of any disease, nor should it
be solely or prumarily relsed upon to diagnose or excinde & diagnosis of any illness, disease or
Elevated body temperature shoukl be confirmed with secondary evaluation method, such as a
climeal grade contact thermometer.

Public health officials should determme the sigmficance of any fever or elevated temperature
bated on the sk teletbermogmphic tempernture measurement.

Visible thennal pattemns are only mtended for Jocating the pomnts from which to extract the
thermal measurement.

[ Enable Face Dnecbonl -)[Tm Measurement Settings Temperature Cl!ihﬁiui

Log in the Web Client of the device according to the aboveanentioned network configuration.

3.2 Enable Face Detection
Chick Config?Event>Face Detection to go to the face detection mterface as shown below.



B 7ermat Nevwork Camern User Manwal

Stute Wby
¥ Erable
) Save Sowte information

[ Sawe Face Marmaton

Alarmn Helding Tiene 'rmhio:& ;F}

Trigger Alarm Out
[l Alrm Ot

[ Trigger Audio Alarms
1 Toigger Lignt Aurm
L] Trigger SO Snap

L1 Trigger 5D Necovding
L] Teigger Emal

L] Trgger £T¢

N 2

Check “Enablc” 1o enable face detection.
Then click “Save” to save the setting. For the detml settings of face detection, pleass vefer to
£:35.]1 Face Detection Scttings

3.3 Temperature Measurement Settings
Click Config=> Temperature Messurement to go to the following meerface.
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1. Esable “Tempemture Measurement”, select Celsins or Fahrenbeit temaperature as needed
and then set the high temperature theeshold and the low temperanre threshold. When the body
teperature measured s higher or lower than the set value, it will trigger alarms.

2. Setthe alarm boldang time,

3. Setthe alurm trigger options,

Trigger Alarm Out: If conbled, the alarm outpet device will be triggered when detecting
ubnormal temperatuse.

Trigger Auvdio Alarm: If cuabled. the waming voice will be wigpered when the remperature
exceeds the set value, (Please set the waming voice first. See Audio Alaey for details)
Trigger Light Alarm: If casbled. the light of the camera will flash when the remperture
exceeds the sst value, (Please set the light flashing time and frequency fint. Ses Light Al
for details)

Trigger SD Smap: If cnabled, the systemn will captate images on detecting sboormal
temperature alarm and save the imagss oo an SD cad.

Trigger SD Recording If selected, video will be recorded on an SD card on detscting
sbaormal tempernture alacm.

Trigger Emall; If “Trigger Email" and “Antach Pictuee™ sre checked (cmail address must be
et first i the Emal configuration inderface), the captured pactures sod trigeered event will be
sent into those addresses,

Trigger FTP: If “Trigger FTP" 1s checked, the captused pictures will be sent into FTP server
address. Please refer to FTP configuration chapter for more details,

4, Click “Save™ 10 save the settings.
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S. Set the schedule of temperature measurement.

S
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[T W
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S L 2 % & % & F 9 ST TR PP EEDDP
Twr M
vt 0
S F 1 1 &+ 1 AT 3 S H B D OBY B YD YDA EDN

Wed
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e mm -

‘ b A e 3 4 Y9 8 0 ug a2 008 »puanm

T L 3 % & % 8 % 4 % 8 43U 023D DA DEE R

Ihge o paan

Weekly schedule

Set the alarm time from Monday to Sunday for a single week. Each day is divided m one hour
merements. Oreen means schoduled. Blank menns unscheduled.

“Add”; Add the schedule for n special duy. Drag the mouse 1o set the Lime on the timeline.
“Erase™: Delete the schednle, Drag the mouse 1o erase the time oa the tumeline,

Manual Input: Click it for a specific day to enter specific start und end times. This ndds more
galarities (minutes)

Day schedule

Set the alanmu time for alarm a special day, such as a holiday.

Note: Holiday schedule takes priority over weekly schedule.

3.4 Temperature Calibration

Click Config=> Temperatiwe=> Temp Calibeation 10 go to the followmg tmterfacs.
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Set the ambient tempersture and lnumdity acconding 1o the actiml scene. In tesnperature
measurement mode, the recommended ambicnt temperatuee shonld be 10-357C (atrless) and
the humacity should be less than 95%.

Object Distance: The actual distance between the cansera and buman

Enusavity: For buman skm, this value 1 normally set as 95%

Without Blackbody

Blackbody: select “Close™

Temperaturs Comrection: i ranges from -30-30°C

Temperature Correction Value = Thermometer Memsurement Tewmp - Thermal Measurement
Temp

Afier calibrating the tempernture and saving the sethngs, it will take about 10 nunutes to
make the temperatire module of the camera stable. Therefore, please mensure the body
texperature atter 10 menutes

With Blackbody
Blackbody: select “Open”™. The interface 15 shown as below,
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Note: Blackbody does not support IP66. 11 the Blackbody is used with the camera, it shall be
mstatled 2 or 3 meters away from the camera. It cannot be blocked. Dunng opemtion, do not
move the camera and blackbody and nmke sure the blackbody is in a foced and proper place

the camer 1mage

Blackbody Tempersture: It is recommended 1o be set as 38°C here,

Blackbody Tamperatire Seiting:
Here we take the blackbody of our company for example.

. )
"

Push “SET™ once. Then the “>" scon will appear i front of “SV+". The temperature can be
mereased ar decreased by pushing “+" or “=". After you finish setting. push “EXIT™ ta exit the
temperature setup. It will take abowt 20.30 minutes for the blackbody to be steady.

Temperature Correction Value = Blackbody Temp - Thermal Measuremont Temp

Afier you calibmte and save the settmgs. 1t will take aboat S muimutes 1o make the temperature
module of the camern stable. Therefore, please scan the body temperanare after 5 minutes
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3.5 Display Settings
Click Config—? Temperature> Display Settings to go to the followmg mterface.

I:‘.L

More colors can be selected for thermal image here, such as oa cxade red. mainbow. white hot.
black hot and green jade. Please select the color of thermal nmage for detmle



4 Live View

Afier configunng tempemtire measwsment snd face detection, the temperwmise snd fice
detestion resalt can be viewed on the screen

g0 Qemannry

Viuble ‘e’
m e i s _.. Face detection wehatn
thevunal urage display
i O Viwble light smage dogiay 8’ Temperanae ndicator
)
__‘_ ‘1 Thetmal smape duplay ‘ SD card recoedey indscato
P sean'ssop live view & Coler shnormal mdicator
iA! Start'@op wo way audio ‘ Abnormal clanty sl atos
| €0 Enable/disable audio = Scene changr mdxcasor
g Saspadin - Semsot alarm esdicator
g Zoom m @J Late croasuy endhoun
a Zoom owt g Ingowon mdi ator
G Face Detection k Targes counting undscator
ey L1 coutrol {oaly
(@8] | sudble o the model
— with WS485 mierface)
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Those smart alarm indicators will flash only when the camera supports those functions and
the corresponding events are enabled.

The cmmera can be imstalled in a compatible external PTZ enclosare through RS485. Click the
PTZ won to reveal the PTZ control panel. (This function 1s only available for the model with
RS48S interface).

The descriptions of the control panel are as follows:

. Move upper ket Grermon - Move uppes nght deection
. Move up - Siop movement
o | Moweer . Move nght
. Mave bower left direcncn - Move lowss right duection
¥ | Move som Spred advammens
M| zewou e Zocm in

Focus - Foow +

frin - [

Aoto scus w Wiger

Laghe Radonn s

Geoup wan Prset

Select preset and click n huﬂhMSckundmlhemmdeick. to
save the position of the presct. Select the set preset smad click 1o delete it

¥ Face Detection View

Click G to view the captured face picture.
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S  Other Configurations

In the Webcam client, choose “Config” to go to the configuration interface.
Note: Wherever apphcable, chick the “Save™ bution 10 save the setrngs
5.1 System Settings

5.1.1 Basic Information

In the “Basic Information™ mterface. the system mfonmation of the device 15 histed

Device Name P01

Product Moded TE-5433¢
Brand Customes
Software Version 15.0.2.0{5346)

Software Bulld Date 2020-06-22

Kerne! Version 20200527

Hardware Version 14-1425222
!

Onvif Version 1912

Temperature Version 00005299

Video Structured
Version

Face Detection Version |1 46

11210

OCX Version 2121

MAC 00:18:a¢:B8:adf

5.1.2 Date and Time
Go to Config=?System->Date and Tune. Please refer 1o the following interface.
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Select the tune zone and DST as required.
Click the “Dute and Time™ tab to set the time mode.

[

oo W =

Spveraurise et NP sweie
UTT o o e—— -

Wy prowst |435 Mosten

At ol MR Y-
Cue JER LW Tew fie0es
0 Ve vy

[T AT

5.1.3 Local Config

Go to Config>Systemr>Local Config 1o se1 up the storage poth of captured pictures and

recorded videos on the local PC.
display m the recorded files.

SOV ShapUncts %0

v rwre iy At

Auzo Peroring

111wt Overiey

Loc Svart Srepadot S10uge
Neretrimg Mose

These 15 also an option 10 <oable or disable the bitrase
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Additiooally, the local smart suapshot storage ¢an be enabled disable here
Rending Mode: High-efficient mode, compatible mode or low-efficient (incffictent) mode can

be optional

If the performance of your computer 15 001 so good or your computer has no graphics card,
low-cflicsent (inefficient) mods is suggested
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5.1.4 Storage

Oo to Config=>System->Stonge to go 10 the interface as shown below.
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® SD Card Management
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Click the “Format™ bution 10 format the SD card. All data will be clesred by clicking this

buston.

Click the “Eject™ button to stop writing data to SD card. Then the SD card can be ¢jecsed

safely,

Soapshot Quetn: Set the capacity proportson of eapoured pacturss on the SD card.
Video Quota: Set the capacity propoction of record files on the SD cand

® Schedule Recording Settings

1. Go o Config>System->StomgedRecoed to 2o to the interface as shown below,
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Pre Record Time: Set the time to record before the actual recording begms.

3. Set schedule recording. Check “Enable Schedule Record™ and set the schedule,
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Weekly schedule

Set the alarm tune from Moaday to Sunday for a single week. Each day s divided m one hour
merements. Green means scheduled. Blank means unscbeduled.

“Add™: Add the schedule for a special duy. Drag the mouse 1o set the time on the timeline.
“Erase”™: Delete the schedule, Drag the mouse to erave the time on the tuneline.

Mamzal Input: Chick it for a specthic day 1o enter specific start and end tumes. This adds more
panulantes (mumutes)

Day schedule
Set the alarm time for alarm a special day. such as a holaday.
Note: Holiday schedule takes priority over weekly schedule.

® Suapshot Settings
Go to Config?System>Stomge > Suapshot 10 go to the mterface as shown below,
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Event Trigger

Snapshotintenvd 3 Second
Snapshot Quantity 5

Timing

(¥ Enatile Timing Snagsnot

Snapshotinteved § Secong
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Set the formmt, resolution and quality of the image saved on the SD card and the snapshot
Suapshot Quantity: The number you set here i the maxionwmn quastity of saapshots. The
actual quantity of snapsbots may be less than this number. Supposing the occnerence time of
an alarm event is less than the time of captuning pictures. the actusl quantity of snapshots is
less than the set quanhty of wmapshots.

schedule. The sctup steps of schedule are the same as the schedule recording (See Schedule

Bssording)

5.2 Image Confliguration
5.2.1 Display Configaration

Go 10 lnsgedDisplay sterface as shown below, The image's brightness, cotitrast, hne and
saturstion and s on for conmmon, day and uight mwode can be set up separstely. The mage
effect can be quickly seen by switching the configuration file.
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Brightness: Set the brightness level of the camera’s image.

Contrast: Set the color differencs between the brightest and darkest parts,

Hue: Set the total color degree of the tmage.

Saturathon: Set the degree of color purity. The purer the color, 1he boghter the isage .
Sharpoess: Set the resolution level of the image plaoe and the sharpness level of the image
edge

Noise Redoction: Decresse the noise and make the msage more thorough. Incressing the
value will make the notse reduction effect betrer bu it will reduce the mage resolution
Defog: Activating this function and sstting an sppropeiate value as needed in foggy, dusty,
SIHOREY OF TRt Savironment 10 get clear images

Backlight Compensation (BLC)

e Off disables the backlight compensation fanction It is the defanlt mode

¢ HWDR: WDR ¢an adjust the camers 1o provide o better tmage when there are both very
bright and very dark aress simultancously in the field of the view by lowering the brightness
of the bright arcs and increasing the brightness of the dask area,

Recording will be siopped for 4 few seconds while the mode is changiag from non-WDR ro
WDR mods.

® HLC: Jowers the brightoess of the entire imags by suppressing the brightness of the
tmage's bright area and reducing the size of the halo ares.

e BLC: If enabled, the amo exposure will activaze acconding to the scene so that the objeet
of the imngs in the darkest ares will be seen clearly

Antiflicker:

o
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® Off dusables the anti-flicker function. Thas 1s used mostly m outdoor mstallations.

® S0Hz reduces ficker m S0Hz hghting condstroas.

® (0Hz reduces flicker i 60Hz lighting condations.

Smart IR: Choose “ON™ or “OFF", Thas function can effectively avoid image overexposure
and underexpouwe by controlling the brghtness of the IR hights according to the actual
conditions to make the umage more realistic. Please ennble 5t as needed.
Frequency: 50Hz and 60§z can be optional.

Day/Night Mode: Choose “Auto”, “Day™, “Night™ or “Tuming".

Exposure Mode: Choose “Auto™ or "Manual™. If mamial 1s chosen. the digital shutter speed
can be adyusted.

Galn Mode: Choose “Auto™ or “Mamual™, If “Auto™ is selected. the gain valse will be
mustonmatically adjusted accordmyg to the actual wituation. If “Mauual” ix selected, the gam
value shall be set manually. The higher the value 15, the brighter the unage n.

Schedule Settings of Iinage Parnmeters:

Click the “Schedule™ tab as shown below.
Cawwis Patumetun n
Schedue FiTime ]
Contig File |co vl

Set full time schedule for common, day, night mode and specified tune schedule for day and
night. Choase “Timing™ in the drop-down box of schedule as shown below.
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Drag “ & lcons to sct the time of day and night. Blue means day time and blank means night
time. If the cuerent mode of camernn parameters is et 10 schedule, the mage configuration
mode will sutomatically switch betwesn day and night sccording 1o the schedule.

5.2.2 Video / Audio Configuration

Go 1o Insge>Video - Andio interface as shown below. In this iterface, sst the resolution,
frame rate, biteate type, video guiality and so on subject to the actual network condition.

o
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Four vadeo streams can be adjustable.

Resolution: The size of nnage.

Frame rate: The ligher the frnme rate, the video is smoother.

Bitrate type: CHR and VBR are optional. Bitrute 15 related to mnage quality. CBR. means that
no matter how wmch change 1 seen m the video scene. the compressicn bitrate will be kept
canstant. VBR means that the compression bitrate wall be adjusted according to scene changes.
For example, for soenes that do not bave muck movement. the bitrate wall be kept ut 2 lower
Bitrate: it can be ndjinted when the mode 1s set to CBR. The hugher the bitrate, the better the
unage quality wall be.

Video Quality: It can be adjusted when the mode is set 1o VBR. The higher the muage quality,
the more bitrate wall be required.

1 Frame interval: It determunes how many frames are allowed between a “group of prchares”.
When a new scene begms in a video, until that scene ends. the entire group of frames (or
pictures) can be cansidered as a group of pectures. If there i not much movement i the scene.
setting the value higher than the frame rate is fine, potentially resulting in less bandwidth
wage. However, if the value is set too lugh, and there is o high frequency of movement m the
video, there is a nsk of frame dapping.

Video Compression: MIPEG, H264 or H265 can be optional. MFPEQ i not avalable for
main stream. Compared to H 264, H. 265 reduces the transmission bitrate under the same
resolution, frame mie and wuage quality.

Profile: For H 264, Baseline. nain und high profiles are selectable,

Send Snapshot: How many wapshots to generate for an event.

Video encode slice split: 1f this function s enabled. snooth image can be gotten even though
wsmyg the low-performance PC.

Watermark: When playing back the local recorded video in the search interface, the
watermark can be displayed. To enable it, check the watenmark box and enter the watermark
text

Click the “Audio” tab 10 go to the interface as shown below.
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Check “Enable™.
Audio Encoding: G711A and G711 are selectable,
Audio Type: LIN.
Speaker: When the “Waming” is selected, the built-m speaker will be used to output the
pre-defined audso alarm.

5.2.3 OSD Configuration
Go to Image->OSD mterface as shown below,

Set nume stamp, device nume, OSD content snd picture overlap bere. Afier enabling the
correspoading displsy snd entering the content, dmg them to change their position. Then click

the “Save™ buttan 1o save the settings.
N Ty
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Check “OSD Content]™, choose “Picture Overlay™ and click “Browse™ 10 select the overlap

picture. Then click “Upload™ to upload the overlap picture. The pixel of the image shall not
exceed 200°200, or it cannot be uploaded.

524 Video Mask
Oo to Image-? Video Mask interface as shown below. A maximum of 4 zooes can be set up.

To set up video mask:

1. Enable video mask,

2. Click the “Draw Arca” button and then drag the mouse 10 draw the video mask arca.

3. Click the “Save™ button to save the settings,

4. Retum 1o the live 10 verify that the area have been dmwa as shown as blocked our i the

unage.

To clear the video mask:
Click the “Clear” button to delete the current video mask area.
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5.2.5 ROI Configuration

Oo to Image->ROI Config mterface as shown befow. An ares n the image can be set us
region of interest. This aren wall have a higher bitrate than the rest of the image, resultmg in
better image quality for the identified area.

1. Check “Enable™ and then click the “Draw Area™ button.
2. Diag the motse o set the ROI area,

3. Set the level

4, Click the “Save” bution to save the settings,

5.3 PTZ Configuration

This function is anly available for the models with RS485 interface. It can be used with a
compatible extermal PTZ enclosure. Go to PTZ-3Protocol mterface s shown below

Protoosd {4L00 v
At b
Eaug-Rate [0+l

Set the protocol, sddress und band mate sccording to the PTZ.

5.4 Alarm Configuration
£.4.1 Motion Detection
Go to Alarm=>Motion Detection to set motion detection alarm.
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o [T
¥ Enatile
Alorm Holding Time. (20 Seconch_ -]
Trigger Alarm Out
Ul Alarm Out

¥ Trigger Audio Alarm
T Trigger S0 Snap
7 Tngger SD Recording

. Trigger Emadl
. Trigger FIP

1. Check “Enable” check box 1o activate motion based alarms. If unchecked, the camera will
Bot send out any sienals to trigger motion-based recording 10 the NVR or CMS, even if there
& motion i the video,

Alarm Out: If selected. this would tngger an exrenal relay output that is connected 10 the
camera on detecnng n monon based alarm.

Trigger Audio Alarm: 17 selected, the waming voice will be witered on detecting o wotion
based alars. (Please st the warning voice first. See Audio Alag for detailis),
Trigger SD Suap: If selecied, the system will capturs images on motion desection and save
the unages on an SD card.

Trigger SD Recording: If sclected. video will be recorded on an SD cand on motion
detection.

Trigger Emall: 1f “Trigger Email" and “Anach Picture™ are checked (cmnail address must be
set first i the Email configurtion intsrfnce), the captured pictures and triggered event will be
sent o those addessses,

Trigger FTP: 1 “Trigger FTP" is checked, the captused picures will be sent mio FIP server
address. Please refer to FTP configuration chapter for more details.

2. Set motion detection arcy and sensitivity. Click the “Area and Sensitivity” tab 10 go to the
interface 23 shown below.
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Mave the “Sensitivity™ scroll bar to set the sensitivity, Higher sensitivity value means that
motion will be tnggered more casily.

Select “"Add"” und click "Draw”. Drag the mouse to deaw the motion detection ares; Select
“Erase” and drag the mouse 10 clear motion detection srea.

Afer that, click the “Save” to save the settings.

3. Set the schedule for metion detection, The schedule setup steps of the motion detestion e
the same as the schedule recording setup (See Scheduls Recording).

5.4.2 Other Alarms

® SD Card Full
1. Go 1o Config=> Alarm-> Anomaly->SD Card Full,
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2. Cleck “Enable” and set the alarm holding tune.

1. Set alarm tngger options. The setup steps are the same as motion detection. Please refer to
motion detection chapter for details

® SD Card Error

When there are some emrors in writing SD card, the comesponding alarms will be triggered.
1. Go to Config-» Alarm=> Anomaly=>SD Card Error as shown below.

L&
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1. Click “Enable™ and set the alarm holding time.
3. Set alarns trigger options. Trigger alarm owt, Enmwil undd FTP. The setup steps are the samne
as motion detection. Pleass refer 1o yoticn detection chaprer for detsils.

® [P Address Confict
1. Go 10 Config=>Alarm > Anomaly=> 1P Address Collision as shown bedow.

I e

Kare thoding Twre |22 Secande
Togger A O

U g O

2, Click “Enable slarm” and sct the alanm holding tune.
3. Trigper alarm out, When the [P addeess of the camen is m conflict with the IP address of
other deviess, the system will trigger the slanm owt,

® Cable Disconnection
1, Go 1 Config=> Alarm-> Anomaly-> Cable Disconnected as shown below.

1. Click “Enable” snd set the alarm holdmg time,
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3. Tngger alarm out. When the camera 1s disconnected, the system will tngger the alarm out,

543 Alarm In

To set semor alanm (alarm n):
Go to Config?Alarm=» Alarm In interface as shown below.

=
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1, Click "Enable™ and sct the nlarm type, alarm holding time and sensor name.

1 Set alann tigger options.

Alarim Out: If selected, this would ngger an extemal relay output that is connscted to the
camern when the sensor alan s tiggered.

Trigger Audio Alarm: If selected, the warning voice will be uttered when the sensor alarm is
triggered. (Please set the waming voice first. See Andio Alay for details).
Trigger Light Alarm: If sclecred, the light of the camera will flash when the sensor alarm is
triggered. (Please set the light flashing time and frequency first. See Light Alasuy foe detals).
Trigger SD Snap: If sclected, the system will capture images when the sensor alanm is
riggered und save the images on s 5D card.

Trigger SD Recording: If selected. video will be recorded on an SD card when the sensor
nlarm is triggered.

Trigger Emall: If “Trigger Email” and “Attach Picture™ wre checked (cmail address musst be
set first fn the Exunil configuration tnterface), the captured pictures sud triggered event will be
senl into those addresses.

Trigger FTP: i “Trigger FTP" is checked, the cuptured pictures will be sent into FTP server

o
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address. Plesse vefer to FTP confipartion chapter for more details,
3. Click “Save™ button to save the settings.
4. Set the schedule of the sensor alarm. The setup steps of the schedule are the same as the

schedule recordmng setup. (See Schedule Reconduig).

544 Alarm Out
Go to Config=» Alarm-» Alerms Out.
Moy Out Mose Merws Unkage [«
A Lot Hame samiun
M voigng Thne [0 Sacona I+
N Type NC iTJ
B
optional,

Alarm Linkage Having selected this mode, select alarm out name, alarm holding time at the
“Alarm Holding Time™ pull down list box and alam type.

Manual Operation: Haviog selected this mode, select the alaom rype and click “Open” to
tmigger the alanm out immediately: click “Close™ to stop alarm.

Adsern Out Mode  Manual Opesation [
Naem Type NC =
o opeoncn |

[_sw |

Day/Night Switeh Linkage: Having selected this tnde, select the alurm type und then
choose 1o open or close alarm out when the camera switches 1o day mode or night mode.

Aem OutMode  Day/wight switch linkage [=]
A Type NC =]
Oay Close =]
Nigtt Close =

Timing: Select the alanm type. Then click “Add™ and drag the mouse on the timeline to set
the schodule of alarm out; click “Frase™ and drag the mouse on the timeline 1o crase the set
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time schedule After this schedule is saved, the alarm out will be triggered in the specified

tume.
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5.4.5 Alarm Server

Go to Alann=>Alarm Server interface as shown below.
Set the server address. port, heartbent snd heartbeat mterval. When an alanu occurs, the
camera will transfer the alarm event to the alarm server. 1f an alarm server 1s not needed. there

1s no need to configure this sechoa
Lerer Airen
ot o
“raithral Disalde |
Heartbeat mterved 30 Setord

5.4.6 Audio Alarm
Go 1o Alnem = Audio Alsnm mterface a5 shown below,

@ Select the languape 1f you want to customize the voice content. you can choose
“Custommze”. Click “Browse™ 1o choase the audio file you want to upload and then enter the
mudso name. Finally, click “Upload™ to upload the audio file. Note that the format of the audio
file mnst meet the requirement (see Tips), or it will not be uploaded. After you uplosd the
nudio file, you can select the sudio name from the andio list and click “Lasten™ to listen to it
Chick "Delete™ to delete the andio.
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(%) Select the voice content md then set the warning times and volume as needed.
Warnitg times: it ranges from | 1o 80,

@ Chick “OK™ to save the settngs.

5.4.7 Light Alarm
Go 10 Alarm->Light Alarms interface a5 shown below.
Set the flashing tinse and frequency of the light.
Fawng Tme Jo Secow
FaNg reqmngy  Lew 1l
o |

Flashing timoe: the flashing time ranges from 1 second 10 60 seconds,

5.5 Smart Event Configuration

551 Face Detection Settings

Face detection function s to detect the face appearing m the surveillance scene. Alarms will
be trigyered when a face is detected.

The settmg steps are as follows:
1.00 to Config=> Event-»Face Detection as shown below.
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2. Enable the face detection function.

Save Source Information: if checked. the whole picture wall be saved to the SD card when
detecting a face

Save Face Information: if checked. the captured face picture will be saved to the SD card
when detecting a face.

Note: To save images to the local PC, plense enable the local smart snapshot stormge first
(Config=System=>Local Config) To save mmages to the SD card, please mstall an SD card
first.

1. Set alarm holding time and alarm trigger options. The setup steps are the same 24 alarm in
(vensor alann) detection. Plesse refer 1o Alanm IN chapter for detasls,

4. Set alann detection area.
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Click “Draw Area” and drag the border lines of the rectangle o modify s size. Move the
rectangle 1o change its position. Click “Stop Draw™ to stop drawing the area. Click "Clear” to
clear the area. Then set the detectable face size by defimng the maxumum value and the
menzmn valse (The default size moge of a single face mmage occupics from 3% 10 50% of
the entire unage).

5 Advanced semings, Choose the seapshor snrerval sad number as needed 1o avoid capninng
mltiple sosdlar pactures in o very short persod of tuse

Oe0u picamus Povos
Srmdot beeowed |5 Sexoo v
et Ramr ) ’

Saapshot Interval: If S seconds s selected. the camera will capture the same target once every
S seconds dunng ity contmmons trackmy penod.

Soapshot Number: If the stmpshot number is enahled and set (eg. 3), the camera will copture
the same target once every S seconds snd #t will capture this target 3 times af most duning its
contimuows trackmg penod. If the snapshot mumber is disabled, the camern wall capture the
saume target once every 5 soecands until the target disappears in the detected aren.

6. Set the schedule of the face detechon The setup steps of the schedule are the same as
schedule recordmg setup (See Schedule Recording)
# Configuration requirements of cameras and surrounding ares
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1. Camerns musst be mtalled m the aren with stable and adequate hight sources.

2. The mstallation heglt mnges from 2.0m to 3 Sm, sdjustable according 1o the focallength
of different lenses and object distances.

3. The depression angle of the camern shall be bess than or equal to 157

=
0 —

4. The object distance depsads on the focal-length of the lens mounted in the capem.
§. To ensure the accurncy of face desection, the captured faces arc only allowed 1o deviate Jess
than 30° keftward or nghtward or 20° upward or downward.

5.5.2 Exception Settings

This function can detect changes in the surveillance environmsent affected by the exteral
factors

To set exception detection:

Go 10 Config=>Event-» Exception iterface as shown below
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1. Enable the applicable detection that™s desired.

Scene Change Detection: Alarms will be tnggered if the scene of the monitor video has
changed.

Video Blur Detection: Alarms will be triggered if the video becomes blurry.

Enable Video Color Cast Detection: Alarms will be triggered if the video becomes
obscured.

2. Set the alarm holdmg tune and alarm trigger options. The setup steps are the same as
motion detection. Please refer to motion detection chapter for details.

3, Click "Save™ button 10 save the settings.

4. Set the sensitivity of the exception detection. Click "Sensitivity™ tab ta go to the interface
as shown below,

Ruieon Sonuein -

Samitity i [75]

Drag the slider to set the sensitivity value o directly enter the sensitivity value in the textbox.
Click “Save™ button to save the settings.

The sensitivity value of Scene Change Detection: The higher the value is, the more sensitive
the system responds w the aoplirude of the scene change,
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The sensitivity value of Video Blur Detection: The higher the value 15, the more senutive
the system responds to the blurmness of the image.

The sensitivity valse of Video Color Cast Detection: The lugher the value 1, the more
sensitive the system responds to the obscunng of the image.

# The requirements of eamers snd surrounding aren

1. Auto-foaumimg function should not been enabled for exception desection.

2. Try not to enable exception detection when light changes greatly in the scene.
3. Please contact us for more detailed application scenanios.

5,53 Line Crossing Detection Settings

Line Crossing: Alarms wall be tnggered if the target crosses the pre-defined alarm lines.
Go to Config=?Event-»Line Crossing interface as shown below.
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1. Enable lme crossing detection and select the smapshot type and the detection target.

Save Panornmic Picture: If it i enabled. the detected panoramic pictures will be captured
and saved 10 the SD card when there are targets detected.

Save Target Cutont: 1f it is enabled. the detected target cutont pictures will be captured and
saved to the SD cand when there ave tmgets detected.

Note: To save suapshots to the Jocal PC, please enable “Local Sumst Saapshot Storage™ m the
local config interface first. To save snapshots to the SD cand, please install an SD cand first,
Detection Target:

Human: Select it and then alarms will be tnggered if somecae crosses the pre-defined alarm

o
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Motor Vehicle: Select it and then alanms will be tnggered if a velucle with four or more
wheels (eg. 2 car; bus or truck) crosses the pre-defined alarm hises.

Motorcycle/Bicycle: Select st and then nlarms will be tnggered of a nonamotor velucle (eg. a
motorcycle or bicycle) crosses the pre-defined alarm lines.

These three types of objects can be selected simmbtancoudy. Please select the detection
objects as needed. If no objecttarget i selected. alarms wall not be tiggered even iof line
crosamyg detection is enabled.

2. Set the alarm boldang time,

3. Set alarm trigger options. The sctup steps are the same as alarm i (sensor alarm) detection.
Please refer to Alapm IN chapter for detmis

4. Click “Save™ button 10 save the settings.

S. Set the alarm hine of the lne crossmg alarm. Click the “Arca™ tab 1o go (o the interface a3
shown below.

Set the alurm Hoe number and direction. Only one line can be added.

Direction; A“>B, A~>B and A<-B optional. This mdicates the direction of the

witruder 'velvicle crosses sver the alanm hine

A<>B: The alarm will be miggered when the introder/ vehicle crosses over the alanm line
from B 1o A of from A w B,

A->B: The alann will be miggered when the intrader vehicle crosses over the alarm line from
Ao B,

A<-B: The alarm will be tnggered when the imtrudervehicle crosses over the alarm hine from
BtoA

Click the “Draw Area” busion and then drag the mouse 10 deaw a line in the isage, Click the
“Stop Deaw” buttan 10 stop drawing Chick the “Clear™ bunion to delete the lines, Click the
“Save” button 1o save the settings.

6. S<t the sehedule of the line crossatg absrn, The setup steps of the schedule are the same oy

the schedule recording setup (See Schedule Recordmg)

¥ Configuration of camera and surrounding arca
1. Avoid the seenes with mumy trees o the scenes with vasious light changes (like nany

flashing headlights). The ambicat brightness of the scencs shouldn't be too low.
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2. Cameras should be mounted at a beight of 2.8 meters or above.

3. Keep the mounting angle of the camem at about 45°.

4. The detected objects should not be Jess than 1% of the entire nnage and the bargest stzes of
the detected objects should not be more than 15 of the entire image.

S. Make sure cameras can view objects for at Jeast 2 seconds in the detected area for accurate
detection.

6. Adequate light and clear scenery are crucial for Ime crossing detection.

554 Intrusion Detection Settings

Intrusion: Alarms will be triggered if 1he tarpet intrudes and Jonters n the pre-defined arcas,
Ga 1o Config=>Event=> lutmsion interface as shown below,
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1. Ensble wtrwsion detection and select the saspshot type and the detection tarpet.

2. Set the alarm bokding time,

A Set alann trigger options, The setap sieps are the same as alarm in (sensor slann) detection.
Please refer to Alamu IN chapter for details

4, Click the “Save” bution 1o save the settings.

£, Set the alarm area of the intrusion detection. Click the “Area™ tab 10 go to the interface as
shown below,
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Set the alarm arca munber on the right side. One alarm arca can be added

Click the “Draw Area™ button and then click around the arca where you want 1o set as the
alurm aren i the image on the left sade (1he alarm area should be 5 closed area). Click the
“Stop Draw” buttan to stop drawing. Click the “Clear™ butson to delete the alarm arca. Click
the “Save” button 1o save the settings,

6. S¢1 the schedule of the mtrusion detection. The setup steps of the schedule are the same a5

sehedule recordmg setup (Sec Schieduls Recording)

¥ Configuration requirements of camers and surrounding avea
1. Avoid the scenes with many tress oc the sesnes with vanions light changes (like many

flashing headlights). The ambicnt brightness of the seenss shouldn’t be 100 Jow,

1. Camerns should be moanted at » heaght of 2.8 meters or above.

3. Kesp the mounting angle of the camera at about 45°,

4. The desected obgects shoold not be less than 194 of the entire maage sod the largest sizes of
the detecied objects should not be more than 178 of the entire image.

§. Make suze camerss can view obyects for at least 2 seconds m the detected aren for aceurte
detection.

6. Adequate hight sand clear scenery are crucaal 5o line crossing detection,
555 Target Counting Settings

This function s 10 caleulste the aumber of the people or velucles crossmg the alann line
through detecting, trackmg and cousting the shapes of the people or velicles.
1. Go to Config=> Event=> Target Covmting as shown below,
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2. Enable target counting and sele<t the ssapshot type and the detection target.

Save Panoramic Picture! If it s cnabled, the detected panormic pictures will be capnrsd
and saved 1o the SD card when the targets cross the pre-defined alanu line,

Save Target Cutout: If it is enabled, the detected target cutout pictures will be captured and
saved to the SD cand when the targets cross the pre-defined alann lpe.

Note: To save snapshots 10 the local PC, please enable “Local Smart Saapshot Storage™ m the
local config mterfacs first. To save snapshots to the SD card, please install an SD card firsa,
Detection Target: Sclect the trget to  calculate. Human, motor  vebicle and
motorcyclebicvele can be sclected.

Counting Reset: The current namber of the target coanting can be reset. You can choose 10
reset the counting daily, weekly or monthly. Click “Reset” to manually reset the current
mnmber of crossmg line people’cartnke comnting.

1. Set the area of the targst counting. Click the “Arca™ tab to go to the interface as shown
below.

Set the alarm loe munber and direction. Ouly oae alam line can be added.

Direction: A->B and A<-B can be optional. The derection of the arrow 15 entrance.

Click the “Draw Area” button and then deag the monse 10 doaw a hine fn the soage, Click the
“Stop Draw” button 1o stop drawing. Click the “Clear™ button to delete the lines

Statistics: If enabled, vou can see the statistical mformation in the live view mierface. If
disabled, the statistical information will not be displayed in the live view inserface.

Check “Statistics™ and then move 1he red box 10 change the position of the statistical
uformution displayed on the screen. Click the “Save” hutton to save the settings.

L



- Thermal Nevwark Camera User Manwal

Note: If the OSD contentd 15 enabled, t will be disabled after you enable “Statistics”
4, Set the schedule of the target connting The setup steps of the schedule are the same s

schedule recording setup (See Scheduls RBecandg)
5. View the statistscal information in the bve view mterface.

5.6 Network Configuration

S.6.1 TCPIP

Go 10 Config?Network2TCPIP meerfnce a5 shown below. Thers are two ways for
network connection,

BB vt ronaceag I Ounge Sothrtion Cany

Ctein mn IF acudess sutormatio sty
& Uik the folionming [P acchons

" Acdress (92tem226301 | veut |
ook [T
Grtewmy 192160235 1

Pretevied DNS Server | 210.21. 196

Altermate TNS Sevwr (32583

Use IP address (take IPv4 for example)-There are two options for [P semp: obtain an IP
address automatically by DHCP and use the following IP addeess. Please choose one of the
options as needed
Test: Test the effectiveness of the IP address by clicking this button.
Use PPPoE-Click the “PPPoE Config™ tab 10 go to the tserface 35 shown below, Enable
PPPOE and then enter the user name and possword from your ISP,

4P
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Either method of netwark connection can be used. 1f PPPoE s used to connect mternet. the
camern will get a dynamic WAN IP address. This IP address will change frequently. To be
notified. the IP change notification fimction can be used.

Click "IP Change Notification Coafig™ to go to the mterface as shown below.

1 Togge el
1 Twgger /0
T

Trigger Email: when the IP address of the device v changed. the new IP address will be sent
to the email address that has been set up.
Trigger FTP: when the IP address of the device s chunged. the new 1P address will be sent to
FTP server that b been set up.
5.6.2 Port
Go to Canfig?Netwark=>Port interface as shown below, HTTP port, Data port and RTSP
port can be set.

HTTP Port ()

HTTPS Port &)

Dats Port 9008

RTSP Pont 554

Persistemt oo

connection Port 8080
HTTP Port: The default HTTP poet is 80, It can be changed 10 any port which s not
occnpied
HTTPS Port: The defanlt HTTPs port is 443, It ¢an be changed to any port which is not
occnpied

Lu
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Data Port: The defaudt data port 1s %008, Please change it as necessary.

RTSP Port: The default port is 554. Please change it us necessary.

Persistent Connection Port: The default port v 8080, The port 15 used for a persistent
connection of the thard-party platform to push smart data, like face psctures.

5.6.3 Server Configuration

Thas function is mamby used for connecting network video manngement system.

¥ Enable

Seever Port {2009 ]
Server Address | |
Device 10 i1 |

1. Chieck “Enable™.

2. Check the IP address and port of the transfer medin server i the ECMSNVMS. Then
ennble the auto report in the ECMSNVMS when adding a new device. Next. enter the
remameng mionation of the device m the ECMSNVMS. After that, the system will
uutomatically allot a device ID. Please check it m the ECMSNVMS.

3. Enter the sbove-mentioned server address. server port and device ID i the comrespondang
boxes. Click the “Save”™ bustton to save the seltings.

5.6.4 DDNS

1f the camera is set up with a DHCP connection. DDNS should be set for the mternet.
1. Go to Config»Network= DDNS.

g -—
AT

2. Apply for a domain name, Take www dvidyndas com for exanple.
Enter www.dvrdydns.com i the [E address bar to visit its website Then Click the

"Registration™ button.

o
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After the donsun name 15 successfully applied for, the domam name will be listed as below.

Bl TR 3

(|

T

3. Enter the wsemame, password. domain you apply for i the DDNS configuration inferface.

4. Click the “Save” bution to save the settings.

5.6.5 RISP
Go to Config->Network->RTSP.
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Sclect “Enablc™ to enable the RTSP function.

Port: Access port of the streaming media. The default number s £54

RTSP Address: The RTSP address (unicast) formnt that can be used to play the stream i »
media player.

Multicast Address

Main stream: The address format

“rtsp//IP address: nisp port/profile | Mransponimode=meast”,
Sub strenm; The addrcss formt is

“rtsp//IP address: nsp port/profile2 *transponimode=meast”,
Thicd stream: The address format is

“rtsp /1P address: rsp port/peofile3 *rransportmode=mcast”,
Thermal stream: The address format i

“rtsp /1P address: rsp port/peofiled transpartmode=meast”.
Audio: Having cotered the muin'sub stream in a VLC player. the video and audio will play

sutommastically.

If “Allow anonymous login...” & checked. there is po need 10 enter the username and
password 10 view the vadeo,

I “suto start™ is enabled, the multicast received data should be added into n VLC plaver o
play the video.

Note'|. Thes camers support local play through & VLC player. Eater the RTSP addecss
(umicast or multicast. ep riap /192,168 226.201:554 profile] Mramsportmode=menst) i
VLC player to realize the sinmitancous play with the web chent.

2. The TP address mentioned above cannot be the address of IPve,

3. Avoid the wse of the same mmlticast address in the samee local nerwork

4. When playing the video through the multicast streams in a VLC player, please pay attention
to the mode of the VLC player. If it is set to TCP mode, the video cannot be played.

5. If the coding format of the video of the main stream 1s MIPEG. the video may be
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disordered at some resolutions.

5.6.6 802.1IX

If it ix enabled. the camern’s data can be protected. When the camern is connected 1o the
network protected by the IEES02. 1x, user authentication is needed.

s
Bt “ype AE D3 v
EAPCL Yervn) R ot
et Narve test |
— eveee |
Zonfrm Pessword LT |

To use this finction, the camera shall be connested to a switch supporting 802, 1x protocol.
The switch can be reckotied as s suthentication system 1o identify the device in a local
petwork. If the cxmers connected 1o the network interfacs of the switch has passed the
suthentication of the switch, it can be nceessed via the local petwork.

Protocol typs and EAPOL version; Please wse the defanlt settings.

User name aod pussword: The user nasiie snd password must be the same with the uver nume
and password applicd for and registered in the mahenticarion server.

567 UPnP

1f this fumction 15 enabled, the camern can be quickly accessed through the LAN,
Go to Config?Network?UPnP. Enable UPNP and then enter UPnP name.

¥ Enwtde
UFT® Narie |
=S
5.6.8 Email
1f you need 1o tngger Email wien an slarm happens or IP address is changed. please set the
Emml bere first.
Go 10 Config=»Network < Email.
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Sender Address: sender's e-muml address.

User name and password: sender’s user name and password.

Server Address: The SMTP IP address or host name.

Select the secure coanection type at the “Secure Connection™ pull-down list according to
what"s required,

SMTP Port: The SMTP port.

Send Interval(S)y: The tume mterval of sending email. For exanple, of ot 15 set to 60 seconds
as only one alam event and only one emal will be sent. If one motion alann event is
triggered and then another motion detection alarm event is triggered after 60 seconds. two
emals will be sent. When different alanus are tnggered at the same time, nultiple emaly wall
be sent separately.

Click the “Test” button to fest the connection of the account.

Recipient Address: receiver's comal address.

569 FIP

Afler an FTP server s set up, captured pictures from events will be uploaded to the FTP
server.
Go 1o Config=?Network SFTP.
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Server Name: The name of the FTP server.

Server Address: The IP address or domain name of the FTP.

Upload Path: The duectory where files wall be uploaded to.

Port: The port of the FTP server.

User Name and Password: The usemname snd password that are used 1o logm 10 the FTP
server.

5.6.10 HTTPS

HTTPs provides authentication of the web site and protects uses privacy.
Oo to Config FNetwork-PHTTPS as shown below.
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There 15 n certificate wstalled by default as shown shove, Enable this function and save it
Then the camern can be accessed by entering hetps:VIP: himps port via the web browser (eg.
Bittps:/ 192,168,226 201:443)

A private centificate can be created if users don't want to use the defanlt one. Click “Delete”
10 cancel the default certificare. Then the following imerface will be displayed.

D>
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* I there s & signed certificate, click "Browse™ to select it und then chick “Tnstall”™ 1o tnstall .
* Click “Create a private cemificate” 1o enter the following creation interface,
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Click the “Create” button to create a private certificate. Enter the comtry (only two letters
available), domain (camera’s IP address/donsun), valudity date. password. province state,
region and so on. Then click “OK" to save the settings,

* Click “Create a certificate request” to enter the following mterface.

Lrabie
misdatar pe [ Maw vgred conWRCate S1ilal BB ety
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Click “Create™ 1o create the certificate request. Then download the centificate request and
submit it 10 the trusted centifiente suthority for signanure. Afier receiving the signed centificase,
unport the certificate to the device.

5.6.11 QoS

QoS (Quality of Service) function is wsed 10 provide different qualiny of services for different
petwork applications. With the deficient bandwidth, the router or switch will soet the data
streams and tasder them necording to thewr prioety o solve the network delay and nerwork
congestion by using this function.

Go 1o Config-?Network->QoS.
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Visso/ Autia DSCP 12 ]
Al DSCP {3 |
Wonager DCT [s3 ]

Video'Audio DSCP: The mage s from 0 to 63.

Alarm DSCP: The range 1 from 0 to 63

Manager DSCP: The muge is from 0 to 63.

Generally speaking. the larger the mnmber . the ligher the pnonty 1s.

5.7 Security Configuration
5.7.1 User Configuration
Go to Config=>Secunty=? User interface a3 shown below,

Uber Marm i Ty g MAL

Add user:
1. Click the “Add" button to pop up the following textbox.

Add User x

User Natre | |
Paswword { ]
Level - - -
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2. Enter user name in “User Name™ textbox.

1, Eorer the password i the “Password” and “Confinn Password™ textbox. Plesse set the
password acconding to the requirement of the password secumty level (Go w
Config-?SecuntydSccunty Management->Password Secunity wrerface 10 ser the security

level),
O
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1t i recommended 10 set a high level password that shall be composed of numben., special
characters, upper or lower case letters for your account security.

4. Choose the wer type. Adnumistrator has all permuisaions. Nommal user can oaly view the
live video. Advanced user has the same permissions as m Admanistrator except for; user,
backup settmgs, factory reset, and upgrading the frmware.

5. Enter the MAC address of the PC i the “Bind MAC™ texibox.

If this option 1s ennbled, only the PC with the specified MAC address can access the camera
for that user.

6, Click the “OK" button and then the newly added user will be displayed i the user hist.

Modify user:

1. Select n user to modify password and MAC address if necessary m the user configuration
hst box.

2. The “Edit user” dialog bax pops up by clicking the “Modify™ button,
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3. Enter the old password of the user in the “Old Password™ 1ext box.

4. Enter the new password in the “New password™ and “Confirm Password™ text box.

S. Enter computer’s MAC address as necessary

6. Click the “OK" button to save the ssttings.

Note: To change the access level of u user, the user musst be deleted snd added again with the
new aesess level

Delete user:

1. Select the user w be deleted in the tser configuration list box,
2. Click the “Delese™ button 1o delete the user.

Note: The default sdministrator account cannot be deleted.

5.7.2 Online User
Go 10 Config-»Secunty->Online User 1o view the user who is viewing the live video,
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An adamnastrator user can kick out all the other inens (inciuding other admunmtrators).

£.7.3 Block and Allow Lists
Go to Config=>Security?Block and Allow Lists as shown below.
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The setup steps are s follows:

Check the “Enable address filtering” check box.

Select “Block/ Allow the following address”, [P/ IPv6/MAC and then enter [P address or
MAC address m the address box and click the “Add™ bution.

5.7.4 Security Management
Go to ConfigSecunty->Secunty Management as shown below,

m - ..lm"d oy

~ Enable “Jocking once IBegal login® function

In order to prevent against malicsous password unbocking. “locking coce illegal Jogin"
function can be cnnbled here If this finction 16 enabled, Jogin failure aficr trying six ey
will make the login interface locked, The camers can be Jogged in again after o half bour or
aficr the camern reboots,

®  Password Security
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Secunty Service I

Password Leve! {wm VI
Expiration Time !Nner VI

Please set the password level and expiration time s peeded.

Password Level: Weak, Medium or Strong.

Weak level: Numbers, specinl characters, upper o lower case ketrers can be nsed. You can
chovse ooe of therm or any combiniation of them when setting the password.

Medinm Level: 9-15 characters, ncluding st kesst two of the following categonies: munbers,
special clurnctens, upper case ketters, lower case fetrers.

Serong Level: 9<15 characters. Numnbers, special charscters, upper case Jetters and lower case
letters nwst be included.

For your sccount seswnity, it s recomumended 10 set & wwong password and chaoge your
password regulardy.

5.8 Maintenance Configuration
581 Backup and Restore
Go 10 Config>Maintenancs?Backup & Restore,
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®  Import & Export Settings

Configuration settings of the camern can be exported form n camern into another camern.
1. Click “Browse™ to select the save path for import or export mformation on the PC,

2. Click the “Impon Setting™ ve “Export Setting™ button,

®  Default Settings
Click the “Load Default” buttan to restore all system settings to the default factory settngs

except those you want to keep.

582 Reboot

Go to Config-?Maintenance-»Reboot.

Click the “Reboot™ batton 10 reboot the device,

Thmed Reboot Setting:
1f necessary. the camera can be set up to reboot on a tine interval. Enable “Time Settings”™,
set the date and time and then click the “Save™ button 10 save the settings,

583 Upgrade
Go to Config?Mamtenance-?Upgrade. In this interface. the canmsera finmware can be
updated.

- 3 noea

1. Click the “Browse™ button to select the save path of the upgrade file

2, Click the “Upgrade™ button to start upgrading the famwars,

3, The device will restart sutonsatically

Caution! Do not close the browser or disconncct the camem from the network during the

upgrade
5.8.4 Operation Log

To query and export log:
1. Go 1o Config-?Maintenace 2> Opemtion Log.
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2. Select the main type. sub type. start and end time.
3, Click “Search™ to view the operation log.
4. Click “Expoet”™ 10 export the operation log.




6 Search

6.1 Image Search

Click Semrch to 2o 10 the mterface as shown below. Immgss that are ssved on the SD cmd
can be found here

webcam

o Ty -

® Local lmage Search
1. Choose “Prenwe"—"“Local”

b Set timne: Select dmte and choose the start and end time

I, Click X 10 search the smpes

4. Double click » file name in the list to view the captured photos
Click TR o retum o the previous interface

® SD Card Image Search

1. Choose “Picture"™—“SD Card™
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2. Settume: Select date and choose the start and end tume
1. Choose the alarm events at the bottom of the interface
§. Click R 10 search the tmages
Double chick a file name m the list to view the captured photos
Click DR to retum to the previous mterface

The descriptions of the buttons are shown as follows.

—— -

Tren Description Teom

Dwscription

2 Close: Select an mage sod chick thn ™y

brutton t close the image

Close 3l Click thiy buttom %0

close all unapes

o N Save Chck thiy bstton % select the 5

path for savng the inape v the X

Save Al Chck thus button o
wiect & path for savng al)

pectimen oo e PC

£ Fit sze: Click 1o fn the tage on the |__

slreen

Actusd ure Chek tus bunoo
o doglay the acmal e of

e strApe

Zoom wm Chek thes button to

diptally room m

Zoom owt Clck thin buncs

o diptally xoom out

‘ Shde show play Clek this Yumon e
stast See shde bhow mode

Siop. Chek s bumca 1o siop
G alade wbhow

Play wpead. Play spead of e shude show
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6.2 Video Search
6.2.1 Local Video Search

Click Search to go to the mterface as shown below. Videos were recorded locally to the
PC can be played m this mterface

r

- -

‘ -
e s -
1. Choose "Record™— Local”
2. Set search tune: Select the date and choose the start and end tume.
3. Chek 2 10 search the muages
4. Double click on a file name m the list to start playback
2020700702 1732124 TE S —

DR T TE g
M .-

IR

n=ear» s O ] PO
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Thermal umage or ophical mnage can be searched

Hewa Deseription lenn Deseriptios
. Play dammeny. ABer passing
L| e video click s bumn |_| Pause barwcn
W conbinne playi
LI Speed p l . Warrmmaek desplay
m 1 Enable / deuable sudeo. ding the shder o adjust &e volume afler
enabling sdo

6.2.2 SD Card Video Search
Chick Scarch 10 go w0 the uterface as shown below, Videos that were recocded on the SD cand

can be played i this interface

Choose “Record"—"SD Card"
Set search timne: Sclect the dute and choose the start and <od time

- N =

Click ‘2 10 search the smages

- ora
LR N W - [» ] D

Select the nlarm eveusts at the bottoan of the uteriace
Select mux stream (video and aodio stremm) or vadeo stream as needed.
6. Double click on a fle name m the list to stast playback
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The timue table can be shown in 24H/1JH2H IH format by choking the corresponding
buttons,

Video clip and downloadmyg

1. Search the video files according to the above mentioned steps

Select the start tune by cheking on the ime table.

Click @ 10 set the start time and then this button turms blue (63 )

Select the end time by clicking on the tine table. Then click @ to set the end time.
Click P 10 download the video fille in the PC

BP N

It Procen Recart Bt Time i Tiewe Pats Opeceme

ETm - Gl | v |

Click “Set up"” 10 set the stomge directory of the video files,
Click "Open™ 10 play the video.

Click “Clear List" 1o ¢lear the downloading list,

Click "Close™ 1o close the downdoading window

6.3 Data Record Search

The bedy temperature and the face picture of the peran pawing through can be recorded to
the SD card. Clack “Data Record™ in the live view usterface to go to the followmng mterface.
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Set the start and end nme and then click “Search™ 10 view the face detection results and the

comresponding tempemnnare records. Click “Expont™ 10 expont the face pictares and the
tempersture records



Appendix

Appendix 1 Troubleshooting

How to find the password?
A: Reset the device to the default factory settmgs.
Default IP; 192,168,226 201, User name! admis: Passward: 123456

Fall to conmect devices through IE browser.

Al Network 15 not well connected. Check 1he connestion snd make sure 1t is connected well
B: IP addeess is not available. Reset the IP address

C: Web port munber has been changed: comtact admsnsstraton to get the coerect port numiber
D: Exclide the above reasons. Restore 10 defanlt setting by [P-Tool,

IP tool cannet search devices.
It may be cansed by the nnti-virus software m your computer, Please exat it and try 1o search
device again,

1IE cannot download ActiveX control.
A. IE browser may be set up 1o block ActiveX. Follow the sicps below
(1) Open IE browser and then click Tools———Internet Options

e T Veu  Tavnies ilkﬁ

. Ml v e . |
. o B wydeewe l
. W | it e
4 T

e ———— e »-

B bt o) L 10

Yerret Otfora.

(@) Select Securitys-=Custom Level....

(@ Enable all the options under “ActiveX controls and plug-ins”

@ Click OK to finssh setup.

B. Other plug-ins or antievirus blocks ActiveX. Please unmstall ar close them.
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No sound can be heard.
A: Aundio input device is not connected. Please commect and try again.

B: Audio function i not coabled st the corresponding chamnel. Please enable this fiunction.
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Appendix 2 Specifications

Mods Thermal Netwoek Dullet Camers
Lw
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