Thermal Network Camera

User Manual

Please read this mstruction carefully before operating the unit and keep it for further
reference



Safety Instruction

The followmng symbols or words may be found m thas manual.

A Waraing Indacates a medium or low potential hazardous sstuation whach .
if not avoided. wall or could result m shght or moderate myury
Indicates a potential risk which, if not avosded, will or could

& Caution result in device damage, data loss, lower performance or
unexpected results

@ Note Provides additional mformation to emphasize or supplement

A mportant points of the text.
About the Manual

@ This manual is sustable for many models. All examples, screenshots, figures, charts, and
illustrations wsed in the manual are for reference purpose, and actual products may be
different with this Manual.

B Please read this user manual carcfully to ensure that you can use the device comrectly
and safely

B Within the maximum scope permitted by the law, the products deseribed in this Manual
(including hardware, software, firmware, ctc.) are provided “AS IS™. The information in
this document (mchuding URL and other Intemet site reference data) is subject to
change without notice. This Manual may contain technical incorrect places or prmting
ervors. This information will be periodscally updated, and these changes will be added
into the katest version of this Manual without prior notice

Use of the Product

@  Thas product should not be used for illegal purposes.

@  The company does not allow anyone to use the Company’s products to mfnnge the
prvacy, personal mformation, and portrait nghts of others. The user shall not use this
product for any illegal use or any prolubsted use under these terms, conditions, and
declarations. When usmng this product, the user shall not damage. disable. overload or
obstruct any of the hardware of this product n any way. or mnterfere with the use of this
product by any other users. Also, the user should not attempt to use the product or the
software. by hacking. stealing the password, or any other means.



Electrical Safety

B This product is intended to be supplied by a Listed Power Unit, marked with 'Limited
Power Source', 'LPS' on unit, output rated minimum 12V/2 A or POE 48V/ 350mA or
AC24V (depending on models), no more than 2000m altitude of operation and Tma=60
Deg.C.

B As for the modes with PoE function, the function of the ITE being investigated to IEC
60950-1 standard is considered not likely to require connection to an Ethernet network
with outside plant routing, including campus environment and the ITE is to be
connected only to PoE networks without routing to the outside plant.

B Improper handling and/or installation could run the risk of fire or electrical shock.

B The product must be grounded to reduce the risk of electric shock.

B % Warning: Wear anti-static gloves or discharge static electricity before removing the
bubble or cover of the camera.

B % Caution: Do not provide two power supply sources at the same time for the device
unless otherwise specified; it may result in device damage!

Environment

B Heavy stress, violent vibration or exposure to water is not allowed during transportation,
storage and installation.

B Avoid aiming the camera directly towards extremely bright objects, such as, sun, as this
may damage the image sensor.

B Keep away from heat sources such as radiators, heat registers, stove, etc.

B Do not expose the product to the direct airflow from an air conditioner.

B Do not place the device in a damp, dusty extremely hot or cold environment, or the
locations with strong electromagnetic radiation or unstable lighting.

B Make sure that no reflective surface is too close to the camera lens. The IR light from

the camera may reflect back into the lens, resulting in image blur.

Operation and Daily Maintenance

There are no user-serviceable parts inside. Please contact the nearest service center if the
product does not work properly.

Please shut down the device and then unplug the power cable before you begin any
maintenance work.

4% Warning: All the examination and repair work should be done by qualified personnel.

Do not touch the CMOS sensor optic component. You can use a blower to clean the dust
on the lens surface.

Always use the dry soft cloth to clean the device. If there is too much dust, use a cloth
cleaning (such as using cloth) may result in poor IR functionality and/or IR reflection.
Dome cover is an optical device, please don't touch or wipe the cover surface directly
during installation and use. For dust, use oil-free soft brush or hair dryer to remove it
gently; for grease or finger print, use oil-free cotton cloth or paper soaked with detergent
to wipe from the lens center outward. Change the cloth and wipe several times if it is



not clean enough.

Privacy Protection

® When installing cameras in public areas, a warning notice shall be given in a reasonable
and effective manner and clarify the monitoring range.

® As the device user or data controller, you might collect the personal data of others, such as
face, car plate number, etc. As a result, you shall implement reasonable and necessary
measures to protect the legitimate rights and interests of other people, avoiding data leakage,
improper use, including but not limited to, setting up access control, providing clear and
visible notice to inform people of the existence of the surveillance area, providing required
contact information and so on.

Disclaimer

® With regard to the product with internet access, the use of product shall be wholly at your
own risks. Our company shall be irresponsible for abnormal operation, privacy leakage or
other damages resulting from cyber attack, hacker attack, virus inspection, or other internet
security risks; however, Our company will provide timely technical support if necessary.

o Surveillance laws vary from country to country. Check all laws in your local region before
using this product for surveillance purposes. We shall not take the responsibility for any
consequences resulting from illegal operations.

Cybersecurity Recommendations

® Use a strong password. At least 8 characters or a combination of characters, numbers, and
upper and lower case letters should be used in your password.

® Regularly change the passwords of your devices to ensure that only authorized users can
access the system (recommended time is 90 days).

® Itis recommended to change the service default ports (like HTTP-80, HTTPS-443, etc.) to
reduce the risk of outsiders being able to access.

® [t is recommended to set the firewall of your router. But note that some important ports
cannot be closed (like HTTP port, HTTPS port, Data Port).

® [t is not recommended to expose the device to the public network. When it is necessary to
be exposed to the public network, please set the external hardware firewall and the
corresponding firewall policy.

® It is not recommended to use the vl and v2 functions of SNMP.

® In order to enhance the security of WEB client access, please create a TLS certificate to
enable HTTPS.

® Use black and white list to filter the IP address. This will prevent everyone, except those
specified IP addresses from accessing the system.

® If you add multiple users, please limit functions of guest accounts.



® If you enable UPnP, it will automatically try to forward ports in your router or modem. It
is really very convenient for users, but this will increase the risk of data leakage when the
system automatically forwards ports. Disabling UPnP is recommended when the function is
not used in real applications.

® Check the log. If you want to know whether your device has been accessed by
unauthorized users or not, you can check the log. The system log will show you which IP
addresses were used to log in your system and what was accessed.

Regulatory Information

FCC Information

Please take attention that changes or modification not expressly approved by the party
responsible for compliance could void the user’s authority to operate the equipment.

1. FCC compliance

This equipment has been tested and found to comply with the limits for a Class B digital

device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable

protection against harmful interference in a residential installation. This equipment generates,

uses, and can radiate radio frequency energy, and if not installed and used in accordance with

the instructions, may cause harmful interference to radio communications. However, there is

no guarantee that interference will not occur in a particular installation. If this equipment does

cause harmful interference to radio or television reception, which can be determined by

turning the equipment off and on, the user is encouraged to try to correct the interference by

one or more of the following measures:

® Reorient or relocate the receiving antenna.

® Increase the separation between the equipment and receiver.

® Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

®  Consult the dealer or an experienced radio/TV technician for help.

2. FCC conditions:

® This device complies with part 15 of the FCC Rules. Operation of this product is subject
the following two conditions:

®  This device may not cause harmful interface.

® This device must accept any interference received, including interference that may cause
undesired operation.

RoHS

The products have been designed and manufactured in accordance with Directive EU RoHS
Directive 2011/65/EU and its amendment Directive EU 2015/863 on the restriction of the use
of certain hazardous substances in electrical and electronic equipment.



2012/19/EU (WEEE directive): The Directive on waste electrical and electronic
equipment (WEEE Directive). To improve the environmental management of
WEEE, the improvement of collection, treatment and recycling of electronics at
the end of their life is essential. Therefore, the product marked with this symbol
must be disposed of in a responsible manner.

Directive 94/62/EC: The Directive aims at the management of packaging and packaging
waste and environmental protection. The packaging and packaging waste of the product in
this manual refers to must be disposed of at designated collection points for proper recycling
and environmental protection.

REACH(EC1907/2006): REACH concerns the Registration, Evaluation, Authorization and
Restriction of Chemicals, which aims to ensure a high level of protection of human health and
the environment through better and earlier identification of the intrinsic properties of chemical
substances. The product in this manual refers to conforms to the rules and regulations of
REACH. For more information of REACH, please refer to DG GROWTH or ECHA websites.
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1 Network Connection

System Requirement

For proper operating the product. the following requirements should be met for your
comprier

Operating System: Windows 7 Homse basic or higher

CPU: 2.0GHz or hngher

RAM: |G or higher

Display: 1920*1080 resolution or higher {recommended)

Web browser: IE (plug-wm required)’ Firefox Edge Safan 'Google Clwome

It s recommended to wse the latest version of these web browsers.

The menn display and operation of the camera may be shighnly different by using the browser
with plog-in or without plug-in. Installing plug-in will display more fusnctions of the camera
Connect IP-Cam via LAN or WAN. Here only take [E beowser for examuple. The detatls are as
follows

1.1 LAN

In LAN. there are two ways to nccess IP-Canc 1. access throagh [P-Tool: 2. directly access
through [E browses

1.1.1 Access through IP-Tool

Network counection:

= Switch
=A%)
=4 == = -:‘3.; o
Srmeis Cabsy NSevnms Calide
< -
e Router Computer

(1) Make sure the PC and IP-Cam are connected to the LAN and the 1P-Tool is installed in the
PC
@ Double click the [P-Tool icon on the deskrop to nan this software &5 showa below
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The defwult 1P address of the canera 1s 192.1068.226.201.

@ Double ¢lick the IP adidress and then the system will pop up the [E bsowser to conneet [P

camery. Aller you read the privacy statement, check and click “Alrcady Read™. Then activate
the device

Devics Activation

User Narmwe
B 2ctunts Ot U

tew Py

‘
Cordrm
Paianurg

Pleass self-define the password of adman according to the tip

If “Activate Onvif User” Is enabled, the ONVIF user can be activased simultanously. When
you ¢oumect the camers through the ONVIF protocol i the thard-party platfonn, you can use
the defanlt username and the password set above to connect. If “Activate Onvif User™ 1s not
enabled, you can go to Config PNetwork IOnvif mnterfnce to modify the password of Onwf
account (admun) or create other onvif users as needed

After that, follow directions to download, wmstall snd run the plug-an of prompted
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Re~cotmect your camern via IE browser and then n login box will appear.

Nome: [ dmin

Pasawora: ceeeeeaas

Sueam Type: | 12800720 258pn [~

language: | Englivh -
Farges Passearcd?

Pleass cater the user nsne (admin) and password. Then select the stream type and language
as needed,
Stream Type: The plug-in free live view oaly supponts 1080 of lower resolution.

The secunity questions should be set afier you click “Login" button. It ks very imposant for
vou to reset your password. Please remember these maswers

Socsarty Qemswes

Lt Fevpeend

il (vt | Nesbbansnatetr = -
-

ey (parchan) ‘Youw wemery raval -
Avvwe

iiaty Cusiton ) TS sree At S e -
A

If you forget the aduun password, you ¢an reset the password by clicking Forget Password
on the logmn page. Then you can reset the password by the secunty questions and answers you
et

You can sst the account security question dunng the activabion, or you can go to
Config PSecurity DUser, click Safety Question, select the security questions and iuput your

answers.
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1.1.2 Directly Access through IE

The default network settings are as shown below:
IP address: 192.168.226.201

Subnet Mask: 255.255.255.0

Gateway: 192.168.226.1

HTTP: 80

Data port: 9008

Use the above default settings when logging in the camera for the first time. Directly connect
the camera to the computer through network cable.

Sptwark Calile

Computer

(D Manually set the IP address of the PC and the network segment should be as the same as
the default settings of the IP camera. Open the network and share center. Click “Local Area
Connection™ to pop up the following window.

Select “Properties” and then select internet protocol according to the actual situation (for
example: IPv4). Next, click the “Properties” button to set the network of the PC.

4 Lncul Ares Consscnon S o
Garwrat
Cirtle
Pt Conned Ireearet
Pt e te b e
rvta dlate Szl
Curwnan LI
e 10011 Pym
(et
Bam
e ‘! ez
e
Bz L ik
By Secpare p Uomage Thagroas
e
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@ Open the TE browser and enter the defmlt address of IP-CAM and confirm.
@ Follow directions to download and mstall the Active X control.
@ Enter the uvername and password m the logmn window and then enter to view.

1.2 WAN
7 Access through the router or virtual server

> :) [y [ F———0=V JETIE
v A Nebwask sl Stomeh £ abde etk Cabiy

e Computer

() Make sure the camern is connected to the local network and then Jog m the cansera via
LAN and 20 10 Config>Network—>Port menu 10 s¢¢ the poet munber

HTTP Port "0

HTTPS Port RLE

Data Port 2008

RYSP Port 554
Port Semp

@ Go to Config FNetwock = TCP/IP memu fo modsty the 1P addness.
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m A el Cuvfty 1P Daenge Notilcatas Comlly

Ctitals an P e guttanatically

& U the Dylning (B acdiens

P Aseres N9306E26201 | Teat |
SUBIE Vs [253.2552550
o Oy T

e —
Prefemea DNS Server. 210.21.1%0.0

Alernate ONS Sorver (8ER8

IP Setup

@ Gio 10 the router's management interface through [E browser 1o forward the IP address and
post of the camera in the “Virtual Server™

PortRange
Agplication  Start  End  Protocol IPAddress Enable

T18007 | to (9008 | |Botn (5] 192.163.1°207
L1800 |81 | [Boin [¥] 192 7881301

(31 [10000] o [16081] [Bam o] HE 1 8 3
a 21000 1o {27001 [Both [3] 192.184 1 [188] oy
: Router Setup

@ Open the 1E browser and enter 1« WAN [P and hitp port 1o access, {for example, if the hitp

port is changed 1o 81, please enter “192.198.1.201:81" in the address bar of web browser 1o
pecess),

»  Access through PPPoE dial-up

Network connestion
. . —
_ [ e . M
[ . 7% mﬁ Retworh T'ohis Sermam b Calile Netwah 4 oanby
’ . irc Modem ’
Computer

Access the camen through PPPoE anto dialwup. The setup steps are as follow:
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@ Go to Config?Network2Port meus 10 set the port number.
@ Go to Coafig D Network> TCP/IP->PPPoE Config meou. Enable PPPoE and then enter
the user name and password from your mrtemet service provider.

R
Ukes M LEREE
Pawworg Py

@ Go to Config D?Network=?DDNS menn. Before coufigurmg the DDNS, plesse apply for
domam name first. Please refer 10 DDNS configuration for detail information.
@ Open the IE browser and enter the donin name and http port to access,

»  Access through static IP

Network connection

oo
«'-,/\':) e I e 2 ]
’ ol @ Neiwark Cabily Nerwar Lobl
rc

Computer

The setup steps are as follow:

(1 Go to ConfigPNetwork>Port mexmn 10 set the port mumber.

@ Go w Config INetwork->TCP/IP meny 1o set the 1P address, Cheek “Use the following
1P address™ and then enter the static IP address and other parameters.

(@ Open the [E browser sud enter its WAN IP and bitp post 1o sccess,



2 Live View

After logging i, the following window will be shown
The bive view mterface of different cameras may be slightly different. The followmg pictures
and deseniptions are for reference only

-
S0 Sivrremans,

Plug-in frez live view: when the usun stream & set over [080F. only the sub stream or third
stream tab can be displayed on the shove mterface by defanlt
The following table is the mstructions of the icons on the live view interface

Viwble light mage and “ T Qe Rt
theymal msg«ﬁmlay

Lo | vedieigimapedgtey | 8 SI— -

E‘ Therseal seape duplay ‘ SD cand vecosdeng mdscance

lé ) Start'stop live view * Momon alarm mdicaser

| m Enableddisable alaem m A oot indicases

Q!: ?I::b.d;& o @! Laaht alares indecstce

' n | mb& e disble audio ‘ B dhsast )

. Szam'wop two-way audio & Colos shuormal sshcator
m Enable/disable auho £l Abuornual clanty sshicans
- Saapehon o Somse changs asdicater
i ‘ Start'wop local recosdmg @J Lane cronsang wdcatoy
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*Those smart alarm indicatoes will flash oaly when the camers supports those functions and
the comrespooding events sre enabled,

*“Plug-in free live view: PTZ coatrol, two-way sudio and local recording see not sopported
and the preview mode switeh (real-time balanced fluent mode) i not svailable too,

*After clicking the sndio alanm icon, the sound waming will be triggered sccording to the set
warning times (you can set the waming times by clicking Config D Alarm DAudio Alorm),
Chick this icon agam. Afier the current waming voice is completely sounded, it will stop.

* After clicking the light alarns icon. the white light will flash alternatively according 1o the set
flashing time (you cas set the flashing time by clicking Config D.Alarm DLight Alarm). Click
this icon agsits to stop flashing.

Some cameras can be installed in a compatible extemal PTZ enclosure through RS48S, Chick
the PTZ icon to reveal the PTZ cantrol paned.

The deseriptions of the control panel are as follows:

Select preset and click I 1o call the prevet. Select and set the preset and then click MW 1o
m&ep\md&m.Sdmﬁemmch. to delete it



3 Fire Detection & Temp Measurement

3.1 Fire Detection

Please pote this 15 only mtended as a supplensent 1o official fire detection methods and should

not be rehied on as & primary alert source
Fire Detection: Alarmns will be mipggered when the camers detects a fire sowrce through the

thenmal isagng,
Click Config DFire Detection 10 enter the followmng mterface

o Erable
Fuw Desoction |
Senaitivity * (%]

Alarm Holdewg Time 220 Secandh

Trigges Alarm Out
| Adarmn Ot

Trigger Aaio Al | Fire chetecind, plewse chec v
Trigger Light Alarmm

Triggee S0 Card Snapshot

Trigger S0 Card Recoeting

Trigger Lovas

Trigge FTF

1. Click "Enable” and sct the fire detection sensitivity and alarm holdiog time

Fire Detection Sensitiviry: the higher the valoe 15, the easier a fire can be detected, but the
false rate 15 higher. Please adjust dhe sensitrvity s needed

Alarm Holding Thine: it refers 1o the timne that the alarm extends for afier an alanm ends

2. Set alarm tmgger options.

Alarm Out: If selected, this would trageer an exterual relay outpat that 15 connected % the
camera when the fire source is detecred

Trigger Awdio Alarm: If selected, the waming vosce will sonnd when the fire source is
detecred

Trigger Light Alarm: If sclected, the light of the cumera will fash when the fire sowree 18
detected. (Please set the light flashing tinse and frequency first, See Light Alsa for details)

D
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Trigger SD Card Snapshot: If selected, the system will capture images when the fire source
is detected and save the images on an SD card.

Trigger SD Card Recording: If selected, video will be recorded on an SD card when the fire
source is detected.

Trigger Email: If “Trigger Email” and “Attach Picture” are checked (email address must be
set first in the Email configuration interface), the captured pictures and triggered event will be
sent into those addresses.

Trigger FTP: If “Trigger FTP” and “Attach Picture” are checked, the captured pictures will
be sent into FTP server address. Please refer to FTP configuration section for more details.

3. Click “Save” button to save the settings.

4. Set the schedule of the fire detection. The setup steps of the schedule are the same as the
schedule recording setup. (See Schedule Recording).

3.2 Temperature Measurement

Temperature Measurement: When a temperature of the pre-defined point/line/area exceeds the
temperature threshold value, alarms will be triggered.
Click Config ?Temperature measurement to enter the following interface.



== -
B [nache
-~ Sedieh  [Comiigraste 0 -
T ]
B3 Coigus Wae Srgeratam
G Ciowy An Tewaenstoe

Terew eus Qar Cpen  «
Targ Souirg by Slkiing Open
Lty am
Cutarcenw! 5
Sedectoe Thrimietun T »

Tovwriay Temomewtion horredor
B Thermal | hman | o Opticd ¢ Strean |
L0 armsl (Cocw | L Ophcs | izcal |

B Toguee Auin Al -
B Tagge Light Al
B Togpe S0 Cont Anapince
B Wngpe £ Cont Fetondhny
7 Trgzer trra
Trgger P19

1. Click “Enable” and sct the temperaruee meastssaient parameterns

Temperature Switeh: select the temperatare wnat (°C or “F),

Distance Unit: set the vnit of the tenperature measuesment distance. “Meter” or “Foot™ can
be selected.

Display Max. Temperature: if chesked. the Max. Tamperature i the set area/line will be
displayed in real time.

Display Avg. Temperature: if checked, the Avg. Temperature in the set pomnt/srealine will
be dasplayed m real time

Display Min. Tempernture: if checked, the Min. Temperature in the set area line will be
displayed in real tinse.

Temperature Bar: if “Open” is selected, a color reference tempernture bar will appear on the
right of the thermal image in the live view mierface as shown below.
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The current minimum and maximum temperature of the scene will display. The minimum
temperature shows at the bottom of the bar; the maximum temperature shows on the top of the
bar.

Enable Temp Reading by Clicking: if checked, you can read the real-time temperature of
any point you click on the thermal image in the live interface.
Emissivity: Set the emissivity of the target. The emissivity of each object is different. Please
refer to Common Material Emissivity for details.
Distance: The distance between the target and the camera.
Reflective: If there is any object with high emissivity in the scene, set the reflective
temperature to correct the ambient temperature. The reflective temperature should be set the
same as the temperature of the high emissivity object.
Overlay temperature information:
Thermal/optical (local): if enabled, the temperature information shown in the live view
interface will get locally. However, when playing back the recorded files, the temperature
information will not be overlaid.
Thermal/optical (stream): if enabled, the temperature information will overlay on the video
stream. When playing the live video or the recorded video, you can view the temperature
information.
Note: a. for some models, if “Optical (stream)” is enabled, the max. resolution of the main
stream is 1080P; the temperature information can be overlaid on the third stream but cannot
be overlaid on the sub stream.

b. for some models, overlaying temperature on optical image and dual image fusion
cannot be enabled simultaneously.

c. for some models, “thermal (stream) and/or optical (stream)” and “OSD Content3”
cannot be enabled simultaneously.

d. for some models, “temperature bar” and “OSD Content3” cannot be enabled
simultaneously.

2. Set the alarm holding time and alarm trigger options. The setup steps are the same as fire
detection. Please refer to Fire Detection section for details.

3. Set thermography rule. Click the “Area” tab to go to the following interface.

The thermography rule type includes Point, Line and Area.

{13 ]
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Point setting: Afler the type is sel 1o “Point™, click "Draw Area™ and then drag the mouse m
the image on the left side 10 move the point. Click the “Stop Draw™ button to stop drawing.
Up to 10 pomts can be set i the abave interdface.

Line setting: After the type is set to "Line™, click “Draw Area™ and then drag the mouse in the
image on the left side 1o draw a line. Click the “Stop Draw™ button to stop drawing. To ensure
the acouracy of temperature measurement. it is recommended to sef not more than two lines at
the same time.

Area setting: Click the “Divaw Arca™ button und then click around the aren where you want to
set m the alarm area in the muge on the left side (the alarm ares should be a closed aren)
Click the “Stop Draw” button to stop drawing, Chick the "Clear™ button to delete the alarm
area. Click the “Save” button 10 save the settings, To ensure the accuracy of temperature
mensurement. it is recommended to set not more than two areas at the same tune

4. Click “Set up” 10 set the alarm rule.
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Set the alanm rule and alarm emperntuse and coable alarm ourput or andio alarm #s needed.
For example, select Alann Rule as Above (Avernge Temperatues). set the alarm tempernnus 1o
100°C and check alann output. Then alanns will be triggered when the average 1emperature
of the target is lagher than 100°C

Note: Before snabling “Tngger Audio Alanu™ here. you munt enable “Trgger Audio Alann™
in the detection confignmtion mterface of temperature measurement firt. Addonally.
“Trigger audio alarm” can be enabled respectively for each detection area you set.

£, Click "Live™ to view the temperature and rule mformation.
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Requirements of Fire detection and temperature measurement

1. The thermal camera should be used in a stable indoor environment without wind. Please
make sure the monitoring field is far away from any objects that could produce airflow.

2. In order to avoid the damage of the sensor, keep the lens of the camera away from the sun.
3. The thermal camera should be installed in the highest position of the detection area and the
camera should face the detected object.



4 Other Configurations

I the Webcam client, choose “Config” to go to the configuration meriace
Note: Wherever applicable, click the “Save™ button to save the settings
4.1 System Configuration

4.1.1 Basic Information

In the "Basic Informaton™ tnterface, the system mformation of the device is listed

Device Name PC

Procluct Moot PC

Eraa Customer
Software Versian 51 1005925)
Softwary Bulld Date 2022-08-01
Orwll Ver sion N

MA SESHER 15790
About this mactine View
Privacy atamen View

4.1.2 Date and Time
Go to Config DSystem DDate and Time. Please refer to the followmg mterface

WDOE LR YT

-

Select the tune zone und DST s required

Note: The titoe zone of the camers and the compurer must be the same, 1t is recomuended to
modify the time zone of the camern according 1o the time 2one of the compuiter, If the time
zone of the sompater s modified, the cusrent web client needs to be closed. Then re-open if
nod log m again

160 J
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Click the “Date and Time” tab to set the tme mode and time format.
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4.1.3 Local Config

Go 1o Config DSystem DLocal Config 1o st up the stomge path of captured pactures and
recorded videos on the Jocal PC. There 15 alo an option 10 suable or disable the bitrate
display i the recorded files.

v om e S B dem s 1 v
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Additionally, “Local smart snapshot storage™ can be enabled or disabled here, If enabled, the
captured pictures tiggered by smart events (like line crossng detection. region intrusion, etc.)
will be saved to the local PC.

Note: when you access your camera by the web browser wathout the plug<n, ealy Show
Bitrate can be set m the sbove mterface.

4.1.4 Storage
Go 10 Conflg DSystem DStorage 10 20 10 the interface a shown below
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® SD Card Management
Click the “Format™ button to format the SD card, All data will be cleared by chicking this

burton.

Click the “Eject”™ burton to stop writing dats 1o SD card. Then the SD card can be gjected
safely,

Saapshot Quota: Sct the capacity proportion of captured pictures on the SD card.

Video Quota: Sct the capacsty propottion of revord files an the SD card.

® Schedule Recording Settings
1. Go w Config ISystem IStorage IRecord 10 20 10 the interface a5 shown below.
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2. Set record stremm, pre-recosd tinie, cycle witing,
Pre Record Time: Set the tisoe 10 record before the actual recording begins

3, Set sehedule recording. Check “Enable Schedule Record™ and set the schedule.
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Weekly schedule

Set the alarm tame from Monday to Sunday for 2 ungle week. Each day is divided m one hour
mcrements. Creen means scheduled. Blank means unscheduled.

“Add™: Add the schedule for n special day. Dray the mouse to set the tune on the timebine.
“Erase™ Delcte the schedule. Drag the mouse to erase the ime on the taneline.

Mazual Input: Clack it for a spectfic day to enter specific start and end times. This adds moce
granulanties (nunutes).

Day schedule

Set the alarm time for alarm a special day. sach as a holidsy.
Note: Holiday schedule takes priority over weekly schedule.

@ Suapshot Settings
Go to Config DSystem DStorage DSnapxhot 1o go to the mterface as shown below.
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arwmgerrer ~ = = _
Snapshat Parameters
image Format JPEE =l
Resoiution 704575 *
Image Quatity Low -
Event Trigger
Snapshotinterve ) Secong
Stapshot Quantity %
Timing
|l Enable Timing Saapshat
Snapshotinterved 5 Secona

Set the tormar, resolunon and quabiry of the wnage saved on the SD card and the snapshor
Suapshot Quantity: The number you set hers 15 the muummn quantity of sospshots. The
octual quantity of saspshots may be fess than this sumber. Supposing the occurrence tune of
an alanm event is Jess than the time of caprunng piciares, the actual quantity of suspshots is
less than the set quantity of suapshots,

Timing Svapsbot: Enable timing snapshot first and then set the snopshot mserval and
schedule, The setup steps of schedule are the same as the schedule recordimng (See Scheduds
Recording)

4.2 Image Configuration
Image Configurtion mchdes Display, Video Audio, OSD, Video Mask and ROI Config.

4.2.1 Display Configuration

Go to Image dDisplay mterface as shown below, The image’s brightness, contrast, hoe and
sstigration and so on for conunon, day and night mode can be set up sepamtely. The unage
effect exn be quickly seen by switching the configuration file.

Note: the catners parmineters of differemt cunerss many be sliglaly different. The following
pictures and descriptions s for reference only. The real camera meerface shall prevail
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Brightmess: Set the brightness level of the camera’s image.

Countrast: Set the color difference between the brightest and darkest parts

Hue: Set the total color degree of the inage.

Saturation: Sef the degree of color purity. The parer the color, the boghter the image is.
WDR: WDR can adjust the camera to provide a bener imsge when there are both very bright
and very dark aress simultanconsly tn the field of the wiew by lowering the brightness of the
bright area and increasing the baghtness of the dark arca.

Recordmng will be stopped for o few seconds while the mods is dungmg from non-WDR to
WDR mode.

Sharpmess: Set the resolution level of the image plane and the sharpness level of the image
cdge

Noise Reduction: Decremse the nome mwd make the mage more thorough Incressmy the
value will make the nosse redisction effect better but 1t wall reduce the mage resolution.
Defog: Activating this function and setting an appropnate value as needed m foggy. dusty,
MDOGRY Of rany enviroament to get clear images

Backlight Compensation (BLC):

e Off disables the backlight compensation function. It is the defanh mode

e HLC: lowers the bnghtness of the emte imags by suppressing the brightness of the
image's bright arca and reducing the size of the halo area.

e HBLC: If ensbled, the muto exposuwe will nctivate according to the scene so that the object
of the unage i the darkest arca will be seen clearly

Antifticker

e Off disables the anti-flicker function. Thas 15 used mostly s owdoor msiallations.
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® SOHz reduces flicker in S0Hz highting condstsons.

® 60Hz reduces flicker i 60Hz lighting conditions.

Smart IR: Choose “ON™ or “OFF”. This function can effectively avoid image overexposure
so as o make the image mose reabistic. The higher the level is, the more overexposure
compensation will be given.

White Balance: Adjust the color temperature according to the enviroament momatically.
Day/Night Mode: Chocse “Auto™, “Day™, "Night™ or “Timing".

Exposure Mode: Choose “Auto™ or "Manual”. If masmal is chosen. the digital shutter speed
can be adjusted.

Gain Mede: Choose “Auto” or “Manual™ If “Auto”™ ix selected, the gain value will be
mutomatically adjusted (withm the set gam lot value) according to the actaal situation. If
“Manual" is sclected, the gain value shall be set manually, The higher the value s, the
brighter the image is,

Lens Distortion Correctiont When the image appears distorion to some extent, please
enable this function and adjust the level according 1o the actual scene to comrect the distortion.
Frequency: S0Hz and 60Hz can be optional.

Infrared Mede: Choose “Auto™, “On™ ar “Off". Some modes may not support this mode.
Imuge Mirror: Tum the current video image horizontally.

Image Flip: Tum the cumrent video image vertically.

Schedule Settings of Image Parnmeters:
Click the “Profile Management™ tab as shown below,

Set full tupe schedule for common, suto mode and specified time schedule for day and night.
Choase “Schedule™ in the drop-down box of schedule as shown below.

LR L -“m s linm s na Bl

Drag =" icons to set the time of day and night. Blue means day time and hlank means night
time. If the cumrent mode of camern parnmeters is set to schedide, the tmage configaration
mode will sutomasically switch between day and night accarding to the schedule
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Thermal Image Configuration:
Click the “Image Configuration™ tab to go to the thermal maage configuration meerface as
shown below:
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Thermal color: set the display color of the thermal image 25 nesded. The thenmal colors vary
by modsls.

Dual hmage fusion: overlay the muages of two channels (thermal and optical image channels),
Distance: set the value sccording to the distance between the Jens of the camers and the main
tarpet. The fissbon distance berween optical umage and thermal mage will be adjusted along
with the adjustment of the distance. The system will awtomntically adjust the unage effect of
fusion accordang 10 the fusson distance,

Fusion Level: the lower the value 15, the clearer the optical unage 5. The higher the valoe 15,
the clearer the themsal tage 5.

Calibration Adjustment: comrect the distance between optical unage and thermal 1mage by
chickang the darection buttons.

Speed: the speed of mage movement afier chicking » direction button

4.2.2 Video / Andio Configuration

Go to Image DVideo / Audio mierface as shown below. In this interfoce. set the resolution,
frame rate, buteate type, vadeo guality and so on subject to the sctual network condition.

Note: the video stream prrameters of different camern senes may be different. The followmng
pictures and descriptions are for referencs only. The real camers interface shall preval
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Four vadeo streams can be adjustable.

Resolution: The size of mmage.

Frame rate: The hugler the frame rate, the video s smoother

Bitrate type: CBR and VBR are optional. Bitrute 1 related to mnage quality. CBR means that
no matter how mch change = seen i the video scene. the compression bitrate will be kept
canstant. VBR means that the comgression bitrate will be adjusted according to scene changes.
For example, for scenes that do not have much movement, the bitrate will be kept at a lower
value, This can belp optimize the network bandwidth usage.

Bitrate: it can be adjusted when the mode is set 10 CBR. The higher the bitrate. the better the
image quality wall be.

Video Quality: It can be adjusted when the mode 15 set 10 VBR. The higher the usage quality,
the wore biteate will be requised.

I Frame lnterval: It determines how many frames are allowed between a “group of pictures™
When a new scene begins in a video, until that scene ends, the entire group of frumes (or
pictares) can be conssdered ns a group of pictures. If there is not much movement m the scene,
setting the value higher than the frame rate is fine. potentially resulting m less bandwadth
usage, However, if the value is set too Iugh, and there 1s a lgh frequency of movement m the
video, there 1 a risk of frame skipping.

Video Compression: MJPEG, H164 and H265 can be optional. MIPEG is not available for
main stream, Compared 1o H,264, H 265 reduces the transuussion bitrate nnder the same
resolution, frune rie aod umsage qualdity.

Profile: For H.264. Baseline, main aod high profiles are selectable

Send Suapshot: Sct the saapshot stream.

Video encode stice split; If this function is enabled, smooth mags can be gotren even though
using the low-performance PC.

Watermark: When playing back the local secorded video m the search maerface, the
watermark can be displayed. To enable 1, check the watermk box and coter the waterark
text,

Click the “Audio™ tab 1o go to the intorface as shown below,
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Audio Encoding: G711A and G711U ure selectabie.
Audio Type: LIN or MIC can be optional.
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Speaker: Talkback, waming or auto can be opticnal. If “Talkback™ is selected. the builtn
speaker will be used to output sound for two-way talk. If “Warning™ is selected. the bult-in
speaker will be used to output the pre-defined audio slann. 1f “Auto” is selected, the system
will output sound for two-way talk or waming voice as needed. But when it s wammg and
two-way audio i being enabled simultanconsly, two-way andio will be output first.
MICTLIN In Volume: it ranges from 0~ 100. Please set as needed. (Ouly some models
support MIC)

Audio Out Volume: Please set as needed.

4.2.3 OSD Configuration
Go to Image DOSD interface as shown below,
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Set tme stamp, device nume, OSD content and picture overlap here. Afier cnabling the
corvespoanding display snd entening the content, drag them to changs thexr position. Then ¢lick
the “Save™ buttan 1o save the seftings.

Note: 1. For some modely, 1if *OSD Content3™ i emabled, overlaying temperature on thenmal
stream and'or optical stream will be disabled.

2. For some models, 1f “OSD Content3™ is ensbled, tempemture bar will be disabled.

3. For some models, if *OSD Cantentd™ is enabled, the statistical OSD will be disabled

4.2.4 Video Mask
Go 10 Image PVideo Mask interface 85 shown below, A maximmim of 4 zooes <s0 be set up.



- Network Cameva User Manual

To set up video mask:

1. Enable video mask.

2. Click the “Draw Area” buttan and then drag the mouse 1o draw the video mask arca,

1. Click the “Save” button to save the settings,

4. Return 10 the live to verify that the aren have been drawn as shown as blocked out in the

unage.

To clear the video mask:
Click the “Clear™ bution 1o delete the current video mask area,

4.2.5 ROI Confliguration

Go to Image PROI Config mterface as shown below. An area i the unage can be set as a
region of mterest. Thas aren will have a hugler butrate than the rest of the mmage, resulting n



- Network Cameva User Manual

1. Check “Ensbic™ and then click the “Draw Arca”™ bation
2. Drag the mowse 1o set the ROI area

3. Set the kevel

4, Click the “Save™ button 10 save the seitings

4.3 PTZ Configuration

Ths function is anly avalable for the model with RS435 mterface. It can be used vath a
compatible extemal PTZ coclosure. Go 1o PTZPProtocol interface s shown below
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4.4 Alarm Configuration
4.4.1 Motion Detection
To to Alarm DMotion Detection to set motion detection alam

[ e [
w Enable

Alares Holding Time [0 econse |+ |

Trggey Alarm Qut

[ Algewm Owt

e ———————

L Tiigger S0 Card Snaoshat
I Ingger SU Cart Mecoraing
[ Tiigge Eman
L7 Tigge T1F

1. Check “Enable” check box to activase motios based alarms. 1§ uochecked, the comers will
not send out any signals to trigger motion-based recording 1o the NVR or CMS, even if thers
is motion i the video,

Alarm Holding Tlme: if refers 10 the tisoe that the slamn extends for afier an alarm ends. For
instanee, if the alsnn holdiag thne is set 10 20 seconds. once the canera detects # motion, i
will 20 10 alarm and would not detect any other motion in 20 seconds. If there is another
motion detected during this period, it will be considered us continnous tsoversent; otherwise
it will be considered as & single motion,

Alarm Out: If selected, this would wgger s external relay outpat thet is connected s the
camera on detecting n motion based alanm (some models may sappoet multiple slann outpat
interfaces. Pleass select alnem out sccording to the actusal situation),

Trigger Audio Alarm: If selected, the waming vosce will soand on motion detestion. (Please
set the warning vosce first. See Audio Alagy for details),

Trigger SD Card Suapshot: If sclected, the syssem will capture mnges on motion detection
nnd suve the msages on an SD card.

Trigger SD Card Recording: If selected, video will be recorded on an SD cand on mwotion
detection.

Trigger Email: If “Trigger Email" and “Attach Picture” mre checked (email address masst be
set first fu the Exmil configuration interface), the captured picmires and triggered event will be



_ Network Cameva User Manual

Trigger FTP: If “Trigger FTP™ 1s checked. the captured pictures wall be sent nto FTP server
address. Please refer to FTP configuration section for more details,

2. Set motion detection area and sensitivaty. Click the “Ares and Sensitivity™ tab 1o go 1o the
mterface as shown below.

Move the “Scnsitivity” scroll bar 1o set the sensitivity, Higher sensirivity value means that
motion will be nggered more casily.

Select “Add"” and click “Draw". Deag the moose to deaw the motion detection mrea; Sclect
“Eruse” and drag the mouse 10 clear motion detection area.

Afer that, click the “Save" to save the settings

1. Set the schedule for motion detestion, The scheduls setup steps of the motion detection are
the same as the schedule recording setup (See Sghedule Recording).

44.2 Exception Alarm

® SD Card Full
1. Go 10 Config DAlarm DException Alarm 8D Card Full.
—
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2. Click “Enable™ and set the alarm holding tune,
3, Set alanm tngger options. The setup steps are the smne as motion detection. Please refer to
mation detection section for detasls.

® SD Card Ervor
When there are some errors in writing SD card, the comesponding alarms will be triggered.
1. Go 1o Config D Alarm = Exception Alarm DSD Card Error as shown below.
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2, Click "Enable” and set the alarm holding time.
1. Set alarm tngger options. Tngger alanu out, Emal and FTP. The setup steps me the same
as motion detechon. Please refer to motion detection secton for detxils.

® [P Address Conflict
1. Go to Config=? Alarm=PException Alarm=IP Address Collision as shown below.

2, Click “Enable alarm™ and set the alarm holding time.
4, Tragger alarm out. When the [P addeess of the catners is in conflict with the [P address of
other devices, the system will trigger the alarm out.

® Cable Disconnection
1. Go 1o Config DAlarm DExceprion Alarm DCable Disconmeciad a5 shown below
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2. Click “Enable” and set the alarm holding thme.
1. Trigger alarm out, Whea the camern is disconnected, the system will trigger the alarm out,

443 Alarm In
To set sensor alurm {(aloem m):
Go 10 Config DAlarm DAlarm In mterface as sbown below.
< ienk
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1. Click “"Enable™ and set the alarm type, alarm holding time and sensor name.

2. Set alarm trigger options. The setup steps are the same as fire detection. Please refer to Flae
Detzction section for detadls.

3, Click "Save™ button %o save the settings

4 St the schedule of the sensor alarm, The setup steps of the sehedule are the same 35 the
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schedule recording setp (See Schedule Recordimg).
1f there are two sensors, please select the sensor ID. Click “Apply settings to™ 1o quickly
apply the settings to the other alanm input. After that, chick “Save™ 10 save the settings.

Seedor 10 (Aarmint v NS (Alarmin: |
B Enadie
Alarm Type N v
Asrn Hciding Time (20 Seconds |+
Sers0¢ Name | |
Trigger Alarm Out
() Aaren Out O Aarm Out 1 A Out 2 )
AlsrmOut 1
(iToger Audis Alarm |Alarm scued |
CITrigpes Light Alanms
(i Trigges SD Card Srapahct
CiTeigger S0 Coard Recording
L Trigger Emadl
[ ingger ¥ 7P

444 Alarm Out

This foscton s ouly available for some modeds. Go 1o Config Ddlnrm Dtlarm Our

Aarm OutMode (Al Linkage v

Alarm Out Namae utarmOut |

Aarm Type (NO v

Alsrm Out ID: Soane wodels muy sepport amltiple alarm output iterfaces. The alarn out
can be set respectively by selecting alanm oat ID.
Alarm Out Mode: Alasrin linksge. msiual operation, dsy night switch Hokage and timing we

optiooal.
©
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Alarm Linkage: Having selected this mode, select alarm out nmmne, alarm holding time at the

“Alarm Holding Time™ pull down list box and alarm type.

Manual Operation: Having selected this mode, select the alarm type and click “Open” to

trigger the alarm out immediately; click “Close™ to stop alarm.

Alarm Out Mode [Maresal Operation v
Marm Type (o vi
T

Day/Night Switch Linkage: Having sslected this mode, select the alarm type and then
choose 10 open or close alann out when the camera switches ro day mode or nsght mode.

Atarm Out Mode {Day/might switch inkage |
Aarm Type INO v|
Dy [Close v|
Night [Close v

Timing: Schect the alarm type, Then click “Add™ and drag the mouse on the timeline to set
the schedule of alarm out, click “Erse™ and drag the mouse on the timeline to erase the set

time schedide. After thay schedule is saved, the alarm out will be tnggered m the specified

tume.
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4.4.5 Alarm Server
To to Alarm DAlarm Server mterface as shown below.

Set the server address. port. heartbent and heartbeat mterval. When an alanu occurs, the
camera will transfer the alarm event 10 the alarm server. 1f an alanm server 1 not needed, there

15 00 nesd 1o configure this section.
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4.4.6 Aundio Alarm
Go to Alarm DAudie Alarm mberface 25 shown below,
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1. Enable audio alanm. If disabled. the warmng voice wall not sound when an event tnggen
andio alarm. Additionally, you need to enable andio m the msdio configumtion interface aud
the speaker type should be “Warnmg™ or “Auto™, or the waming voice cannot sound too.

2. Select the wamning voice. If you want 10 customize the voice, click Bl 10 cwend the
following interface. Click “Hrowse” 10 choose the audio file you want 10 upload and then
enter the sodio name. Finally, click “Upload™ to upload the nudio file. Note that the format of
the audio file mws: meet the requaretent (see Tips), or it will not be vploaded. After you
upload the audio file, you can sclect the audio name from the audio list and click “Listen™ to
listen to it Click “Delete” to delete the audio,
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You can also record your own voice m the above mterface and then upload.

Click “Browse™ to choose the save path of the audio you want to record.

Set the record audio volume and then click “Start™ to start recording your voice.
Click “Upload™ to upload your custommzed voice.

Note: The vosce can be recorded only when yoa log mn via IE browser,

3, Set the wanung times and vohune as needed.

Warnmg times: i ranges from 1 to 50,

4. Set the schedule of mudio alerm. The setup steps of the schedule are the same as the
schedule recordmg setup. (See Schedule Revordmg!

5. Click "OK" 1o save the settinga.

4.4.7 Light Alarm

Go 10 Alarm DLight Alarm interiace as shown below.

Enable light alarm ns needed. 1f 1t 1s dasabled, the flashing light wall not be tumed on when the
light alarna s tnggered.

Set the flashing tune and frequency of the light.

¥ Frabie
1 lime 4 tacoma
Foating Faguenty  Mgn v|

Flashing tune: the flashing time ranges from 1 second to 60 seconds,
Flashing Frequency: three options- low, nsiddle and high
Set the schedule of light alsrm. The setup steps of the schadule are the same a5 the schedule



_ Network Cameva User Manual
recording setup. {See Schedule Recording).

4.4.8 Video Exception

Thas function can detect changes in the surveillance enviramment affected by the external
factors

To set video exception detection:

Go to Config PEventPVideo Exception mterface ns shown below.

n l"w'"-

¥ Scene Change Detection
¥ Videa Blur Deection
o Aol Colos Detection

Marm Holding Time f_li':m [+
Togper Alarm Ot
Ll Alarm Oue

CiTogger Audio Al (Al wovied V)|
C Irigger SO Card Smapshot

I Togger SD Tard Reconting

1 Teipger Smalt

Ll rngger ¥ 1P

1. Enable the applicable detection that's desired.

Scene Change Detection: Alarms will be tnggered if the scene of the monitor video has
changed.

Video Blur Detection: Alarms will be tnggered if the video becomes blurry.

Abnormal Color Detection: Alarun will be tnggered if the tmage 15 abnonnal coused by
color deviation.

2. Set the alarm holding tune and alarm trigger options. The setup steps are the sanwe as
motion detection. Please refer to motion detection section for details.

3, Click "Save” button 10 save the scttings.

4. Set the sensitivity of the exception detection. Click "Sensitivity™ tah to go to the interface
as shown below,



Drag the slider 1o set the seasitivity value or dircctly enter the sensativity value in the texsbox.
Click “Save™ button to save the settings.

The sensitivity valoe of Scene Change Detection: The hugher the value 15, the more sensitive
the system responds to the moplitude of the scene change.

The sensitivity value of Video Blar Detection: The higher the value 15, the mose sensitive
the system responds to the bluminzss of the imags.

The sensitivity value of Abnormal Color Detection: The higher the value 15, the more
sensitive the system responds 1o the color shift of the mage.

X The requirements of camera and surrounding area

1. Auto-focusing function shoald not begn enabled for exception detection.

2. Try not to conble exception detection when light changss greatly in the scene.
3. Plense contact us for more detailed apphication scenarios.

4.4.9 Audio Exception

Alarms will be triggered when the abnormal sound s detected m the suvellance scene, such
as the sidden mereass decrease of the sound mrensiry

To set audio exception desection;

1. Go to Alarm P Audio Exception interface as shown below
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1. Ennble andho exception,

3. Select the asudio exception detection types.

Sudden Increase of Sound Intensity Detection: Detect sudden merease of sound wtensty. If
when the detected sound metensity exceeds the sound threxhold.

Seamsitivity: The lagher the value 1s. the easier the alarm will be tnggered,

Sound Intensity Threshold: [t i the sound meenuty reference for the detection, The lower
the value 4, the ensser the alanm will be mggered. It is recommiended to set x5 the avernge
sound mtensity m the environment. The louder the enviromment sound. the hagher the value
should be. Please adjust it according to the actual enviroument condstson.

Sudden Decrease of Sound Intensity Detection: Detect sudden decrease of sound mtenuty.
Pleamse set the senutivity o needed. The lugher the value is, the casser the alanm wall be
tnggered

Real-time nudio graphic:

Red wavy line stands for the current detected sonnd imtensity.

Navy blue line stands for the eovironment (background) sound intensity.

Green line stands for the sound intensity threshold.

I order 1o reduce false alarm, it is seconunended 10 et the sensetivity and sonnd iseusity
threshold accordang to the real-time audso graphic.
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4. Set the alamm holding time and alarm trigger options. The setup steps are the sane as
motion detection. Please refer to motion detection section for details.

5. Set the schedule of the aundio exception detection. The setup steps of schedule are the same
as the schedule reconding (See Schedule Reconting)

Note: The alarm recondmg type triggered by mudso exception event is  “Comunon” | In the
scuch interface, you can search the recorded files of andio exception by selesting the
“Comumon” event

4.5 Event Configuration

For more accueacy, bere are some reconmendations for wastallation,

®  Camenis should be installed on stable surfaces, as viboations can affest the accnmey of
detection,

®  Avoul pointing the camern ot the reflective surfaces (like shiny flooes, murroes, glass,
lake surfaces and so on),

®  Avoud places that are narow o have too much hadowsng,

®  Avoid scenario where the objest”s color is similar to the background color.

® At my tie of day or naght, plesse make sure the tmmge of the camern is clear and with
sdequate and even light, avosdung overexposire or 100 much darkness oo both sides.

You can enoble the cvent type as needed. Go 10 Config DEverms DEnable Event interface as
shown below,

Event Type: I+ Face Event. 2« Sunart Event

The default event type is smart event. If you want to switch to face event. please select face
event and then click “Save”. After successiul reboot, the comespondding event will be
displayed. Seloct and set as needed.
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Nete: You cam emable madliple smart detection eveats for optical channed snd (hermal chanmel
wmultaneswdy, but detecting multiple smart events m e ame time will came the reducosa in
performance. Please enable smart events sccordimg to the actual performance of your camers,

4.35.1 Line Crossing (Optical/Thermal)
Line Crossing: Alarms will be tnggered if the turget crosses the pre-defined alanm lmes.
Go to Config > EventDLine Crossimg mterface as shown below.

o Loathe

W Saww Oolgrml Pt T 1D Cadl
W Low Tagm Mounss "s LD Cars

Detartam torget st seretmty
T Tecainty
- s . e )
7 Ry ke e el
o Moty S e Y. 0]
Eore Hrislirng Tome 0 S |4
Tinggw Al e Ot
L D

LETHO e At Al e ) i -
L Tegger Lot Amem

W Seggw LD T aest Lampened

W Tugome G0 Condt Ancvring

T eigges Lel
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1. Enable lme crossing detection and select the suapshot type and the detection target,

Save Original Picture to SD Card: If 5t is enabled the detected ongmal pactures will be
captured and saved to the SD card when the targets cross the alarm line

Save Target Picture to SD Card: If it is enabled. the detected target pactures wall be capeured
and saved 10 the SD card when the targets cross the alarm line.

Note: if the thenmal events are mggered, the thenual target image will be saved, but the
optical target muage will not be captired sumultaneomsly, and vice versa,

Detection Target:

Human: Sclect it snd then alans will be inggered if someotie cronses the pre-defined alanm
lines.

Motor Veblele: Sclect it and then alarns will be miggered if & vehicle with four or more
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wheels (eg. 2 car, bus or truck) crosses the pre-defined alarm hnes.

Motorcyele/Bicycle: Select 1t und then alanns will be tnggeved if a vehicle with two wheels
(eg. 2 motorcycle or bicyele) crosses the pre<defined alarm lines.

All of the three types of objects can be selected simmltaneously. Please select the detection
objects as needed If no object target i selected. alanms will not be triggered even if line
crossing detection 1s enabled.

Note: Optical detection target tncludes buman, motor vehiscle and motorcyelebicycls.
Thenmal desection target includes huusn and motor vehacle

2. Set the alamm holding time.

4. Set alarm trigger options. The setup sieps are the same as firs desection. Please refer to Fire
Detection section for details,

4. Click "Save™ button to save the settings.

5. Set aren of the line crossing alarm. Click the “Arca™ tab 10 go 1o the interface as shown
below.

L R

- Mo  »

- » g = »

Set the alanmn kine number and direction. Up to 4 lines can be added. Multiple lines cannot be
added simmltancously.

Direction: A<->B, A->B and A<-B optiooal. This idicases the direction of the

mtruder vehicle crosses over the alanm hne.

A<>B: The alann will be tnggered when the intruder/'vebucle cronses over the alarm line
fromBoAorfromAto B

A->B: The alann wall be mggered when the intrader/velucle crosses over the alanm line from
Aw B

A<-B: The alarm will be triggered when the intruder/vehicle crosses over the alarm line from
BuwoA

Click the "Draw Area” button and then drag the mouse 1o draw a fine in the image. Click the
“Clear” button to delete the lines, Chick the “Save™ button to save the settings.

To set target size filter:

Chick "Drosw Target Size™ 1o drow the macmsim aind nstnioum size of 8 specific target os
shown below.

Select target



- Network Cameva User Manual

Green box is the maxummm target detectson box: yellow box is the minmmm target detection
box.

Click the green box 10 edit the maximum target detection box: chick the yellow box to edit the
manauun target detection box.

Drag onc of four comers of the green or yellow box to change the box size. The
comresponding size value on the right wall be changed too. You can also enter the dagatal
nunber to dirsctly change the box size.

Click and drag the gresn or yellow box to move its posstson,

Finally, click “Save" to save the settings

Affer the target size range is set. only the target whose size is between the mummun value and

the maxitmm value can be detested
[y
L= LR -
B L -
o e e .
Ll T | - et o -
Lol i S | e et e | ==

6. Set the schedule of the line crossng alarm. The setup steps of the schedule nre the same as
the schedule recording setup (See Sghedule Becordmg)

¥ Configuration requirements of camera and surrounding area

1. Avoid the scenes with many trees or the scenes with vanous light changes (like many
flasking hendlights). The ambient baghtness of the wenes shouldn't be 100 low.

1. Camerns should be mounted at 2 hesght of 2.8 meters or above

1. The recanumended depression angle of the camern s from 307 fo 45°.

For pedestnany, ther heads and man bodies should be cleardy viuble on a video

\'l

For velucles, the depression angle shoudd not be more than the recommended value. The
sudewnys or horwrontal viewsng angle 1s reconunended an a ywdeo (see below),
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4. Make sure cameras can view objects for at least 2 seconds m the detected area for accumte
detection.

S. Adequate hight and clear scenery are crucaal for lme crossing detection

6. Please adjust the mstallation position or focus 1o meet the requirements of the target
recogmition sire.

The recommended target recognition size:

Mussmmam

(Widkls « Height) % = 2% % xRN AR R LY
Maxumman

(Width « Height) SO% S0% SO%x SO% S0%= S0%

Note: The percentage means that a target occupies the percentage of the entire image For
example: In 2 1080P(1920~ 1080) video umage. the mininmm resolution of human is 50+160
(w =1920x4%~80, h=1920x8%~160)

' -
. . - "E B EE RS
- 1”'.00,-..'.
-4

-

== R = =

=
YEAERRRRRL—

|

The target recognition box meets the requirements of the mmmmm size. The yellow box
stands for the menmmnum recognition size, The green box stands for the set target box.

@

Correct exangple
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Wrong example

The yellow box stands for the minimum recognition size. The green box stands for the set
target box. These two target recognition boxes don’t meet the requirement of the minimum
size. Therefore, you need to adjust the camera position or focus as needed.

4.5.2 Region Intrusion (Optical/Thermal)

Region Intrusion: Alarms will be triggered if the target intrudes into the pre-defined areas.
This function can be applicable to important supervision places, danger areas and prohibited
areas, like military administrative zones, high danger areas, no man’s areas, etc.

Go to Config 2 Event ?Region Intrusion interface as shown below.
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1. Enable regron intrusion detection and select the suspshot type and the detection target
Note: Optical detection target inclodes homan, mosor vehicle md motorcyclebicyele
Thermal detection target inclodes hnman and motor velicle,

1. Set the alarm holdmg tane

3. Set alanm tngger options. The sctup steps are the same as fire detection. Please refer 1o Fug
Dstsstion section for detasls..

4. Click the “Save™ button 10 save the settings.

4. Set alann arcas and target size filler for region intrusson detection. Click the “Arca” tah 1o
2o 10 the mterface a3 shown below,

s b ' -

T bow F
"— A~ -
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M Low T - A R 2 L
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Set the alarm area number on the right side. Up to 4 alarm areas can be added.

Click the “Draw Area” button and then click around the area where you want to set as the
alarm area in the image on the left side (the alarm area should be a closed area). Click the
“Clear” button to delete the alarm area. Click the “Save” button to save the settings.

Target size filter setup: The setup steps of the target size filter are the same as line crossing
target size filter setup (See Line Crossing for details).

6. Set the schedule of region intrusion detection. The setup steps of the schedule are the same
as schedule recording setup (See Schedule Recording).

X% Configuration requirements of camera and surrounding area
The requirements are similar to line crossing detection. Please refer to Configuration
requirements of camera and surrounding area of line crossing detection for details.

4.5.3 Region Entrance

Region Entrance: Alarms will be triggered if the target enters the pre-defined areas.
Go to Config = Event2Region Entrance interface. The setup steps of the region entrance
are the same as Region Intrusion setup (See Region Intrusion for details).

4.5.4 Region Exiting

Region Exiting: Alarms will be triggered if the target exits from the pre-defined areas.
Go to Config 2 Event2?Region Exiting interface. The setup steps of the region exiting are
the same as Region Intrusion setup (See Region Intrusionfor details).

4.5.5 Target Counting by Line

This function is to calculate the number of the people or vehicles crossing the alarm line
through detecting, tracking and counting the shapes of the people or vehicles.
1. Go to Config > Event ?Target Counting by Line as shown below.
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2. Enable target connting and select the snapshot type and the detection target,

Detection Target: Sclect the tupet w  caloulste. Humun, wmotor vehicle and
motorcyelebicyele can be selected.

Staying Threshold: When the targets (huns 'vehicle) stuying in the specified mrea exceed
the threshold, alarms will be triggered

Counting Reset: The current nmnber of the target counting can be reset. You o choose to
reset the counting daily, weekly or monthly. Click “Reset” to manually reset the current
vumber of crossing line people motor vehicle noa-motor vehicle connting.

3. Set alann trigger options. The setup steps are the same as fire detection. Please refer 10 Fis
Dstestion section for details,

4. Set alanm lines and target size filter, Click the “Arca™ tab to go to the interface is shown
below.
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I b - F— -2

Set the alarn line nuwber and direction. Only one alarm line can be added

Direction: A->B and A<-B can be optional. The direction of the arrow is entrance.

Click the “Draw Area” button and then drag the mouse 1o draw o Hne i the image. Click the
“Clear” button to delete the lines.

Target size filter setup: The sctup steps of the target size filter are the same s lme arossing
target saze filter serup (Ses Line Crossing for details),

Statisties; If enabled, you can s¢e the statistical mformation in the live view interface. If
disabled, the statistical informaton will not be displayed in the live view interface

Check “Statistics” and then move the red box to change the position of the statistical
information displayed oa the screen

The statsstical OSD miornstion can be custonazed & needed.

Note: If the statstical OSD is enabled, the OSD countentd will be disabled

Click the “Save™ button to save the semngs,

5. Set the schedule of arget counting by line. The setup steps of the schedule ase the same as
schedule recording setup (See Schedule Recording)

6. View the stanistical informanion m the live view mterface.

. . v\n - -
: b ‘l‘ )i .. 4 '-- ,
| —s e e

~_—
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7. View the statsstical information of target counting by line. Click “Statistics™ 10 enter the

following interface.
g °
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=
—— —— M — ey v

ZD e UEIe I N ITee

. B I S L L . » .

IO MEEN Ee 2T0e

Select the report type Daily teport, weekly report, moothly repoet and annisal report are
selectable.

Select the count type. Enter or leave can be optonal,

Select the start time and then click “Count”, Then the counting result will display in the
statistic result area. Click Table or Statistics to display the resalt m different way.
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% Configuration requirements of camera and surroundiog area
The requirements are similar to line crossmng desection. Pleass refer to Configuration
quuements of caners and swroundag area of Time crossing detection for details.

4.56 Face Detection

Click Config DEvemt PEnable Evemt. Sclect the fave event and then save the setting. Afier
the camera restarts suceessfully. you can view the face detection e,

Face detection fimction is to detest the fsce appearing in the sarvellancs seene. Alarms will
be mggered when o face is detected

The setting steps are as follows.

1.Go 10 Config > Evermt DFace Detection xs shown below
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1. Enable the face detection function.

Save Source Information to SD Card: if checked, the whole pictare will be saved to the SD
cand when detecting » face.

Save Face Information to SD Card: if checked, the captured face pacture will be saved to the
SD card when detecting a face.

Note: To save images 1o the local PC, please enable the local smart snapshot storge fiest
(Config ISystem PLocal Config). To save inmges to the SD card. please install an SD cand
first.

Trigger alarm condition: all or mask off can be selectable.

All: Alanus wall be tnggered when the canera detects a face (with/without a mask).

Mask off: Alarms will be mggered when the detected pervon is not wearing & nask on the
face.

3, Set alarm holdmg time 2ad alann trigger options. The alarm migger setup steps are the
same os fire detection setup. Pleass refer to Fug Detection section for details.

4. Set alarm detection area.
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Click “Draw Area” and dmg the border lines of the rectangle to modify its size. Move the
rectangle to change its position. Click “Stop Dvaw™ to stop drawing the area. Click “Clear™ o
clenr the xrea. Then set the detectable face vize by defining the maxumum value and the
menummn value (The defanlt size range of # single face image occupses from 3% 1w S0% of
the entire muage).

5. Advanced settings. Choose the suapshot mterval and mmober as necded to avoid copturing
multiple ssmubar pactures in a very short period of time.

Deduplication Penod; If 30 seconds is selected. the camers will capture the smupe target once
every 30 seconds during its continuous tracking perod,

Snapshot Nuenber: If the ssapshot namber is enabled and set (g, 3). the camern will copture
the same et oncs every 30 seconds and it wall copture this et 3 titnes at most during ity
continpous tracking period. If the snapshot sumber is disabled, the camera will captre the
samc target once every 30 seconds until the target disappenrs in the detected arca.

6. Set the schedule of the face desection. The semip steps of the schedule are the same as
schedule recordmg setup (See Schedule Recording)
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Face Capture View -

After enabling face detection function, return to the live view interface. Click "":l to go to
the following interface. When there are faces detected, the face pictures will be listed on the
right.

The features of captured faces also can be displayed, such as gender, whether to wear a mask,
whether to wear glasses, age group, etc.

| +

X% Configuration requirements of camera and surrounding area

1. Cameras must be installed in the area with stable and adequate light sources.

2. The installation height ranges from 2.0m to 3.5m, adjustable according to the focal-length
of different lenses and object distances.

3. The depression angle of the camera shall be less than or equal to 15°.

15° ("

4. The object distance depends on the focal-length of the lens mounted in the camera.

5. To ensure the accuracy of face detection, the captured faces are only allowed to deviate less
than 30° leftward or rightward or 20° upward or downward.

6. The following scenes are not applicable, like crowded scenes (airport, railway station,
square, etc), backlight scenes, crossroads and so on.
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4.6 Network Configuration
4.6.1 TCPIP

Go to ConfigdNetwork=>TCP/IP mterface as shovin below. There are two ways for network
conmection,

m A TP Sty P Cnurgye MattSiostes Coadfiy

O Ottah an IF acotess agtometialy
# Uks the Tolowing IF sdawa

F Aceress 92352226201 | Teu |
Subet Nk (255,235.255.0
Guenay 1921652261

Preferred ONS Server |210.21.196.6
ARernate DNS Server l._'_é"._ 23

Use IP address (take IPvd for example)-There are two options for IP setup: obtain an IP
address antomatically by DHCP and use the foliowing IP address. Please chooswe ane of the
options as needed.

Test: Test the effectivencss of the [P address by clicking this button.

Use PPPoE-Click the “PPPoE Config” tab to go to the interface as shown below. Enable
PPPOE and then enter the wser name and password from your ISP

Either method of network connection can be wsed. If PPPoE s used to connect mtemet. the
camern will get a dynamse WAN IP address. This IP address will change frequently. To be
notified, the IP change notification function can be used,

Chick “IP Change Notification Config™ 1o go w the interface as shown below.
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Trigger Email: when the IP address of the device is changed, the new IP address will be sent
to the email address that has been set up

Trigger FTP: when the IP address of the device is changed, the new IP address will be sent to
FTP server that has been vet up

4.62 Port

Go 1o Config PNetwork PPort mterface as shown below. HTTP port. Data poet and RTSP
port can be set.

WITP Pret o

Dot Aort [wom
TSP Port 554
Fergtem |
orecton Oug 909 | 9 e
Wediocket ot [4dl |

HTTIP Port: The default HTTP port s 80. It can be changed 1o any port which 1 not
occupied,

HTTPS Port: The default HTTPs port 1s 443, It can be changed 1o any port whach is not
occupied

Data Port: The defanlt data port 15 9008, Please change it as necessary.

RTSP Port: The defanlt port is 554, Please changs it as necessary,

Persistent Connection Port: The port is used for a persistent connection of the thard-party
platform to push simart data, like face pictures.

WebSacket Port: Commumeation protocol port for plug-m free preview.

4.6.3 Server Configuration
Thas functhon s nsunly nsed for connecting network video management systemn.

7 Enatle
Servet Address | |
Device ID 1 |

1. Check “Ensbic”,
2. Chieck the [P adkdress and port of the transier media server in the NVMS. Then enable the
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anto repoct in the NVMS when adding a new device, Next, enter the remaumning mformation of
the device m the NVMS. Afier that, the system wall automatically allot a device 1D, Please
check it i the NVMS.

3. Enter the shove-mentioned server address. server port and device ID in the comesponding
boxes. Chick the "Save™ button 1o save the settings.

4.6.4 ONVIF

The cameras can be searched and commected to the thirdeparty platform via ONVIFRTSP
protocal.

If “Activate Onvif User™ s enabled m the device activation interface, the ONVIF user can be
activated sunultanomby Whes you connect the camera through the ONVIF protocol m the
third-party platform. you can use this onvif iser to connect.

You can also add new wsers in the Onvif interface.

e pmrve el e (@ ompaiad
R T
B e s =

use the onvif user in the above mterface.

4.6.5 DDNS

If the camern i set up with 2 DHCP connection. DDNS should be set for the mtermet.
1. Go to Config PNetwork 2 DDNS.
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1. Apply for a donsam name. Take www .dvidyndns.com for example.
Enter www.dvrdydns.com in the IE address bar to visit s webute Then Clck the

“Registration™ button,
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Create domain nmme,
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Afier the domain same is suceessfully applied for, the domain name will be Hsted a8 below
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3. Enter the username, password, dotmn you spply foe in the DDNS confignration interface.
4. Click the “Save” button 10 save the seitings.

4.6.6 SNMP

To get camenn statiss, parameters and alann mformstion and remately mamage the camera, the
SNMP function can be used. Before using SNMP, please install an SNMP management tool
and set the parameters of the SNMP. such as SNMP port. trap adidress.

1. Go 1o Config PNetwork 2SNMP.
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O Enalle SNV
Read INMT Cammuntty  pubsie
Write SNVP Comeruifty  private

Trap Addoews 192,188,228 20n
Trap Pert "
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0 Enalde SNMPL
Tinad User Narrw pubile
Securty Lewe! ah e .

Authentication Algonthem < MDS  SHA
Authantcation Patsmcttd  seeiaase
Brivste dey Algovithen  © DES AES

Brivpte-kmy Algarithm  <vveeere

Wote User Karve prrwate

Secursy Level ash pih v
L J—

Drivate-bay Mgodithm DS AFS
Private kay Algotithm  sscssease

1. Check the comresponding version checkbox (Enable SNMPv1, Enable SNMPyL. Enable
SNMPv3) according to the version of the SNMP software that will be used.

3, Set the values for “Read SNMP Coenmumity ™, “Write SNMP Commanity™, “Trap Address™,
“Trap Port™ and so on. Please make sure the scttings are the same as that of the SNMP
softwage.

Note: Please use the different version mn accondance with the security level you required. The
higher the version is, the higher the level of the secunity is.
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4.6.7 S01x

If it is enabied, the camera’s data can be protected. When the camern s connected to the
netwark protected by the IEES02 1x, user anthentication is needed.

# Anatle

Prescens Type BN @
EAPOL Versen 1 v
User Name = |
Payword esesse |
Confiom Pasaward enene |

To use this function, the camera shall be coanected to a switch supporting 802, 1x protocol.
The swatch can be reckoned as an authentication system to identify the device m a Jocal
network. If the camera connected to the network mterface of the switch has passed the
authentication of the switch, 1t can be accessed vin the local network.

Protocol type and EAPOL venion: Please use the default settings.

User name and password: The user name and password must be the same with the user name
and password applied for and registered in the authentication server.

468 RISP

Go 10 Config PNetwork PRTSP.
 Irase
P [
R iall e PR e —— e

NIV R w— T |
1908 TV 10 1) o g T Lt ON
-4 W e wemer w—— e e

Hemar stewn

Mot STARY S Claveeus el
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e amoNd 3 Dl b
T Adew — . -

Select “Enable™ to emable the RTSP function.
Port: Access port of the streanung media. The default number » 554,
RTSP Address: The RTSP address (umcast) format that can be uved to play the stream m n

L]
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Multicast Address
Main stream: The address format 1s

“risp//IP address: rtsp port'profile ] 7transportmode=~mcast”,
Sub stream: The address format 1s

“risp//IP address: rtsp port'profile2 Ztransportmode=~mcast”,
Third stream: The address format 15

“risp//IP address: rtsp port'profile3 7transportmode=~mcast”,
Thermal stream: The address format 15

“risp//IP address: rtsp port'profiled transportmode=mcast”.

Audio: Having entered the main/'sub stream in a VLC player, the video and andso wall play

automatically.

If “Allow anonymous login,..” s checked. there 1s no need to enter the usemame and
password to view the vadeo.

If “auto start™ is enabled. the mmlticast received data should be added mto a VLC player to
play the video.

Note:1. This camera support local preview through a VLC player. Enter the RTSP address
(unicast or multicast, eg. rtspo//192.168.226.201:554/profile]l Mransportmode~mcast) 1 a
VLC player to realize the simultaneous preview with the web chient.

2. The IP address mentioned above cannot be the address of IPv6.

3. Avoid the wse of the same multicast address in the same local network.

4. When playing the video through the mmlticast streams in a VLC player, please pay
attention to the mode of the VLC player. If it is set to TCP mode, the video cannot be played.

S, If the coding formsat of the video of the main stream is MJPEG, the video may be
disordered at some resolutions.

4.6.9 UPNP

If thas function 15 enabled, the camera can be quackly accessed through the LAN.
Go to Config PNetwork DUPnP. Enable UPNP and then enter UPnP name.

¥ Enabie
UFn? Name |

4.6.10 Email

If you need to tngger Email when an alann happens or IP address 15 changed. please set the
Email bere first.

Go to Config PNetwork DEmail.
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Seader Address: sender’s c-mail address.

User name and password: sender’s user name and password (vou don™t have to enter the
username and password if “Anonymous Login™ is enabled).

Server Address: The SMTP 1P address or host name.

Select the secure connection type at the “Secure Connection”™ pull-down list according to
what's required.

SMTIP Port: The SMTP port.

Send Interval(S): The time mserval of sending email. For example, if it s set to 60 seconds
and pminple motion detection alarms are tnggered within 60 seconds, they will be conuidered
as only ane alann event und only ape email will be sent. If one motion alam event 15
tnggered and then snother motion detection alanm event is triggered after 60 seconds, two
canails will be seot. When different alarms ace trigeered at the same time, naultiple eonails will
be sent separstely.

Click the “Test™ button to test the connection of the account.

Recipient Address: receiver’s e-mail address.

4611 FTP

After an FTP server 15 set up, captured pictures from events will be uploaded to the FTP
server.

1. Goto ConfigdNerwork DFTP.
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L Click “Add™ to add the information of the FTP, Afler that, click “Save” to save the
settimys,

Server Name: The name of the FTP server

Server Address: The IP address or domain name of the FTP.

Upload Path: The directory where files will be uploaded to,

Port: The port of the FTP sarver.

User Name and Password: The username and password that are used to logm to the FTP
scrver.

3. In the event setting imterface (ke intrusson, lme crossang, et tngeer FTP as shown
below.

¥ Trigger FTP
Server Address
V16216813 W Attach Plcture

Pleass refier to Storage-Snapshot Serting for the parumeter settings of the sendmg saapabots

Rule of FTP storage path: /device MAC address/event type date time’
For example: a face derection alarm ocows

FTP file path ! \00-18-uc-a8-da-2a\VFD'2021-01-09\1 4

Event name table:
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File Name Event Type

1P IP address change

MOTION Motion Detection

SENSOR Sensor Alarm

TRIPWIRE Line Crossing Detection

PERIMETER Region Intrusion Detection

AVD Video Exception

VFD Face Detection

AOIENTRY Region Entering

AOILEAVE Region Exiting

PASSLINECOUNT Target. Counting by Line
Crossing

SDFULL SD Full

SDERROR SD Error

ASD Audio exception alarm

Jpg image naming rule:

Event type_Year(4digits)-Month(2digits)-Day(2 digits)-Hour(2 digits)-Minute(2
digits)-Second(2 digits)-Millisecond(3 digits) index(3digits).jpg

Description:

1. Event type: refers to the above table.

2. Zero shall be added if the digits are insufficient.

For example: MOTION_2021-03-16-16-20-07-529_032.jpg

Txt file naming rule:
Event type Year(4digits)-Month(2digits)-Day(2 digits)-Hour(2 digits)-Minute(2
digits)-Second(2 digits)-Millisecond(3 digits) index(3digits).txt

TXT file content:

device name: xxx mac: device MAC address Event Type time:
For example: device name: IPC mac: 00-18-ae-a8-da-2a motion time: 2021-03-16 12:20:07

Correspondence between txt file and jpeg file: the index of the txt file and jpeg file will be
named as the same when the event is triggered each time.

4.6.12 HTTPS

HTTPs provides authentication of the web site and protects user privacy.
Go to Config DNetwork 2HTTPS as shown below.

L 63
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There s a certificate mstalled by default as shown above, Enable this function and save it.
Then the camers can be accessed by entering hitps-//IP: bitps port via the web browser (eg

hitps: /192,168 226.201:445),

A private certificate can be created if users don't want to use the default one. Click “Delete™
to cancel the default certificate. Then the followmng mterface will be displayed.

’ -
e tpe 0 e At e R w A be
Creme s e .
Dwww o wethormrenent
e met ———ew | — .E.

* If there is a signed certificate, click “Browse™ o select it and then click “Install” to install it.
* Click “Create a private certificate” to enter the following creation interface.
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Click the “Creste” button 1o create a private cenificate. Enter the country (only two letiery
available), donwin (camera’s IP addressidomain), validity date, password, provioee siate,

region and 0 on. Then click “OK" to save the settings.
* Click “Create a certificate request” to enter the following interface.
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Click “Creste” 1o creste the certificate request. Then download the certificate request and
submit it to the trsted certificate authonity for signature. After receiving the signed certificate,
mpart the certificate to the device.

4.6.13 QoS

QoS (Quality of Service) fiumction is used 1o provide different quality of services for different
network applications. With the deficient bandwidth, the router or switch will sont the data
streams and tmnsder them according to theer prionty to solve the network delay and network
cangestion by using this function.

Go 1o Config PNetwork D00S.

Vidoa/Audie DRCP 12

Video' Audio DSCP: The runge s from 0 to 63,

Alarm DSCP- The range is from 0 to 63.

Manager DSCP: The range 15 from 0 to 63

Generally speakang, the lnrger the number iv, the lzgher the pnonty is,

4.7 Security Configuration
4.7.1 User Configuration
Go 10 Config DSecurity DUser mierface as shown below,

— - -l

Add wser:
1. Click the “Add” button to pop up the following textbox.
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2. Enter user name in “User Name™ textbox.

3. Enter the password in the “Password” and “Confirm Password”™ textbox. Please set the
password  accordimg to the requarctnent of the password secunty level (Go e
Config DSecurity PSecurity Managemens DPassword Security interface 10 set the secunity
fevel).

4. Choose the user type and select the desared user permussions,

£, Click the “OK™ hutton and then the newly added user will be dasplayed in the wser list.

Modify user:
1. Select a user to modify password in the user configneation list box.
2. The “Edit user” dialog bax pops up by clicking the “Modify™ button.
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Admun can modify s password and change the user type and permussion of other uvers here.
Orlser users only can modify their password in this interface.

Delete user:

1. Select the user to be deleted m the uver configuration list box.
2. Click the "Delete” button t0 delete the user,

Note: The default admnustrator scconnt cammot be deleted.

Safety Question
You can set the satety questions and answers here for the default admin wser.

4.7.2 Online User
Go to Config PSecurity POnline User to view the user who is viewing the live video.

e 1 eom women L] - — Radhad
\ [T iw e —-— [ i ]

An administrator wser can kick out all the other users (includmg other administrators).
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4.7.3 Block and Allow Lists
Go 1o Config DPSecurity PBiock and Allow Lists a5 shown below.

'»- e ey
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The setup steps are as follows:

Check the “Enable address filtering” check box.

Scloct “Block/Allow the following address™, IPvA/IPvE and then enter [P address n the
oddress box and click the “Add™ button.

4.7.4 Security Management
Go 16 Config PSecurity dSecurity Management us shown below.

— S ——— —e

o Thane oowng aves Begi e’ st

Trgor Fmst
1000kt Tiwe [yeco rm

In order to prevent against malicions password unlocking, “focking once illegal bogin®
function can be enabled bere. If this function i enabled. login fulure affer trying five times
will make the login mterface Jocked. The camem can be logged in again after a half hour or
after the camera reboots.

Trigger Email: if enabled. e«mail will be sent when logging in‘out or illegal logm lock
occtrs.

Logout time: Set the logout time as needed. For example: 3600+, you will be automatically
logged out after 36005 and then you need 1o enter the username and password again to log m

®  Password Security

Pasve, e el -
Lusaion Tow Towrwr -
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Please set the password level and expiration time as needed.

Password Level: Weak. Meduum or Strong.

Weak level: Numbers, special characters, upper or lower case letters can be used. You can
choose one of them or any combination of them when setting the password.

Medium Level: 8~16 characters. including at least two of the followmg categories: munbers,
special characters, upper case letters and lower case letters.

Sarong Level: 816 charsctiers. Numbers, special characters, upper case letters and Jower case
Jetsers mmst be mclnded.

For your accomnt secunity. it is reconmsended to set a stroog password and change your
password regulardy.

HTTP/RTSP Authentication: Basic or Digest 1s selectable.

Latimdy Gerane Pewweerd Geuady
RTSP Authenbication !Tm Vl
HTTP Autnentication | Basic v

4.8 Maintenance Configuration
4.8.1 Backup and Restore
Go 1o Config DMaintenance dBackup & Restore.

PRTRYANE
’ !
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®  Import & Export Settings

Canfignration settings of the camern can be exported form o camern into another camera.
1. Click "Browse™ 10 select the save path for import or export information ca the PC.

2. Click the “Import Setting™ or “Export Setting™ button,

Note: The login password need to be entered after clicking the “Import Setting” button.

®  Default Settings
Click the "Load Defanlt™ button and then verify the passwond to restore all system settings to

the defanlt factory settings except those you want to keep.

482 Reboot

Go to Config PMaintenance PReboot.
Click the “Reboot™ batton and then enter the password 1o reboot the device.

Timed Reboot Setting:
If mecessary, the camera can be set up 10 rehoot on @ time interval. Enable “Time Settings”,
set the date and time, click the “Save” button and then enter the password to save the settmgs,

483 Upgrade

Go w ConfigdMaintenance DUpgrode. In this interfice, the camers finnware can be
opdated.

b ' | drime | ete |

1. Click the “Browse™ bution to select the save path of the upgrade file

2. Click the “Upgrade™ button to start upgrading the firnware,

3, Enter the correct password and then the device will reszant sutomatically

Cantion! Do not close the browser or disconneet the camern from the netwoek during the

upgrade.

4.84 Operation Log

To query and export log:

1. Go 1o Config DPMaintenance POperation Log
1, Selcct the main type, sub type. start and end time.
3. Click “Search™ to view the operution Jog.

4, Click "Export” to export the operation log.



5.1 Image Search

Click Search 10 go 10 the tnterface as shown below. lmages that are ssved on the SD card can

be found here

® SD Card Image Search
1. Choose “Pictiwe"="SD Card™

Choose the alann events ot the bonost of the uterface

- Click ™' 10 scarch the HIAMSRCS

Chick WEEES 1o retumn to the previous interface

The \lcw.'n;v!wn\ of the buttons are shown as follows

2. Select optical or thermal, date and choose the start and cd tiane

Double click » file nmumne i the list 10 view the captured photos

Lows Description Teou Descriptios

s Close Select m tmage and chok [‘\ Close all Chck dus butiom o
~2 this button 10 close the wnage chre all wages

= Save: Chek tdus bumon 0 select Save all Cixk e baoon w
Lok the pohs for aving the unage oo l"\ wha the path for =nmg all

the PC pectuses on the PC

- Actual suze: Clck ths Istton &
:.: Fit sze: Chek 10 B4 ©e ssge 0 '—l display the acnusd sze of the

the screen

mage

&>
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leon Description foon Deweription
D Zoom m Chck ths bvmon w p— Zoom out Chok G mtron w0
-4 dipaally 20008 12 N dagtally xoom out

Shde show ply Clck s '
betn to stan the shde show | | [ :Ii::: i b 0- sk the
mode

4 Play speed Play wpeed of e slde show

5.2 Video Search
Chick Seasch 1o go to the mterface as shown below. Videos that were recorded on the SD card

can be played m thas isterface

Choose “Record"=="SD Cary"
Select optical or thermal, date and choose the start and end tue

WA e

Click @ 10 search the umges

R — a n

4.  Select the alanm events at the botsom of the usteriace
Select nux stream {video and audio stream) or vadeo stream as needed.
6. Domble chck on a file name m the list to stant playback
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the vdeo, chek this button

Ply bunve Afer pusung [m
o continne playmg

Spoed @ | Watemck display

(>
[!] Saop b | @] | spect doum
L3

.- - | Enable / disable audio; doag the sSder 1o adpt the volume afie
exabling adio

Note: [!]lnd !‘cmﬂbc&nphyodwhn\idemmphyed\uhphq-nﬁ'«
browser.

The time table can be shown in 24H1IH2H/IH format by chlicking the conssponding
buttons.

Video clip and downloading

Search the video files according 1w the above mentioned steps

Select the start time by chicking on the tite table.

Click @ 10 set the start tisne and then this butron tums blue (EH )

Select the end time by ¢licking on the time table. Then click @3 10 set the end time.
Click BB 10 download the video file ins the PC

Ll R



- Network Camera User Manual

D Procen Bt Bl T ot Tiww LU Oywrwte

T e (i ] i |

Click “Set up™ to set the storuge directory of the video files.
Click “Open” 1o play the video,

Click “Clear List” to clear the downloading list.

Chek “Close™ 10 close the downloading window.



Appendix

Appendix 1 Troubleshooting

How 10 find the password?

A: The password for edmin can be reset through “Edis Safety Question™ function,

Click “Forget Password” in the login window and then enter the corresponding answer of the
selected question wn the popup window. Aficr you correctly answer all questions, you can
reset the password for admin. If you forget the answer of the question, this way will be
mvalad. please contact your desler for hiclp

B: The passwords of other users can be reset by adarin

Fail 10 connect devices through IE browser.

A: Network 1s not well connected. Check the connection and make sure it i connected well
B: IP addsess is not available. Reset the 1P address

C: Webs port sumber has been changed: contact aduministrator to get the corvect port nuber
D: Exclude the above reasons. Restore 10 defanlt setting by [P-Tool

IP 1ool cannot search devices.
It may be caused by the anti-virus software in your computer. Pleass exit it and try to search
device agan

IE cannot download ActiveX control.
A [E browser may be set up 1o block ActiveX. Follow the steps below
!’ Open IE browser and then click ToolseesesIntermet Options.

e I Yew Taawies et
Ml o) .
s - 'j Wl .
Awymmay | G Ay
& T

Wi Bl i

Yol Ogloora.
1! Select Security——-Custom Level. ..
Y Enable all the options under “ActiveX controls and plug-ins™

4) Chick OK to finush setup,
B. Other plug-tm or anti-varus blocks ActiveX. Please unmnstall or close them

D
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No sound can be heard.
A: Audio input device is not connected. Please connect and try again.
B: Audio function is not enabled at the corresponding channel. Please enable this function.

How to modify IP address through IP-Tool?
A: After you install the IP-Tool, run it as shown below.

The default IP address of this camera is 192.168.226.201. Click the information of the camera
listed in the above table to show the network information on the right hand. Modify the IP
address and gateway of the camera and make sure its network address is in the same local
network segment as the computer’s. Please modify the IP address of your device according to
the practical situation.
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Modily Metwork Paramaies

For example, the IP address of your computer is 192.168.1.4. So the IP address of the camera
shall be changed to 192.168.1.X. After modification, please enter the password of “admin”
which is set in the device activation interface in advance and then click the “Modity™ button
to change the network parameters.

How to restore to factory default setting through IP-Tool?

A: Drag the slider at the bottom of the device list to the right and then the MAC address of
the searched devices will be viewed. Find the MAC address of the IPC you want to restore to
the factory default setting, click Edl next to “Restore IPC Default Configuration™ to expand
the menu, then enter the MAC address and click “OK”. After that, manually reboot your
camera within 30s. Then the camera will successfully restore to the factory default setting.
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Appendix 2 Common Material Emissivity

Material Emissivity Material Emissivity
Human Skin 0.98 Brick 0.95
Printed Circuit Board 0.91 Sand 0.90
Concrete 0.95 Soil 0.92
Ceramic 0.92 Cloth 0.98
Rubber 0.95 Hard Paperboard | 0.90
Paint 0.93 White Paper 0.90
Wood 0.85 Water 0.96
Pitch 0.96 Flame 0.2~0.3

The material emissivity is also affected by the surface of the material.

Material Surface Emissivity
Rough 0.95
Slightly Rough 0.8
Slightly Smooth 0.6
Smooth 0.3




