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Please read this imstruction carefully before using the product and keep 1t for further
reference



Notes on Safety

Please use the specified power supply to connect.

Do not attempt to disassemble the camera: in order to prevent electne shock. do not
FEMOVE SCrews Or COVers.

There are no user-serviceable parts mside. Please contact the nearest service center as
soon as possible 1f there 1s any falure.

Avoud from incorrect operation, shock vibration, heavy pressing which can cause damage
to product.

Do not use corrosive detergent to clean main body of the camera. If necessary, please use
soft dry cloth to wipe durt: for hard contanunation, use neutral detergent. Any cleanser for
high grade furmiture 1s applicable.

Avoxd mmumng the camera directly towards extremely brnght objects, such as, sun. as this
may damage the image sensor.

Please follow the mnstructions to mstall the camera. Do not reverse the camera, or the
reversing mage will be recerved.

Do not operate it 1 case temperature, hunudity and power supply are beyond the lunated
stipulations.

Keep away from heat sources such as madaators. heat registers, stove, efc.

Do not expose the product to the direct arflow from an air condstroner.

This manual 1s for usang and managing the product. We may reserve the nghts of
amending the typographacal errors, inconsistencies with the latest version. software
upgrades and product improvements. interpretation and modification. These changes wall
be published m the latest versson without special notification.

In thes manual, the trademarks. product names, service names, company names, products
that are not owned by our company are the properties of their respective owners.

Thas manual 1s sutable for IR water-proof network camera All pictures and examples
used m the manual are for reference only.



Disclaimer

®  With regard to the product with internet access, the use of product shall be wholly at
your own risks. Our company shall be irresponsible for abnormal operation, privacy
leakage or other damages resulting from cyber attack, hacker attack, virus inspection, or
other internet security risks; however, our company will provide timely technical support
if necessary.

®  Surveillance laws vary from country to country. Check all laws in your local region
before using this product for surveillance purposes. We shall not take the responsibility for
any consequences resulting from illegal operations.

Cybersecurity Recommendations

® Use a strong password. At least 8 characters or a combination of characters, numbers,
and upper and lower case letters should be used in your password.

® [t is recommended to change the service default ports (like HTTP-80, HTTPS-443,
etc.) to reduce the risk of outsiders being able to access.

® [t is recommended to set the firewall of your router. But note that some important
ports cannot be closed (like HTTP port, HTTPS port, Data Port).

® [t is not recommended to expose the device to the public network. When it is
necessary to be exposed to the public network, please set the external hardware firewall
and the corresponding firewall policy.

® [t is not recommended to use the vl and v2 functions of SNMP.

® In order to enhance the security of WEB client access, please create a TLS certificate
to enable HTTPS.

®  Use black and white list to filter the IP address. This will prevent everyone, except
those specified IP addresses from accessing the system.

®  [fyou add multiple users, please limit functions of guest accounts.

® Ifyou enable UPnP, it will automatically try to forward ports in your router or modem.
It is really very convenient for users, but this will increase the risk of data leakage when
the system automatically forwards ports. Disabling UPnP is recommended when the
function is not used in real applications.

®  Check the log. If you want to know whether your device has been accessed by
unauthorized users or not, you can check the log. The system log will show you which IP
addresses were used to log in your system and what was accessed.

Regulatory Information

FCC Information

1.FCC compliance

The products have been tested and found in compliance with the council FCC rules and
regulations part 15 subpart B. These limits are designed to provide reasonable protection
against harmful interference. This equipment generates uses and can radiate radio



frequency energy and, if not installed and used in accordance with the instruction manual,
may cause harmful interference to radio communication. However, there is no guarantee
that interference will not occur in a particular installation. The user will be required to
correct the interface at his own expense in case the harmful interference occurs.

2. FCC conditions:

Operation of this product is subject the following two conditions: (1) this device may not
cause harmful interface, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

CE Information

C EThe products have been manufactured to comply with the following directives.
EMC Directive 2014/30/EU

RoHS

The products have been designed and manufactured in accordance with Directive EU
RoHS Directive 2011/65/EU and its amendment Directive EU 2015/863 on the restriction
of the use of certain hazardous substances in electrical and electronic equipment.

2012/19/EU (WEEE directive): The Directive on waste electrical and electronic
equipment (WEEE Directive). To improve the environmental management of
WEEE, the improvement of collection, treatment and recycling of electronics at
the end of their life is essential. Therefore, the product marked with this symbol

must be disposed of in a responsible manner.

Directive 94/62/EC: The Directive aims at the management of packaging and packaging
waste and environmental protection. The packaging and packaging waste of the product in
this manual refers to must be disposed of at designatedcollection points for proper
recycling and environmental protection.

REACH(EC1907/2006): REACH concerns the Registration, Evaluation, Authorization
and Restriction of Chemicals, which aims to ensure a high level of protection of human
health and the environment through better and earlier identification of the intrinsic
properties of chemical substances. The product in this manual refers to conforms to the
rules and regulations of REACH. For more information of REACH, please refer to DG
GROWTH or ECHA websites.
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Introduction

Main Featares

SEMP (3840 « 2160) @206ps

ICR o switch, true day night

3D DNR. digital WDR. defog, BLC, HLC, anti-flickey, stmart IR

RO coding

Scane change detection, video blur detection , video color east detection, intrision
detection, line crossing detection

®  Support mobile serveillsocs by smant phones with 108 or Android OS

Surveillance Application

vi.®

e Nviwerk IE Client
— NYR
. 3 . |
> v
1t Netwnrk  Hybrld DVR Monltor

>le

1% Netwerk CMSNVMS




2 Network Configuration

You may connest IP-Cam via LAN or WAN, Here only take IE browser for exanmple. The
details are as follows

2.1 LAN

In LAN, there are two ways 10 aceess [P-Cam: 1. access through [P-Tool: 2 direstly access
through [E browses

2.1.1 Access through IP-Tool

Nerwork connestion:

- Switch
o '-)-
;' g @ 3 — — @ e &
Nermuih | abhe “ NEIRETR L abe
&
e Router Client

@ Make sure the PC and IP-Cam are connected 10 the LAN and the IP-Tool is installed i the

PC from the CD
(@ Double click the TP-Tool scon on the desktop 1o mm thes software as shown below

@ Modify the IP addtess. The defasult TP sddress of this camers is 192.168.226.201. Click the

information of the camers kisted in the above table 1o show the network information on the right
hand. Modafy the TP address and gateway of the camers snd make sure its petwock address is in
the same local network segment as the cosnpuser’s. Please modify tbe IP address of your device
according 10 the practical situation

L2
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For exanmple, the IP address of your computer 15 192.168.1 4. So the IP address of the camera
shall be changed to 192.168.1.X. After modification, please mput the password of the
adunmstrator and click “Modify™ button to modify the setting.

& [ The defanlt password of the administrator is “123456™ ]

@ Double click the IP address and then the system will pop up the IE browser to connect
IP.CAM. Follow directions to download, mstall and na the Active X control.

Narme adran

Password: sesnne

Swream Type IR 160 208ps .
Language: Enqiua .

¢ Remembeor me

lnput the username and password to log m

& [ The defanlt usermmune is “admin”; the defanlt password is “123456". ]

Plesss tunge the default passward

sty Pewimnem
New Paiowerd

~mrfirr Pasmncrs

! De 2ot row agan “ IE:E
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The system will pop up the above-mentioned textbox to ask you to change the default password.
It is strongly recommended to change the default password for account security. If “Do not
show again” is checked, the textbox will not appear next time.

2.1.2 Directly Access through IE

The default network settings are as shown below:
IP address: 192.168.226.201

Subnet Mask: 255.255.255.0

Gateway: 192.168.226.1

HTTP: 80

Data port: 9008

You may use the above default settings when you log in the camera for the first time. You may
directly connect the camera to the computer through network cable.

Savwnik Cadils

i-‘-ﬁ? v @ v <-4

P Cllent

® Manually set the TP address of the PC and the network segment should be as the same as

the default settings of the IP camera. Open the network and share center. Click “Local Area
Connection” to pop up the following window.

o Loow Ares Consscnon TR E
e
e
Pk Cormscivity [t
Pl Cormactivaty Fe termed e
Pieia Jlale sl
Chramar =TT
fra— 100 11 W
_I:-H:ﬁ |
[ Se- b g
sare ‘! Rl
2
Byiza I 8, ek
T e =T — Jran—
Doee

Select “Properties” and then select internet protocol according to the actual situation (for

example: IPv4). Next, click “Properties” button to set the network of the PC.
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@ Open the IE browser and enter the default address of IP-CAM and confirm.
(® Follow directions to download and mnstall the Active X control.
@ Enter the default usernmne and password m the login window and then enter to view.

2.2 WAN
7 Access through the ronter or virtual server

g
= - | TSR L PSR m——
@"@ Networh (ubp ALY ¢-Hi‘~-_‘:/\' Natmerd Cable

Client

(D Make sare the camern is well connected via LAN and then log in the camera via LAN and
#o to Config?Network=>Port menn to set the port munber

HTTP Poet 0
HTIPS Port 443
Data Port 08
RSP Pert 554
Port Setup

@ Go to Config?Netwark=> TCP/IP msenu 1o modify the IP address.
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-
- IRE FPME Ty 18 Onatige Notifc e 1ty

T Ouasin an I oddiress sotamaically

& sk e 101 oming 1P aidness

1D Ackdress 102368 226201 | [ Tt
St Mok 139750 |
S

Prefened DNS Senver 1192 165 225.1

Aermate DNS Server |8.3.8.6 )

1P Setup

@ Go to the rowter 's management inerface duwrough IE browser to forward the TP addiess and
port of the camera in the “Vermal Server™.

Port Range
Appliostion  Start End Protocol I Address Enable
TT9007 | to [9008 | (Botn [5] 192108, 20758
180 o [F: Laﬂh_a 1921681 am -
(3] 110000] to [10001] [Both [] 192-168.1 186
[ ] [27000! 1o [21001] [Both 5] 192.168.1[166] o=

Router Setup

(®) Opeu the TE browser and mput its WAN IP and hitp part to access

#  Access through PPPoE dial-up

Netwock connection
= L ] \" " - ]
@’? MMC“ -WCM\;;.\MC‘k—
o Cllent

You moy access the canera through PPPoE auto diak-up, The setting steps are as follow:
@ Go ta Config?Netwark=>Port menu o set the port number.
@ Go w Coafig?Network>TCPIP> PPPoE Config menn. Enable PPPoE and then inpue
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the user name and passwvord whach you can get from your mtemet service provider.

> L -- F O Nt el

¥ Enadke
Uset Noeme OO0
Fawworo L)

@ Go to Config > Network>DDNS meenn. Before you configure the DDNS, please apply for
u domain name first, Please refer to DDNS configiration for detail information
(@) Open the IE browser and mput the domnin name and hitp port 1o access.

#  Access through statle IP

Network connection
ab [ o | \{uf -‘ et
-~ .. vk ®
or ? Netnork Cadde \_/ ‘/\ Mrtwuib Colde
| e Client
The setting steps are as follow:

D Go to Config»Network->Port men 10 set the port munber.

@ Go to Config=»Network=>TCP/ IP meuu to set the IP address. Check “Use the following 1P
addeess™ and then input the seatic IP address and other parsnstens

(Open the IE browser and input its WAN IP and hitp poet to access.



3 Live View

After you Joz m, you will s¢ the following window

WODCAM ey

M\m rwaes Mt ibear L S *
. "1

(4] | ol e Q| | zoomou
Wl | it comeet scale Ml | 50 ol iconding ndicator
:["-]'? Auta (£l the wradow) A | Motion aluom sdicats
L) | Follscreen - Sensor sbam mébeator
o Stt'siog kve vew o Seetie change s ator
" | s @& Cotion abmermal mébeasor
' ‘ Suastop secoedey a Abnoernal clanty indscater
€ Ensble/doable andio (v, Line crowsing ind asor
= Susiop two-way andeo
(O] | o e s e | B [ reion e
cotesecion)




® In full screen mode. double clack to exat.

® Those smart alann mdicators will flash caly when the camera supports those functions

and the correspondmg events are enabled.

® Click AZ control button to show AZ coatrol panel. The descriptions of the control panel are

a follows:

Zivews, - - Zoo +

Focws - ! Focus +

Oue key focus (used whes wage o 0wt of focus afier manaal adpsmens




4 Configuration

4.1 System Configuration
The “System™ configuration mcludes three submenus: Basac Information, Date and Tome and
Local Config.

4.1.1 Basic Information

In the “Basic Information™ mterface, yon can check the relative mnformation of the device

‘ Lews e Name L
Produkt Moded
Brand
Soltware Vst don 541 “llﬁé'f"-i
Softwas Bulkd Dyle 2021-0e-2%
Earnul Vorson SADGRL05
‘ Herdwars Vendor | &
Clrvw! Visrssom JOO8
|
Video Structured 10F
‘ Virscon
OCX Varwon 4177
M OO 1ZaeSte o

4.1.2 Date and Time
Go 10 Config>System—>Date and Tune. Please refer 10 the following isterface.

,
| -

e N e s Lot Nepigecs

ol Ve . -

You can select the tune zone and DST as required.
Chick “Date and Tune™ tab to set the time mode

L10
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Ve b
b r— ) -
N ———— Y T— - —
—— . —— —

4.1.3 Local Config

Go 1o Coafig?System-?Local Config to set up the stoege path of capmzed pictures and
recorded videos on the Jocal PC. There 15 alvo an option 10 coable or disable the bitrate

display in the recorded files.
farer vrapihens Cvogram e Tt AL A e [ S|
e e e B o CAPogram ey B AT Camera Ermn
Auties Recouting © Soen ® Use
Nvate Oneriay > Open ® O
Lol Sematt Srnapnlest Snnnge o Dyen ® Chine
T

Additionally, “Local smart suapshor storage™ can be coabled or disabled here, [f conbled. the
captured pictures triggered by smas events (like ling crossing detection, region intrusion, ¢4¢,)

will be saved 1o the local PC.
4.1.4 Storage
Go 10 Config2System-IStomgs to 20 0 the interface #s shown below.
e
Tima peerat e Lagiei vy
Palisn v ey waw
I )
L e AT 2
ew
et (et w .
W vy = -
QN s 1 D G0 1 90 ol 0 L (A s (e Ty w7 D
T ==

® SD Card Management
Click the “Format™ bumon to formar the SD card. All data will be cleared by elicking this
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button.

Click the “Eject™ button to stop wrting data to SD card. Then the SD card can be ejected
safely.

Suapshat Quota: Set the capacity proportion of captured pictures on the SD card.

Video Quota: Set the capacity proportion of record files on the SD card.

®  Schedule Recording Settings
1. Go to Canfig=»System=>Storage>Record to go to the mterface as shown below.

.
—

2. Set record streum, pre-record time and cycle writing.
Pre Record Time: Set the tizne to record before the actual recording begins.

3, Set schedule recordimg. Clieck “Enable Schedule Record” and set the schedule.

LA

' § 8 9 7T 3 ' B W ¥R LAY B BEZFERLN

f

'oouu.u-.o-oub.-u-

M

LU L L

SU P E s VMU ssBay

Set the alarnm time from Monday to Sunday for a ungle week. Each day 15 divided m one hour
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merements. Green means scheduled. Blank memss unscheduled.

“Add™; Add the schedule for a specinl day. Drag the mouse to set the time on the timeline,
“Erase™: Delete the schednle. Drag tlse motse to erase the time on the tnnelme.

Manual Input: Chck it for a specific day to enter specific start and end times. This adds mose
granalanibies (minutes)

Day schedule
Set the alanm time for alarm a special day, such as a holuday.
Note: Holiday schedule takes priority over weekly schedule.

®  Snapshot Settings
Go to Coufig=> System=»Starage=> Saapshot 1o go to the interface a3 shown below.
. |
Snapatot Parsmeters
Inage Forma PEG I_QJ
haoatlon IDeSTE D
agr Quetty  iow il
Tvens Trigpe
Snapdhict bowasl 1 Sacon
Snamino: Quanty &
Timing
1 Frabrle Tomng Soprot
Sl Ieesel S Seconi

Suapshot Quantity. The nummber you set bere & the maxioum quantity of snapshots. The
actual quantity of saapshots may be bess than this sumber. Supposing the occurence tune of an
alarn event is Jess than the tisne of capturing pichares, the actual guantity of saapshots is less
than the set quantity of snapshots

Timing Snapshot: Enable tinang saapshot first and then s<t the snspshot mterval and schedule.
The setup steps of schedule are the same as the schedule recording (See Schedule Reconbing)

4.2 Image Configuration

Image Configurstion meludes Display, Video'Andio, OSD, Video Mask, ROJ Config and so
on.
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4.2.1 Display Configuration

Go to lumge=? Dusplay mterface an shona below. The nmage™s bnghtness, contrast, hue and
saturation and so oo for common, day and night mode can be set up separately. The mmage effect
can be guickly seen by switching the configaration file,

e L) Oy (b

Brightuess: Set the bnghmess level of the camera’s inage.

Contrast: Set the color difference between the bnghtest and darkest parts.

Hue: Set the total color degree of the unage.

Saturation: Set the degree of color punty. The purer the color 15, the bnghter the mage 1s.
Sharpness: Set the resalution Jevel of the image plane and the sharpoess level of the mmge
edge.

Noise Reduction: Decrease the nosse and make the mmage more thorough lncreasing the
value will make the noise reduction effect better but it will reduce the unage resolution.
Defog: Activating this function and settmg an appropriste value as needed m foggy. dusty,
SINOGRY Of rainy enviroument 1o get clear images.

Auto Iris: Plense check it accondmg to the actual Ins type.

Backlight Compensation (BLC)

e Off dsables the backhght compensation function. It is the defanlt mode.

e HWDR: WDR can adyust the camera 1o provide a better image when there are both very

bright and very dark aens simultanecusly m the field of the view by lowenng the brightness
D
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of the bright aren and increasing the brightness of the dack area.

¢ HLC: lowers the bnghiness of the entire image by suppressing the brightness of the
unage's bright area and redicing the size of the halo area.

¢ BLC: If enabled. the auto exposure will nctivate acconding to the scene so that the object
of the unage i the darkest area will be seen clearly.

Antiflicker

® Off disables the anti-flicker function. This is used mostly in outdoor installations.

¢ SO0Hz reduces flicker in 50Hz lighting conditions.

® 60Hz reduces flicker in 60Hz lighting condstoas.

Smart IR: Choose “ON™ or “OFF™. This finction can effectively avoid image overexposure
and underexposare by controlling the bnghiness of the IR hghts according %o the actual
conditions to make the nnage more realistic. Please enable it as needed.

White Balance: Adjust the color tempersture according to the enviroament automatically.
Frequency: 50Hz and 60Hz can be optional.

Day/night Mode: Please choose the mode as needed.

Sensitivity: High. middle and low can be selected for switching back and forth from day to
mght modes.

Infrared Mode: Choose “ON", "OFF" and “Auto” (Seme models may not support the
infrared mode).

Exposure Mode: Choose “Anto™ or “Maunal™. If manual is chosen, the digital shutter speed
can be adjusted.

Gain Mode: Choose “Auto™ or “Manual”. If “Auto™ is selected. the gain value will be
atomatically adjusted according to the actual sitation, If “Manual™ is selected. the gam
value shall be set manually. The hagher the value 15, the brghter the umage 55

Image Flip: Tum the coment video mmage vertically,

Schedule Settings of nsge Parstpeters:
Click the “Schedule™ tab ns shown befow,
Camwrs Paramsun _
Scheaue flTime v
Config File ‘Common vl

Set full time schedule for common, day, night mode and specified tune schedule for day and
night. Choose “Tuning™ m the drop-down box of schedule as shown below,

Urvene LT
S ————————
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Drag * & icons to set the time of day and night. Blue means day time and blank means night
time. If the current mode of camera parameters is set to Timung, the image configamtion
mode will automancally switch between day and might according 1o the schedule.

4.2.2 Video Configuration
Go to Inage=» Video mterface 24 shown below. In this interface, you can set the resolution,
frame rate, bitrate type. video quality and so on subject to the actual network condition.

I Vamtees 0N S W S s B e ¥ W B e =
L A - TN 3R CTE O [ ee—— T TR
O e e TN O O T T e Bl o epem
Yo apetet m i < lpe SOTH
- neeie vie
Bhesemary L Mash Ty ST

Theee video streams can be ndjustable.

Resolution: The higher the resolution s, the clearer the mmage s

Frame rate: The higher the frame rate 15, the more flueney the video is. However, maore storage
room will be taken up.

Bitrate type: Including CHR and VBR. CBR 1nesis that vo nutter how changeable the video
resources are. the compression bitrate kesps constant. This will not only facilitse the unage
quality better in » constust bitrate but also help 1o caleulats the capacity of the recording. VBR
means that the compression bitmie can be adjustable according to the change of the video
resoutces. This will belp to optimdze the network bandwidd

Bitrate. Please choose it according to the acnual petwork situation.

Video Queality: When VBR is selected, you need to choose fnmge quality, The higher the msagps
quality you chooss, the more bitrate will be required.

1 Frame Interval: It is recommended to use the defanlt value, If the value 15 over high, the
read speed of the group of pictures will be show resulting in the quality loss of the video.,
Video Compression: MIPEG, H164+, H204, H26% or H265+ can be optioaal. If

H.268H 265415 chosen, make sure the <hient system is able to desode H 268H 265+
Compared 1o H 265, H. 265+ saves wore storage space with the same masimuan bitrste i
most seenes. Compared to H.264, H 265 reducss the transmission bitrate under the same
resolution, frmwe mite and maage quality,

Profile: Bascline, mainhigh peofiles sre optiosal Bassline peofile is mainly used in
uersctive application with Jow complexity sad delay. Masnhigh peofile is manly used for
higher coding requirement,

Send Snapshot: Set the sanpshot stteam us needed.

Video encode shce split: If enabled, you may get more flucney image even though using the
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lowperformance PC.
Watermark: 1f ennbled, mnput the watermark content. You may check the watenmark when

playing back the Jocal record i the search mterface, lest the record files is tampered.
Click the “Audio™ tab 1o go to the interface as thown below.

< ke
LR BT ] [P IA -
Aado Type 0] v

Aundio Encoding: GT11A and GT1IU are sclectuble.
Audio Type: LIN. The wodel with buslt-in MIC supports MIC

4.2.3 OSD Configuration
Go 10 Image 205D mmerface as shown below,

(o brine At T -

o Lhee T a0

& e (metn Nare

B O emend + Sd Omn | -
W Cmtonnd Mt Qulbe
prr—— e e
N Lot M Coo be

Set time stamp, device name, OSD content snd picture overlap here. After enabling the
comresponuding display and entermng the content, drag them to change their position. Then click

the “Save™ buttoo to save the settmgs.
Lem | | MRS -
.« Pew Lmrtemy
Seek s Semn "~

¥ Ve Loy S

# Krwe Owoay v B )
VD) < —— ane (e 0w
| — e .
L AW Uw \om

Pictare Overlay Settings:
D
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Check “OSD Contentl™, choose "Prcture Overlay™ and chick “Browse™ to sclect the overlap
picture. Then click “Upload™ to upload the overlap pichare. The pixel of the image shall not
exceed 2004200, or it cannot be uplonded.

4.2.4 Video Mask
Go to Image=> Video Mask interface #s shown below. You can set 4 mask areas at most.

To set up video mask

1. Enable video mask

2, Click “Deaw Area" and then drag the moase to deaw the video mask ares

3. Clack “Save" to save the sertings.

4. Retum 1o the live to verify that the arca have been deawn as shown as blocked cat i the

fmage

WMam e >'\

To ¢lear the video mask:
Go to video mask mterface and then chck “Clear™ bution to delete the current video mask

area

O
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4.2.5 ROI Configuration

Go to ImagePROI Config mterfzce as shown below. An area m the maage can be st as a
region of interest. This aven wall have 2 lugher butrate than the rest of the mmage. resulting m
better umage quality for the identified area

1. Check “Enable” and then chick *“Druw Area™ button.
2. Diug the montse to set the ROI aren

3. Set the level

4. Click “Save” button 1o save the settings

4.2.6 Zoom/Focus

This function s only available for the model with motorized zoom lens. Go to
Config2?lnunge>ZoomFocn mterface. Within this section, zoom and focus can be

controlled. If the unage s out of focus after a manual adjustient, one key focus can be used
to set the focus adoumtically.
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4.3 Alarm Configuration
4.3.1 Motion Detection

To set motion detection:

1. Go 1o Config=>» Alarm=>Moticn Detection 10 set motzon detection alarm

Check "Enable™ check box to activate motion based alarmes. If unchecked, the camera wall not
send out my signaly to migger motion-based recording to the NVR or CMS, even if there 18
motion m the video,

< Enabile
Alarm Holding Time 20 Secondh -

Trigger Alaerm Out
Alarm Out

Trigger 50 Snap
Trigger 50 Recording
Trigger Emall

Trigges FTP

[ toee |
30
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Alarm Out: If selected. this would tnigger an external relay ousput that is connected to the
camern on detecting a motzon based alanm (this function is only available for the model with
alarm output connector).

Trigger SD Saap: If selected, the system wall capture images on motion detection and save the
unages on an SD card.

Trigger SD Recording: If selected. video will be recorded om an SD card on motion
detection.

Trigger Email: If “Trigger Enail” and “Attach Prcture” are checked (email address st be set
first in the Email configumtion mserface), the captured pictures and tnggered event wll be sent
o those addresses.

Trigger FTP: If “Trigger FTP™ is checked, the captured pictures wall be sent into FTP server
address. Please refer to FTP configuration chapter for more details,

2. Set motion detection area and sensitivity, Click the “Area and Sensitivity”™ tab to go 1o the
interface as shown below.,

Move the "Sensitivity”™ scroll bar 10 set the senutivity. Higher sensitivity vahie means that
motion will be tniggered more easily.

Select “Add™ and clck "Draw™. Drag the mouse to draw the motion detection aren: Select
“Ermse” and dmy the mouse to clear motion detection area

After that, click the “Save”™ 1o save the settings.

3. Set the schedule of the motion detection. The schedule setup steps of the motion detection are
the same as the schedule recording setup (See Sshigduic Becording).

4.3.2 Other Alarms

® SD Card Full
1. Go to Config Alarm=> Anomaly=?SD Card Full
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2. Click “Enable™ snd set the slann holding time,
3. Set alann wigger options, The setup sieps are the same as motion detection. Pleass refer 10
motion detection chapter for details.

®  SD Card Ervor
1. When there are some errors in writing SD card, the comrespanding alarms will be triggered.
2. Go 10 Config=> Alarm= Anomaly=>SD Card Error as shown below

e B e
¥ indre

e L

T Liwem Owr

e

I e free
" g T

1. Click “Eqnble” and set the alarm holding time.
4. Set alanm trigger options. Trigger Enuail and FTP. The setup sicps are the samne as motion
detection. Please refer to motion detection chapter for details.

® [P Address Conflict
1. Go 1o Config=> Alarm=> Anomaly=>IP Address Collision as shown below.

e .
2| Enatie

PRSI o) S re——

Togoes 2im O

[ A, Ot
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2. Chek “Enable™ and set the alarm holdimg time,

3. Tngger alarm ont, When the IP address of the camera is in conflict with the IP address of
other devices, the system will tngger the alarm out.

Note: This function is only available for the model with alarm output connector,

® Cable Disconnection
1. Go to Config= Alarm=> Anomaly=»Cable Disconnected as shown below.

2. Chek “Enable™ and set the alarm holdmg time,
3. Trigger alarm out, When the camera is disconmected. the system wall trigger the alarm out.
Note: This function is only available for the model with alarm output connector.

433 Alarm In
This functson i only available for the model with alann wput consector. To set sensor alanm

(alarm m )
Go to Config=>Alarm=> Alarm In interface as shown below,

Algrm Hoksing T 00 Sprunes
S Nare

1F gy A O
A Ot

T igger W) wep
Trigge §O Reoiising
 Bpger T
Tihgge TP
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1. Click “Enable™ and set the alarm type. alarm holding time and sensor name.

2. Set alarm trigger options. The setup steps are the same as motson detection. Please refer 1o
motion detection chapeer for detads

3. Click “Save™ button to save the sethings.

4. Set the schedule of the sensor alarm. The setup steps of the schedule are the sume as the

schedule recording sengp. (See Schedule Recording)

4.3.4 Alarm Out
Thas function i anly available for the model with alann output connector.
Go to Config= Alarm=> Alsrm Out.
Alsere Out Mode Al Linkage =
Algere Out Narme alarmout:
Alarm Heading Time |20 Saconos I+
Al Type NC =]
[ o= |

Alarm Ount Mode: Alarm linkage, manval operation, day night switch linksge and timing are
optional.

Alarm Linkage Having sclected this mode, select alarm out nanve, alarm holding time at the
“Alarm Holding Tune™ pull down list box and alamu type.

Manual Operation: Having sedected this mode, select the alanm type and click “Open”™ 10
trigger the alamn out immedantedy: click “Close™ to stop alann.

Adsern Out Made fwomtm =
MNaem [ype :]
I ===

I

Day/Night Switeh Linkage: Having selected this mode, select the alwrm type sod then choose
to open or close alaom out when the camera switches 1o day mode or night mode:
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. Alarm Cut Mode Day/might meitch linkage =]
Aiarm Type N =]
Day Close )
Nigrt Close -

Timing: Select the alarm type. Then chick “Add™ and drag the mouse on the tuncline 1o set the
schedule of alarm out: click “Ernse™ and drag the mouse on the timeline to erase the set tune
schedule. After thas schedule 15 saved. the alanm out will be tnggered m the specified tune.

somoa v [TEEEI—
Neawi T e “ 0]
T & A
11".11'.“0.."..,'ﬂ-.l‘liﬂ:

Lirws bnge I - |

-

4.3.5 Alarm Server

Go 10 Alsrn-> Alsrm Server interface as shown below,
Set the server address, port, heartbeat and heartbeat mterval. When an alarm occurs, the camer
will transfer the alarm event 10 the alarm server. 1f an alarm server is not needed, there s no

peed 10 configuse this section,
Sevosr AGTeDt
St o
“railea Dlaalse >
leantbeat aterved 30 Lecard

4.4 Event Configuration

For more accuracy. liere are some reconumendations for matallation.

®  Cameras should be mnstalled on stable surfaces. as vibmtions can affect the accumcy of
detection.

®  Avoid pomnting the camern at the reflective surfaces (hke shiny flooss, nurrors, glass,
lake surfaces and wo on).

®  Avoud places that are namrow or have too nwmch shadowmg,

¢  Avoid soenano where the object’s color is sinular to the background color.

® At any e of day or mght. please make sure the muage of the camem 15 clear and with
adequate and even light, avosding overexposure or too much darkness on both sides.
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4.4.1 Exception

Thus function can detect changes in the survallance enviromnent affected by the external
factors.

To set exception detection:

Go 1o Config=» Event-» Exception mterface as shoun helow.

L g Loy

HSeane Change Detaction

W e T Dstaction

W Wideu Casl Detection

Mo Helding Tiro '}o Sovonds I-
trigger Ak Out

iAlarm Out

T g SO Sewps

[ Triggor SO Reconsing
I Tgges Emadl

[ Triggges FTP

1. Enable the applicable detection that's desired.

Scene Change Detection: Alanms will be triggered if the scene of the moaitor video has
changed.

Video Blur Detection: Alarms will be triggered if the video becomes bluery.

Video Cast Detection: Alarms will be trigered if the video becomes obscured.

2, Set the alarn holding time and alam trigger options. The setup steps are the samse a4 motion
detection. Please refer to govon detection chapter for details.

3. Chick “Save™ to save the settings,

4. Set the sensitivity of the exception desection. Click the “Sensstivary” tab to go 1o the
interface as shown below,

Dastin masts Conlissn st -

Senaltivity  ——— — @
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Drag the slider to set the sensitivity value or directly enter the sensitivity valae in the textbox.
Click “Save” bution to save the settings.

The sensitivity value of Scene Change Detection: The higher the value is. the mare sensitive
the system responds to the amphitude of the scene change.

The seusitivity value of Videe Blur Detection: The higher the value i, the more sensitive
the system responds to the blurmmess of the image.

The seasitivity value of Video Cast Detection: The higher the value ix, the more sensitive
the system responds to the obscuning of the 1mage.

¥ The requirements of camara and surrounding arva

1. Autofocusing finction thould not been enabled for exception detection.

2. Try not to enable exception detection when light changes greatly in the scene.
1, Please contact us for more detailed application scenarios.

442 Line Crossing

Line Crossing: Alarms will be tnggered if someane or sousething crosses the pre~defined
alarm hines,
Go to Config=» Event=? Line Crossing interface as shown below.

41 Enatle

Alarm Hokting Time 20 Seconds  [+]
Irigger Alarm Dot

" Alarm Out

Trigger S0 Snap
") Trigges SO Recording
11 Trigges Emall
 Trigges FIP

1. Enable lme crossmyg alarm and set the alam bolding tune.

2. Set alanm tngger options. The setup steps are the same as motion detechion. Please refer fo
motion detection chapter for details.

3. Click "Save™ to save the settmgs.
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4. Set aren and sensitivity of the lme crossmg alarm. Click the “Area and Sensitivity™ tab to go
to the mterface as shown below

)

— _

Set the alarm line psumber and direction. Four slarm lines can be added,

Direction: A<->B. A->8 mnd A<.B optional. This mdicates the darection of the mtrder who
crasses over the nlann line that would tngger the alarm

A<>B: The alann will be triggered when the ustruder crosses over the alarm ine flom B 1o A
or fromAto B

A->B: The alanm wall be tnggered when the intruder crosses over the alanm line from A to B

A<.B: The alann will be nggered when the intrader crosses over the nlann line from B 1o A

Click “Draw Area” and then drag the mouse to draw a hne in the image. Click “Stop Draw™ to
stop drawing. Clack "Clear™ to delete the lmes. Chick “Save™ to save the settings

5. Set the schedule of the line crossing alarm. The setup steps of the schedule are the smne as

the schedule recording setup. (See Schedule Recondiug)

¥ Configuration of camera and surrounding ares

1. Auto-focusing function should not be enabled for lme crossmg detection.

1. Avoud the scenes with many trees or the scenes with yamous hight changes (like many
flashung headhghts). The ambuent brghtness of the scenes shouldn™t be too Jow,

3. Cameras should be moanted at a height of 2.8 meters or above

4, Keep the mounting angle of the camern at about 45°

5. The detected objects should not be less than 1% of the entire image and the largest sizes of
the detected objects should not be more than 18 of the entire image.

6. Make sure cameras can view objects for at Jeast 2 seconds 1 the detected area for acoumte
detection.

7. Adequate hight and clear scenery are crucial for hine crossing detection.

4.4.3 Intrusion

Intruston: Alarms will be triggered if somecons or somctiving intrudes into the pre-defined
areas,
Go to Config=> Event > Intrusion meerface as shown below,
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|14 Erabile
Narm Houding Time 5’)5«?& {*

Trigger Auirm Out
= Alaren Ot

Trgoer S0 Yrao
11000 S0 RecoIBng
TrQge § mad
Trigoer FTP

1. Enable region intrusion detection alamm and set the alen holding thne.

2, Set alann trigeer options, The setap steps are the same as motion detection. Pleass refer to
petion detection chapeer for detads

3, Click “Save™ to save the settings.

4, Set the alarm area of the wtrusion detection. Click the “Ascs™ tab to go to the micrface as
shown below,

Set the alann area munber on the night vde. Four alarm areas can be added.

Click "Draw Area” und then draw the alarm area. Chck “Stop Dvaw™ to stop deawang, Click
“Clear” to delete the alanm aren. Click “Save™ to save the settings.

§. Set the schedule of the intrusion detection. The setup steps of the schedule are the same as the

schedule recordumng setup. (See Sshedule Recordug)
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3 Configuration requirements of camera and surrounding ares

1. Auto-focusing function should not be enabled for intrasion detection.

2. Avord the scenes with many trees or the scenes with vanous light changes (like meny
flashing headlights). The ambient bnghtness of the scenes shouldn't be too low.

3, Cameras should be mounted at » heaght of 2.8 meters or above.

4. Keep the mounting angle of the camern at about 457,

§. The detected objects should not be Jess than 1% of the catire image and the largest sizes of
the detected objects thauld not be more thun 1'8 of the entire mage.

6. Make sure cameras can view objects for ot Jeast 2 seconds in the detected area for accurase
detection.

7. Adequate hight and clesr scenery are aructal 1o line crossing detectson.

4.5 Network Configuration
451 TCPAP

Go 1o Config?Network> TCP/IP mterface as shown below. There are two ways for network
connechon,

- . FPPuE Comg I Ongnnge NOAR e sy

OOkl [P a0 ess w0 aULaly

® Use e foliowing [P acichess

1P Address (102168226301 | Test |
Scbeet Mask 25213 2%5.0

Gatomay [f9iiem361

Preferred ONS Server 210 21,1954
Atermate ONS Server (1853

Use IP address (take IPv4 for example)-There are two options for 1P setop: obtam s [P
addeess automatically by DHCP and use the following 1P address. Please choose one of the
options as needed

Test: Test the effectiveness of the IP address by clicking this button.

Use PPPoE-Click the “PPPoE Config” tab to go to the interface as shown below. Enable
PPPOE and then enter the wser nnme and password from your ISP
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Either method of network commection can be used. If PPPOE is used to conmect internet, the
casnern will get a dynanzc WAN IP address. This IP address will change frequently. To be
notified, the 1P change notification function can be used.

Chck “IP Change Notification Config” to go to the interface as shown below.

A ~ - :n‘—

T T Bl

L Yo P3P
TR

Trigger Email: when the IP address of the device i changed. the new IP addrews wall be sent to
the cmail address that has been set up,
Trigger FTP: when the IP address of the device is changed, the new IP address will be sent to
FTP server that has been vet up
452 Port
Go to Config=>Network-? Port mterface as shown below, HTTP port, Data poet and RTSP port
can be set.

HTTP Port 80 |

HITPS Port 44) |

Dats Port 9008 |

RTSS Port 554 |

HTTP Port: The defanlt HTTP port is 80, Ir can be chunged 10 any port which 1s not occupied.
HTTPS Port: The defanls HTTPs poet is 443, It can be changed 10 any port which s not
occupied

Data Port: The defanlt dats port is 9008, Plesse chanpe it #s necessary.

RTSP Port: The definlt port is $54. Please change it 0s necessary,

4.5.3 Server Configuration
Thas fonctson 15 mamly wsed for connesting network video management sysiem.
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' nable
Sovvir Adideess | |
Device ID §] |

1. Check “Enable™.
2. Cheeck the 1P address nnd port of the transfer media server in the ECMS/NVMS. Then enable

the auto report m the ECMS/NVMS when adding a new device. Next. enter the remamng
uformation of the device in the ECMS/NVMS. After that. the system will sutomatically allot
device ID. Please check it in the ECMSNVMS.

3. Enter the above-mentioned server nddress. server port and device [D in the corresponding

boxes. Click “Save™ to save the settings.
4.54 DDNS
H the cumera v set up with a DHCP connection. DDNS should be set for the internet.
1. Go to Config»Network= DDNS,
. -- —_ . P

L

e e - TV

Ut W

[—

Tn—

[ e ]

2, Apply for » domain nune. Take www. dvrdyndas com for example.
Enter www dvrdydis. com in the [E address bar 10 visit its websise, Then click the “Regisuation”

button
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Afier the donuin name is successfully applied for, the domam name will be listed as below.

e by b | T |
vous -
_ . L ‘ e ]
. o I P — |
iy AR SEBIGACK
——

1. Enter the usemame, password, domain you apply for i the DDNS configuration mterface.
4. Chick "Save™ to save the settings.

455 SNMP

To get camern staties, parasneters and alarm mformation and remotely manage the camera. the
SNMP function <an be used. Before using SNMP, please wmstall an SNMP management tool
and set the parsmeters of the SNMP. such as SNMP port, trap addrese

1. Go 10 Config—>»Network=>SNMP,
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2. Check the corresponding version checkbox (Enable SNMPvl, Enable SNMPy2, Enable
SNMPv3) accordang to the version of the SNMP software that will be used.

1, Set the values for “Read SNMP Cormmumity™, “'Write SNMP Conmnity™, “Trap Address™,
“Trap Port” and so on. Please make sure the settings are the same ax that of the SNMP software.
Note: Please use the different version in accordance with the secunty level you reguired. The
higher the version is, the higher the level of the security s

4.56 802.1x

TEEES02 X which 15 an access control protocol manages devices i connection with the local
network by authentication. The setup steps are as follows:
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ElrT
Prome Type FAP_MDY v
EAPCL Vension 1 -
Uset Norre pt ]
Pacemont wesens |
Contrm Pawsword crenee |

To wse this fsnetion, the camera shall be connected to » switch supporting 802, 1x protocol.
The switch ¢an be reckoned as an muzheatication system to identify the devics in a local
network, If the cumern conpected 10 the network snterfnce of the switch has passed the
authentication of the switch, it can be accessed via the local network.

Protocol type and EAPOL version: Please use the default settings.

User name and password: The nver name and pascword manst be the same with the user name
and password apphed for and regastered in the authentication server.

457 RISP
Go to Config?Network?RTSP.
o lrew
3 "
Atteeee e ¥ e e .yt |
W v S e
W T | S ey
Muriae sz
Mew v W00 LM
i L) 11000 ] v vt
e s TWang [rwa] | — -
- [mans 1100 ] Tintmate vt
| amm srarprema oM W STTere ¥ pemmct mE D
==

Select “Enable” to enable the RTSP function.

Port: Access port of the stresmming media, The default number is S84,

RTSP Address; The RTSP sddress (unicast) fornsat that can be wsed 10 play the strsam m &
media player.

Multicast Address

Madn stream: The sddress format is

“rispi VTP address: risp port profile | Miransportmode=meast™.
Sub stream: The address foruat 15

“rspi VTP address: risp port profiled ransportmode=meast™.
Third stream: The address format 15
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“rtsp:/IP address: rtsp port profile 3 Mtrnsportimode-nacast™.
Audio: Having entered the main'sub stream in a VLC player, the video and audio will play
antomatscally.

1 “Allow anouymous logm..." is checked, there i« no need to enter the usemame and password
10 view the video.

1f “auto start™ is enabled, the multicast received data should be added mto a VLC player to play
the vadeo,

Note:1. This camern support local play through a VLC player. Enter the RTSP address (nmicast
or multicast, eg. rtsp:/ (192,168,226 201:554 profile] Ttransportmode~mcast) m a VLC player to
realize the smmltaneous play with the web client.

2 The IP address mentioned above cannot be the address of IPv6

3. Avoid using the same nmiticast address m the same Jocal network.

4. When playmg the video through the multicast streams in a VLC player, please pay
attention to the mode of the VLC player. 1f 1t is set to TCP mode. the video carmot be played.

458 UPNP

1f this function is cnnbled, the camern can be quickly accessed through the LAN,
Go to Config?Network=>UPnP. Enable UPNP and then enter UPnP name.

¥ Enable
UPDP Nare ]
S|
459 Emall
If you need 1o trigger Evail when an aluem happens or [P address is changed, plesse set the
Email here first
Go 10 Config?Network = Email
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Sender Address: Sendet's e-mnil address.

User name and password: Seoder's user name and password.

Server Address: The SMTP IP address or host naoe.

Sclect the secure connection rype at the “Secure Connection™ pull-down list acconding to
what's required.

SMTP Port: The SMTP port.

Send Interval(S): The timse interval of sending cmail. For example. if it 1 521 1o 60 seconds and
umltiple motion detection alarms are tiggered within 60 seconds, they will be consadered as
only one alarm event and only one emnil will be sent. If ooe motion alanm event is triggered and
then another motion detection akarms event is trggered after 60 seconds, two emsails will be sent,
When different slanms are triggered at the same e, multiple emadls will be sent separmisly.
Click the ~Test™ button 10 test the connection of the sccoant.

Reclpient Address: recsiver's c-mail addeess,

4510FTP

After an FTP server is set up, captured pictures from events will be uploaded to the FTP server.
Go to Config?Network SFTP.
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Server Name: The name of the FTP server.

Server Address: The [P nddiess or domain nune of the FTP.

Upload Path; The duectory where files will be uplosded to.

Port: The port of the FTP server.

Use Name and Password: The usemame and password that ave wsed 10 Jogin to the FTP server.

4511 HTTPS

HTTPs provides amthentication of the web site and protects user privocy.
Go 10 Config?Network2HTTPS as shown below.
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There is a cestificate installed by default as shown shove. Enable this function and save it Then
the camem can be nccessed by entering htps:/TP: hitps port via the web browser (eg.
hitps://192,168.226.201-443),

A private certificate can be created if users don’t want to use the default cue. Click "Delete™ to
cancel the defanls certificate, Then the following mterface wall be desplayed
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* If there is a signed cerificare, click “Browse™ to select it and then click “Install™ 1o wstall it
* Click “Creste » private certificars™ 10 enter the following crestion nterface.

T v
e e Mbse gt @B - sotsh bw
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Click the “Create” button to create a private certificate. Enter the country {only two letters
available), domam {camera’s 1P address'doman), vahdity date. password. provmncestate,
region and o an. Then click "OK™ to save the settings.

* Chick “Create a certificate request™ to enter the following interface.

1Aty
Iral e vpe 1wee ngrwet et ate mtsl dewotny

Cramte & pwiente cornfcom
& Cramte o sartSoame e

Crnate o ettt ate iwnmet Unate | Uttt Cribe |

.

Click “Create” to create the certificate request, Then download the centificate request and
submit o 1o the tasted cemficate muthoriry for signature. After receiving the signed cenmificass,
umport the cemficate to the device.

4512 QoS

QoS (Quality of Service) fiumction 15 used 1o provide different quality of services for different
network applicstions. If there i not enough network bandwiddh, the router or switch will son
the data streams and transfer them acconding to their pnocty 1o solve the network delsy and
network congestion by using this function.

Go 1o Config?Network=>QoS.
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Vietoa/ At DSC 11 I
Al (5P [1s |
Wanager DECT [33 |

Video/ Auho DSCP: The range is from 0 10 63.

Alarm DSCP: The range is from 0 to 63

Manager DSCP: The range 1s from 0 to 63

Generally spenking. the larger the mmmber 1, the higher the prionty 15,

4.6 Security Configuration
4.6.1 User Configuration
Go to ConfigSecurty->User miterface as shown below,

Add user:
1. Click the “Add" button to pop up the followmng textbox.
Add User "
Lt M
Vasword
i
Ihe prwwsces an e caerprag of
Mol st b Dkl bows, Liget
o 0wy (e ooy
Corfirm Dawword
Ui T Lanewtiate 0
0 VAL DU AL 1
B T

2, Enter user mane 1o "User Name” textbox.

3. Enter letters or mumbers m “Password” and “Confirm Password"” textbox.

4. Choose the user type. Administrator has all permassions. Nonnal user can only view the live
video. Advanced user has the same permmsssons as an Adnunstrator except for user, backup
settings, factory reset, and upgmading the firmmware.
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S. Enter the MAC address of the PC in “Bind MAC™ textbox.

1f this option is enabled. only the PC with the specified MAC address can access the camern for
that user.

6. Click "OK™ and then the newly added nser will be displayed in the user list.

Modify wser:

1. Select a user to modify password and MAC address if necessary in the user configuration list
box.

2. The “Edit user”™ dialog box pops up by clicking the “Modify™ button.

.
Fals Unew X
2 Wity Pavwweed
art e
New Fasmind -~
| ver e _—
Ther aeomtn i Lot b ooy of
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BRI L s
Contirm avwor
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3. Enter the old password of the nser i the “Old Password™ text box.

4. Enter the new password in the “New password™ and “Confirm Password™ text box.

5. Enter comsputer”s MAC address s needed.

6. Chick "OK" to save the settings.

Note: To change the access level of a user, the user must be deleted and added agan with the
new access level

Delete user:

1. Select the user to be deleted m the user configuration list box.

1. Click the “Delete” button to delete the user.

Note: The defmlt admumstrator account cammot be deleted.

4.6.2 Online User
Go 10 Config=» Secursty=>Online User to view the user who Is viewing the live video,

L -t h— - - — R

| AN e — ———— -

An administrator uver can kick out all the other users (including other administrators). Once the
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user is kocked ont, ot will be added 1o the block hist.
4.6.3 Block and Allow Lists
Go to Config=> Sccunty-?Block and Allow Lists as shown below.,
T s o i

b e s ey

O ety e Ou — 0

==
Abie L I

The setup steps ars as follows:

Check the “Enable address filbering™ check box.

Select “Block/Allow the following address”, [PV IPVO/MAC and then enter [P address or
MAC address in the address box and click the “Add™ burton.

4.6.4 Security Management
Go to Coafig=?Seounty—2Secunty Management as shown below.

——— e—

W Franse 2ing sres Begs Mgl Sl

—‘

1n order to prevent against malicious passwond unlockmg, “locking once illegal logm™ fimction
can be eanbled here. 1f this function v enabled. logm failure after trying six times will nsake the
login mterface locked. The camern can be logged m agam afier a half bour or after the camen
reboots,

®  Password Security

Please set the password level and expimtion time 23 needed.

Password Level: Weak Middle or Strong.

Weak level: Numbers, special characters, upper or lower case letters can be used. You can
choose one of them or any combination of them when setting the password.



- Network Cameva User Manual

Medium Level: 9-15 characters. mcluding at Jeast two of the following categonies: munbers,
special characters, upper case letters, lower case lefters.

Strong Level: 915 characters. Numbers, special characters, upper case letters and lower case
letters naist be meluded.

For your account securty, it i recanunended 1o set a strong password and change your
password regularty.

4.7 Maintenance Configuration
4.7.1 Backup and Restore
Go to Config?Maintenance—>Backup & Restore.

®  lmport & Export Settings
Coafipumtion settmgs of the camem can be exported from a cumera mto another camers.

1. Clsck “Browse™ to select the save path for noport or export mformation on the PC.

2. Clack the "Tugport Setting” or "Expart Setting™ button.

®  Delault Settings

Click the “Load Default”™ bution to restore all system settmgs to the default factory settings
except those you want to keep.

4.7.2 Reboot

Go 10 Config=?Maimtenance »Reboot.
Click the “Reboot™ button to reboot the device,
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Timed Reboot Setting:
1If necessary. the camena can be set up to reboot o a time interval. Enable “Tine Settings™,
set the date and tine and then click “Save™ to save the settings.

4.7.3 Upgrade
Go 1o Config? Muntenance=»Upgrade. In this mterface, the camera finmware can be updated.

ot | gty |

1. Click the “Browse™ button to seloct the save path of the upgrade file.

2. Chek the *Upgrade™ button to stast upgrading the finmware.

3. The device will restart automatically.

Caution! Do not close the browser or disconnect the canera from the network during the

upgrade.
4.74 Operation Log
To query and expoct log:
1. Go to Config?Mantenance-»Operntion Log.
Mari Type  Nibog o sk Tnie |Alug
S Twwwe RGT GO W Eret T W—_
noes Tiwa M Trow St Ty Usee Narme Loghn 37
L BONIATININ O by 15 s (CIRTRIEER
7 MBNANLG teagten Cammnecies FETETSITEN
LI LS R PR Twrption Civconnamind miana

2. Seleet the man type. sub type. start and end tine
3. Click “Search™ to view the operation log.
4 Chek "Export” 1o export the operation log.



5 Record Search

5.1 Image Search

Click Search fo go to the interface as shown below. Images that are saved on the SD card or
PC can be found here.

® Local Image Search

Choose "Prcture™ " Local™.

Set time: Select date and choose the start and end tune.

Click & to search the images.

Double click n file name m the lisz o view the captured photos as shown above

ol o o

Click TR 10 retum to the previous mterface

® SD Card Limage Search
1. Choose “Pictire™—“SD Card"
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-~

P Set time: Select date and choose the start and end time

3. Choose the alarm events at the bottom of the imterface

i, Click QA 10 search the images

5. Double click n file nume = the it to view the captured photos

Chck NN

to refurn to the prevaous mterface

The descnipbons of the buttows are shown as follows

fcom Description fcon Description
| Close: Select an nnage and
g | - ! . Close all: Click this buton
5 | clck this butron to close a2 ’
== ot . to close all mnages
| he mmge
| 3 : .
| Save: Chek this button to | Save all: Click thus button to
v | select the path for saviag ”l select the path for saving all
- | 2 - P
| the nmage on the PC pictimes on the PC
| X Actual size: Click thn
- | Fir size. Click %o fir the o < o g
», | button w0 display the actual
: | tmages on the screen
| sire of the umage
A | Zooem iy Click thes buston Zoowm out: Click thss buston

to chtally zooen

to degrtally roam out

Shde show play: Clack thas
button to start the slude

sbow wode

Stop: Chck thes buttom to
stop the shide show

Play speed: Play speed of the

shide show
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5.2 Video Search
£.2.1 Local Video Search

Click Search to go to the interface as shown below. Vidoos were recorded locally to the PC can
be played mn this mterface.

-

L R —

Choose “Record™—"Local”™

Set search time: Select the date and choose the start and end time.
Click Q@ to search the images.

Double chick on a file name m the hist to start playback

ol o B

e« ' G
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i

Play bunton.  Afier
pmsing the  wvideo, “—
click thas button to L3

cantinse plaving

Stop button l @ | Speed down

Pause button

[v]

¥m

Speed up . Watermack display

Enable / disable audio: drag the shider to adjust the
m [ | B = volume after cnabling sudio (only available for some
modeis)

5.2.2 SD Card Video Search
Chick Search to go to the mterface as shown below, Videos that were recorded on the SD card

can be played m this interface
1. Choose "Record™"SD Card”

Set semch tme: Select the date and choose the start and end tme
3. Cick 9 to search the images.

——— -

1
- - — —

4.  Select the alarm events at the bottom of the mterface
S.  Select nux stream (video and audio stream) or sideo stream as needed.
6. Double click on a file name m the hist to start playback

D
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I'

i
i
sa

W
E

i

Wea®h W—t—

P v S — Ol ——— - — -

The time table can be shown in 2AH12ZHZIH'IH format by chicking the comesponding
buttom,

Video clip snd dovnlondmg

Search the video Bles according to the abave mentioned steps

Select the start time by clicking an the time table.

Click 3 10 set the start time and then this butroa turss blue (E3 )

Select the end time by clicking on the time table. Then click & 0 st the cod time.
Click D 10 download the vides file in the PC

IR U

[ L e Kt Lo ot Tinw Ve s wte

e e [t it ] o}

Click “Set up™ to set the storage directory of the video files,
Click “Open™ 10 play the video

Chick “Clear List” o clear the downloading lise

Click “Close™ 10 close the downloading window



Appendix

Appendix 1 Q& A

Q: How to find my password if I forger it?
A ! Reset the device 1o the default factory settings.

Default IP; 192.168.226.201; User siame; achmin; Password: 123456

Q:Fall to connect deviocas through |E browser, why?

A: Network 13 not well connected. Check the connection and make sure st s connected well.
B: IP 15 not available, Reset the valid IP

C: Web port mumber las been revised: contact admmzstrator to get the correct port mumber
D: Exclude the above reasons. Recover default setting by 1P-Tool

Q:1P tool cannot search devices, why?
A : It may be caused by the anti-virus software in your computer. Please exit it and try to

search device apnin

Q:1E cannot downioad ActiveX control. How can | do?
. IE browser blocks ActiveX. Please do setup &5 below
() Opon 1E browser. Click Tools——Intemet Options

& PR Ve Famtien Lo
5 Mad ard N ’
v s .,J Sroulmus
W T | et e

-

W Pz L
Yéesrwt Ogtars,

@ Select Secunitysee==sCustom Level. ..

(3 Enable all the sub options under “ActiveX controls and plug-ins”™

(@ Then clxck OK to fimish setup,

b. Other plug-ins or anti-virus blocks ActrveX. Please umnstall or close them
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Appendix 2 Specifications
¥ i g '
Speciiacation Medel . IR Waterproof  Balles IR Waterproof Bullet
.“n-.t_Cm Neowerk Camera
Ixmge Sensce 128 * OMOS
[ g S 3840 = 2080
Electoosac Shasser 13- 1/100000s
s Type Frued ks _
Mz Sumzzatice 002 kex, F1 6 AOC ON, 0 hex watt IR
Leza 2 Boren@¥ 1 6, horizotal FoV 108 9% vertical FoV 76 47, dusposal FoV' 116 2°
Camen Less Mot M12
Dy & Nught KR
Digral NR 3D DNR
WDR 1208
Asgle Afyestment Paz: 0°-360°. Tt 0°-90". Rotstsca 0F-380°
Vadeo Compresuca H 265+ ) H 263 H 264+ H MAMIPEG
Video Bt Rate &I& .
SMP (3340 = 2160 ), GMIPY 3072 = D048 ) SMIPY 2992 * 1944), AMP ( 2360 = 1320),
Reclztica 2K(2560 = 1440 ), IMIPL2304 = 1296), LOBOP ( 1920 = 1080 ), 7209 (1280~ TN ),
D1, CIF, 430 = 280
Maia S m m:~m)wsmmm1mm~w)
: ~1285a) DUCIFES0-240 (
| S 30Hs T20PDUCTF450+260 (1-23ps)
Therd Stoesm mmm:mmn-&.m I-!&J _ _
Image Setmg Semaon. Boghiess. Hue Coorast. Wade Dyoaonc. Sharpoess. NE. Aon-facker
BLC HLC defoy et adustable trough chest or web browse
— Seppon
Network R4S
il 1CH sudeo et
s Sonp Buid i macyo SD caed slot, up 8o 25608
Renet Yes
Femote Moestoenr Web trowses. CMS remmote comtrol
Oulrse Covmm non 5 L R T e L
UDE [Pd, [Pes, DEICP, NTP, KISE KIP EICE IOMP, XOMP, PPPoE. DDNS,
. B SMTP FTP. SNMPHTTP. $02 Ix. UPSP, HTTPs. QoS
) Iterface Protocsl ONVIF
Seorage Network semsote storage. ancro SD card sosage
Sesart Adwm Motioo alaerms. SD card full SD card envor
Some chage, wdeo blur detection, wdec cast dete & tne
Torelliprat Asalytics
B Dustasce 20-30 m
Protection Grade w7
I 7Y
Power DCIIV/PE
Power Conmmangtion <TW
Octers _m
Esvecamest Temperatare: - IC-SOC(-22F-L0°F), RH < 99%(non-condmung)
| Dwencn (o) 1623:04 3043 16734509
L et ) Approx 0 #4KO Apgrox 0 WKO
Jusalietice 2l geosng ccilng preenog
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o -
SpeciScation Model 2 TR Watergesof Bullet | ) IR Water proof Bullet Netwark
Network Camera Camers
=8~w 172 8 * CMOS
=h 3540 ~ 2160
Electwonsc Shusmer 31190000
pr—
s Tupe Fived s | DC s
Mis Dearnsatyon 0 02 hux. F1 6 AGC ON. 0 hux with IR
Pr—
- 2 Bren@F1 6, hovizcotal FoV-108.9%, | 23 12um@F1 6. Medzcoml FoV.
vestical Fo\' 76 €. diagoaal FoV 1162+ | 102°32 1% vesical FoV' 69 6°-18.4",
Cazsens . Sagoaal Fa\' 100 6°-36 5*
Less Mowst M2 Q)8
Duy&eNaght KR
Drgral NR 3D DNR
woR 1208
e A a0 T 050", Rovie 0300
Vadeo Compresuca H265+ ) H 263 H 264+ H 24 MPEG
Vadeo Bt Rate 1 _ - —
EMP ( 5540 = 2160 ), GMP| 3072 = 2048 ) SMEY 2592 = 1944) AMP ( 2560 = 1520),
Rewcdunnon mm-lw)mm-lmm(um-lm;m(lm ™)
D1, CIF, 450 ~ 280
Maia 5 60H: - IMM1 ;Msurw.z'mmm\mn-
Lzzape Mimw.mmlm
)
b S 0k mnlww-wuqap
Therd Stowam DU/CTF 480+240 (806Lz- 1 306pn. 0Kz 1-2380)
Swason. Boghmes MMMM mﬂl Anr-Mlchee
——— BLC HLC defog, ox austible drough chesi oo web beowee
Ot w
Netwoek F 373
Lztests Aado 1CH sdio swput
) Semape Bk maczo SD caed dot, up o 25608
Renet Yes
Remote Mowstonng Web trowses CMS semmcte comtrol
Oulsse Covnm non m-—h-u-ﬁh?nlo-mdﬂ“m
; Wtmk Rt SMTP FTP, SNMPHTTP 802 Ix UPSP HTTP Qo8
) Interface Protocel ONVIF
|_Saape Network semsote . wncyo SD cand
Seswt Abem Motion alarms. SD card full. SD card envoe
e
deo wdeo color cant a
_hemum
B Dustasce 30-50 m
e ———
Protecton Orade 7
L L T T
Fown DC12V /P
Power Consummptican < WW
Octaers Oypterstng
Bavisoament Temperatare: - 3C-S0°C(-22F-L40°F), RH < 959%(noo-condmung)
P—
| Dweniece (om) 2103-303-303 2181-29 3204
Lot ) Approx 0 662K0 Apgrox 0 76RO
Jmiafency ] TCE S TRGTE TS T
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— -8
- t‘ IR Waster-proef Bullet Network Camera
HM 172 8 * CMOS
=h 35340 = 2160
Elecwonsc Shumey _lhl/lm
s DC lns
Mis Duarnsatron 002 hux. F1 6 AGC ON. 0 hux with IR
Pr— —
T 1 20en@F 1 6. hovizoosal FoV: 10232 1%, verncal FoV 69 6718 &, dagosal
Comen ESVI00 6363
Lesa Mot 9"
Duy &Nt KR
Ongzal N3 3D DNR
R L@
Azgle Ayestment Pz 0°-360°, Tt 0°-90", Rotstica ("-360°
e e N6 He H e H M MOPEG
Video it Rate 1 _ _ _
SMP (3340 = 2160 ), 6MP{ 3072 = 2043 ) SMPY 2992 = 1944), AMP ( 2360 = 1320),
Resclztica 2560 * 1440 ), INP(2304 = 1296). S080P ( 1920 = 1080 ), 720P( 1280 = 720 ),
Mazm Stream ) ) SIREEY 71208 (1-30%)
Tosagr SOH: - SMPY 1 - 206a) SV SMP O 2K IMP/ 1 0808 72081 - 25e)
- GOHz T20P(1~126ps) D1 CIF/&80-240 (1-~308ps)
SOH: TP DLUCTF S50« 2480 (125
Stweean D1/ CIF 480=240 C B . ORE 1-236%) »
Seturation, L— Amts-thcke
lage Rutnge BLC HLC, defog. et adustable through client or web beowser
. Segpont
Network RIS
Video C‘M-U
Lztrzta Aadio 1CH s sput. 1CH wndho oupet
s Alwn Iaih= 1cun-=
Stonpe Buik i macro SD caed slet. up 0 236GB
Revet Yeu
Remote Moastonng Web browser OMS remete contred
Oulize Cornecticn urmltmect for up o 10 users and ol sesn tasssusos
» P 1 UDP. [P, [Pvé, DECP, NTF. RTSP. RTP. RTCE. IOMP, IGMP. FPPPoE. DDNS,
¥ r—— " o
Storape Network semcte storage. zzcro SD card _
4 Al Motion aleem, sensor alars, SD caed Sl SD card emvor, [P addvess conflsct, cable
dacosmection
pr=— 3-' wdeo bher detecticn, video color cat o et
_hmm
B Dustazce 0-0m
Protection Orade !‘7
Powe DC12V/IPE
R Yo QRN 0
Power Conssangtron 18w
Octaers Oytrtang
Exvescamest Temperatare: -3C-60°C(-22°F-L40°F), RH <99%(scocondenmng)
P ————————
| Deenscn (uui) | 208 3+190 238 7
{oet) Approx. | IXQ
Jusafetncg S5 geosng, colng sesgngg

L84 4
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Sprote atine Muatel T IR waterpreef Dome | | IR water-proaf Deme Netwark
A - Camers
HM 12 8 * CMOS
=h 3840 = 2180
Electozac Stasser 13— 1/100000s
hh Frued bns
Miz Suzzzzatice 00 FL6 ON; 0 hx wats IR
Leza 2=1sh-u-uru\'luﬁ-ur.\!mv,gravncr
Comers | L s Moumt M12
Dy & Nught KR
Drgzal N3 3D DINR
R 108
Azgle Afyeatnent Pz 0°-360°, Tt 0°-90", Rotstica ("-360°
Viadeo Comgresuca HL265+ ) H 265 H 264+ 8 J6AMPEC
Video Bt Rate _
SMP (3340 ~ 2160 ), GMP{ 3072 = 2043 ) SMPY 2992 = 1944), AMP ( 2360 = 1320),
Beclzticn IK(2560 = 1440 ), IMP2304 = 1296), LOBOP ( 1920 = 1080 ), 7208 ( 1280 = 70 ),
Main IS 7 k.: ,' MP P K IMP 10 A -3 )
Image . Sk - SMP(L AP SMP P IR IMP/| 0808/ 7208(1
Seb & 60Kz T20P(1~12Mps) D1/ CIF ' &30~240 (1-30fps)
SOH: 7”0[(1!."&-2“‘!-252‘
Therd Swean D1/ CIF 480=240 I~ . MRz 1.2
Sesuatioz,
- ~ BLC. HLC, defog ew_adustsble dwowgh chient o webbeowser |
_— Segpont
Netwosk RIS
lnterface | Ando 1CH snakio mgrat, 1CH bealt-in MIC
s Stonpe Buikin miero SD cand slot. up 0 23GB
Revet Yeu
Remaote Moestonng Web browser OMS remote contred
Oulize Cornecticn urmltmect for up o 10 users and ol sesn tasssusos
Network Protocel SMTP FTP, SNMPHTTE $02 ix UPsP, HTTP: QoS
Interface Protocel ONVIF
Storape Nd-al—‘-’.—nwc-l-'
St Alwm Motica alerzs, SD cad full, SD cavd envee
Scene change. wieo M detechion, wded Cast detechon. wirson detection, boe
leelliguat Aaalytics dewctice
R Dystasce 20-30 m
Protectson Grade mﬂo
Pk Yes (IEEESOC af)
b ROV
Power Consampticn <TW
Oxbyers M
| Eoovosnest Tempernatwe: 3C-H0°C(22F-M0F), RE < 99%(non-condensng)
Deneniacn (mm) O 119478 O115-90
Woight (ast) Apgeox. 0 64KG Apgeox 0 63KG
Smtalisticn S cunting coiling mewting
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Specificatien Model IR water-prosf Deme Netwerk IR waterproof Dome
Smn Nerweek Comers
[lmwge Sensce 128" Cuos
=h 3840 = 2180
Electorac Stammer 131100000
[ Tope DC ke
Miz Surmzzation 002 bex F1 6 AGC ON. 0 hux wth IR
Lass 281 14, horzcetal FoV' 102°-32 1°; verscal FoV 60 6°-18 4°; dagozal
o FoV' 109 6°~36.9"
Less Moust 04
Doy & Nagt IR
Digral NR 3D DNR
WD 12048
Asgle Adwtment | Pu: 0°-345%; Tilt: 0°-77", Rotatics: 0-345"
Video Compression | 1 263+ / H 263 H 268+ H M4MIPEG
Video Eit Rate 1
BMP (3580 » 2160 ), GMPY 3972 = 2048 ) IMPY 2992 = 1944), AMP ( 2360 = 1320),
Beclzticn IK(2560 * 1440 ), SMP(2304 « 1296), 1080 ( 1920 1080 ), 7208 ( 1280 = 720 ), DI
CIF_ 430 = 240
" m nm-w)wmwum1mml Wa)
— Swreem : mm.uorzx.m1u'7.
| S S0H mm)lurm-ma-nm
Therd Stwsm DUCIF 480+280 ($06z 1-30fps. SOHx 1-25fps) — —
Inge Setings Seewnon. Boghtoess. Hue, Costrast Wide Dyoseec, Sharpoess. NR. Aot-flscker
BlLC HLC ﬁ* adyestable throust <l o web bwowwer
" Segyent
Netwoek u_“
— CVES swps (ENC-1)
Interface | Andio 1CH sudbo imgut. 1CH sadio cutprat, 1CH bealt-in MIC
: Alem 1CH alaews wgwst. 1CH alarm owtpes
Stonage Budt w micee D card slot, up o 2560H

Asioagecing
Scene change, Wieo bl detecnon. vadeo color cast detecthion. tetrimson detechon. boe

e llipezt Azalvtacs crosung detection
R Dystasce 3030 m
Protectson Grade PSTAIKI0
3 Yes (EEERI a0)
— RCIZVIGE
Power
Obers | Commumptics SR
Optezatar .
Ernrosmest Tempesstwe. 3°C60"CLI2F-140°F). RH '-w
Denensca (man) ©141%1902 @ 1504x1142
Loet) Aggrox 0 91KG Apgeox 1 1IKG
lintalation Caling sovonng (wall moveting sveilable with the juction box and beacket)
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Specification Model enwma.-gummo.
Network Camers Network Camera
lamge Seasor 128° CMOS
[ 5340 = 2160
Electonsc Shumey | 1-1/100000
hm. Fised ks
[P — 0.02 hx, F1 6 AGC ON; 0 hux wath IR
Cassers Leen 2 Swe@F 1.6, bovizontal FoV' 108.9%, vertical FoV' 76 4% diagosal FoV' 116.2*
Lews Mowat M2
L Deréibigle KR
| Digd MR D ONR
woR 12048
Augle Agummess | Pua: 0°- 360", Tit 039" Rosate: 360"
| Video Comprenmon | H 265+ | H 265 H 264+ H 2S4MIPED
VideoBuBae | SHhpiRfes ___ — S
SMP (3540 ~ 2160 ), GMIPY 3072 = 2048 ) SMIY 2392 = 1944), AMP ( 2360 = 1320),
Resohmen IRL2560 = 1440 ), INP2304 = 1296), LOBOP ( 1920 = 1080 ), 7208 ( 1280 = T20 ),
D1, CTF, 450 ~ 28
60Hx | SMP(1 -~ 20fps) OMP IMP/ P I IMP/1 0809 72091 - 30ps)
 — Moz Strean SOH: - SMP(L AP SMP P IR IMP/ 10808 72081
60k: T20M1-1 D1/ CIF 480240 (1~
- P11 60 D1 CIF 490240 (1-308p)
Thind Stream DA/CIFA480%240 (S08z 1 - 306, S0z 1-256p0)
Saszration, Hue Cootrast. Wade NE. Amt-flackes.
‘ Brgtmen [ ——
ROt Sepport
[ Mctwark —
Ashor 1CH s woput. 1CH bealt-in MIC
Secnage Buub o maczo SD caed slot, wp o 25608
Beset Yeu
Femote Momtormy | Web browses (MS remote coztrol
Ouline Commecticn Sepport usmitsseces mosstonzg for up to 10 wer and madh-syeam trasssmuson.
Tomerface Protoced ONVIF
m Network semsote storage., mncro SD card storage
Senart Alem Moticn aleem, SD card fll, SD card eroe
Scme change. video Shar detection, video color cant dete Lete
Emelliprzt Azalytics lize crosuzy detectnca
IR Dyvstanxce 0-Wm
Protection Grade w7
P (Ve (EEESG 20
| Powes DCIZVIPE power supply
Power
Otrs | Commmpncn ——
Exvisoamset Temperstare: - IC-SOC(-22F-0'F), RH 9%sco condesamy)
_—E 0946228 Of (Bazy* 95 Tmam
e (ot ) Appeon. 0 IR0 Appees. 0 6RO
—— <L L L) L1 1. -
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8 v
Sprotcanse Medel " IR Watergreof Dome 6" IR Waterproef Doeme
Network Camera Network Camera
e Semson 128" CMOS
[u——- 3840 « 2160
|_Elecome Semey oL
En Type DC ks
| Min Besesticn | 0.02 hx. F1 6 AGC ON. 0 hux with IR
281 20enBF1 6. Dovizesmal FoV 102°-32 17, verscal FoV 69 618 4%,
Camaeny Lecn Eh\"!r‘“s-
Lezss Mozt 04
| Duy&Night ICR
| it 0 DNR
WDR 1208
Asglie Aduntzest Pas: 0°-360°, Tilt 0"-80", Rotate: 0*-360°
Video Comgreviacn H 265+ | H 2% H 264+ H MAMITEG
Video Bt Rate Wlm
( 3 » ! {2360 =
Reschuson lmzmw lwxmlu-lm IM(I"N'IMLW(IM
- )0 D1, CIF, 480 = 280
-
Image M Svun 30Hz : SMP(1~ mmw«mm1mm 1)
GOHz 720001~ 12%) D1/CIF 480 =240 (1-308s)
Seb Seeam SOz 720P DUCTF/S80<240 (1-25fpu)
Thied Stveass DACIF480«240 (60Hz 1 -306pn; 0Bz 1-256)
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