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Notes

® Please read this user manual carefully to ensure that you can use the device correctly and
safely.

® There may be several technically incorrect places or printing errors in this manual. The
updates will be added into the new version of this manual. The contents of this manual are
subject to change without notice.

® This device should be operated only from the type of power source indicated on the
marking label. The voltage of the power must be verified before using the same. Kindly
remove the cables from the power source if the device is not to be used for a long period of
time.

® Do not install this device near any heat sources such as radiators, heat registers, stoves or
other devices that produce heat.

® Do not install this device near water. Clean only with a dry cloth.

® Do not block any ventilation openings and ensure proper ventilation around the machine.
® Do not power off the device at normal recording condition.

®  This machine is for indoor use only. Do not expose the machine in rain or moist
environment. In case any solid or liquid get inside the machine’s case, please turn off the
device immediately and get it checked by a qualified technician.

® Do not try to repair the device by yourself without technical aid or approval.

® In this manual, the trademarks, product names, service names, company names, products
that are not owned by our company are the properties of their respective owners.

® Jtis recommended to back up and clear the personal data stored in the device before the
device is returned to us for repair or replacement except those data that are essential for
purposes of repair or replacement. The device will be restored to the default factory settings
and all personal data will be cleared after repair or replacement. Our company ensures that the
customer’s data is not made available to third parties if the device is exchanged.

® This manual is suitable for many models. All examples and pictures used in the manual are
from one of the models for reference purpose.

® The local language versions of this manual will be provided to users in the corresponding
regions and countries.

Disclaimer

®  With regard to the product with internet access, the use of product shall be wholly at your
own risks. Our company shall be irresponsible for abnormal operation, privacy leakage or other
damages resulting from cyber attack, hacker attack, virus inspection, or other internet security
risks; however, our company will provide timely technical support if necessary.

® Surveillance laws vary from country to country. Check all laws in your local region before
using this product for surveillance purposes. We shall not take the responsibility for any
consequences resulting from illegal operations. In the event of any conflicts between this
manual and the applicable law, the later prevails.



® The storage of the personal data depends on the capacity of the storage devices the users
use and all data stored in the device shall be handled by themselves. Our company shall not be
responsible for the data loss.

Cybersecurity Recommendations

® Use a strong password. At least 8 characters or a combination of characters, numbers, and
upper and lower case letters should be used in your password.

®  Set the password expiration time and regularly change the passwords of your devices to
ensure that only authorized users can access the system. (recommended time is 90 days).

® The system will automatically check the latest firmware version once a day. Once the
latest version is checked, you’d better update it to ensure the system is current with the latest
security patches and fixes.

® tis recommended to change the service default ports (like HTTP-80, HTTPS-443, etc.) to
reduce the risk of outsiders being able to access.

® tis recommended to set the firewall of your router. But note that some important ports
cannot be closed (like HTTP port, HTTPS port, Data Port).

® tis not recommended to expose the device to the public network. When it is necessary to
be exposed to the public network, please set the external hardware firewall and the
corresponding firewall policy.

® [tis not recommended to use the vl and v2 functions of SNMP.

® In order to enhance the security of WEB client access, please create a TLS certificate to
enable HTTPS.

®  Use black and white list to filter the IP address. This will prevent everyone, except those
specified IP addresses from accessing the system.

® If you add multiple users, please limit functions of guest accounts.

® If you enable UPnP, it will automatically try to forward ports in your router or modem. It
is really very convenient for users, but this will increase the risk of data leakage when the
system automatically forwards ports. Disabling UPnP is recommended when the function is not
used in real applications.

®  Check the log. If you want to know whether your device has been accessed by
unauthorized users or not, you can check the log. The system log will show you which IP
addresses were used to log in your system and what was accessed.



Regulatory Information

FCC Information

Please take attention that changes or modification not expressly approved by the party
responsible for compliance could void the user’s authority to operate the equipment.

1. FCC compliance

This equipment has been tested and found to comply with the limits for a Class B digital

device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable

protection against harmful interference in a residential installation. This equipment generates,

uses, and can radiate radio frequency energy, and if not installed and used in accordance with

the instructions, may cause harmful interference to radio communications. However, there is

no guarantee that interference will not occur in a particular installation. If this equipment does

cause harmful interference to radio or television reception, which can be determined by

turning the equipment off and on, the user is encouraged to try to correct the interference by

one or more of the following measures:

® Reorient or relocate the receiving antenna.

® Increase the separation between the equipment and receiver.

® Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

® Consult the dealer or an experienced radio/TV technician for help.

2. FCC conditions:

® This device complies with part 15 of the FCC Rules. Operation of this product is subject
the following two conditions:

® This device may not cause harmful interface.

® This device must accept any interference received, including interference that may cause
undesired operation.

CE Information

¥
By g The products have been manufactured to comply with the following directives.
EMC Directive 2014/30/EU

RoHS

The products have been designed and manufactured in accordance with Directive EU RoHS
Directive 2011/65/EU and its amendment Directive EU 2015/863 on the restriction of the use
of certain hazardous substances in electrical and electronic equipment.



2012/19/EU (WEEE directive): The Directive on waste electrical and electronic

equipment (WEEE Directive). To improve the environmental management of WEEE,

the improvement of collection, treatment and recycling of electronics at the end of

their life is essential. Therefore, the product marked with this symbol must be
I  disposed of in a responsible manner.

Directive 94/62/EC: The Directive aims at the management of packaging and packaging waste
and environmental protection. The packaging and packaging waste of the product in this
manual refers to must be disposed of at designated collection points for proper recycling and
environmental protection.

REACH(EC1907/2006): REACH concerns the Registration, Evaluation, Authorization and
Restriction of Chemicals, which aims to ensure a high level of protection of human health and
the environment through better and earlier identification of the intrinsic properties of chemical
substances. The product in this manual refers to conforms to the rules and regulations of
REACH. For more information of REACH, please refer to DG GROWTH or ECHA websites.
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1 Introduction

1.1 Summary

Based on the most advanced SOC technology sl emabedded system in the fiekl, this senies of
the NVR adopt the new designed lmuman interfoce and support the smart management of the [P
camers sod the record sewrch of slice. This senies of the NVR whicl are powerfil and easy 1o
use are provided with excellent unage quality snd stable systeam They are centralized
for network video monitonng fiekd

This series of the NVR can be widely usex 1o security system of banks at home and abrood,
schools, wselligent mansions, taffic, suovironmental protestion. supermarkets, petrol service
stations, residentinl quarters and factones and so on

1.2 Features

Basic Functioos

Support network device access includmg [P camenn dome sod Onsif 1P camerss

Some NVRs support the H 2685 H 265+ H.265 and H 2645'H. 264+ H.264 IP cameras
Suppont standard ONVIF peotocol

Support dual sueam reconding of cach camern

Support IP cameras 10 be added quackly or mannally

Support collestive or mdividual configumtion of the cameras’ OSD, video parmmeters,
mask, motion and so on

® Suppost IPC's multiple ssart detection access and linkage, such as soene change, video
color cast detection, video blur detection. intmson detection (region eatmace exiting detection),
target connting. abandoosd object detection. missing object detection. crowd density detection,
face detection, license plate detection, senart tracking, fire detection, tempenanure detestion,
wideo mictadata, ets.

®  Suppoet playback sod backup

®  Support multiple user permassion groups including Admmistrator. Advanced and Ordmmy
which are the defanlt permmssion growps of the system

®  Support mabtiple wsers to be created, multiple web clients Jogin by nsing one usermaime at
the same time and the nser's permissson control to be enabled or desabled

Support multiple web clicnts Jogin ot the sane time (dependmg on models)

®  Suppoet binding NVR to the scconnt of the mobile APP

®  Support packing lot management

% Live View

®  Support AK<IK/1920x10801280+1024 HDMI and 192010801280~ 1024 VGA high
definition synchronous display

®  Support multi-sereen modes such &5 1/4689/13162436

®  Sowe models support fice captre view, face march view, license plase recognition view,
Twman/ motor vehicle ‘moa-motor vehicle view

e e 0000 &
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Support msto adyustment of the camera’s image display propoction

Support audio monstonng of the caner 1o be enabled o disabled

Support manual suapshot of the preview camena

Support the sequence of the preview caneras ta be adjusted

Support display mode 10 be added and saved and the saved modes can be called duectly
Support quuck sool bar operation of the preview window

Support camern group view and scheme view in sequence. quick sequence yview and dwell
serting

Support motwan detecton and video mask

Support mmltiple popular P T.Z. control protocal and setup of the preset and ennse
Support direct mouse control of the IP dome mcbuding rotating. zoom, focnsing and so on
Support single cmnera tumge to be zoomed by sliding the scroll wheel of the mouse
Support mny srea of the image to be zoomed in to o maxinmum of 16 times of the curent

5-..0.03-0.0.0.0

®  Support image and lens adjustinent (onlly svailable for some cameras)

®  Suppoet quick camern adding m the camers wandow of the live preview interface

®  The live camera sequence of the web client will kesp consistent with that of the NVR after
asdinsting the live camern sequence of the NVRL but the live camers sequence of the NVR will
not be changed if that of the web chicut is changed

+  Disk Mansgement

® The NVRs with the 3U case can add o maximom of 16 SATA HDDs; » maximwm of 8
SATA HDDs with the 2U case, a maxisnum of 4 SATA HDDs with the 1.5U case, » maxinwm
of 2 SATA HDDs with the 1U case and o maxiomum of 1 SATA HDD with the small 1U case
®  Each SATA interface of the NVR supporcts the HDDs with max 10TB storage capacity.
Some models may support max 12T starage capacity per HDD

®  Some of the NVRs support record 1o be backed up by «-SATA HDD

®  Suppoet bot swap

® Support disk group configuration and management ad cach canera can be added into
daffersnt disk groaps with different stomge capacity

®  Support disk mformation and disk working status viewing

®  Suppoet batch formattng of the disks

% Record Configuration

®  Support main stream and sob stream recording o2 the same time and batch or single
confignnation of the record saream

Support customization and swo record modes

Suppon schedule recording. sensor alarm recording and motion detecnon reconding, ete
Support sauast playback by deswing line, quadnilsteral and rectangle.

Suppon schedule recording and event recording setting with different record streams
Support record schedule setting and recyele reconding

Suppost pre recording and delay recording configuration of the event recording

Record Playback

Support time scale operation i quick playback and the playback date and time can be set

-
-
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randomly by scroliing the mouse: the tune mterval of the tune scale can be zoomed

®  Support record searching by time shice tune event'tag

®  Support smart playback by drawing gnd, line or quadrilateral and vebicie smart playback
(same models also support smart playback by face)

®  Support time view and camern view m searching by time sfice mode

®  Support time slice semrchmg by meath, by day, by bour and by mimte and tiune slice to be
displayed with camera thnsmbusail

Support a maximum of 16 cameras 10 be seuched by tane

Support event searching by manual motion/seavor mtelligent eveuts

Support tag semching by the mamml added tags

Support mstant playback of the selected cumer m the hive preview mterface

Support a maxizmmm of 16 synchronous playback cameras

Support aceelenation(maximum 32 times of the nomal speed), develeration (minimmum
/32 times of the nonual speed) und 305" addition or reduction 1o curent playing tine

Record Backup

Support record to be backed up through USB (U disk, mobile HDD) or e-SATA interface
Support record to be backed up by time ' event image searching

Support record cumng for backing up when playing back

Support mmltiple backup tsks 1 background and backugp status viewing

Event Management

Support alarm schedule settmg

Support enabling or disabling of the motion detection. extermal sensor alarm mput,
dask 10 ervor alarm, disk full alarm, no disk alarnm, illegal access alunm, network drconnection
alarme, IPC offfine alann and so o alarm linkage configuration suppartable

®  Support IPC offlme alarm linkage configumtion of PTZ. wnap, pap-up video, etc.

@  Support event notification modes of alarmeout, pop-up video. pop-up message box. buzzer.
canl and so on

The stapped unages can be attached into the e« when alanmu linkage is triggered
Support alarm status view of alarmemn, alanu-out, mobion detection and excepbion alann
Support alann to be inggered and cleared manually

Support system auto reboot when exception happens

Support alarm linkage bosed on face detection, velicle detection and license plate

ee s s0 e ¢

|

®  Some models support face naich alanm

% Face Function (available for some models)

®  Support sdding 5000 face pictires 10 the face database (some models support adding
10,000 face pictures 1o the face databinse)

Support face captisre and face match

Suppoet mage search by image, track playback and database management

Support face antendance mnd face check in

Suppoet fnce information statistics
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®  Support face match alanm

+ LPR Function

®  Support 50000 hesnse plate remster (some models only support 1,000 licsnse plate
registsr)

®  Suppoet heense plate detection, masch and scarch

®  Support selucle wformation statistics

®  Support hicense plate match alarm

*  Network Functions

®  Support TCIVIP and PPPoE, DHCP. DNS, DDNS. UPnP. NTP, SMTP protocol and so oo

®  Support black and whate list fimction and the 1P address TP segment MAC address can be
allowed or blocked.

® Support multiple browsers mchuding IES/9/10/11, Firefox. Opem, Chrome (avatlable oaly
for the vervions lower than 45) and Safari in MAC systems

®  Support remote achievement. configarabion, import and export of the NVR parmmeters and
other system maintenance operations mcluding remote upgrading and system restart

® Support remiote camera comfigumtion of the NVR mcluding video parmmeters, image
qualsty and o on

®  Support remote searchmg. playback and backup of the NVR

@  Support manual alarm to be tnggered and cleared remotely

® The auto-focusing camern can be adjusted through web client (support zoom wout, but
one key focus in not currently supported)

®  Support NVMS or other platform management software to sccess the NVR and manage 1t
®  Support NAT function and QRCode scanmng by mobile phones and tablets

®  Support mobile surveillance by phones or tablets with 10S or Androsd OS

® If one camera recording is exnabled or dissbled manually through web client, it will be
snmitancomly ennbled or disabled 1n the NVR

®  Support direct jumpang from NVR web chent to [PC web client

®  The mmallation mode and display mode of the fisheye camern can be set via Web client

*  Other Functions

® The NVR can be controlled and operated by the buttons on the froat pancl, the remote
coatrolier and the mwouse

®  Setting mterfaces can be switched to one snother convensently by clicking the main menus
on the top of the setring mterfaces

®  Suppoet NVR mformation viewing inchding basic, camern stamus, alarm status, record
status, network statws, disk and backup stams

®  Support factory restoning. wnport and export of the system configuration, log view and
cxport and local upgrading by USB mobile deviee

®  Suppost auto recogninion of the displayer's resolution

®  You can click the right mouss button at auy interface 10 go back to the upper interface

®  You cans click the middle mouse button at any interface 10 go to the live view interface

®  The display langusge and video format of the NVR will not be changed sad the system
logs will be reserved if you reset the NVR to factory defanlt

1
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® Press and hold the nght mouse button for § seconds i any mterface to switch the output

cychcally.

1.3 Front Panel Descriptions
The following descriptions are for reference oaly.

Type It

When recordmg. the hght 1s blue

When acoess %0 network | the hght 15 blee

Power mdacator, when connection , the hght 15 blue

No function temporanly

Power Indicator, when commected, the hight s blue

The hght turms blue when readng ' wntsmg HDD

The hght tums bloe when 1t 15 able to access the network

The hight turns blue when backing up files and data

The hight turms bloe when playing wdeo

Power Indicator, when comsected, the Light = blue

1. Adjust audio 2. Increase the value = setup

1. Enter PTZ mode 2 Decsease the valoe in setup

Enter Menu = hve

Check the mformation of the device
BACKUP Enter backup mode m live
SEARCH Enter search mode m lve
Exat Exat the cosrent mterface

Mamsally recoed

Play Pause

Speed down

Speed up
19 Input &gaal sumber and select camena
0/ Input sumber 0, the oumber above 10
Durection Key Change duecthion
Multi-Screen Swiech Change the screen mode
Enter Confirm selection
m— To counect extermal USB device ke USB mouse or USB

fash

1.4 Rear Panel Descriptions

Here we only take a part of real pancls for example to introduce their interfaces and

[
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commections. The mterfaces and locations of the miterfaces are only for references. Please take
the real obyect as the standdard

Neo. Nams Dvucription:

1 ALARM OUT | Relay output, cossect 1o extersal alaem

2 GND Grouading

3 AUDIC IN Asdio mpet; conmect 10 asdio mypst device, ke sucropbone,

pckup, etc

f DCI2V DCI2V pawer st

. LAN Network port

o VGA Commect to ootstor

! ALARM IN Alarms mpsas for coonecting seusors

H HDMI Commect to bagh deBouson digplay device

9 USH Compect USH starage device ox USEH mumee

10 AUDIO OUT Anddzo omtput, conmect 1o sound box

n RS485 Coussect 10 keyboased A1 TX+, B TX.
- .  pn ‘o
o o 00 o

VGA Connect to monsses

e SATA Ceanect to HDD with ¢ SATA wilerface
RSAES YIZ mterface Coonecwes for speed dome ¥ s TX*, Z s TX-

6
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(Thes mitesface of some models 1 savamlable )
RS4E5 A8 merface Conpect to 3 kevboud Aw TX* B TX
AUDIO OUY Audho output, connect % suvasd box
LAN Network port
Hoadl Connect to lngh definiom display devicr
uUsa Ceanect USE sioeage device or USE mouse
GND Greundsy
10 ALARM OUT Relay outpar, connect w exiernul sbum
1 ALARM IN Alaem spuis for conneriing sensues
2 AUDIO 1N Ando mpet. coonect 9o axho mpt devce, hike
swcropheune. prcngp. e
I Power Sauch Press the swvich 1o ses on/off the NVR
1" Power Sapply Porwer supply weesface

Cemnnect 1o spead dosse YV s TX+, Z s TX

b | RS48S Y7 sserface
(Then wutesface of some models s wsvalsble )

) ALARM OUT Relsy output. connect 1o exterial absrm

4 GND Groundmg

) AUDIO OUT Andeo outprat

e o SATAL/ ¢ SATA2 Cennect 10 HDD wah o SATA imecfice

7 LANVLANZ Nevwork poet

] HDMI) Conneet 10 KK hegh defuncn deplay devics

9 USBI 0USS USHS 0 and USH 2 0 userface, commect USH stocage
device or USH mouse
Coanect 1o 1920 1080 hyh definton daplay device

10 HDMD Ceanect o monsor s an AUX autpas cuanee] by
churme| wideo . 0 e dhow

n REASS AH umerfoce Coonect 10 3 keybourd An TX+ BnTX

12 ALARM IN Alsem smpan for comnecting seson

bS]



No, -“ = !.
1 | AtDIOIN Audes uyren
4 Power Swuch Prews the switch 10 sum on'off the NVR
15 Power Supply Pomer wpply mterface
- .-
®
’ & w O]@® B
- e -- - ? -
0 o e ©O C. (¥ o
w| . . b -
o, ~ '! ey
| Power Supply DCAEY power supply interface
2 PoE poet £ PoE petwork poety, connect 10 B Pof [P canenn
1 LAN Netwoek pont
Kl VGA Ceanect o oo
b HDAMI Cennect 1 1920~ [0S0 hugh definmon &splay devace
6 UsS8s o USH) 0 mterface. connect USH storage devce ot
USH mouse
> Andes unpat; comneet 10 ando wnpat device, ke
L) AUDIO IN
muciophooe gnekup esc
AUDIO OUT Audio cugut. connecs o soumd box
Power Sugply DIV powes supply witesface

! e SATA Cennect o HDD wath - SATA wnterface
2 LANI/LAN? Neowak gont
L) HDAMD Cm»l%lﬂ)hﬁhﬂmﬂmﬂ‘dﬁm ‘
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No, Name Descriptions

Coanect to monmor 35 an AUX cutput chanmel by
chanmel Only nideo display. no menu show

USH unerface, connect USB stonage device or USB

Kl uUss
ss0use
HDMII Connect 1o 4K-2K hagh defiuncn duplay device
6 VGA Connect 1o mosstor

Connect 1o speed domse Y15 TX+, Z s TX-

(Thmfxeolmma&hunnﬂnhkz
RS435 A/B unerface | Coanect to keyboard A 1s TX+ B 1s TX-

7 RS485 Y/Z meerface

9 ALARM OUT Relay output; connect to external alem

10 GND Groundsg

1 ALARM IN Alarm sputs for coanecting sensors

12 AUDIO IN Ando mpet, comnect 10 audeo npst device, hike
macrophone. pickup. esc

13 AUDIO OUT Andso output, connect 1o sousd box

L) Power Swuch Press the swaich 10 naes cafoff the NVR

15 Power Supply Power supply mtesface

1.5 Connections
® \Video Connections

Video Output: Supports VGA'HDMI vadeo output. You can comnect to monitor through these
wvideo output mterfaces sumultaneously or mdependently.

® Aundio Connections

Andso Input: Connect to microphone, pickup, etc.
Andio Output: Connect to headphone, sound box or other audio output devices.

®  Alarm Connections

Some models may not support this function. Take 16 CH alarm mputs and 1 CH alanm output
for example.

l)z ALARM N
= 1 3 6 7 % 11 13 1§

(A~ 2 4 6 8 10 12 14 16
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Alarm Inpuot:

Alarm IN 116 are 16 CH alarm mput interfaces. There are no type requirements for semsors.
NO type and NC type are both available

The way to commect sensor and the device is as shown below:

ALARM IN GND Ngnd Cabk e

S Alarw Sapes Device

The alarm mput is an open'closed reluy. 1f the mput is not an open'closed relay, please refer 1o

the following connection dingrmx
Atorm = iy
R IU) e
(N outpwi} | aimag l— 5
Alarm Output:

The way to connect alarm output device:

Pull out the green terminal blocks and loosen the screws in the alanu-out port. Then msert the
signal wires of the alanm output devices into the port of NO and COM separately. Finally.
tighten the screws. Provided that the external alarm output devices need power supply. you can
cotmect the power supply as per the following figures.

mm;fn ~v~..,11_@r

® RS4S8S Connection
There are two types of RS485 isterfaces:

aeas

PR s,
2 -

B_A
RS4ES

10



i o s

(Typel) (Type2)
Type 1: The P/’Z mterfaces are unavmlable temporanly. K/B mterfaces are used to comnect

keyboard.
Type 2: The RS485 mterfaces are used to connect keyboard. A 1s TX+: B 1s TX-.

11
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2 Basic Operation Guide

2.1 Startup & Shutdown

Please make sure all the connections are done properly before you power on the unit. Proper
startap and shusdown are crucial to extending the life of your device

2.1.1 Startup

@ Connect the output display device to the VGA/HDMI interface of the NVR.

@ Connect with the mouse and power. The device will boot and the power LED would tum
blue.

@ After you read the privacy statement, 8 WIZARD window will pop up (you should select
the display language the first time you use the NVR). Refer 1o 3.1 Startup Wizard for details.

2.1.2 Shutdown
You can power off the device by using remote coatroller or mouse.

By remote controller:

@ Press the Power button, This will take you to a shutdown window. The unit will power off
after a while by clicking the “OK" button.

@ Disconnect the power.

By mouse:

@ Click Start>Shwdown to pop up the Shutdown window. Select “Shutdown™ i the
window. The unit will power off afier a while by clicking the “OK™ button and venifying the
username and password,

@ Disconnect the power according to the prompt shown on the screen.

2.2 Remote Controller

@ It uses two AAA size batteries.

@ Open the battery cover of the remote controller.

3 Place battenies. Please take care the polanty (+ and -).

@ Replace the battery cover

Key points to check in case the remote doesn't work.

1. Check batreries polanity.

2. Check the remaining charge in the battenies,

3. Check IR controller sensor for any masking.

If it still dossa’t work, please change a new remote controller 1o try, or contact your dealers.
You can yust tam the IR sensor of the remote controller towards the IR receiver of the NVR 10
coatrol it when you are controlling multiple devices by remote controller.

There are two kinds of remote controller. The interface of remote controller is shown as below.

12
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Power Bumoe Swch off —20 stop Be dever
Tn:udbm To start pecordmg
/- 09 Tupes munber of choose e
Ful Boowoa Unavalable wmpasanky
BMult Bumces To choose mulk screen duplyy mode
Next Batton To wwitch the live unage
SEQ To go 10 seguesce veew mode
Anho To emabide audn outpet m love mode
Switch No funcicn tenpocanly
Duechon buttom To move curvor m wetup or pantitle FTZ
Eater Buthon To confirm the chaer o senp
Menu Bemon To go o mes
Exn Baticn To ext the cune sterface
Foou IS ZoomPTZ | To contral PTZ coamera
Pyeset Bumon To exfier wilo peeses setung = FTZ mode
Crune Busoo To go to crse semmg m PTZ mode
Tock Button No wack funcnon sempocanly
Wiper Bumon No function sempesanly
Laght Bumon No funcion tenpoeanly
Clear Btron No function seoporanly
Fo2 Bunwe No functicn tengreeanly
nfo Butseo Get mformation abost the device
e o
Saup Bunoo To ke sxapdiots cuansally
Search Booon To go 1o szarch mode
Cut Buttoe No function tengeeanly
Dackug Bunon To go 1o backep mode
Zoow Bunos To zoom w the snapes
PIP Buson No function semposanly

Jou sl provs I TT hatxow in swter PTT seittmg mode, chonse @ chaunal and prave P T botton agasy in

Widy the RTZ comtrod pimet. Thew yow cntt press proeses, crivtie, trock, wigeer wr Spiv Soitow to snoble e

rederven femonan

13



i

ﬂ:_:fi!;—m}m
REC Rrcced ouaszally

To emder search mode

Search

MEUN To emoer s

Exit To exst the cunent mterface
ENTER To comfirm the chowe or setup
Dyrean

200M

g

tmm To move csrsen m sehp

To zoomm m

No fincon temporanly
:-_q'»c Ly ;-_-‘ To commrol playback Play(PauseVNeat FrameSpeed
. MA-J Lm_ mg& Down

Mnén To choose sl screen display mode
Next T wwitch the live muge

SEQ To go to sequence view mode
INFO Get sfinnuation about e devace

2.3 Mouse Control
»  Mouse control in Live Display & Playback interface
In the live display & playback mierface, dovble click on sy camem window 1o show the
window i single sereen mode. double click the window again to restore it 1o the previous size.
In the live dusplay & playback mterface. if the interfaces display in full screen, move the mouse
to the bottom of the interface to pop vp a tool bar. The tool bar will disappear asomatically
after you move the mouse away from it for some thne; wove the mowme to the nght side of the
interface to pop up a panel and the panel wall desappenr mstonmtically after you move the
mouse sway from 1t
7 Mouse control In text-lnput

Move the mouse to the text-input box and then click the box. The mput keyboard wall pop up
mutommatically.

Nude Mumie i i defoalt mwl for ] apevatians nndecs aw oaccption st fwdic sted.

24 Text-input Instruction

4
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The systemn mchades two mput boxes. Refer to the above pictures. The left box 1 the munber
wpat box and the nght box 1 the mput box which provides mputs of numbers, letters and
punctuation chamcters. The introdusctions of keys on the mput boxes are shown below,

Batton Mosning Button Mesmng
. Hackwpace key - Swinch key of puscruanon clarsees
TR W s
- Switch key betwess upper
ti sad Yorwer beties B | i
_- Swach koy of baguage
2.5 Common Button Operation
Meaning

Chck ot 80 show the meny bt

Chck o $o chamge the soguence of the list

Chek 9 %0 chamgr the camess dnplayvng mode

Clhck o %0 close the comvent maerface
Chck t %0 go %o the carhest datr of camens recording

Chek o %0 go o the betest date of camera recording.

15



3.1

3 Wizard & Main Interface

Startup Wizard

The disk wwons will be shown on the 10p of the startup mterface. You can view the nwmber and
status of each disk quickly and conveniently through these wons (e o disk: - unavailable
disk: & RW available disk)

You can quackly configure the DVR by wizard setup 10 make the DVR work nommlly. You
nmist configure the wizard if you start the DVR for the farst tune (or chick “Skip™ 1o cancel the
wrzard next time). Maybe different versions have different wizard steps, The following wizand
steps are for reference oaly

L Choose the langusage and Jocality as neaded if it is the first e for you 50 use the wizard
and then read the pravacy statement, checknack “ have read and agree” and click “OK"

2 Date and Time Configuration. The date and tume of the system need 1o be set up of you
ise the wizard for the first time. Refer 1o the following Ggere. Set 1he time zooe, system time
date format, tune fornsat and video format, The DST will be cnabled by defiuls if the time 20ne
selected mchndes DST. Click “Next™ to continne

3 System Login, Set your own password when you use the wizard for the first tume (the
defanlt semame of the system s admin); select the logmn usermame and enter the

corresponding password next tizne



Enable pattern Jock and click “Edut™ 10 set the pattern Jock

x

Click “Next™ 10 set questions and answers for password secunty of admin. If you forget the

password, please refer to Q4 in Appendix A FAQ for details

Click “Next" 10 contmue

4) Disk Settings. You can view the disk number, disk capacity of the NVR and senal number.
R&EW status of the disk. Chck “Format™ to format the dask. Click “Next” to contmue. Then
chick “Wizard Setup™

5 Nerwork Semings. Check “Obtain an IP address awtomatically” and “Obtamn DNS
swomatically” to get the IP address and DNS sutomatically (the DHCP fumction of the rouser
in the same LAN should also be enabled), or manually enter them. Enter the HTTP port, RTSP
port and Server port (please see 14.12 Port Configuration for details). Click “Next™ to

connmue



Note:
If you wse the NVR with the PoE actwork ports, the online state of the internal Ethernet

Refer to the picture below. Please refer 10 14

~

port will be shown on the mrerince CPIE

Coufiguration for detasl introduction of the tnteral Ethernet port
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» i the NVR has two network ports or above, you can select TOE (depending on models) as
needed. Select the work pattern: Netwock Fault Tolerance and Multiple Address Setting are
svailable. Refer to the pictures below. Please refer to 14 1.1 TCP/IP Configuration for more

detatled mfonuation




6 Add Camera Click “Refresh™ to refresh the list of online IP cameras which are m the
wutme local petwork with NVR and then click to add the searched camera. Chek “Add All”

to add all the cuneras m the lise, Chck - 10 delete the added camera. Chck “Delete Al™ 10
delete all the added cameras

Click n 1o odit the searched 1P camera as shown on the below lefi. Enter the new IP
address, subuet mask, gatewny, wsernatne und the password of the cansera. Chick “OK™ 1o wve

the semings
-

Chek n 10 edat the ndded camera as shown on the sbove nght, Enter the new caters namne

[P address, poet, usermame snd the password of the canera. You can check “Syne 1o IPC 1o
modify the [P nddress of the [PC via differcat network segments for beang m the sane verwork
segment with the NVR. Then chick “Test™ 1o test the connection. Click “OK™ 10 save the
settings. You can chnnge the 1P cansern nave only when the added capers i online. Click

“Next™ 10 continne
Tipx ! Please skip Step ) and (@ 1f the NVR do not support RAID function

200
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7 Disk Mode, Chick “Ennble RAID" to cnuble the RAID functson. Click “Next™ o contume
B Create an arvay: Set the armuy mune 2nd select armay type whach meludmg RAIDO. RAIDI
RAIDS, RAIDS and RAIDI0. The global hot spares and armay capacity can also be viewed here.
See_7.4 Dusk for detmis. Clack "Next™ to contime

% Record Sertings. Two record modes are available: suto and custonazation
Auwte: Sclect one auto mode m the interface as shown below and then chick the "Next™ to save

the settings. Click "Advanced” 1o wlf-define record mode. See 711 Mode Configumation for

detmls

Customization: Set the “Sensor Record™, “Mohion Record™, “Al Recerd”, “POS Record™ and
“Schedule Record™ of cach camermn Click "OK™ to save the settngs, See 7.1.1 Mode
Configuration for detals

i} QRCode. Enable the NAT or NAT2.0 function m the mierface or set it in the network
configiration afier exiting the wizard (please refer ro 14 1.8 NAT Configuanon for details)
You can scan the QRCode through mobile chient which is mstalled i the mobile phone or

tablet PC 10 log m the wobile client instantly, Please refer to 15,1 Mobile Chient Sugveills

for detauls. Clack"OK to save the settings

21



U Cloud Upgrade. Enable “Cloud Upgrade™ and then click “OK™ 1o save, If this fimetion 18
cuabled, you ¢an get the lasest version from the clond server. Please refer 1o 14111 Cloud
Upgrads for details

3.2 Main Interface
3.2.1 Main Interface Introduction

[
[
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The buttons in area (1) are introdoced in the table bedow.

Start button. Chek & 80 pop up ues 3

Al

Full scroen buttom. Clck 2 %o show fall scaven. chick 1 again 10 oxt the full
scroen

Screen mode buttion

Drwell booen (see 3 2.2 Ouack Stuucuce Vicw =od 324 Schauc Vo [o,
Sequence for detuk)

Chek o 10 eanbile OSD. chick agass 1o disabile OSD

Cick B 10 5ot the defanlt phrvback time befiore stasting smeant playback (3.1

of poeng 10 the plavtuck seerface for pliyhuck cperatens
(.2_Phoback scace Jomducion): <k Bl w0 g o e playback
mterface. For matance, if you choose 5 nunstes ago” as e defandt plaviock
tome, you can phayback the record from the pant five ouostes

Maoual vecoed button. Click o to mable/'@sabde rocord

Maouiad slarms bottom Clack o o triggey or clear the alamm-owt ssssally w the
popep weadow

Record stz busson. Click it 1o veew the tecond states

Alarm statos button. Clhck 2 0 mew the alaom stann

Vince broadeast bamens. Chick of 1o selert the chanue! 1o benadeant

Dk smatus bunon. Chok @ 50 view B Sk stamus and RAID stanu

EEoooon § me

Network status button. Click o 50 view fhe setwork stasm

23




Meaning

laformation bunce Clack o 10 veew vysirm information

m NVR User Masmal
Duttus
)

Chek S button to enable clowd upgrade

Note: Different models may have different burtons oa the live wiew interface. See the following

pacture. All pectures m this manual are for reference only; the real product shall prevail

Introduction of aren (21

Area ) 1s hadden by default. Move the cursar 10 the nght to reveal this ares. Click “Camera™
to view all the added cameras m the camers kist. Select one camera window on the left sade of
the mterface and then double chick one cansera m the list to presiew the camern image m the
selected window

Click Bl on the top nght comer and then select “Single Channel Sequences™ 1o view all the
added groups in the group list; ¢hick one groug s the hist 10 view all the added caneras in the
govp (refer 10 4.2 Add Edy Capern Group for detxil configurtion of the camera group)

Select one camern window o the Jeft side of the sterface and then double click one group in
the gu\il list 10 preview the cameras” immges one by oue in the selected window

Chck on the top nght comer and then select “Custonuze Desplay Modes™ 1o view all the

desplay modes i the desplay mode list (refer to 321 Possacy by Duplay Modg for detml

configuration of the display mode). Doable click one display mode 1 the list to switch 10 the
desplay mode for previewing

Click B on the top right comer and then select “Target Detection™ to go to target detection
wterface This tab will show the captured haunan. vehucles, heeme plates and face nnages
(This function 15 oaly avalable for scane models)
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Introduction of aren (3):

Meaniog

I¥ shows the cumet logm user Chek the QR code scon 80 view the QK
code sl secunnty code User can quuckly add the NVR o the server ha
of the mobele APP by scannung s QR code

Chck it to go to the imellsgrat ssalytecs meerfaor

Chick it 10 po 10 recond seaech and backup mierfice soe 24 Recoed
Stanc, Btk & Backip for dewils

Click it to po to playtack aeerface (chek B on the tool bar at the
bomons of the ve porvaew mterface 1o st the default playtack tme),
see L2 Pladuck Jataface Judodacuon for detads

Chick it 1o pop up the sensp panel. see 122 Serp Page] for detuls

Chek it 1o log ot e syvtem

Click it md then selecy “Logowt™ “Reboot™ of "Shutdown™ w e
pogup window

322 Setup Panel
Click Starr=2Semings 1o bring up the setup panel as shown belaw

Account and Authorty 1
& S

The setup panel inchudes seven modules. Each moddule provides some fanction entnies with
links for cotvenscnt operntion

Here we take Camera module as sn example. The Camera module providss convenicnt links
such ns “Add Camers™, “Edit Camenn”, “Inmge Settings™, “Motica™ snd “PTZ", Click Camera
10 20 %0 the canera mansgement mterface as shown below
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There are saome function tems oo the left ude of the camern nanageinent mterface Chek each
tem 10 go to comesponding meerface o wmdow. For instance. chick “Add Camera™ to pop up
the wmdow as shown below

Click the mam memmn on the top of the camera management wterfnce to go to comrespondmyg
wnterfaces. Reter to the pcture below. For mstance. you can go to system setup mterface by
clickmg “"System™ tag.

3.2.3 Main Functions

»  Camera

The module covers the fuscnons soch as Comera Management (see Clispter 4 Camners
Matsgaeut for details), Image Setings (see 3.4 Preview luge Configurstion for details),
Movian |vc¢ 112 Monon 3|.]"|| for dewmils). snd PIZ (sce t hl.""ﬂl [ EIZ for detasls) and so

on

»  Record

The module covers the hmctiom such as Encode Parameters and Record Schedule snd o on
Please sec Chapter 7 Recard & Dask Mamagement for detasls

#» AlUEvemt

The wodule covers the funchions such &5 Smart Event, Combination Alarm, Exception,
and Movion Alarm Handling and Alwrm Owr Sowings. Plesse see Chaptey © Event
“vent Masagemient for details

Matagenent and Chapter |

= Disk
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The module covers the functions such as Disk Mamagement, Storage Mode and Disk
Information and so on. Please see Chapter 7 Record & Disk Management for details.

» Network
The module covers the functions such as TCPIP, DDNS, Port. E-mail and Network Status
and so on. Please see 14,1 Network Configumtion for detasls.

7 Account and Authority
The module covers the functions such as Accownmt Mamagement (see 13.1 Account

Management for detasls) and Permission Management (see 13.3 Pernussion Management for
detmls) and so on.
»  System

The module covers the functions such as Basic Configuration (see 4.2 Basic Configumtion
for details). Device Information (see 148 Vicw Swsicm Infonmation for details). Log
Information (see 14.7 Vigw Log for details) and Configuration File Import & Export (sce
13.5 Backup and Bestorg for detaals) and so on.



4 Camera Management

4.1 Add/Edit Camera
4.1.1  Add Camera

The metwock of the NVR should be set before adding IP camem (see L3 L1 TCPIP
Configumtion for details)

Reter to the pectures below. Chck Add Camera n the sctup panel or s the top nght

comer of the preview wmdow to pop up the “Add Camera” window as shown below. You can
quuckly add or add the IP camera muanually

Cameara

.- Agd Chrms ot Camam
mage LEsngs Matioo VI J

»  Quickly Add

Check the cameras and then ¢lick “Add™ 10 add cameras. Click n 1o «dit the camera’s 1P
address, wsemnme and password aod so on, Click “Refresh™ to cefresh the device Tist. Click
“Defanlt Password™ 1o set the defanlt ssermanie and password of each cunera
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»  Add Manually

Enter the IPv4 TPv6 address or doman name (chick . i the IP address colunm to pop up the
[PyATPv6 domain name mput window ), port, username and password of the camern and then
select the protocol. Chick “Test™ and then click the "Add™ button (you can mput cne camera’s
imformuation or above susch = [P address. username and password before clicking the “Add™
batton) Chck - to delete the camera Chek "Defanlt Password™ to set the default

isertusiic snd password of esch capers

Note: Some models may not support this function
Click Stant=Senings 2 System=>Basic? General Scttings to check ~“Ensble Add IPC by Zero
Operation™. If the NVR has unoccupsed channels, it can add IPC without any operation by

estaring

Add Recorder

®  Quuckly Add : Select the searched NVRDVR and the click “Add™ to add NVR m the

e local network



®  Munually Add © Click “Mamual Add™ and then enter the 1P address or domnin nanse

port, wiemmme and passwoed of the NVR/DVR. Check the added resnote channel

mumber and chick “Test™. Then clack “OK™ to return to the previoas usterface

Note: Only the local NVR has unoccupied channels, may the IPC of other NVRDVR in the

same Jocal network be added. And the added IPC supports previewing and recording

4.1.2 Edit Camera

Chck "Edat Camnera™ mn the setup panel to go to the mterface as shown below. Chck - to
view the live umage of the camera w the popup window. Click n to edir the caners (e
Add camera in 3.1 Stagrug Wizard for details). Click - to delese the cxmern, Click . i
the “Edit” header line and then click “Modify IPC Password"” 10 pop up & wmdowy{check the
[PCs mn the window, set the pew password and then click “OK"™. only the online [PCs
passwords can be modified and » batch of [PCs' passwords can be modified &t the same time)
Click to upgrade an online IPC ( or click in the “Upgrade™ header line and then click
IPC Batch Upgrade™ to upgrade a batch of IPCs), select the device which stores the upgrade
file m the “Device Name™ ttem of the popup wandow und the upgrde file in the hst{you should
select the upgrade IPC model m the wandow if a batch of IPCs' passwords need to be modibed)
and then chek “"Upgrade™ to start upgrading(the IPC wall restart automancally afier the upgmade
1s conapleted snccessfully)
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Note:

If you use the NVR with the PoE network ports, the P canseras (with PoE function) which are
directly connested to the PoE poer of the NVR will be displayed sutomatically in the camera
list. Refer to the pichare beow. The [P camers which occupies the PoE resonrce I o prefix
shown before its camers pame. The peefix consists of PoE plus PoE poet number. The 1P
caters which connects to the PoE port cansot be deleted from the camern list munually

®  The IP carvera directly connected to the PoE port of the NVR through privase protocol will
be shown astomatscally in the camern Hst
®  One of the rwo conditwoms must be met if the IP camern which 1s directly connected 1o the
PoE port of the NVR theough ONVIF protocol should be shown antomatically w the camen
las2
v The IP camern which is directly connected 0 the PoE port is m the same network
segment with the iemal Ethermet pot
v The DHCP (obtain an [P address sutomatically) of the 1P caunern which is duectly
coamested to the PoE poet is enabled

If the IP camera which is connected to the PoE port cannot be displayed automatically m the

camera list, please refer to Q6 m Appendix A FAQ for details
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4.2 Add/Edit Camera Group
4.2.1 Add Camera Group

Clck “Edit Camera Group™ m the above mteriace to go to the mteriace as shown below

Click “Add Group” 10 pop up the window as shown below, Se1 the group name and dwell tine
(the dwell nme of the camera group s
then chck "Add™ to add group. Chek
mlu‘l

.Incxu.-: view) m the window Check the cameras and

to view the cumeras m the group after adding

You can also add the camera gronp m the hive view mterface Chok on the top nglt

comer of the ive view mterface and then select “Smgle Channel Sequences”. Chek to
add the camern group

4.2.2 Edit Camera Group

3
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Chck n to modaty the group mformation such as group nanxe and dwell tune. Click -
to delete the group. Click to add cameras to the group

4.2.3 IP Planning

Some models may not support this funchon

Chick “IP Planaung™ to go to the mterface as shown below. Tlas function supports searching
other NVR«DVRs that ts i the same local network as the local NVR. The user may add the
IPC of other NVRs'DVRS into the unoccupied channels of the local NVR

+
+
+
+
5
4
+
+

Chek D to odit the [P address, nser nasue or password and other mformstion of the NVRs
Chck . behind the “Add™ button 10 add the [PC selected and the user may edit the I

address, user nane or password by clicking l behind the “Edit” button



5 Live View Introduction

S.1  Live View Interface Introduction

You should add a camera first after logging on to the system (vee 411 Add Camnem for detmly )
Refer to the mterface as shown below. dray one camern m the preview window to mnother

window for camern window exchangng. Chck button and then you can view the record
symbols. The record symbols with different colom m the live preview wmdow refer to different
record types when recocding: green stands for mamual record, red stands for senvor based
record, yellow stands for motion based record, blue stands for schedule recard and cyan stands
for intellsgence record.

Chick the preview window to show the tool bar as shown in area (1% nght chick the preview
window to show the menu hist. The 1ool bar and menn list are introduced m the table below,

Mewn Lint Aeauing

-~ Move sool. Chck it to meve the sool bar anywhere

Clack I3 1o playback the recond chick “Taames Playback™ o select
Instamt Playback or self-define the matant playback tme See 8| lpstae Phivback for
detml

Clck ot = enable sudo You cn histem to the camers asbo by

Buales

1 Manualty Record On Clck @ to stast reomding
>
(4 arriyhrm

Eunable Audio

o'w”'::":‘ml‘ Clack @ w0 sedect the duplay peopornion of the wesdow

34
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- Mesmng
Clack # % pop up S ssap window Chick “Save™ m e window to
save e moage Click “Expoit” 10 expont the smnge

Clack & 90 go %o PTZ control ssterfuce See Chuaptes 0 FIZ for desuls.
Click @ w0 go %0 ungle channel smphific s unerface

Chck 2 % go %0 image adetment mitexface. Refer 0 3.4 3 lmage
Adsstment for detals

=)
p——————
p—— ——— ——
i
Start Close Talk Click # 8o start tolk

Clack ¥ 80 i % sighe Chatnel (et detection setiace, G Larged
Target detection nchades Bices. hunman bodies and velucles (smly applicabie to some
meddels

Camera Info Chck o o view e camers miorsation

The single chamnel suplification interface is as shown below. Press and ding the blue box 1o
select the zoom m area. Chek 1o zoom the image Chek the cumenn selection box
to select other cameras for nmplification. Clsck “Back™ to retum to the live preview wterface,

5.2 View Mode
5.2.1 Preview by Display Mode

Set dufferemt screen modes and cameras’ display sequences as requured and then save the
display modes classified by sarveillance areas. prionties and so on. Refer to the picture below.
Double clsck ane dusplay mode i the display nsode hist to view the Irve maages i thas mode.
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#  Add Display Mode
Method Oge:

U Chick “Customize Display Modes™ in the above interface

%) Chick . to add a display mode name and then set tbe sereen mode
3 Add the cameras and adjest the camerss” display sequencs s+ required
4 Click . under the display mode list

Method Two:

T Chick Start=2Settings 2 System=2Basic2Output Setzings 10 go 10 the imerface and then
set the sereen mode
2 Double chek the camern or camera group in the list to add them to the selected windaw,

T Chick n to save the current display mode (refer to £.2.4 Schame View In Sequence for

detail configurstions ), The display wode will be saved and displayed m the dasplay mode list
the live preview interface

»  Edit Display Mode
Click "Custamuze Dasplay Modes™ tab w1 the live preview mterface and then select one dusplay
mode m the Iist. Chck to edit the diwplay mode nmmne: check n to delete the dnplay

mode

» Corridor Pattern

Some models may not support this function.
Select comdor pattern m display mode. You can change the direction of the video image by
nsng this function. Please refer to User Manual of refevant camera
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Change 1o corridor mode

#  Flsheye Mode

Some models may not support this functhion.

In the live view interface, select the view mwode according 1o the sustallation nsode snd display
mode of the fisheye camera, Pleass refer 10 User Manual of the redevant fisheye cames

In adelition. if this function s unavailable in the device, you can set the display mode and the
mstallation mode via Web Client. To log m the web chent, please refer to Chapter 14 for
detuzls,
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5.2.2 Quick Sequence View
You can start quick seqoence view if the scheme has not been crented, If the scheme has been
created, please refer to $.2.4 Scheme View 1 Seguence for details

Go 10 the live preview interface and thes click n to pop up a lide window Sét the dwell
time in the window and then click n to view the Jive group by group according 1o the
camers number of the current sereen mode. Doable click the sequence view interface 10 pause
the view; double chek agam to restore the view. Chick to stop the view,

5.2.3 Camera Group View In Sequence

You can start camera group view in seguence :f camera group has been created (see 421 Add
Camga Group for detasls).
I Go 1o the live preview mrerface and then select a camera window
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2 Double chick cae camern group on the right side of the unerface. The camerns m the group
will stan camars group view one by one in the selected camern window

You cati also drag the group directly 10 uny preview window. Right click on the goup view
window and then click “Close Dwell™ to s10p the visw

Click . to add camers group, Sclect a group sad click - o modify the groap name and
dwell me: Select n group and clack to delete the group.

524 Scheme View in Sequence
Click Starr=2Sestings P Systens= Basie 2 Outpat Settings to 20 10 the nrerface as shown below.
Area (T) dusplays all the dwell schames: ares () shows 1he detailed information of the scheme;
arca D displays all the cameras and groups; area (@ 5 the ol bar (D chesr hunon.n
favonite button, chick it 1o pop up a wmdow. euter the display mode name m the window and
then clxck “OK™ to save the current display mode: other buttons are screen mode buttons)
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= Add Scheme

Click i arsa (1) 10 ¢reate & new scheme Chck E on the top nght comer of the

scheme to delete 1t

= Configure Scheme

a) Select a scheme m aren (L) ond then click the screen mode button an the tool bar to set the
screen mode of the schere

b) Select a camera window in area @ and then double click the camera or group in area (3
The camnera or group will be added mio the selected window. One camera m the same scheme
cannot repeat. You can chick the nght-click menu “Clear™ m area (3 to remove a ungle camera
or chek 10 remove all the cameras

¢) Chick “Apply” 10 save the setiings

»  Start Sequence View

. A oo '
Go to live preview miterface and then chek to pop up & window. Set the dwell tune m the

wmdow and then chck B

to start scheme view m sequence. Double click the sequence
. 5
wiew inferface to pause the view: double chck agam 1o restore the view. Click to stop the

A L2

Note:
You can set the secondary output presiew if the NVR has dual outpats, Refer 10 the mterface an

shown below,

40



Live View Introdd NVR User Manal

Check “Dwell™ and then set scheme view m sequence of the adjuvant output. The setting steps
are sionslar to that of the mam owtpat

Set quick sequence view if “Dwell™ 1s not checked. The sething steps are as follows

11 Set sereen mode by clicking the relevamt buttons on the 100l bar

4} Select one window ad then double click one camera or group 1n the hist

I Chick “Apply™ 10 save the setiings afier adding cameras or groups 1o the windows

For the device wath nmiti-output mode and Al mode. the secondary output will be unavmiable

after Al mode i ennbled If you want to emable secondary output. please chek
Start=?System=2 Output Settings

My Orumgndt n‘ )

5.3 POS Settings

1 Chick Stagt=2Senings =2 Basic =2 POS Settings 10 2o 1o the mterisce
2 Enable POS and chick “Counfigure” under “Connection Settings” 10 go 1o the following
micriace. The connestion way mnchudes TCP Listen, TCP Chien, UDP and Multicast

1 Enter IP address of the POS you want to sdd

4 Checdk “POS port” amd then enter POS port
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5 Select the POS protocol
8 Check “Tngger Camera™ and click “Configure™ under 1t to bund POS fo the camera. One

POS can be bound to nmitiple channels. but one chanmel can oaly be bound to one POS

Click “Configure™ undsy “Display Settings™ 1o set the general settangs, the position and

display color of the POS mformation. Set the starr charscter and the end chamcter and dasplay
titne-out penod m the general setmmgs mterfice. Drag your mouse 10 st the position of the

POS miormation w the display posttion imerface, Then chick “OK" 10 confirm your settings
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Chick the "Dusplay Color” tag and then choose the color you want to dusplay on the screen
Multi-color can be selected st the same tume. In addition, print method and preview duplay
can be set here. If “Preview Disglay™ is enabled, the POS contents can be desplayed on the live

Yiew pln){mck mterface

& Select the encoding formmat ns needed
Choose the manufacturer of the POS device
@ Chck “Apply™ 10 save the settings and then the transaction information wall be displayed

on the preview image i real-tune,
Oune POS s bound to one canera:

(@
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One POS » boand to multiple cameras:

5S4  Preview Image Configuration
S54.1 OSD Settings
Click Start=?Settings 2 Camern 2> lmage FOSD Settings 10 20 10 the interface 55 shown below
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Select the camem, enter the camem nmne (or double click the camera name i the camera lis1 0
change the camera name ). enable or disable the name and time OSDs (if emabled. dmg the red
name and time OSDs dircctly m the mage view aren to change the OSDs” desplay position) and
select the date and time format (240 ocl2h is optional). Addstsonally. water mark can be
enabled or disabled here. Having enabled the water mark function, you can enter the
nformation of the warer mark as needed. Finally, click “Apply” to save the settings

54.2 lmage Settings
Chck Start=2Settngs2Cunern—2lmage—2Image Settings to go to the folloning mterface
Select the comern and then set the bnghtness, contrast. saturation and bue of the camemn. Chick
the "Advanced™ button or . m the camem list on the nght side of the uterface to pop up
the “lmage Adjust™ msterince and then set the relevant setting ttems. Please refer to $.4.5 limge
Admstnc for detmied introductions of these 1tens

You can chck “Default™ to restore the image settings 1o the defanlt factory settings
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543 Mask Settings

Some arcas of the image can be masked for pravacy. Up to four mask areas can be set for ench

camera. Click Start>Settmgs > Camera=2lmage>Mask Settings to go to the mterface as

shown below

Select the camern and enable the mask. Click the “Draw™ button and then deag the mouse on
the mmage area 10 set the mmsk area: chick the “Delete™ button 1o delete the mask areas; clack
“Apply”™ to save the settings

5.4.4 Fisheye Settings

Sote models muy not support this function
Click Start=Settings ?Camern 2 limagePFisheye Settngs 10 go 10 the meerface as shown

below. Select the camera and the mode of fisheye and mstallation
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545 Image Adjustment

Go o hive preview miterface and then clck m button ot the wol bar under the camern

wmdow 10 go 1o the mage adjustinent mterface

# Image Adjustment

Select the canern and then click *Timage Adpistment™ to go fo 1mage admstment tab. Refer 1o
the above picture. Drag the shder 1o set the camern’s bnghtness, contrast. satumation and luse
c. Clhck

valune. Check sharpen, wide dynanuc and denotse and then drg the shider to set the v

Detault™ to set these parameters to default values, The mtrodactions of these parameters are as



o

follows:
Boghtoess It 15 the baghaness level of the camen’'s smage.
Contrast It 15 e color difference between the bnghiest and darkest pans
Saturation It 15 the degree of color pumity. The color 15 purer, the umage 15 bnghter
Hoe It relates to the total color degree of the mage
o Bt relates o the resolutica level of the unage plane and the sharpoess level of the

image edge

The wade dynamic range (WDR) fenction helps the camsen provade clear mmages

Wide D even under back hght cocumstances. Whea these are both very bnght and very
dagk areas smultaaecusly in the fiedd of view, WDR halances the baghtness level

of the whole smage and peovade cleas wnages widh detauls

Decrease the Dosse aad ske the wnage moee Socough hauqﬁnhed-

make the nowse reduction effiect better but # wll redhace the image resolston.

Whate Babmce Adyust the color temperatese according %o the esvronment astomatucally

HLC. lowers the brightess of the entive image by suppressing the braghtoess of
the mage's baght area and reducing the sae of the halo wea

BLC BLC: If enabled. the auto expossre will activate accoedmg to the scene so that the
object of the smage n the darkest area will be seen clearly
g::‘ 0%, 90°_ 180° or 20° can be selected. (Ouly some cameras support thas pattern)

Image Missor Turn the cumrent vdeo unage honzoatally

Image Fip Turn the cumrent video unage vertically.

Hagh frame rate mode, of = ot enabled, the frame rate of the camen’s mamn stream

can be set 10 1080MT20P ) SOINE AT thas mode
“Amo” o “Amo” = pan

sstomatscally adjusted accoeding to the actual stuation. If “Mamsal” 15 selected,

the gaes value shall be set manually. The hagher the valoe 15, the baghoer the sage

1

Infrared Mode Choose “Auto”, "On” o "Off” as needed.

M"Am"u‘m-nludmu.hwuﬂm&

- »dusted

D"” l‘ Niga Choose “Auto”, “Day”, “Naght” or “Timung™ as needed

mm "M'.'Wu'ﬂfmk“((ﬂyugmmﬁ
Mode maode )

Note: The above-mentioned descriptions of the umage parameters are for reference oaly. The
cameras made by different manufacturers may have different parameter settmgs.

#  Lens Control

Select the camera and then click “Lens Control” 10 go to lens control tab. Click [N o [l
to adjust the zoom and focus parameters of the camera’s lens, Click “Save™ 1o save the settings,
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The mtroductions of these parmmeters and buttons are as follows.

Chek - -wmn-‘ouhmgc

I masual mode 1 selected, focs buttom & “Ooe Key Foom™ &
“Day'mght mode ywitch sutofocm” wall be availsble, of avto mode »
selected the same suterval setup will be avatlable

Clck - / - 10 mcrmase'decrease the focal lrngth

Chek ot w0 focun wstantly
Day'mght mode i checked. the Jeon will focos attomatically when the camers & swichung
wwach ssedocus day/mpln eode

It = the tune mierval whes caers lens v suso-focusmg. The oserval can

Vi Mot be set m the drop-dows list

Note: if the leus of the camern connested to the NVR s fixed, the lens control fimetion 18
unavaslable

o
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6 PTZ

6.1 PTZ Control Interface Introduction

You can control the [P dome or PTZ winch conmects 1o the IP camern for PTZ control
Clack n on the 100l bar a1 the bottom of the live preview window 10 go to the PTZ control
interface #s shown below

SrevEsa el

The direction. zoom. focns, wis and speed can be cousrolled m the small PTZ control window
Right chick the PTZ speed dome camern window and select “PTZ Control” o go to the PTZ
coutrol panel as shown below

Introductions of the buttons on the bottom night of the mterface
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e M- MR- R RN -N- B

o sotate She done Chek - 10 sdop rotating the dowe

Chck - / - to xoom m / out the camera msage

Batson
f = oo ] cick [ ¢ I iocresme / docrmase the focal length

Chek - ! - 10 merrane [ decyease the win of the dome

Deag the shider %0 adpst the rotating speed of the dame

/ ! Clck ..' !wmqumwh
. Clek -,' -wm.'mum,qm
B Chck o 4o retum 10 Be kve geeniew uterface

#  Analog Joystick Coantrol

The analog joystick oun the left side of the mterface provides qusck PTZ control. The dome or
PTZ will rotate when you dmag the mmalog joystick. The fasther you dmg the analog joystick
from the muiddie of the image. the faster the dome or PTZ rotates. The dome or PTZ wall stop

rotating when you stop dmggmg the analog joystick.

= 3D Coutrel

Chick the camera nmage on any area nid then the image will be centered on the clicked pomt.
Refer to the pacture a shown below. Dyvag the monse from A to B to get a green rectangle snd
the rectangle area wall be zocamed m
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Refer 1o the pacture as shown below, Drag the mouse from C to D to get a green rectangle and
the rectangle aren will be 200med out.

»  Advanced 3D Coatrel

Dounble click the left button of the mosse 0o any area of the caners nusge and then the unsge
size will be doubled and centered on the clicked point

Press and hold the left button of the mouse on auy ares of the camen image 10 zoom m the
unage; peess and hold the nght button 10 200m our the mssge

Move the curser of the mowse to the camen wnage and then slide the seroll wheel of the mouse
forward 10 zoom m the image, slide the scroll whee!l of the mouse backward 1o 200m out the

inage,

#  Preset Settings

Click “Preser™ to go to preset opertion tab and then click “Add"” to pep up » window as shown
below. Select the preset and then cuter the preset saane in the window: finslly click “OX™ 10
save the settings. You can add 255 presets for each dome ot most

Adjost the dome's direction and then click “Save Position™ to save the cusrent preset position

(you can also click moother preset in the presst list and then save the preset position afier

adyusting the dome's durection); clsck m the preset list to call the preset; chck “Dedete™ 10
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delete the selected preset
You can also go to preset setting mterface for preset settmg, see 6.2 Preset Setting for detals

#  Cruise Settings

On the nght panel, click [+ §0 10 cnuise operation tab and then clsck “Add™ 10 pop up a
wimndow as shown below left. You can add § crusses for each domie at most

L Enser the crmse name in the “Add Cruise™ window and then chick ~Add preset™ 1o pop up
the “Add Preset” wandow (Before adding preset 1o the cruase, please add preset of the dome
first)

Z) In the “Add Preset™ window, select the preset nume, preset tune and preset speed and then
check “OK™

D ln the “Add Crasse™ window, you can click n to reselect the preset, then change the

preset tune and speed. Chick - to delete the preset. Chck “Add™ to save the cruise

Clck - 10 start the cruise and ¢click n o stop the crmse in the crase list of the cruise
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operation tab: chick “Delete™ to delete the sefected crune
You can also go to cnuse settmg mterface for cruise settmng, see 6.3 Cnnse Setting for detmls

»  Cruise Group Settings

Om the right pasel, click [~ ™ 20 1o the cruise group serting tab, Chck ~“Add™ 10 add » cruise
group as shown below

In the “Add Cruise” window, select the crmse line nmne After that, chek “Play™ to play the
crunse lnes m sequence

#  Trace Settings

Om the right panel, chick [ - N 20 1o the wace setting tab. Click “Add" to add the trace e
Then click “OK™ 10 save this nmpe. Plewse refer 1o the following picture
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After that, chek “Start Record™ to record the trnce, Then chck “Stop Record™ to fumsh

reconding Click - to play the recoeded trace. Clck - to delete the trace

6.2 Preset Settings

Click Start=2Settmnps ?Canera? PTZ D Preset 1o po 10 the mterface ss sbown below

»  Add preset

Seleet camenn and then chick “Add™ 10 add preset; or click - in the camera st on the righe
+

1o

side of the nerface 1o display the preset mformation of the dome and then click
add preset. The operations of the “Add Preset” window are similar 10 that of the PTZ control

interface; please see &1 PTZ Control Ierface lutroductiog for details
»  Edir preset

Select camern and preset. You can enter the new mame of the preset and then chick - 10
save the new preset nmme. Adyust the rotating speed, position. zoom, focus and ins of the preset
and then chick “Save Position™ to save the preset.

»  Delete Preset

Selecr camenn and preset and then clhick “Delere™ 10 delets the preser

6.3 Cruise Settings

Click Start?Settings 2 Camern 2 PTZ S Cruise to go to the interface as shown bedow
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s Add Cruise

Click - iy the camern hist oo the "ﬁ“ sade of the imerface o display the cruise mformation
of the dome and then chick 1o add cruse. The operstions of the “Add Cruise”

window are ssmilar 1o that of the PTZ control mrerface; please see 6.1 PTZ Coptrol lnscrface
Lutroduction for detasls

»  Edit Cruise

Sclect the camern nod crwise m the “Crmse™ mierfsce. Enter the oew crusse name and then
chick to save the cruise name. Click “Add Preset”™ to add preset to the enuise. Clack

1o edit the preset. Click - to delete the preset from the emise. Click one preset in the preset
last and then click to move down the preset and chek to move up the preset. Chck

10 start the crusse and chek to stop it

#  Delete Cruaise

Click - in the caners fist oo the nght side of the inrerinee 1o display the emiise mfonmation

of the dome and then chck on the top nglt comer of the cruise to delete the crmse

6.4 Cruise Group Settings

Click Start=?Settngs ?Caniera 2 PTZ 2 Cruise Group 1o go 1o the interface a5 shown below
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»  Add Cruise Group

Click "Add Crusse™ to add the crnmse. or chek - to extend the cruxse It and then chck
to add the cruse. After that. click “Play™ oa the left panel as shown below to play

the crmse lmes m sequence

»  Delete Cruise

In the cridse list, click - 1o delete the cruase

6.5 Trace Settings

Click Start=?Setmings D Camera P PTZ FTeace to 2o 1o the meerface us shown below

» Trace Record

Select the PTZ camera and then click “Add” or exicod the IPC miormation by chcking -
and then chck 10 add a trace mame. After that, chek “Start Record™ and mave the
speed dome to clange ity posstion and set ity trnce. Then chick “Stop Record™ to complete the

trace recond
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#  Play or Stop Trace

Select the trace and click - to play the tmee: clxck n to stop the trace

»  Modify the Trace Name

On the lefl panel, eniter new trace nume and click . 1o modify and save the trace name

#  Delete the Trace
Clck - 10 dedete the trace, Or put the cursar on the trace name (nght panel) and then E

wall appear on the nght comer of the trace name: chck it to delete thes trace.

6.6 Task Settings

Click Start=2Semings P Camera P PTZ P Task to 20 to the mterface as showa below
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6.7

1 Select 2 PTZ camem

2} Select funchion, such as preset. cruise, trace. mndom scanning. etc.

X Sclect n name, such 55 preset name, Cruise nane, eic

4 Select the start and end tune

5 Chck “Add™ 10 add the task

& Chek - to extend the tasks of the PTZ camers, Click . beside “Enable™ 10 ennble
the task. Aficr the task s enabled, the PTZ camens will stant the specific task nt the specified

tine

Smart Iracking

This function is only available Tor Al FTZ camera. Please add the Al PTZ camers to the
NVR first, Then this function will take effect.

Smart Tracking: When people or vehicle cross the alarm lne or mtrude the predefined aren
the PTZ camera can sutomatically track them and the twget tmage will be smtomatically
zoamed m and centered on the screen unnl the target dmappears on the saroen. After that, the
PTZ camera will returnt to the tracking start position

To set smart tracking
l. Chick Settings 2 Camera—=Smart Trackmg to go to the smart tracking mterface
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2. Select the unckng mode and set the sull fime & needed

Teacking Mode: PTZ Awto Tencking Pronty or Mamual PTZ Coatrol Proaty can be
optional

PTZ Tracking Priocity. if thas mode s selected, after enabling “Tegger tack™ m one of the
following events, you casot control PTZ by clicking the buttors on the PTZ control paned in
the live view interface

Manual PTZ Control Priority: if this mode i selecied, afier enabling “Togger wack™ n one
of the following events, you can control PTZ by clicking the buttions on the PTZ control panel
m the Hve view uerface during the process of smart tracking. After you ssop controlling for §
seconds, the PTZ camern will retum so the pre-defined desection area and start tracking again
when desscting o target

Still thme: If 1 15 cnabled and the time s set, when the trget stops or hides behind an obstacle,
or the target tracking is complets aod there is no target appeanng i the detection area dunng
the set time, the PTZ camem will retum 1o the tracking staet position. Of course, durtog this
timne, if there are targets moving, the PTZ will contmue wacking. If it i not enabled, when the
target stops of there is no target appearmg m the detection arsa for § seconds, the PTZ camera
will returmn 1o the start tracksng position

For exammple: 10 the crossroad, if & car is waiting for the red light for 30 seconds, snd the still
time 15 set as 20 sexonds, tien tie tracking will stop following: but if the still time i st as 40
seconds, afier the red light stat 1o change mio green light, then the car re-stant 10 move. and
the PTZ will keep on tackmng this car

3. Click Sertmgy>AlEvent2Al Event. Select the Al PTZ camera and the event as nesded
(Lane Crossmng Intrusion). For example: mtrusion
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4. Enable the event. set the rule and then chick "Locked™ This button wall be changed 10
“Unlock™. Now the PTZ control panel m the above interface will be activated. Set the detection
area by chckmyg the derectronmal buttons m the above mterface. After that, chck "Unlock™ 10
lock the detection aren

Note! The PTZ munt be locked, or the unart trackmg cannot take effect

§. Click "Draw area™ and then draw the intrusion region on the screen. After that, check
"Tngger Track™ and chek “Apply™ to save the settings

6. Set the detection target

7. Chck “Apply” to save settmgs
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7 Record & Disk Management

7.1 Record Configuration

7.1.1  Mode Configuration
Please format the HDDs before recording (refer to 74,1 Disk Management for details). Click
Start > Settings?Recornd ?Mode Settings to go 1o the mode settings mterface. You can set the

record time under the “Mannal Record Settings™ and then click “Apply™ to save the settings
There are two record modes: auto mode and nunual mode

Auto Mode

Movion Record. Motion alarm recond will be enabled when motson alanm happens

Sensar Record. Sensor alarm record will be enabled when sensor ulurm happens

Movion Record+Semsor Record: Motow'sensor slanm  record will be  ensbled when
motion sexsor alarm happens

Abways(24 x 7) Record+Motion Record: Normmal recond s enabled all the tume: motion alann
record will be started when motion alanm happens

Abvaysi24 x7) Record+Sensor Record: Normal record 1w enabled all the tune; senvor alanm
record will be started when sensor alarm happens

Abwvays(24 x7) Record s Maotion Record+Semnsor Record: Normal recard s enabled all the time:
motion'sensor alarm recond will be esabled when motion sensor alarm happens

Always(24 x7) Record+ Motion Record + Semsor Record + Al Record: Normal record 1s
enabled all the tine; Al record will be cnabled when Al event happens

You can sdd more auto tsodes on aalytics record. Click “Advanced™ 10 pop up & window s

&2
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shown below. Check the modes 1 the wandow snd then chek “"Add™ to show the modes m the
recocd mode list (in the window, the checked modes can be shown m the recond mode list winle
the unchecked modes cannot: you shall check “AJ Record™)

Select one uuto wode 10 pop up the comresponding window. Set the cocode, GOP. resolution,
FPS, bitrste rype, quality, nsax bitrste and andio of each caumners and then click “OK™ 1o save
the settings, Please adjust the parnncters sccording 10 the actsl condition

Video Encode: the avatlable optioas will be H 2655, H.265+, H265 H.264S H264+ and
H.264, If the conmected 1P camern dossn't support H265s, H26%+, H263S, H264+, the
comresponding options will pot be shown

Resolution: the ligher the resolumon 18, the clearer the mage 18

FPS: the higher the frame rate 18, the mors fluency the video 15, However, more storage roou
will be taken up

Bitrate Type: CBR and VBR are optional. CBR means that no matier how moch changs 15 seen
i the video scene, the compression bitrate will be kept constant. VBR means thar the
comprsssion betrate will be adjusted nccording scene changes. For example. for scenes that do
not have much movement, the biteate will be kept at a lower value, Thas will help to optimize
the netwock basdwidth

Quality: When VBR 18 selected, you need 1o chooss image quality. The higher the image
quality you choose, the more bitrate will be reguired

Max Bireate: AIKbps ~10240Kbps are optional

GOP: group of picnares

»  Costomization Mode
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i the custonmzabon mode s selected you need to set the record schedules of each camera. See
7 1.2 Schedule Settings for detasls

In thas mterface, you can alw set the record penod of the manual record m the hive view

mterface

7.1.2 Schedule Settings
- Add Schedule
Click Start =2Settings 2P Record =2 Mode Setting 10 20 10 the mode setting inerface. Then select
“Customization”™ mode and chek “Schedule Management” 10 set the schedule as shown below
"24x 7. "24x 5" and "24 x 2" are the defnult schedules: you camnot edit or delete *24x T
whide 24 x 5" and “24 x 2" can be edsted nnd deleted. Clack the schedule name to display the
detailed schedule mfonmation on the left sade of the ierface. The seven rows stand for the
seven days i » week and cach row stands for 24 bowrs in & day, Blue stands for the selested

e and gray stands for uaselected time

a4
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Click “Add"” 10 add a new schedule. Refer 1o the picture below

Set the schedule name nnd scheduls time aod then click “Add” 1o save the schedule. You can

set day schedude or week schedule n add buron; E dslete button

# Set Day Schedule
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Clack ﬂ and then drag the cursor on the tune scale to set record tune; chek m and then
drag the cunor on the tuse scale to delete the selected area

You can mssmally set the record start tune and end tune. Chck ﬂ o1 B and then click
“Manual™ on each day to pop up a wmdow as shown below. Set the start and end tune m the

wimndow mnd then chick “OK" to save the settings

Click “All" 1o set all day recordmg: chick “Reverse™ to swap the selected and unselected tumne
i a day; chck “Clear All™ to clear all the selected area tn a day
Click “Copy To™ to copy the schedule of the day to other days. Refer to the picture below

Check the days i the window and then clack “OK™ to save the settmgs

X

#  Set Week Schedule

Chck B ot E anel then chek “Manual” besade B to set the week schedule. Refer to
the picture below, Set the start and end tune, check the days in the window and then click “OK™

10 save the settangs
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Clack “All™ to set all week recording: click “Reverse™ to swap the selected and unselected time
m a week: chek “Clear All™ to clear all the selected ares 1n 2 week

7.1.3 Advanced Configuration

Click Sturr=2Setungs2?Record * Advanced 10 20 10 the following mrerfacs. Enable or disable
cyche recond (eyvele record: the earliest record data will be replaced by the latest when the disks
are full). Choose the record stresm. Set the pre-alanm recond time, post-alaom record time mnd

expiration timne of cach camera and then click “Apply™ to save the settings

Pre-alarm Record Time: set the e 10 record before the actual recording begins

Posi-alarm Record Time; set the time 10 record afier the actual recanding is fimshed
Expiration Time: sct the expuation time for recorded video If the set date is overdue, the
recorded data will be deleted awonmtcally

Encode Parameters Settings

Click Start=2Settings?Record 2 Encode Paramesters 10 go 1o the interface as shown below. Set
the encode, resolution, FPS, GOP, bitrase type, quality, wax bitrate and sisdio of nsain stream
for each cnmers m “Event Recording Settings™ and “Schedule Recording Settings™ uterfaces

Addstionally, the recond sub stream of each camera can be wiewed, Chick “Apply" 10 save the
sertings. You can sef the record stream of cach csnwrs one by one oc st them i bolk for all

CAINTTRS
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7.3 Record Mode

7.3.1 Manual Recording

Method One: Click E on the tool bar at the bottom of the live preview interface to enable
recording of the camera

Method Two: Go 1o live preview interface and then click the nght-click menu “Manually
Record On™ m the camera window or click E on the tool bar under the camera window to

Nowe: Click Suert enings PRecord PMode Semtings and then ser the menual record thwe in e

Interface. Click “Appiy ™ 1o seve the semtings

73.2 Timing Recording

Timing Recording: the system will record sutomatically according to the schedule.
Set the timing record schedule of cach camera. See 7.1.2 Schedule Settings for details,

7.3.3 Motion Based Recording
Motion Based Recording: the system wall start motion based recording when the motion
object appears in the setup schedule. The setup steps are as follows:
@ Set the motion based recording schedule of each camera. See 7.1.2 Schedule Settings for
details.
@ Enable the motion and set the motion area of each camera. See ]1.2 Motion Alang for
detmls.
The camera will start motson based recording once you finssh the above settings.

7.3.4 Sensor Based Recording

@  Set the sensor based recording schedule of each camera. See 7.1.2 Schedule Settings for
detmls.

@ Set the NONC type of the sensor, enable the sensor alanm and then check and configure
the “Record”. See 11.1 Sensor Alarm for details.

7.3.5 Al Event Recording

(D Set the mtelligence recording schedule of each IP camera. See 712 Schedule Settings for
detals.

@ Enable the intelligence detection (object detection, exception, line crossing, intrusion or
face detection) and draw alert surface or waming area of each IP camera. See 9 Al Event
Management for details.

The camera will start Al recording once you finish the above settings. This function is oaly
available for some IPCs.
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74 Disk
74.1 Disk Management
The HDD can be plugged m or pulled out when the NVR » on. When the HDD s 1 abnosinal

status, the abnorns] ifonnation wall be prompted on the screen (such as *“No HDD™, “Ouly
read”™, “Unformmatted”, ™ The HDD 1s umavaslable™, eic.)

#  Duk Management

Click Start=2Settings = Dusk 2 Disk Managemuent 10 go 10 disk management uterface. You can
view the NVR's disk mumber and dink status and o oo m the mterface, Chck “Forust™ 1o
format the HDD

Data Encryption

1 Click “Data Encrypt”
2! Enter the ssemnmne and password sused o log m the NVRE. This nsermmmne and password

shall have the permussion of disk mansgerient

3 Check the disk you want 10 enceypt and then enser the password

Afier you encrypt the data of a dik, this disk cannot be read by other NVRs unless it 15
unjocked.

ta Decryphoei:
1 Click “Cliange Encrypt™

2 Enter the username and password used 10 log m the NVR. This user shall have the

penmission of daisk mansgeinent
3 Check the disk you want 1o decrypt and then empty the password

@ Click “Close Encrypt™
Unlock the disk: when one sncrypred disk is transterred from another NVR 10 this NVR. it
will be in locked stanw. Then you can selest this locked disk and click “Unbock™. After you

etter the password of its data cocryptioal, its status will be “Read Only”. Now you can read the
data of this disk but it cannot be wnitten anything,

Some 1wodels may not support RAID finction. The settings of RAID are as followings, Pléass
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skip the settings of physical disk, arvay and disk mode if the NVR doesn't support thas funchon

- RAID
1! Enable RAID
(Go to Start =2 Settings =2 Dk Disk Mode)

2 Create an array. (Go to Start=>Settings D Disk = Physical Disk)

a. Clack “Physical Disk™ tab snd then click “Create an array”™

b. Enter the user name and passwocd which has the anthonty of Disk Mamagement, If you
doa’t haye one. you can use the wier name and password that you logm systemn (the default
usernanse: adiun)

¢, Enter armay nmne and select armay type (hke RAIDS)

d. Scloct pbiywcal dsk

I you have 16 disks, please check 15 disks. The remaming one should be set 10 a hot spare
If lagher data secunty 1 needed. yoa can decreane pliywic disks and increase hot spare disks
Please set them as needed.



Record & Disk Manngement NVR User Manal

¢, Select a hot spare.  In the physical disk interface, select the disk that is not m the array and

chck NS as shown m the following pictures

RAID Rebanlding

If ooe of your disks is broken. the disk indicstor on the front panel will e red. OF course, a
waming tip will pop up if the relevant HDD exception alarm is set. You need to rebwild the
RAID afier you repiace the broken disk with o new one

Dunk Manmgemen: Phyaacal Dend Ciak Mode

Clck the shove ccled icos s then select e pliywacal dak 10 erbauld
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4.

o8 B Cowe |

2 Storage Mode Confignration

Click Start > Settings 2 Disk = Stomge Mode to go to the mterface as shown below

For example, there are all fowr dask groups. By using disk group, you can comespond the
camera to duk (the recond data of the camera m the group will be stored mto the disks m the
sazne group). The NVR with e-SATA mterface supports ¢-SATA recorbing

The added disks and cameras wall be added into group one sutomatically. The desks and
crmeras in the groups can be deleted except group one (select & disk group and then click

on the top gt comer of the added disk or camer to delese ot from the group ) The deleted
dasks and cauneras will be moved into group one automatically

Each group can add the disks and camseras from other groups, Each dask and camera can only
be added mto one group. Select a disk group ad then click + w the disk or camera
row to pop up a window, Check the disks or camems i the window and then chick “Add™

For the model with 2 or 4 HDD slots, BK group enn be added as shown below



Record & Disk Manngement NVR User Manal

Click 1o sdd the backup HDD. After acconmst verificstion, select » HDD und dhen
this HDD will be removed from the normal group 1o the backup group. Sismltancously. it will
be forvated Plenss back up all data of this HDD m sdvince when you want 10 remove it 1o
the backup gwroap

You cann add cameras o this HDD. The added camerns can exist nnd be recorded both in one
HDD of the nornsal group and the backup group

Note! Each HDD anly can exist tn one group

743 View Disk Informsation

Chick Start—2Settings2?Disk2View Disk Information to view the HDD information: chck
“SMART Information™ to view the working status of the HDD (refer to the proture below):
clack “Health Statun Check™ to check the western digntal purple danks’ health status

In sddinon, you can view the plugging-in or pulling-ouwt details of the HDD from the logs to
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check whether somecne moves your HDD or not, Clack Start =2 Settings > Systein—=>View Log




8 Playback & Backup

8.1 [Instant Playback

Click D on the ol bar st the botiom of the preview cmners window 1o play back the
record {click [ cn the tool bar at the bottom of the live preview interface to set the defuslt
playback tune). Refer to the picture below, Drag the playback progress bar to change the
playback toe. You can also chick the nght-click menu “Instant Playback™ o the camera
window and then set the matant playback tune 1o play back the recond.

8.2 Playback Interface Introduction

Click . on the tool bar at the bottom of the five preview wrerface or click Stan=?Playback
1o go to the playback interfiace as shown below (click . on the tool bar at the botiom of the
live preview interfacs 10 set the default playback time),
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On the panel an the nght you will see the channel number and the recorded data coded by coloe
The bar that nms across them represents the playback time bang viewed. Yon can move thas
bar around fo export. lughligivt a section of the desered recordmyg. click export and follow the

prompes. You can expon single or multiple channels at the same tume

The added cuneras wall playback theer records n the playback meerface amtormatically You can
also add the playback camern mansally. Click i the playback wandow 10 pop up the
“Add Camenn™ window, Check the cameras m the window snd then chck “Add” w add

playback camers. The system supports & maximsin of 16 synchronous playback camerns

The buttons on the tool bar {area 30) ut the botmom of the playback interince are introduced in

the table below

Mesntug

-

Staet bunen. Cleek @ 00 pop up mes

Full screen button. Chck # %0 show &l scroen. chok it agam 1o oxit the Sl
oo

Scrven deplay mode batson. 14916 scrven deplay mode can be selecied
(dependey oo saodels). = sdlibon, B playback channe! will be swached by
contmnows selecuon of the same screen doplay mode. for example. after
wlecting 1-scroem dusplay mede. chck Gas mode agam ad then e comment
plavback chanse] will swach w0 the next playback channed

OSD ON bostess Click of 1o enable OSEY clack o agaen 10 &salile OSD

Quuck chanee! selecton button

Swp lumoe

oooe B (=@

Rewnod bunon. Chek ot 10 play video backwand
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Meaning
Play button. Chek 1t 10 play wdeo forward
Pause batson
Slow Play busson. Chick it to decrease the playng speed
Fast Play bumtces. Clack it to increase the playiag speed

Previous frame beson. It works only when the forward playing 15 paused m
sagle screen mode

Next frame button. It works caly when the forwasd playing » paused in smgle
screen mode

Chek = 1o step backward 30s and chick 10 step forward 305

Click o1 10 eater the sman playback mserface

Event hst'tag button. Chck it to view the event recoed of
mamual'schedule/sensor’ motion and the tag nformation

Watenmark button. Clack o 10 enable watenmuark, chick if agasm to disable
watermark

Open'close POS mformansca

a Backup buttom. Drag the mowse on the ime scale 1o select the tume penods

and cameras, and then chek the bution 1o back up ®e secosd Backup
status button Chek ot 10 view the stadus.

. Back bumen. Chek 1t 10 seurn

Note: Some models may not support face search and face smart playback

Introduction of area @

Meaning
Chck # to go to the mtelhpent analytics mterface

Button
Click o 1o go to record search aad backup sesface, see §.4 Record Search
Plavback & Backp

for detasls.

Chck o to go to live preview miterface. soe Chapter 5 Live View
Iatroducticn for detasks

Click on the playback window to show the tool bar as shown m area 3 nght click on the
wmdow to show the menu hst. The tool bar and menu list are introduced 1 the table below.

Button Menu List Aleaning
_- - Move tool. Chick 11 10 ssove the tool bar anywhere

Chek 1t to enable audio. You can hsten % the camera andio by
enabling ando

ER | sostie ausse
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B

Soap Click 1t 1o s

Chick 1t 10 po 0 O 2000 o uiesface. The 2ooen 1 ssterface »
sumnlar vo that of e caners wadow m the hive prevew mmterface

@ 7 Is Chek - %o pause the vecord playng; chek u 1o play the
o recond. Wihess the recond s paused w flwwand playing mode. you
o chek nw\wﬁrprv\wﬁ-nddxl o

wew the next Sane

Click it 10 244 tag Yoo cus play back the recond by seanchung the
Add Tag added tag. Click ot and then entey the tag name w the popup
window Chek “Add™ 10 2dd tag

Click 1t to swatch the plavback camera. Click ot and them check the
camsern s (he popup window Click "OK™ 10 change e cariers

Close Camera Click 1t 10 close the playback cmera

Switch Camera

ga| o

Ieroduction of area @

Click - 1o sst the dute, chek . 10 set the tine und then the playback camers will play
the recond from the tine you set. Yoo can check the recond type as required for recond playback;
first you should click on the toal bar at the bottom of the mterface to clear all the playback
caners, (hen check the record type l- manual recond . seusor based record
wotion based record, . schedule record (’ﬂ Al record. POS recond, if you waal view
the detailed st playback icons, click ' 1o switch, as shown below). Finally, click - n
the playback window w add camern for playback (the record tine scale will show the record
data of the checked recond rype valy after the sbove operations)

Introduction of the record time scale (area 5)):

A tool bar will appear after moving the mouse to the recard tume seale. Click - - 10
zoam the tunehne: clsck to recover the timeline to 24 bowrs” mtio. Drag the tunelme or
shide the scroll wheel of the mouse on the time scale to show the hudden tune o the top or
bottom of the tmeline. You can also click n to show the hidden time oo the top of the
timsline or click n to show the hidden tune on the bottom of the taneline. Drag the slider
at the bottom of the time scale 1o show the hidden playback cameras

The record time seale shows differeut record types with different colors. The green block
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stands for manmal record, red block stands for sensor based recoed, yellow block stunds for
motion based reconl. bine block stands for schedule record and cyan block stands for
mtelligence record. Chick the record biock to set the tune and then the playback cansera wall

play the recond from the tume you set

Backup Introduction

Insert the storage device mto the device. Diag the color block on the tume scale to select the
backup neea and then nght clack the area or click 1o pop up » backup wfonation window
Click the "Backup” button m the wiwdow to pop up the backup wmdow. Select the device.
backup path and backup format and then clack the “Backup™ button.

In the backup window. you can select backup path and format. Then clxck “Backup”.
Backup format: Private, AV] or MP4
Please select "Encryption™ or *No Encryption”™ as needed. After that. clsck “OK”™

Delete the vadeo record of backup disk group
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In the plavbock mterface, click a 10 select the backup disk group. Then use the kefi wouse buton
to drag on the timetable 10 select the records you want o delese, Then night click and select [Delere]

to delete it

8.3 Smart Playback

In the playback mterface. click n to go %o the smart playback interface as shown below

The descripbions of buttons in the smart playback inderfnce

Bultes Desription
‘ Full screen motios bumon
l l Draw g Yo can seaech the secoed of moness desectscn i the pre-definsd

s
Deaw koe You can search the secoed of crosany the boe after drawesg Se

lme
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Butten Description
- Draw quadnisteral You can search the record m this quadnlateral after

drawng #
Search by face
Search by beense plase sussber
Search by buman/veluche attributes

Plavhack seetings bution

E Return bution. Chck to retum %o the previows mterface

8.3.1 Smart Playback Settings

Clack to set “Motwon Face Velucle video playback speed™, “Ordinary video playback
speed™

You can disable “Common™ to view motion face vehicle vadeo playback i the nght comer of
the smart playback interface

8.3.2 Smart Playback Based on Motion Detection

®  Smart Playback by Drawing Grid

Clack l and draw a rectangle 1 the desired area. Then the system will automatically search
the record files of thas area. The cyan blocks indscate that there are mtelligent recording files
Move the cursor to such block and click to play the record

®  Smart Playback by Drawing Line

Click and draw a line in the desired arca. Then the system will automatically search the
record files about crossing this line. The cyan blocks indicate that there are intelligent
recording files. Move the cursor to such block and click to play the record
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®  Smart Playback by Drawing Quadrilateral

Click . and draw o quadimngle i the desired area. Then the system wall antomatically search
the record files of thae aren. The cyan blocks indscate that there are mtelligent recoeding files.
Move the cursar to such block and chek to play the record

833 Smart Playback by Face Search

Before startmg this function, the face recogmbon function shall be enabled. Please see Face
Recogmuition for details. If your device doesn’t support such funchion, please skip the following
mstructions

@ I the smart playback mrerface, ¢lick n 10 pop wp the following window.
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1) Set similanrity. The hagher the sensitrvity value is, the lower the searching sccuracy 15, and
vice versa

@  Select tarpets, You can sedect tarpets from recent, face database, suapshot gallery or
external faces

(3 Select search mode. There are two search modes: search by group and search by face
Search by group: Choose “Face Database™ and then chick “Morc™ 1o choose ooe or more
groups

Move the cursor 1o the tine block where the record exists sad click 10 play those records
You can only check “Face™ to vaew the face records
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8.3.4 Smart Search by License Plate

Before starting smart sesrch by plases. please add ANPR camerss first snd enable the LPR
function. Plesse refer 10 License Plate Recognition for detaily

Clck butson to go 10 the following mierface

Select the plate from “Recent”, “Plate Dutabase™ or “Custonuzation™ and then click “Search™ 10
search recorded files und play. Here we take un example of searching plate from “Plate
Dutabase™

Click n 10 choose & group Then plates will be Listed in the table automancaly. Chick
“Search™ 10 play
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8.3.5 Smart Search by Object Attributes
Before searching objects by attnbutes. please enable video metadats functioa of camerax. Click

to sclect the attrsbutes
Select the mtnbutes of uman wotor vehicle non-motor velnche as needed 1o search the resuls

8.4 Record Search, Playback & Backup

The record data and the snapped psctures can be backed up throagh network, USB (U dik or
USB mobile HDD) or e-SATA (only available for some modely). The file system of the backup
devices shonld be FAT32 fonmat.

8S



Playbiack & Backup NVR User Maunal

8.4.1 Search, Playback & Backup by Time sliced Image

D Chck Start=?Search and Backup2By Time-sliced Image to go to "By Time-sliced Inage™
tab. There mre two view modes: by tume and by camera. In the tune view mode, a maximum of
64 caunern thumbomls can be shown. If the camern thnunboail number s more than 64, the
cameras will be histed directly by their camsera name. not the thumbaail A maxunmum of 196
camera names can be histed. If the camers name nmmber is more than 196, the time siew mode

will be disabled und the camer view mode wall be avalable only

i

2} Select one camera n the nterface and then chick the “Open” button

3 Chek the image box 1o play the record in the small playback box on the Jefi side of the
uterface (the box which las msge mside mdicates that the record data exist)

4)  Refer to the picture below. Dirag the color blocks om the time scale to select the record data
and then chick the “Backup™ button to pop up the “Record Backup™ window as shown below
Select the device name, backup format and path and then click the “Backup™ button to start the
backup
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Nace: (f yow bk 5p e record i privare frwat, the syrtew will bock ap o RPAS plaser v USH dovice
wntomutically. Ioe prtvate formas reviond com be played by REAN plaver swts

51 Chek "Playback™ to play the record m the playback mterface (refer to

lutertass ldrodustiog for details). Click “Close™ to close the merface

Tlase Slice Mode Selecting

Method One: Click “Year”, “Month"” or “Day™ button under the recond tine scale 1o select the
time sdice mode. In “Day™ mode, click n u va the lefi'right side of the tioe scale 10

wiew the record of the lastnext day; chick “Minute™ i the “Pichare™ opticn under the tiane scale
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1o select “Mmute” mode (1n “Muowte™ mode, click the tune scale to change the tune of the 60
desplay windows ) and chick “Hour™ 10 select “Hour™ mode

Method Two: Click - beside “Camern Thumwbnal™ on the lefi top comer of the miterfne
1o select the tme shice mode

Method Three: Riglir-click the mouse on any arca of the tune-shced mterface 10 go back to the
vpper wterince

8.4.2 Search, Plavback & Backup by Thne

D Chck Start=?Search and Backup—2By Tume to go to "By Time™ tab as shown below

2 Chick - on the bomom of the imerface 10 add ployback camera. A maasmm of 16
camnsrss can be added for playback. Click “Modafy™ on the top nelt comer of the camers
window 1o change the camern and click “Clear” 10 remove the camern

31 Chek the camera window fo play the recard in the small playback box o the Jefi ade of
the mterface. You cun set the date on the top lcfi of the mterface, check the event type as
requised and click the time seale or click - under the tume seale to set the tume, The camers
window will play the record according 10 the tune and event type you set

4) Drag the color blocks on the time scale 10 select the record data (or click “Set Backup
Time"” on the bottom left comer of the wterface to set the backup start tirue and end time) and
then click “Backup™ for record backup. Chick "Playback™ 1o play the record m the playback
wnterface. Clsck “Delete” to delete the selected record file.

8.4.3 Search, Playback & Backup by Event
Sonse models may support searching POS event
I Click Start=>Search and Backup=>By Event to go to “By Event” tab as shown bedow
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Z) Check the event type m the interface as required:

P Chek - to set the start tune and end e on the 1op Jeft of the uverface

1)  Check camneras an the left side of the interface or check "All™ to select all the cameras and
then clwck - to search the record. The searched record will be displayed m the last

5 Chck - in the 1iss 1o play back the record s the popup window. Click E to back vp
one record dats or check nnidtiple record data s the list and then click “Backup™ for 1econd
basch backup

B Select one record data m the list and then click “Playback™ to play the recond in the
playback meriace

844 Search & Playback by Tag
Ounly if you add the tags can you play the secord by tag search, Chick Start=Playback to go 10
the playback mrerface and then click El on the botiom of the camern window o add 1ag
when you want to mark the playback time pomt of the selected camera.
Click Start?Search and Backup—=Tag Management to go to “Tiug Management™ tab

Chck - in the mterface to play the recond, Click n to edit the 1ag name. Click - 0]
delcte the tag.
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8.4.5 Image Management

Click Starr=2Search and Backup=Image Mansgement to 20 10 “Tmage Management™ tab, The
system will display all the sspped images antomatscally i the list

Clack . to delete the umage. Chick E 1o pop up the "Export™ window. Select the device
nazme and save path i the window and then click the “Save™ button

to export the mmge. Clwck
to delete the tmage;

Clck - to pop up the *“View lmalc" window. Click

ta view the previous unage:; chck to view the next image: chick

click - to plsy all the images

8.4.6 View Backup Status

Click Stant=>Search and Backup=Backup Stanis or click B on the tool bar st the botrom of
the playback isterface w view the backup stutus
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9 Al Event Management

9.1 Face Recognition

Only some models support alarm based on face comparison. If your device doesn't
support face recoguition function, please skip the face database and face recoguition
lnstructions,

Plesse set face recognition function according 1o the following proceduses for the fiest tiune

Set face detection and alarm Hokage = Add face group = Add faces to the face group =
Enable and set sucesssful recognition (o stranget) = Set snecessful recognition (or sttanger)

alarm lnkage

9.1.1 Face Detection Settings
Face Detection: Alarms will be tnggeved of someone mtnsdes mto the pre-defined alanm sreas

L Chck Start=Semings =2 ALEvent2Al Event=2Face Recognition= Detection 1o go 10 the

followmg mterface

20 Select the camern, check “Enable Detection by IPC™ and set the dustion
Note; Some mwodels may sappoet fince detection by NVR. For these models, the camera without
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Al function alvo can be added and used to detect faces through NVR. But if face detecthon by
NVR is emshled for one camem (without Al), the people velucke penimeter detecton cannot be
enobled simultaneonsly, and vice-versa

D Set the schedule, Click “Manage™ 10 set the desared schedule. Pleass refer 10 7,12
Sshedule Sctizugs for detasls

4) Set the snapshot mterval and snapabot number. The snapshot mterval refers to the tmse
wterval that the cumera captures the same face dunng its contmmows tracking penod. The
saapahot number refers to the pecture mumber of the sane face captured durng 1ty contmuons
trucking penod (For example: the spapshot mterval 1s set to “30 seconds™ and the snapshot
number s set to “3"; then the camern will capture the same face ovoe every 30 seconds and it
will capture thus face 3 times at most durmg s contmuons trackmg peniod)

5t Enable face match exposuse 3s need, When the brightness of the captured face is not
enough. 1t can be enabled. (Only some IPCs support this function)

8 Set the alarm area Drag the mouse 10 draw a detection area, Click “Clesr” 1o delete the
alarm arca. Then set the detectable fiace saze by definang the mucnnuen value and the nuniemam
value (The defauls size range of » single face tmoge oocupies froms 3% to S0 of the entire
tmage)

7} Enable “Save Source Information™ arand “Save Face Infornation™ as needed. If enabled
the system will automatically save the correspondmg unages on the SD cand

2 Chick “Apply™ 10 save the settngs

% Chek “Tngger Mode™ to go to face detection slnnm linkage setting mterface

Face Detection Alarm Linkage Configuration:

®  Tngger “Vosce Prompt”, “Record”, “Snapshot™, “Pash”, “Alarm-out™, “Preset”, “Bane™
“Pop-up Video™ snd “E-mail”™ as nesded

Foice Prompr. Plesse uplosd the andio file in Jocal sudio alanm mrerface first (chick
Start=> Settings P AL Event 2 Event Notification 2> Aundio). Plesse see 118 6 Audio for details
Record: Click the “Configusre™ button to pop up the window. Select camera on the left sade and
then click - 10 s¢t the camern 05 the trigeer camers. Selest mgger camera on the right side

and then clxck - to canced the tngger camera. Clxck “OK™ to save the settmgs The mgger

a2



cauneras will record autoamtically when faces are detected

Alarm-out: Click the “Configure™ bution to pop up the window. Then the “Tngger Alarmeont”
wimdow will pop up mtomatically. Configure the tngger alanu-out s the window. The system
will tngger the alarmyout antomatically when faces are detecied. You need 10 set the delay tune
and the schedule of the nlenn outputs. See 11.5 1 Alarm-out for details

Preser: Chck - aned thenm select the preset for each camemn. To add presets, please see 6.2
Presst Scitzg for detaihs

Snapshor: check . The current camem will capture ymages mutomatically when faces are
detected.

Paush: 11 1t 15 enabled, the system will send mesaages when faces are detected

Buzzer: if 1t 15 enabled. the system will begin to bazz when faces are detected. To set the delay
tune of the buzzer, please see 115 4 Buzzer for details

Pop-up Video: if it 1s enabled. the systemn wall pop up the comespondmg video automatically
when faces are detected. To set the durmtion tume of the video, please see LS J Display for
detathy

E-mail: if o 1» enabled, the systemn will send un evmml when faces are detected. In the
meanwiule, it wall sttach the captured face pacture nnd the onginal prcture so that you can view
the whole scene when the ulamm ocours. Befoce you enable the emal. please configure the
reciprent's el address first (see L1 LS E-mail Coufiguation for detasly)

Enable “IPC_Aundio™ or “IPC_Light™ as needed (only some IPCs support these two funchons)
To set the IPC voice and 1ty himes and volume, please refer to 1156 Audio for detazls. To set
the hght flashmg time and frequency of the IPC, please refer to LLS.7 Light for detaals.

18 Chick “Apply” 10 save the settings

9.1.2 Face Database Management
I Chck Start2Settings 2 AL Event 2 Al Event2?Face Recognition—2Face Database 10 go to

the following wterface as shown below
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For the first tune. you can click “+7 or “Add Group™ to add groaps
20 To add targets for each group
® Select a lest and then chck

1o expand the list & shown below.

® Chick “Add” und then chck “Select Face™ 10 add face mnages. You can add faces fromn

suapshot gallery or exmeral faces

Adding faces from smaprhot gallery: Sclect search thine oc self define the search titoe
nad then click “Search™ 1o search trget faces. Then select the desaed faces and click
“Seleet”

Note: The picture marked with » grecn ion can be added to the face database
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Add external faces

Save the face pictures m your USB storage device and then invert the USB storage device mto

the USB part of the NVR.

Go to the face database mterfoce Chck . to expand the group and then click “Add™

Select “External faces™ to select face pectures. You can select one face fo ndd or mmitiple fnces

to add.

To ndd muitiple faces: 0. put face pictures and the descniption file (osv or .txt} to cae specific

folder (please edit the detaled descnphions of these pictures according to the personal

mformation description); b, click “All" 10 select all face pactures; ¢ cliek “Full Entry”

Note! the added mmage must be Jess than 70KB and the mage tormat shall be “jpg” and
“Jpei”

® Afier that. add the comesponding nformation, hke name, gender, barthday. ID mumber,
phone munber and so on

Having saved the target mnage. click the nmage and then the detailed mformution will be hsted
on the nght
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® lmpoct s Expoet Face database

Insert your mobile storage device o the USB interface of the NVR and then click
“Tanport and Expoet™ to suport or export the face database settings

The exported face database file (cvs+pa) can be directly imported 10 the face database. So
if 1s very convemuent for you to teansfer the face database file to other devices

9.1.3 Face Recoguition Settings

After the face database and face puctures are added. clhick “Face Recognition™ to returm to the
face recogmtion setting userface. Click the “Recognitron™ tab to go to the following mserface
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i Enable “Successfil Recogmtion™ ot “Stranger”, Click “Purmcter Settings” 10 set the

sinilanity of the matching facs group

Disable live dasplay: if checked, the hive view mterface (target detection tab) will pot display
captured faces i real tune
2 Set the alarm linkage itenn of snccessfisl recogmition
@ Sclect coc or more face groaps and then choose the schedule. Click “Mannge™ to set the
schedule
® Sect the text prompt and voice prompt. When the captured face i masched successfully,
the text wall appear on the nght of the hive view mterface and broadcast the audio
©® Enable alanmn output pulse (access coatrol)
® Trigger record. snapshot. alarmeout. buzzer, push. pop-up video, E-mail and pop-up
message box as needed. The nlarm linkage settmgs are sinlar 1o the face detectson alarm

(vee 211 Eace Datection Ssttngs for detals)
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® Chck "Apply” to save the sethngs

3 Set the stranger alanm linkage items. When the captured face pictire doesn’t mmtch the
face pictures i the face database or thewr umulanty 1 lower than the set valne. the captured

penon will be regarded as a stranger

® Configuee the schedule

® Sct the texy prompt and voice prompt. The 1ext wall show on the caprured preture and the
votes will be broadeasted when detecting 4 strang

® Trigger record, snapshot, alarm-our, buzzer, push, pop-up wideo, E-mmil. Preser and
pop-up messsge box as needed. The alanm hinkage semtings are simslar to the face

desection alarm (Sce 9,11 Face Detection Scitings for details)

©® Click "Apply” to save the settungs

4 Chek *+™ 1o add more successful recogmtion tasks. Select the added task and then chek *
to delete ot

9.2 License Plate Recognition

Pleave add the ANPR camera before you nsing this function. If your camera doesn’t support
this function, please skap the followmg mstnsction
Pleave set license plate recogmtion function accorthng to the following procedures for the first

e

Enable und set plate detection | = | Add plate group 2 Add plates 10 the plate goup = =

Enable liceme plate recogmition | =2 Set successful recognition (or strange plate) alanm linkage



9.2.1 License Plate Detection Settings

Click Stant2ALlEvent=2Al Event2LPR to go to the following mecrface. Select an ANPR
camera anxd click the “Detection™ mb as shown below

®  Set the schedale

®  Sct the area and plate exposure as needed
Set the alarm aren. Drag the mouse t0 daw a detecton area. Chick “Clear™ 10 delete the
alarm area
Set the blocked area. Select the mumber and then draw a blocked mea Up to 4 wreas can
be set up. After you set the blocked area, this ares will not be detected
Chick “Display all area™ to view all blocked and detection areas
Chick “Clear All™ to clear all blocked snd detection areas

®  Check "Capture plate shsence vehicle™ as needed.

®  Sct the plate size by defimng the maxinuun value and the mummmun vaive (The default
size range of a single plate occupees from 5% to 50%% of the entue unage)

®  Dusplay range: if ensbled, the set maxinmmn detocthion box mnd the mummnmun detection
box can be displayed ou the left window

® Chck “Advanced™ to set the recogmition mode as peeded (only some LPR cameras

support)

9.2.2 Plate Database Management

In the LPR terface, chick the “Plate Database” tab to go to the plate database management

wnterface as shown below
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For the first tune. you can click “+7 or “Add Group™ to add groups.

Add plates to each group:
L Chck . 1o extend the group, Click “Add Plare™ to pop up the following window

Enter the plate, vehicle owner and mobile phoos mumber

d
3 Select the velucle type snd group

4 Fually chick “OK™ 1o compiete
Select the added plate and then click n o modefy s mforsation, clhek . to delete this

plate. The pistes can be umported and expoesed m bulk by clicking “Tmport and Export™ You
can ¢lick “Plate Information Descrption™ 1o view the detaled snformastion about how 10 anpornt

or export the plate list
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9.2.3 License Plate Recognition Settings

D In the LPR mterface click the "Recogmition™ tab. Then enable “Successful Recoguition™
or “Strange Plate™

Set the suecessfisl recognition alanm linkage

® Sclect one or more plate groops and then choose the schedule, Chick “Manage™ to sst
the schedule
®  Set the et prosnpt When the captured plste 1s masched soccessfully, the text will
sppear on the ripht of the live view taterface
® Eosble alasm omput pulse (access control)
® Trigger record, snapshot, alanm-out, buzzer, pash, pop-up video, E-mmil and pop-up
uwssage box as needed. The alanm hinkege settings are similar to the face detection
alarmn (See 9.1.1 Face Detection Settings for detals)
3 Set the strange plate alarm lmkage When the captured plate pecture doesn’t match the
plates in the plate database or thew sanmlanty 1s lower than the set value. the captured plate wall
be regarded as a strange plate

9.3 Line Crossing Detection

Tripwire Line Crovsing Detection Configuration
Alarmas will be triggered if the people or vehicles cross the pre-defined slarm line
Il Chck Start?Settings?Al'Event?Al Event ?Lme Crosung to go to the followmg

unterface
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T Sclect the camvera, enable line crossmng detection by TPC and set the durstion

Note: Some modeds may suppornt line crossing detection by NVR

3)  Set the schedule

4 Select the dirccton

Direction: A<->B, A->B md A<-B optional. It 18 the crossing direction of the bagpet tha
crosses over the alert line

A<=B: the alarm tnggers when the target crosses over the alert line from B 10 A or from A 10
B

A->B: the alarm trigeers when the tarpet crosses over the alent hine rom A0 B

A<-B: the alarm triggess when the tasget crosses over the alert line from B o A

51 Draw lme. Refer to the meerface as shown above. Diag the mouse in the wmage to draw an
alert line. Click the "Clear™ to delete the alert line

B Chick “Detection Tasget™ 10 choose the derection target and the senumvity. The detestion
target chades buman, motor vehicle and von-motor vehacle, Only some [PCs can detzct
haman or velscle sepancly. If the camern doesn 't suppont ths functon, please skip this step

7} Chck “Advanced™ to choose “Save anginal pactare™ or *“Save twget picture”™ ou the SD
card of the camera. (If your camer dossn 't support this function, plesss skip this step)

g Chick “Tngger Mode™ to configure line crossing alanm linkage itens

@ Enable or disable “Record”™, “Spapshot”. “Push”, “Alarm-ont”, “Preset”, “Buzzer”, “Pop-up
Video™ and “E-mail”. The alarm linkage settings me the same as the face detection alarm (see
0 1| Face Detection Seitings for details)

® Enable “IPC_Andio” or “IPC_Light" as needed (only some IPCs support these two
functions). To set the IPC voice and its tunes and volune, please refer 10 1156 Audio for
detatls. To set the light flashing time and frequency of the IPC, plense refer so 1157 Light for
details
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% Chick “Apply™ 1o save the settings

Intrusion Detection

Intrusion Detection Configuration

Alars will be tnggered if the people or vehiscles merude mnto the pre-defined arca

1L Chck Start—2>Settings > Al'Event = Al Event—=2 Intruuon to go to the following mterface

2 Select the camera, enable the wtrusion detection by IPC and set the duration

Note: Some models may suppon line crossing detection by NVR

3/ Set the schedule

4 Sclect repomal activites. “Appear” or “Cross” can be selected (if your camers doesn't
support 1epson sntrance exiting derection, “Cross™ will not be enabled), If “Cross” is sedected,
your e choose the crossang direction

5 Select thse alarm area. Up to 4 alarm xreas can be set up

£ Draw the alanm arca of the muusion detection. Refer 10 the mierface a3 shown below
Click around the ares where you want 10 set as the alarm area in the mage (the alarm ares

should be 5 closed arca)

7 Chck “Detection Target™ 10 choose the detestion target and the sensstiviry. The detechion
targst includes human, mator velicle and pon-tmotor vehicle

B Chek “Tngger Mode” to configure mtrusion detection alarm hinkage mtems

® Enable or disable "Record™, "Snapshot”, “Push”™, “Alarm-ont”, “Preset™. “Buzzer”, “Pop-up
Video™ and “E-mml”, The alanm linkage settings sre the same as the face detecthion alanm (see
9 11 Facs Detection Settings for details)

® Enable "IPC_Ando™ or "IPC_Light™ s needed. (only some IPCs support these two
functions). To set the IPC voice and its ttmes and volume. please refer to 1156 Audig for
details. To set the hight flashing bme and frequenicy of the IPC, please refer 1o 1157 Ligly for
details

% Chlick “Copy To" to copy all semings to other camerns
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10 Chick “Apply™ 10 save the settings

9.5 Abandoned/Missing Object Detection
1 Chek Stut2Settmgs 2 Al Event=2Al Event20bject Abandoned Missing to go to the

followmg mterface
2 Set the schedule

Select the cmmern, enable the object detechion and set the dummtion and detect type. There
are two detection types: Abandoned obyect and nussing object
Abandoned object: Alarmn wall be tmggered if there are articles left i the pre-defined
detection area
Missing object: Alarms will be mggered iof there are mtacles musning n the detection anca drew
by the uvers
4 Select the alarm ares and area pame, A muocsonuan of 4 alerm aress can be set
5! Draw the alarm area of the object detection. Refer to the mterface as shown below. Click
aronnd the arce where you want 1o set as the alanu area m the mage (the alarm area should be
a closed area). Click the "Clear™ to delete the alanm area

5 Chek “Tngeer Mode™ 10 configire abandosed missing object detection alanm linkage
ttems. Enable or disable “Record™, “Suupshot™, “Push”, “Alsts-out™, “Preset”, “Buzzer™
“Pop-op Video™ and “E-nail™. The slanm linkage settings are the same as the face detestion

alarm (see 9.1 | Face Detection Settings for details)

7 Chick "Apply™ to save the settings.

9.6 Crowd Density Detection
Only some IPCs may suppost ths funchion
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Crowd Deasity Configuration
Alarms wall be tnggered if the crowd density exceeds the set threshold value m the pre-defmed
area

D Click Stan=2SettingsPAlBvent Al Event=2Crowd Density to go 1o the followmg
uterface

2 Select the camern. enable the crowd density detection and set the schedule, duration,
refresl froquency and alarm threshold

Refresh Frequency: It refers to the refresh tune of the detechion result repont.

Alarm Thresbhold: Alanus will be tnggered once the percentage of the crowd denwuty m a
specified area exceeds the pre-defined threshold value

4 Select the alarm wrea. Draw the alarm area of the crowd density desection. Refer to the
rerface as shown above Drsg the monse to deaw a rectangle arga. Click the “Clear™ 10 delete
the alarm area

5 Chck . w0 confipure crowd density detection alann linksge ems. Enable or disable
“Record”, “Sanpshot™, “Push”, “Alanm-out”, “Preset”, “Buzzer™, “Pop-up Video msd “E-tnail"
The alarm Hokage settings are the same as the face detettion alarm (s 9.1.1 Fage Detectiog
Ssititgs for details)

6 Click "Apply” to save the sethings

9.7 Target Counting

Only some IPCs may suppost thas funchion

®  People connting in the pre-defined area:
This function s to calculate the number of people entering or exating mn the detected aren on the
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vadeo by detecting, trucking and counting the head shapes of people
Note: Ouly some specific IPCs may suppost this function

L Click Swn=?Scrtmes=?AlEvent=2Al Event?Target Counting 1o go 10 the followmng
wnterface

Z) Select the camera, emable target coumting detection and set the schedule, duraton,
sensativaty, statastic cycle. enter threshold, departure threshold and retention threshold

Statistic cycle: Always, daaly, weekly and monthly are optional

Manual Reset: The carrent mumber of people countmg will be cleared and the statistic cycle
will restart by chickang “Mamual Reset™ button

3! Set the alann aren and entrance direction. Chck “Druw Area™ and drag the mouse to dmw a
rectangle area Dmg the rectangle to change #s position Uncheck the "Draw Area™ iof you

finish the drawing. Click “Clear™ to ¢clear the aren, Click and drag the o or the other end of
the arrow line to change the people entrance drection

51 Chck “Apply™ 10 save the settngs

®  Human/'Motor VelicleNon-Motor Vehicle Counting

The miormation of e ‘'motar vehicle nonanotor velucle can be calculated and sent by day
by week and by moath, o that you can recarve and snalyze these statistics oo tune

Culy some IPCs support this function. If your camera doesn't support this fimetion, please skap
the following mytruchons

D Click Swn=>Scrtmgs?AlEvent2Al Event?Target Counting 1o go 1o the followmng
interface
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2 Enable line crosasng connting

3 Set the sehedule

4 Drsg the mouse on the small window 10 doaw the crossing lwe. Click “Clear™ 10 dedete the
alem hine

Direction: A->B and A<-B are optional. It 15 the crossing direction of the target that crosses
over the alert line

5 Check “Sunsticsl OSD”, the statistical wformation will be displayed on the live view
wteriace

6 Set the reset information. You ¢an set reset informmation manually or eaable “Anto Reset™ as
nesded

7 Click the "Detectson Target™ tab to set the detection target, including human. motor vehicle
and noo-motor vehacle

B Click “Advanced™ 10 ¢x p up the followmg window. You can select “Save original pacture"

oF “Save targe! pachure”
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In the above mterface. you cam send Emal 10 the specified pervon daly weekly 'monthly
regarding the tuget counting Chck “Add™ to add the reciprent”™. and then ensble "Send Emml”
and select “Send mode™ and tame

G Click “Apply” 1o suve the settings

9.8 Exception Detection

Exception Detection Configuration
1 Chck Start=2Settings > AL Event2> Al Event=2Exception Detection 1o 20 o the followmg
interface

4 Select the camera and detection duration and then enable the relevant detection as needed

Scene Change: Alarms will be triggered if the scene of the monmitor video has changed.

Video Blurred: Alarms will be tnggered iof the video becomes blumry

Video Color Cast: Alarmss wall be tnggered if the mmage n aboormml caused by color
deviation
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2 Set the sensitivity of the exception desscton

3 Chck “Tngger Mode™ 10 configure exception alarm lnkage stems. Ensble or disable
“Record”, “Saapshot™, "Push™, “Alarmeout™, “Preset”, "Buzzer™, “Pop-up Video™ and “E«nmi”.
The alarm linkage settmgs are the same os the face detection alarm (see 9.1.1 Face Detechion

Scttings for details)
5 Chick “Apply” 10 ssve the settings.

9.9 Fire Detection

Only when the secusity thettnal camerns are contiected. can the fire detection be available
Fure Detection: Alanns will be tnggered when the camera detects the fire source

D Chick Sun=2?Sctings2AlEvent2Al Event=2Fire Detection to go to the following

mterface

Set the schedule and the slarn duration tine

Chick “Tngger Mode™ to configure exception alarm linkage stems. Enable or disable
“Record™, “Saapshot™. *“Push”, "Alanmeout™, "Preset”™. “Buzzer™. "Pop-up Video™. "Pop-up
Mesage Box™ and “E-maul™ The slanm hinkage settings are the same as the face detechion

alarn (vee 1L Scnsor Alagy for detaals)

@ Chck “Apply™ 10 save the settings.

4
.
1

9.10 Temperature Detection
Ouly when the security thermal camerns are connected, can the texuperaturs detection be

available

Temperatuee Measurement; When detecting the temperatare of the pre-defined potat/Tine area
excesds the tampenture threshold value, alarms will be miggered

D Chick Staut=2Sertings2AVEvent2Al Eventr2?Temperatare Detection 10 po to the
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following mterface

S

2 Set the schedule and the alarm duration time

@ Set thermography rule. Sclect the mile type, including Potat, Line and Area

Emissivity: St the enussivity of the target. The enussivity of each abject is different
Distance: The dutance between the target and the canera

Reflected temperature: If there is auy obgect with hagh eoussivity m the sceme, set the
reflective tempemture 10 comect the ambient tempentture. The reflective tempemnture sbould
be set the smpe as the temperature of the ugh eoussivity obgect

Set the nlann mle, alann temperature and alarm cutpuat. For exmuple, select Alarm Rule as
Above (Average Temperature ). set the alarm temmperature o 100°C and check alarm output
Then alarmns will be mggered when the avernge temperature of the target 18 lagher than 100°C
4) Set the pount, line o area on the small wandow

Polut setting: After the type is set to “Point”™, click on the image to set the point. Up to 10
pomts can be set n the above wierface

Line setting: After the type s s¢t to “Line”™, dmg the mouse oo the image to drew a line. To
ensiwe the accumcy of tenmperatre messurement, 1t 15 recommocnded 10 s¢t 101 more than two
lines at the saune tune

Arva setting: Click sround the srea where you want 10 set as the alanm srea on the image (the
alarm ares should be a closed areaj. To snvure the sccurncy of tempermre measurenient, it s
recommended to sef not more than ™wo aress at the same time

% Chek "Tngger Mode™ to configure exception alurm linkage stens. Enable or disable
“Record”™, “Saapahot™, "Push”, “Alanm-out™, “Preset”, “Buzzrer”, “Pop-up Video", “Popeup
Message Box" and “E-mnmal™. The alanu linkage settings are the same as the face detection
alarm (see 11.1 Semsor Alarm for detaals)

& Chick “Apply™ to seve the settings
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9.11 Video Metadata

Video Metadata: Human, motor vehacle and nonanotor vehacle i the video can be classified,
counted and captured and the relevant festires can be extracted and displayed on the hve

mterface
1 Chick Stant=dSemngs?AlEvemt2Al Evenr2?Video Meradama w0 go 1o the followmg
mterface

2 Enable video metadata and then set the schedule

3 Sert the detection ares and blocked arca

Desection Arca: 4 detection areas can be set. Targets that cuter w the pre-defined detection
area will be couted and capnwed

Blocked Area 4 blocked mress can be set. Targets that enter in the pre-defined blocked arcs
will pot be counted and caprared

fo set detecthon area: Sciect the number and then set the detection area Then click around
the arca where you want 10 st as the alarm arca oo the imags (the alar arca should be a
closed area)

To set blocked area: Sclect the nunber and then set the blockad area. The setting steps ars the
same s detection ares settngs

Display OSD: If enabled, you can se< the stanistcal mformanon of human. motor vehiclke and
note-motor veliscle on the sereen. The statistical OSD nformation can be customizzed as
needed

4 Set the reset ntonmation. Auto reset or munual reset can be set as needed.

S Advanced settings Click “Advanced™ to cuter the advanced setting misrface. Select the
recogmition mode & needed, Interval mode and mstant mode can be selectable

Interval mode: the systean will push the caprured picture to the live wierface according to the
set interval tume



1 o

Instant mode: the system will push the captured poctisre umenediately once n target 15 detected.
@) Set the detection target and sensitivity

@) Select the attnbute information of the target When the target is detected. the mfonmation
you select will be displayed under the captured mmage.

# Chick “Apply™ to seve the seftings
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10 Intelligent Analytics
10.1 Target Detection View

Only some models support target detection wiew. If your device docan't support it, please skip
the followitg mstrctions

10.1.1 Human Body/Vehicle Detection View

Ouly when the camera sapports usnan bodyvehscle detection, can you wview the real-time
captused people or velucle pictuses, The setting steps are as follow-
1 Eoable the Line crossing Totrusson Target counting function of IPCs'NVR, deaw the line or

area snd choose the detection target (see 9.3 Line Crossing Dstection. 9.4 Intrusion Detection
and 9 7 Targst Cougting for details)

2 Go to live view mterface and then clck . to go to the target detection mierface of thas
channel, In thes mterface, you can switch the channel on the top neht. You can also click

on the top right comer of the live view merface and then choose the targes detestion tab 1o go
10 the targst detection interface of multi-channed a5 shown below, Click the captured pictire on
the night of the live imterface to see the snapshot detailed mformation, sach as saapshot tisue,
caipera, event type and target type

Chck “More™ to bring up a dropdown list. You can export the captured pictres by choking
“Export™ or view the target ID by clicking “Information™. Click “Search™ to go 1o st husnan
body/vehicle search mterface. The system wall antomatically search captured people vehucles.
Clack “Playback™ to go to the playback mierface.
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10.1.2 Face Detection/Match View
Omly the face recogmition NVR supports the followmg functions. 1f youe NVR dossa't soppont
them, please skip the following mstructions,
The setting steps are as follow;
1) Enable face detection function (see 9,11 Fass Detection Settings for detnils)
(Z) Enable face recogmition function and set the alarm lmkage itens (vee 9.1.3 Face Recogmition
Setungs for desails)
3 Co to bye view mterface and chok on a face detection channel. This will bring a toolbar
under the chamel. Then click [l 10 go 10 the target detection interface of this channel. In this
interface, you can switch the channel on the top right. You can also click Il on the top right
comet of the live view mterface and then chooss the target detection tob 1o go 1o the targst
detection meterface of mnli-channel a5 showa below

For unknown faces, you can select this face and chick mdathtapmndb«wnp\m
this face (see the following picrure), click 1o quickly go 1o the smart face semch
mterface where you can search the matching face mformation: click uloqm'ddygototbc
smart face playback mterface; click BB to view snapshot details

14
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Before registenmg target face pectures, please add groups for them m advance (see 9.1 2 Face
Database Management for detatls)

After the face pichures are registered, the system wall compare them automatically once the

corresponding faces are captured next tune. Refer to the followmg pacture

‘B

Double chck the face pacture t0 see the suapshot detals, such as snap<hot pecture, ongmal
unage. snapshot time and canera. Chek “more™ and then a dropdown hist wall display. Chick
"Regster” 10 reguster the current snapshot. Click "Search™ to go to face semch interface. Chick
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“Playback™ to go to the playback mterface. Chick “Expart™ to export thas smapshot detmls. Chick
“Informaton™ to view face 1D

In the face match mterface, chek “Settmgs™ 10 pop up the following window

Target Detection Display: Face, luuman body, vehicle or plaze can be enabled. If disabled, the
captured target prcture will not be displayed under the tarpet detection tab in the live view
interface

Display Strategy: Two options-Comparison prionity and only companson

Video Overlay Display

Ef “Target bax™ 1s chicked, you wall see the turget traced by a little red box

If "Rule Line and Asea™ 1v checked you will see the rude line of lme crossing detecthon and
detection area of mtrusion detection displayed on the screen. You can select the color of the
rude hen and area as necded




When the captured face pectures are successfully recogmred. click the picture on the nght o
pop up a face detail wandow as shown above In this window, you can see the captured face
pacture, the matched picture of face Ithrary and the relevant information. You also can view the
ongmal tmage. search image by simpshot, play back by snapshot and export the face details by
chckmg “More™ button.

Addibonally, you can view the listoncal caphwed face pactures and face match sdormation
the face muich interface by chcking “Histary™ tab. Besides registering face pactures in the live
wicw mderface, you can also add target face pictures m the face database mterface.

Note: if you enter the remmurk when adding n face picture to the face database, untead of the
pame, the renurk wfonnation wall be shown under the face hibrary pacture afier successful

recognition

10.1.3 License Plate Detection/Recoguition View

Ouly when the ANPR camern is added and cvabled, can license plases be captured snd mutched
The setting steps are s follows

(I Enable the plate detection function (See 2,201 Lissuss Plaie Detestion Sctiings for detasls ).
Then you can see the captured piates dusplayed m the live view meerface as shown below,

Put the cursor on the caprured plade picture and then chick 10 remster this plate s shown
below
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Click BB 10 wiew the captured detail information. Click m 10 quickly enter the vehucle

search imerface, You can search the mstched plate smformation m this toerfsce, Chick 0
§0 to the ymart playback mterface

@ Enable Beense plate recognition function and set the alann lukage items fsee 223
Licetise Plate Recoguistion Settmngs for details)

& Go to live view msterface and click B o e top right corer of the live view interface
and then choose the tuget detection tab to go to the target detection miterface of mmlti-clannel
as shown below. When the plate rs captured. 1t will be displayed on the nght panel

Rl bt e
! A

S/
‘e V¥

n T

Click the capnured plate pacture and then it will pop up the detailed information window. You
can wiew the sanpshot pictare, ongmal picture, saapshot time, camen, et¢. Chick “More™ 10
view the ID information of the targst aud export the captured picture. Click “Search” 10 go o
the vehicle search mterface Click “Plagback™ 10 2o 10 the playback interface
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10.1.4 Object Attribute View

L Enable video metadata function and then select the detection target and dasplay attrnbutes
(see Q.11 Video Metadata for detaals)

Z)Go to live view wmterface and click on an Al camem channel (video nsetadata function 1s
supported). Thas wall bemg a toolbar under the chanmel. Then chick ' to go to the target
detection mberface of this channel. In thes tsterface. yoa can switch the channel an the top nght
You can also chck on the top nght comer of the live view interface and then choose the
target detection tab to go to the target detechon interface of multi-channel

Click “Settings™ at the bottom nglt to selfect the attnbute mfonmatioa of people'motor
vehicle nonsmotor velicle you want 1o view under the captured picture.

Chck the captured pictire 1o view the details. In the detail mterface. you can view the captured
prcture. angual picture, object attmbutes. etc

10.2 Smart Search
10.2.1 Face Search
Ounly some models support thus function. If your device doesa’t support it. plesse skap the

followmg mstructions.

#  Face Search by Event

1) Chck Start=> Intelligent Analytics = Scarch-?Face ta go to the following mnterface

Chick n 1o chooss face detection camerns. You can ennble “ldentify Repsicrable Snap
Pretire”. Then the pacture which can be added 10 the facs database will be marked with »
green on

3 Select all events, successful recogmition oc stranger

4 Click “Search™ 10 search face pictures, You can view face pictures by timne or by camern
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5 Chick the searched face picture 10 play in the small playback window; selest a face picture
and chick “Backup™ to expart it

Chck “Ongmal™ to see the ongmal image 25 shown below

Click “List™ to view the ssapshot mformation lisz. Click - 10 view the detail information

chck E to back up the muage

#  Face Search by Face
In the face pocture search mterface. click "By Face™ to go to the following interface

D Click W 1o add the turget tace winch can be searched and added from recent, face

database, suapehot gallery nnd extemal faces. A sangle face pacture or multple face pretures can
be added and searched. (Taking » ssngle face pacture fir exaple)
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To add target face from recent
a. Choose the face
b, Click “Select Face”

To add target face from face database:
a. Chek “More™ to choose groups

b. Select a turget face and chok “Select Face™

To add target face from sanpshot gallery

0. Sedeet e mnd click “More™ 10 choose cameras
b, Chlick “Search

¢, Check a face and click ~Select Face™

To add turget face from external face

a.  Save the target face 10 the mobale storage device and then msert this dewice into the USB
miterface of NVR

b, Seclect “Exsernal Face™ to tmpoet the face mn this interface

2 Set sumlanty and then chck “Search

34 Clsck the searched mage to play records m the wmall wmdow

4 Select the searched mage and click “Backup Picnure” or “Backup Record™. Then click

“Backup™ 10 build backups for pictures or reconds
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i il @ 3 B

13

®  View Image by List
Chck “Last™ tab to vaew ouages by time as shown below

Clhick the searched unage to play. Chek . to view the detail imformation of the compared
target face

®  View Match Images

Click “"Match" tab to vaew match muages as shown below
¥
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10.2.2 Track Playback

¥y ©u 3

Select “Track™ 10 go to the following uaerface

Neote: Only when two or more cameras detect thes pervon. can lusher track can be viewed here.

Deseriptons of buttons on the wack merfnce

Frxed Window n | Frame
Fass Forwasd
Followed Window
n ollowed Wine n (324 )




Exchange Window Normal Speed
Swop Staet Ssop Track
Play Edit Map
Previous Edit Color

Next

Clack on the camern name and then an event Int appears. Click owe item to play the record.
Clack l button beside the fixed window son to show “Followed Window™ and “Exchange
Window™ kons. The small playback window will float on the map window by clicking
“Followed Window™ as shown below:

Clack - to wwitch play speed. Ix and 2x can be switched Chck E 10 view event It
Chick one item to play this event,

Click “Exchange Wmdow™ to switch the poston of the map window and the playback
window.

Clack button to go to the following mterfnce.
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Click “Load Map™ w0 add a map. Then deag the canern names on the map 10 change thes
locatsons, Choose a color on the left color list 1o set your favorite color for camers names

Lond Map: ) Save the nup to the USB storage device and then msert the USB stornge device
into the NVR. @ Click “Load Map™ buttoa to upload the map
Click @ button 10 modify the colors of camera nune and track line and set the line wadth

10.2.3 Face Search by Sunapshot

In the hive or playback mterface. click on a face detection camern and then select on the

toalbar. Thes wall brng the following window

OPr ¢ @B™ QY =
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Drag the mouse to select n face snd then chick “Search by Face™ to go to the face search by face
mterface. You can see its smapshot pictures, match petiwes, ongusal pactures and so oa by
chckmg the comespoanding tab

10.2.4 Human Body Search

Click Starr=> Intelligent Analytics=>Smant Search=2Human Body to go 1o the luman body
search mrerfiace
Select the semch tune, camera and event and then chick “Search™ to view the searched pectures

You cas also sclect the antributes of people to filter (like pender, age, mask-wearmg status,
glasses-weanng status, color of clothes, etc.)

Click the searched pcture 10 play the record m the small window. Select pactares snd check
“Backup Picture™ snd'or “Backup Record™ and then click “Backup™ 10 back up the pactures and
or records, Click “Origmal™ to view the captured onginal pictnres. Click “List™ so view the file
list of the captured pictures

Chck and select “Add to favonte™ to add a favonte group and save the curvent searched
rcmx:s to the favonte group. Then you can quickly view these hgure pesotures by clicking

and choosiag the group nane
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10.2.5 Vehicle Search

D Click Start> Intelligent Analytics ?Sewnart Search> Vehicle to go 1o the vehicle search
miteriace

3 Seleet the time, cansern, event and vehicle type, Then elick “Search™ %0 scarch vehicles
Event: Innusion, Lioe Crossing, Targst Counting. Plase Detection, Plase March-Successful
Recognition und Plate Match-Stennge Plate can be selected

Attnbation: Vehicle or non-velncle attnbutes can be selected a5 needed For example, you can
search velineles sccording 10 the color, boad or type

You esn view face pictures by time or by camera

Click a searched velucle picture to play it m the wnmll window. Select velucle pictures and
check "Backup Picture” and'or “Backup Record” and then click “Backup™ to back up the
pectvires and ‘or records

3 Click “Origmal™ 10 see 1he anginal pictures; chick “List™ to view the snapshot nformation

lasz, Click . o view the detadl mformanon: click E w0 back vp the mnsge

Select “Plate Detoctson” or “Plate Recogaition™ 10 view plate unage. You can also cater the

plste uumber 0 search the plate pactares. Then you can view the track of this velucls
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Click “Track™ to view the track of the velucle.

Note: Ouly one plate can be traced at a tune and there mumt be two or more ANPR cameras
detect thas velucle, thus. you can view the track of ths velucle

The tmack setting steps are sunular to the face track settmgs. Please refer to face track settmgs
for details

Clack n to add a favonte group and save the current searched Iucnnc-. to the favonte group

Then you can quickly view these vehicle pnurss by chicking and choosang the gronp

Hasne

10.2.6 Combination Search
If you want to wsew the human body, vehicle or face pictures snmltancousdy, you can choose
combination search
L1 Clck “Combane™
2 Select the search tine, camemn, event and vehsle as needed
Chick a searched pictiwe 1o play it i the snwll window. Select pactares and check “Backup
Picture”™ and'or “Backup Record™ and then click “Backup™ to bagk up the pactures and ‘ot
recurds

Chck u to add a favonte group and save the cusrent searched prctires to the favonite group

Then you can qusckly view these prchares by chicking and choosng the group name

10.3 View Statistical Information

Click Start= Inmelligent Analytics=?Statistics to go to the following mterface. Iu this mierface.
you can view the people and velucle statistical mformation or you can customize the statistical
mformation
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View People Information

Note: The person miormation mcludes face mionuation and Agure mformation

¥

2

Select the e
Select cameras
Select events as nesded, such as face detection, face recogmition, mtrusion, line crossmg,

Target counting, &ic

Note: Face recognition svents (successful recogmition & stranger) are available for some

wodels, If Face Recognition-Suceessful Recognition event 1s selected, you can choose “Detxil

Chast" 10 view

View Vehuele Informanon

Clack “Vehicle™

Select the nme and camenss
Sclect evenits as needed
Sclect the vehucle mtribation
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If “Remove duplicate licenss plate nmmbers™ is checked. the duplicate statistics of the same
license plate m the same dsy will not be displayed in the chant

To custonmze statistical information
Chick “Combine™ and then sclect events, people and velacle as needed. For targst conatmg, you
can veew the hmpan, motor velacle and non-motor vehscle mformation from the exported file

10.4 Face Attendance

This fanctron ts only available for some models. If your device doesu't support if, plesse skip
the followang mstractions

Click St =2lmelligent Analytics ?Face Anendancs 10 go to the following terface

To search attendance mformation

L Click n behand camers and group 1o choose the desired camseras and groups
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Z) Set the attendmnce date. You can choose day. week. month and today or customize the e

penod

2 Set the start time and the end tine of working

4 Click “Search™ to view the attendance state

If some specific person’s attendance state needs to know, you can click “Advanced™ and then

euter the name mnd choose the type
Click “Export™ to export the searched attendance wformation

Chck . to view the detatled imformation of attendance. In they mterface, clck to go 1o

the face search usterface

10.5 Face Check-In
Chick Start2Intelligent Analytics 2Face Attendance to go to the following usterface

The search steps of face check-m are as follows
Click belind camern and moup © choose the desired camerns snd grougs

Set the checkein date. You can choose day. week. month and today or custoouze the tune
penod
3 Set the start time and the end time of face check-

4 Click “Search™ to view the check-1m state.
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If you want 10 know the detatled check-tn mformanon of someone, please click “Advanced™

and then enser the nmue and choose the type %0 search

Clxck . 1o view the detmled mformatron. In this mterface, the checked mage can be

VIEw (l’

Clck . to view the registered face picture of thes person

10.6 Enabling AI Mode

Only some models support this fismction

For thess models, the TP camern without Al function sdded to the NVR may realize Al
functions, like face detection, lme crossang and intrusion by enabling Al mode m the NVR. If
Al mode is ecnabled, the secondary output will be dissbled. Click Stast=2Intellipemt
Apalytes ?Engine Configuration
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11 General Event Management

11.1 Sensor Alarm

To complete the entire sensor alarm settings, you should emable the sensor alarm of each

camers i then set ap the slarm haodling of each camen

L' Chck Start=>Settings 2 Alarm 2 Sensor to go to the following mnterface

2} Select the alarm type (NO or NC) according to tngger type of the semsor

T Enable the scnsor alanm of each camern nnd sclect the schedule

4) Check the "Duratron”, “Record”, “Smapshot”, "Push™. “Alarmsout™ and “Preset” and
enable or disable the “Buzzet™, “Fop-up Videa, "Pop-ip Message Box™ and “E-mmil” as
requured

5 Chck “Apply™ 10 save the settings

The configumtion steps of the above mentioned alarm lmkages are as follows

Duration: 1t refers to the mterval tune between the adyacent motion detections, For mstance, if
the duration tume s set to 10 seconds, ance the system detects a motion, 1t wall go to alann and
would not detect any other motion {specific to camern) m 10 seconds. If there 1s another motion
detected during this peniod. #t wall be considered as continuons movement: otherwise 1t wall be
cotmadered as a smgle motion

Record: check it and then the “Tngger Recond™ window wall pop up sutomatically (you can
alvo click the “Configure™ bufton to pop up the window). Select camera on the left ssde and
then clck - 10 set the camera as the tngger camern. Select ngger camera on the nght ude
and then clck to canced the mgper camera, Click “OK" to save the settings. The trgger
camerss will record mmonsatically when the sensor alanmn i triggered

Swapyhor: check it snd then the “Trgger Seapshot™ window will pop wp awtomatically
Configure the trigger cauxys in the window The uipger camerns will capturs images
smoamneally when the sensor alarm 1s migeered

Pask: check ot sad choose ON or OFF. If it i ON, the system will send miessages when the
sensor alasm 1 triggered

digrm-owr: check it and then the “Trgger Alsrnr-owt™ window wall pop up swtonsstically
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Coufigure the tngger alanmeout i the wmdow. The systemn will tngger the alarmeout
autocmtically when the semsor alarm 1 tnggered. You need to set the delay time and the
schedule of the alarm outputs. See 11.5.1 Alanmn-out for details

Preset: check it and then the “Trgger Preset” window will pop up antomatically. Configure the
mgger preset of each camem. To add presets. please see 6.2 Preset Settmg for detuils.

Buzzer: if enabled, the system will begin to buzz when the sensor alarm 1s tnggered. To set the
delay tune of the buzzer. please see 11.5.4 Buzrer for detals.

Pop-up Video: After camera setting the systemn will pop up the comesponding vadeo
mitomatically when the sensor alarm is tnggered. To set the duration time of the video, please
see 11.5 3 Display for details

Pop-up Merssage Box: if enabled. the system will pop up the correspondmy slann message box
auzoamatically when the sensor alarm s tnggered. To set the duration time of the message box.
please see 11.5.3 Display for details.

E-mail: if enabled, the system will send an e-mail when the sensor alann is tnggered. Before
you enable the email, please configure the recipient’s c-mmil sddress first (see 13.1.5 E-mail
Coufigusanion for details).

Virtual alam: This fuoction should be wsed with API server. If you want to casble it, please
muke swre the APl Server is enabled first (Start?Network=2Port) und then set the
muthennbication as “Digest™.

11.2  Motion Alarm
Motion Alarm: when the wotion object sppears mn the specified area, it will trigger the alarm
You should cuable the moton of ¢ach camem first and then set the slann handling of the
cabers 10 complete the whole configuration of the motion alarmn,

11.2.1  Motion Configuration
@ Chick Start=>Settings P Catnera > Motion Sertings 1o 20 to the following interfiace,
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Z)  Select the camera, enshle the motion and set the senvtraty and duration of the camem

Senvitivity: the lugher the value 15, the more sensitive ot 1 to motson. You should adyust the
value sccording to the practical condibons smee the senmtivity s mfluenced by color and tune
(day or maght)

Duration: i refers to the mterval time between the adjacent motwn detections. For mstance. 1f
the duration tune 15 set to 10 seconds, once the system detects 1 motion, 1t will go to alarm sad
would not detect any other motion (specific to camern) i 10 seconds. If there 1 another motion
detected during thas penod. it will be conmidered as contumons movement: otherwse 1t wall be

commadered as a single motion

3) Drag the camera muage to set the motson aren. You can set more than one motion ared
Clack "All" 1o set the whole camera maage as the motion arca. Chick "Reverse™ to swap the
motion area and the noa-motion srea. Chick “Clear™ to clear all the motion aress

4 Chek “Apply” 10 save the settings. Click “Processing Mode™ 10 2o 1o the slanm handling

coafigusation mierisce of the moton alanmn

2.1 Motion Alarm Handling Configuration

L Chick Star=Scttings = Alarm=?Motion Alarm ro 2o 10 the following mecrfacs

o
>
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2} Enable or disable “Record”, “Soapshot™. “Push™, “Alarmeout™, “Aundio™ “Preset”,
“Buzzer”, “"Pop-up Video™ and “E-mal”. The alarm handling setting of mohon alanm s sinsilar
to that of the sensor alanmn {see 1L Sensor Alagy for detaals)

5 Click “Apply” w0 save the settings. You can chick “Motion Settings” 10 go to the motion

configiration interinee

11.3 Combination Alarm

L} Click Stast=?Settings 2> Alann 2 Combination Alamm to go to the following interface

A Customize combmation alasm St alasm e and click “Counfigure™ noder the Combaned
Alarm Configuration item (motion’sensor intrusson face resognition line crossing). Then selet
alarn rype and alaomn sowrce. Fanally, click “OK"™ 10 save the settings

(Only some models support face recogmtion)
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3 Enable or disable "Record”. “Saapabot”™. “Push™. “Alarm-out™, "Preset”, “Buzzer™. “Audia”,

“Pop-up Video™ snd “E-mnl™. The alarmu bandling setting of combinatzon alanm 1 similor 10

that of the seosor alaom (see 111 Sensor Alagm for detals)

Click “Apply™ 10 save the sertngs

11.4 Exception Alarm

1141 1PC OMine Settings
1 Chick Stan=2Settmgs 2 ALEvemt 2IPC Offline Sertings 10 go 16 the interfice ms shown
below

2/ Enable or dmable “Snapshot”, “Push”™, “Alarm-out™, “Preset”, “Buzzer”™. “Pop-up Video™

"‘Pop-up Message Box" and "E-amul™ The IPC Offline Settings are samilar to that of the senvor

alarm (see L1 Sensor Alagm for detaals)

Chick “Apply™ 10 save the settings

11.4.2 Exception Alarm Settings

1 Chick Start=?Semings = Al Event=? Exception Alarm to 20 1o the mierface as shown below

¥

Enable or disable “Push”, “Alann-out™, “Buzzer”, “Pop-up Messages Box" and “E-1nmil
The exeeption bandling settings are sumilar to that of the scnsor alarm {se¢ 11,1 Sansor Alany

for detmls)

3 hck “Apply™ 1o save the settngs

-
o
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11.5 Alarm Event Notification
11.5.1 Alarm-out

I Chick Start=>Semings =2 Al Evenst = Event Notification to 20 10 the followmng mterface

2 Set the delay e the schedizle and type of each alan-owr. You can chick “Edit Schedules™

1o edit the schedules (see 7.1 .2 Schedule Settinos for details)

3 Chck “Apply™ 10 save the settings, You can click “Test™ to test the alann owtput

11.5.2 E-mail

Click  Starr=2Settings =2 Al Event=2Event Notificstion=2E-mail 10 go % the c-mail

confighration mterface. Set the c-mail address of the recapeenss. Ses 15.1.%5 E-ny

Coaliguration for detadls

11.5.3  Display

Chck  Stwt=2Sertings2 Al Event2Event  Notification=?Display @ go o the dsplay
configneation interface. Set the dusation time of the pop-ap video and the pop-op message box
If you device support two outputs, please set the outpat of the pop-up video m needed. Afier
that, click “Apply" 10 save the settings

11.5.4 Buzzer

Chek  Start2Settmgs 2 Al'Event2Event Notfication?Buzrer to go 1o the buzzer
comfigumtion interface. Set the delay time of the buzzer and then chick “Apply™ to save the
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setting. You can chick “Test™ to test the buzrer

11.5.5 Push Message

Click Start2?Settmgs = AL Event ?Event Nonfication = Push Message to go to the mterface as
shiown below. Check “Enable™ and then chick “Apply” to save the settings. If Push Server is
calme. it will posh messages 10 the mobele chents

11.5.6 Audio

Click Start=>Setrings= Al'Event =?Event Notification =2 Andio 0 go 0 the interface as shown
below

Camera audio settings:

For penmeter alert cameras, voice broadeast can be set up. Select the camern, voice. broadomt
times. vohune and language Then chck “Apply™ to save the settings. When an alarm 15
mggered. camera will broadcast the vosce you set

Vowe chek "Add™ to add the alanu voice m wav. format. Click "Listen” to listen to the
uploaded audwo
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Clhick “Aundzo Device™ to set the andio of the camera

Select the camern and then enable madvo device

Andio IN Device: Please select it according to the actual device configuranon
Speaker (built-in): Please selest its function as needed

LOUT: external andso ouwtpur device, please select its function as needed
Andio loput Encode: GTIHA/GTIIL

Local Audio Alarm
Set the sadio alarm of local NVR,

Lister

o thas meerface, you can set the volume of local awdio, Click “Add"™ to upload the sudio file
Choose the uplosded andio file and then chck “Listen™ to listen so w; elick “Delete™ 10 delese
thus file

11.5.7 Light

Chick Sun=2Scitings=?Alam=2Event Notification=2Light 1o go to the imerface us shown
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below. In this mterface, you can set the hght flmbung tune and frequency when an alarm s

mggered

11.5.8 Alarm Server
Go to Alarmn=> Alarm Server interface as shown bedow
Enable the alarm server and enter server address sad port of the alanm server. Then select
protocol, If “Send Heartbeat™ s coabled, set the interval tines. Set the schedule and alann type
as mecded. After that, test the effectivensss of the alarm server. Having tested successfully
please chick “Apply”. When the relevant alarm occurs, the device will transfer the alarm event

to the alanm server. If an alanm server 1s not needed, there s no need 1o configure thes section

a2
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11.6 Manual Alarm

Clck u on the 100l bar a1 the bottom of the live preview interface to pop up » window. Click

“Trigges™ 10 start alarnm, Click “Clear” 1o stop alarm

11.7 View Alarm Status

Click Start=?Settings =2 Alarm—=2 Alarmn Status ar chek n on the tool bar at the bottom of the

live preview interface 10 view the alanm stanes

Clack “Clear” to stop the buzzer when the buzzer alarm happens. Chek - to view the detal

mformation as shown below

If the exception informmtion & more than one page, you can enter the tmpber in the box nod

o vew the exception

then ¢lick to jung to the specified poge. Chick

alarm information m the previous next pege
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11.8 System Disarming

You can quickly disarm the device through the alarm host and remote chent (ke mobile APP)

All slann hinkages of all channsls and sensor alarms will be mvalsd afier chicking “One Key
Disarm”™ by defanlr. You can also self-define the channels and sensors yoo want to disarm by
clackang “Add". Only the selected channeds and sensors will be disarmed by clickmg “One Key
Disarm”
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12 Parking Lot Management

You can mmnage the parkmg lot through the NVR. Before mang thas function, please add the
professional ANPR camera

12.1 Parking Lot Settings

Click Start2Intelligent Analytics=2Parking Lot Management 10 go to the parking lot setting
wterface

12.1.1 Basic Settings

The system only supports one pardang lot management. Please enter the parkang Jot name, total
purking space and remaming pardang space. To emvure the accuracy of the parking space
Please enter the parking space mtormation when there 15 no velucle emtenng or exiting

12.1.2 Parking Space Settings

Only the vehicles added mto the plate database are allowed 10 pass through sutomatically. Yon
can set the parking space accordsng to the wehicle group or directly wse the total parking space
For the block-Iist, you can s¢t “No parking allowsd”. After that, st the schedule and Emadl as
nesded

12.1.3 Entrance/Exit Management

Set the passing direction of vehicles and bind LED screen as needed
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12.2 Parking Lot Management

After the sbove settings are completed, click “Parking Lot™ on the left menu o go o the
followsog mrerface

In thos imterface, you can view the detatled information of the parking lot. mchiding the total
parking space, remaning parking space. number of vehicle entening today. number of vehicle
exating today and velucle entry'exst records

Cmly vehucles added mto the plate database are allowed to pass sutomatically. 1f the vehicle 14 2
stranger’ mnknown vehacle. # cannct be allowed to enter. You can relense it musnmally by
clickmg “Gate Opening™. 1f the plate number captured s not matched wath the actual ane. you
can chek “Correct™ to cosrect i

Click . 1o view the detatl information of velicle entry'sxiting
Chick “More™ o remster the heense plate or view the 1D information

[
f
Clack o go to the parking lot setting mterface
Click 10 po 10 search the reconds of velucle entening ‘exiting
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Click “Back™ 1o return to the live view mterface

12.3 Search Vehicle Entry/Exiting Records

In the pocking lot management mierface, click B 0 scarch the records of vehicles
curering ‘exsting the park lot

You can search these records by semug filisomg conditions (meluding towe duection Ticense
plste). Click IR tn the nglt comer of the searched picture 10 view the details: chick “Backup”
to export the searched pietuse
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13 Account & Permission Management

13.1 Account Management

Click Start=Settmgs=>Acconnt and Authorty=? Accoamt=2Edit User 10 go 10 the interface as

shiowvn below

>

Arca U displays the user permssions. Area 2 dasplays the user st Click the wser m the list
s } i g

to display st wser permisssons m area (1

There are three default permussion groups (“Admumstrutor”, “Advanced” and "Conunoa™)
avatlable when adding sccounts. You can manually add new permissson group (see 12.3.1 Add

Permmswon Group for detmls)
Ouly odmin and the users that have the “Account and Authoety” permussion can manage the

system’s accounts, Croup “Adnummistrator™ owms all the permssions displayed m area &

except “Acconnt and Anthoriry™ asd its permissions canmot be changed while the penmissions
of “Advanced” and “Common™ can be changed

13.1.1 Add User

1 Chick Starr=2Scnings 2 Account and Authoniry=? Acconar2Add User or click besade
the search box 1o pop up the window as shown below
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2 Set the usemamie, password and group, User can also set the panem lock here. The c-mail
address aod MAC address are optional (enter the MAC address after you check ). Click “Add”

1o add the nser

13.1.2  Edit User
Chek Start2Settings—2 Account and Authooty—> Account—=>Edit User and then chek - o

the user hist or double click the user to edit the user informanon, Clck - to delete the user
(the user adarin cannot be deleted)

»  Edit Security Question

You can <1 password sesurity only for edmin. Click “Edut Secunity Question” aad then set
questions sod suswers in the popup window. If you forget the password for admfa, plesse refer
1o Q4 in Appendix A FAQ for details. The passwords of other users can be secovered by adwin
of the users thst have the “Acconst and Aughority™ permission

#  Modify Password

The password of admin can be modified Click "Modify Password™ to pop up a window. Enter
the current password and then set new password. Chick "OK" to save the settings

In addition. the adonm user can modify the conumon' sdvanced wser s password
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»  Modify Pattern Lock

Some models may oot suppon this function
Clack “Modify Panem Lock™ to pop up a window

Enpus current password and then check “Enable™ 10 561 panem lock

»

»  Edit User

Click "Edit User™ to pop up the window as shown below. The admin s cuabled, 1ty permissaon
coutrol is closed and permussion group cannot be changed by defanlt. Yoa can enable or disable
other wsers (5f disabled, the vser will be mvald), open or close thew permassion cootrol (if
closed, the user wall get all the permussions wiich admin has) mnd set their penmssion groups

Clack “OK™ to save the settmgs
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13.2 User Login & Logout
Login: Chick Stari=Logm or directly click the pressew interface and then select usemame and
enter the password in the popup wmndow. Click the “Logm™ button to log m the system.
Logout: Click Start>Logout ar chck Start=2Shutdown to pop up the “Shutdown™ window
Select "Logout” m the window and then click “OK™ to log out the system

13.3 Permission Management
13.3.1 Add Permission Group

Click Sun=2Semings =2 Account and Authoriry=? Account=?Edit Permussion Group 1o go 1o the

imterface a5 shown below

Click ﬂ to sdd permission group. Set the group same. check the penmissions as required snd
then set the “Local™ mnd “Remote” permisssons. Chck “Add™ 1o suve the settings

is2
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13.3.2  Edit Permission Group

Go to "Edit Perussson Group™ mierface and then chek n m the group hst to edit the
permassion group {the opemtions of the “"Edit Permussion Group™ are sumnilar to that of the “Add

Permmsvon Group”, please see 1213 1 Add Permussion Group for details), Clack - 1o save

the group as another group. Click . to delete the permission group, The theee default
permission groops (CAdounistrator”, “Advanced” and “Conunon™) cannot be deleted

13.4 Black and White List

1 Chick Start=2Semings =2 Account and Authority=>Secunty to go 1o the following iterface



Acconnt & Permivion Management NVR User Manual

21 Check “Enable™ and then choose “Enable Allow List (whate list)” or “Enable Block List
(Black lsse)™ (the PC clhient of which the [P addiess 54 1t the whate lisz can nceess NVR remotely
while the PC clicnt in the black hist cannot)

3 Add IPIP sepmentMAC. Click “Add IP" or “Add MAC" and then check “Enable” i the
popap window (only ©f you check it can the IP/IP segment MAC you add be effective). Enter
the IPTP segment MAC and then click "OK", In the above mterfnce. click n 1o edut [PIP
segment MAC, chick - to delete 1. Chek “Apply™ to save the settmgs

13.5 Preview on Logout

Chck Start=2Settmgs2Account and Authority=2Secunty?Preview on Logosit 1o go to the
followmg interface

Set a camern and then enable or disable the preview pernussion on logowt s requared. If a
camera’s preview permussson on logouat 18 “ON", you can view the live mmage of the canmern
when the system is logged out. or the live maage of the camera cannot be seen when logged

out

13.6 Network Security

Click Start=2Settmgy2Account and Authonty=2?Secunty?Network Secunity to go to the
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tollowmmg mierface You can ennble APR Guard

ARP Guard: Address Resolution Protocol Guard. Thes function can protect the LAN from APR
attack and make the network mn stably. If it s enabled. you can ensble auto gateway MAC or
manually set gateway MAC. Addrhonally. detechion defense also can be ensbled as needed

13.7 Password Security

Click Stant=>Sertings = Account mnd Authority=?Security= Passsword Security 10 go 10 the
followmg mrerface

ki this imterface, you can sef the level and expimtion tune of the password

13.8 View Online User

Click Suan=?Scnmgs?Acconat and Awhonty?User St 10 view the online user
information (vou can view the online user nmne, login type. [P addeess and logm thne: chick

1o pop up & window showmg the preview occupted channel mmmber and playback
occupeed chanme! nmumber)
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14 Device Management

14.1 Network Configuration
14.1.1  TCPIAP Configuration

Chick Start=?Settings ?Network 2 TCP/IP to go to the following mterface. Check “Obtain an
IP address automanbically™, and “Obtam DNS automatcally™ to get the IPvA/IPYS (of 176 is
enabled) address auwtomaticelly. or manually enter the network addresses You can click
“Advanced™ to modify the MTU value sccording to the network condition (MTU, Maxannum
Transmissson Unst. can be modified according to network condihon for higher netwock
tramsamsssion efficiency). Click “Apply” to save the settingy

Note:

¢ Internal Ethernet Port

If vou use the NVR with the PoE netwark ports, click “Tntemnal Ethemet Port™ 10 go to the
following mterface

The itersal Exhernet port is the port which is wsed to connest all the PoE pons with the NVR
systemn. The PoE ports are svmlable if the mtemal Etbemet pott is online; if it is offline, oll the
PoE posts will be umavaslable, may be the msermal Ethernet part is broken. The network
addresses of the wmsernal Ethernet port can be chinpged o ke the port m the same perwork
segment with the IP caneras which are directly conmected to the PoE ports of the NVR (it s
not recommended 1o chmnge the petwork addresses of the internal Ethernet port)

Mode: Noo-long Iine mode or long line mode can be selectable. The non-line mode s the
defunlt serting. If the transmassion performance of your network cables counccted the PoE
ports snd [PC are oot so good or these petwark cables are very long, you can choose Jong line

mode
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&  Multiple Ethernet Porrs Setting
If the NVR has two serwork ports or sbove, you can select the network work pattern as

required

TOE; Sowme models may support TOE mode. It 18 o techmology for mmproving the network
transamssion speed. Please emable it accordmng to the actual network situanon. If TOE s
enabled, ot shall be lagh speed mode. Then multiple address setting or netwark fault tolerance
can be chosen and coutignured. If TOE v not enabled, it shall be compatible mode. Then the
network fault tolerance cannot be selected and set up

Network Faunlt Tolerance:

The two network ports will be bound 1o one [P address if you select the “Network Fault
Tolerance™ patiern. There are many advantages of thes work pattema: 1. mcrease the bandwidih;
! form a network redundant army to share the load. When a failure happens to one netwark
port, the other port will take over the entire load mmmedeately. The takeover process i seamless

and the network service will not be broken off

Refer to the figure as shown below, If “Network Fault Tolerauce™ is selected. check “Obtain an
IPvd address antomancally”, aod “Obtasn DNS sutomatcally™ to get the merwork addresses
muonsticaily, or mamually coter [Pv4 TPVOGT IPVE 18 coabled) ndddress seloct one Ethemet pont

#s the prioary caed and then click “Apply™ to save the settngs
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Mudtiple Address Setting:

If “Multiple Address Setting™ iy selected, the IP addeesses of the two Ethernet ports should be
set respectively. Refer 10 the pictore as shown below

Check “Obtain an IP address mmomatically” and “Obtain DNS swomatically” 10 get the
network addresses automancally, or manually emer IPv4/IPVE(If TPvO is coabled) address

select one Ethernet port s the defsult route and then click “Apply™ 1o save the scttings

14.1.2 Port Configuration

Click \!,m-')xcmuz\ ')NCY‘.knll -).x'l_lll o go 1o the wmterface as shown below. Enter the HTTP
part, HTTPS pont, server port and POS pont of the NVR, and then click “Apply”™ 10 save the

settings. You ¢an also cuable and set RTSP port (please check “Anoaymous” as required)
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HTTP Port: the default HTTP port of the NVR 15 §0. The port mmnber can be changed to
others like 1. The port is mamly used to web chent access. If you want to access the NVR
thuwoagh a web browser, you should enter I address phus HTTP port m the address bar of the
web brawser like b /102 168,11 61:81.

Note: The HTTP port and server port of the NVR should be mapped to the roater before you
acoess the NVR via WAN,

HTTPS Port: the default HTTPs port of the NVR & 443,

HTTPs provides authentication of the web site and protects user privacy. You can enter IP
address plus HTTP port in the address bar of the web browser Then enter usemame and
password to log m. Click Functional Panel ?Network2HTTPS to go to the following nvterface,
There are three ways to enable HTTPs servce.

A, Create a private certificate,

" —& G N\
ey vetoy bott Port
e A wm— tetem
e s g - '/ - r
- i | b
[ = ] <me ]
- e

@ Select “Create a private certificate”.

@ Click “Crese™,

3 Fill out the carresponding mformation in the shove creation box. Enter the country (oaly
two letters avalable), domain (NVR's IP address'domain). validity date, password,
province sate. region and so on.

@ Click “OK~

%  Check “Enable” checkbox.

© Click “Apply” to save the setting.

B, Tustall a signed cortificate
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Check “Signed centificate already .., ",

Click “Browse™ 10 select the cenificate you waat 1o moport,
Click “Import™

Check “Enable™.

Click “Apply” to save the settings,

Please note that the cemificass uploaded here shall be a cenificare with pavase key:

How 1o attach the private key 10 the certificate”

Plexse open the cenificare and the private key files with the editor (lke Notepad++) and then
copy the private key to the certificase,

. Create o certificate request

(" A
B R
-
VNP el e L L
1 W TR e e . — - b o g
S— W 8 2 ot
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—1 —— o= —

Bee

@ ®

Check “Create a cerntificate request™
Click “Creme”™
Fill out the correspondamng mionmation 1 the above creation box. Enter the country (oaly
two letters available). donmm (NVR's IP address/domain), valudity date. pavsword
provinoe state, regaon and o on.
Click “OK™, Then » certificate request file (CSR) will be created.
Click “Export™ to export the certificate request file. Then send thus file to the trusted
third-party CA to apply a signed cestificate.
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&  Click “Browse" and select the signed certificate issued by the CA and then import this
certificate.
Chick “Enable™.

Click “Apply” 10 save the settings

U A )

After that, the device can be accessed by entermng hittps:/IP: https port via the web browser (eg.
192 A443).

Server Port: the default server port of the NVR s 6036. The server port number can be
changed as required. The post s mamly used m network video management system.
POS Port: the default POS port of the NVR 15 9036.

API Server: You can log in the media player whach supports the RTSP protocol. Moreover. the
third-party can further develop through API service.
Authentication: Basic authentication and dagest authentication are optional.

RTSP Port: RTSP real-time stream protocol can be used to control the sending of real-tune
data. By media player (hke VLC player) whach supports the RTSP real-time stream protocol,
you can view the live images synchronously. The default RTSP port 1s 554 and it can be
ch.maed as needed. (The address format: t5p: /1P address:S 54 chiD-1&streamTxpe~nag or

S34s : : mam mdicators mam stream: sub indacators
sub stream: chID mndscators channel ID).
Examples: Enable RTSP and “Anonymous™. Then open the VLC player and enter the address
(for example: rtsp://192.168.1.88:554/chID=1 & streamType=main) m the network address bar
of the VLC player. Then you can view the video of channel 1.

14.1.3 PPPoE Configuration

Click Start-?Settings 2> Network2PPPoE to go to the mterface as shown below. Check
“Enable” m “PPPoE Settmgs™ and then enter the usemame and password obtamed from the
dealer. Click “Apply™ to save the settings.

14.1.4 DDNS Configuration

The DDNS is used to control the dynamic [P address through domain name. You can access to
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the NVR casily if the DDNS 1 enabled and configured.
Click Start2Settings ?Netwark2DDNS to go to the méerface as shown below

Check “Ensble” and then sekect the DDNS wype Ewter the server address, domssin samne,
mcttmnie and password sccording to the selected DDNS type, Click “Test™ to test
the effectivensss of the mput mformstion. Click “Apply™ to save the settings. After that, the
successfi] connecton status can be viewed

Note: Only when the DDNS type is “dyndiss”, can the heartbeat interval be configuable

You will have 10 enter the server address and donsan nuine if some DDNS types sre selected
Go 10 the relative DNS aehsite to register domain nane and then enter the repistered domain
wiformation here). Now we ke s dvrdydus com for sxnmple

L' Enter worsndvrdydns.com i the nddress bar to visit its DNS webute

Waelcome to DvrDyins

Z) Chick Registration 1o go to the mterface as shown below. Set the DDNS account
nformmation (nvemmne, password and o on) and then chick Submit to save the acconnt
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Chick Start?Settings ?Netwock 2DDNS 10 go to DONS setting interface. Enable DDNS
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and then select the wwwdyrdydirs.com DDNS type. Enter the regustered usemmne, password
and domam name and then chick “Apply™

&) Map the IP sddress and HTTP port 1 the souter (you can skip this step if UPnP function 18
enabled)

7 Enter the registered domain name phus HTTP port like hepe wwwooxx dvedydus.com: 81
m the addrexs bar and then press Enter key to go to the web clemt

14.1.5 E-mall Configuration

Click Stut=2Sethings ?Network = E-muil to go 10 the following imerface

Enter the sender’s nmne, e-amil address, SMTP server and SMTP port (you can click “Defanlt™
to reset the SMTP port to the defanlt value) and then enable or disable the SSL and attachmyg
umage. Set the wsernume and enter the password of the sender and then chck “Apply”™ to save
the settmgs (you don't have to enter the usemame and password of “Anocuymous Login™ 1%
emabled). Clck “Test™ to pop up a wmdow. Enter the e«tnml nddress of the recaipsent m the
wmndow and then click "OK". The e-muml address of the sender wall send an e-mml to the
recipient. If the e«enml is sent successfully. 1t mdicates that the eanml address of the sender is
configured comrectly

Chick “Edit Recipuent™ to go to the followng mterface
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Click “Add™ and then cuter the recmpient’s c-mail address and sclect the schedule (if » schedule
s selected, the system will send the alanm cmail and the recipient will receive it only m the
selected schedule tine) w the popup wmdow. Click “Add™ m the window to add the recapsent
You can also change the recipeent’s recemving schedule by chickmg - i the “Schedule™
colunm. Clxck to delete the recgprent i the hist. Click “Apply™ 10 save the settings. Click

Edit Sender™ 1o go to the e-mmul conhiguration mterface of the sender

14.1.6 UPnP Configuration
By UPaP you can access the NVR through web client which s in WAN via rowter without post
mapping
I Chick Start=>Settings = Network=>UPuP to go fo the following mterface

2! Make sure the rowter supports UPnP Runctios and the UPnP 1s enabled in the ronser

-

Set the NVR's I[P address, subnet mask and gatenway and so on comesponding to the router

4 Check “Enable™ in the umerface a5 shown below and then click “Apply”

Clhick the "Refresh™ button to refresh the UPnP watus. If the UPnP status 1s “Invalid UPaP™
after refreshing it n few tunes. the port nmunber may be wrong. Please change the mapping type
to “Manual™ und then clsck to modify the port until the UPnP status tums to “Vald
UPnP". Refer to the followmng picture. You can vaew the external [P address of the NVR. Enter
the extermal IP address plus port m the address bar fo access the NVR such as
hatp:/183.17.254.19:81
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14.1.7 802.1X

If it w5 enabled, the NVR data can be protested When the NVR 5 connested o the network
protected by the IEEE 802 1X, uwser authentication 1s needed

To wse this function, the NVR shall be connected 1o a switch supporting 802 1x peotocol. The
switch can be considerad a5 an authentication system 10 dentify the device in a Jocal network
If the NVR connected 1o the network mterface of the switch han passed the austhentication of
the switch, if can be accessed via the Jocal network

Protocol type sad EAPOL version: Please wse the defandt settings

User unme and password: The user nmme and password must be the same with the wser name

and passwoed spplied for and regastered 1 the authentication server

14.1.8 NAT Configuration

Click Stur=2Settmngs ?Network 2 NAT to 2o 10 the mrerfacs for NAT configuration
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Cheek “Enable” nnd then select the NAT server addlress. Chick “Apply” to save the settuigs

You can scan the QRCode through mobile APF wlich is mstalled m the mobile phone oc tablet
PC 1o quackly add the device 1o the server list of the mobile APP

Access Type: NAT or NAT2 0 can be selected

Click “Advunced™ 1o sclect the ares as needed

Note

L you want 10 use cloud upgrade, you nmst enable NAT2.0

2. After the NAT is enabled, use the mobile APP 1o scan the QReode and then the device ¢an be
added 10 the server list of the mobile APP

1. The device can be added 1o the account of the mwobile APP oaly when NAT2.0 is enabled
After the NATLO is enabled, whens you add the device 10 the accout of the wobile APP, you
mst enter the security code of the device bere, Pleass refer to the mobile surveallanes uset

mantinal for demals

After the dewce 15 bouxd to the sccount of the wobile APP the blue binding mfonmstion wall

be shown uoder the QReode. Chick this blue mformation to unbind it

14.1.9 FTP Configuration

Some mwodels may not support this functon

Click Sturm=2Sestings ?Network 2 FTP to 2o 10 the micrface for FTP configuration. Check
“Enable” and suter the server name, port, inemame and password, max file size and remote
durectory

Plesse caable “Resume Uploading” as needed

After that, you can choose the camern, set the schedule and then select the vadeo reconds,
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unages and alarm istormation 1o upload as peeded 1 thas mteriace

14.1.10 SNMP
1) Chek Stast=>Settings > Network2>SNMP 10 go to the mterface for SNMP configuration

2/ Check SNMPvlor SNMPy2 to enable thas function
) Set the poet of the SNMP.
A Set the trap address and the trap pont
2 Chick "Apply™ to save the settings
Trap Address: The [P address of SNMP host

Trap Port: The port of SNMP host
Tips: Before setting the SNMP. please download the SNMP swoftware and manage to receave

the device mformation via SNMP port. By sething the trap address. the device i allowed to
send the alarm event and exception message to the monitoring center

AR
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14.1.11 Cloud Upgrade
Note: Before you use cloud upgrade, please enable NAT2.0

1 Chick Stant=?Scrtings ?Network 2 Cloud Upgrade as shown below

4)  Select “Accept Nottheation Ouly™ or chick “Check for Updates™ to check whether the
current version 1s the latest. If yosr software vervon s not the latest, click "Upgrade™ to
download and uparads from the chowd server

(W)

Meae doa’t power off durning the upgrade process

14.1.12 Platform Access
Sotne meodels mny oot support this function
This function is meanly wsed for connectng ECMSNVMS. The setting steps are as follows
Click Start=2Setunpgs = Network =2 [utegration =? Platfonm Access 10 2o 10 the interface

Platform Access
1 Set “Acsess Type™ as “Plarform Software™ and select “Enable” as shown below

I Check the IP address and port of the transfer medsa server m the NVMS, The default
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server port for uuto report s 2002, If 1 is modified. please go to the transfer media mtarface 1o
check.

2 Enable the auto report m the NVMS when adding » new device, Then seli-define device
1D and complete the remmmng mdormation of the device i the NVMS

4) Enter the above-mentioned server address, port and report 1D in the server interface. Then
chck “Apply™ to save the settings. Now the NVMS system wall automatcally commect this
device

14.1.13 UPuP Report Access

In this interface, you can also access the third-parry plasform by UPaP Report. Clhick
Start=> Settings » Network 2 [ntegration =2 UPnP Report. If this one is cnabled, please emter the
server address, port and manufactiwer ID

14.1.14 ONVIF

The devics suppoets ONVIF (Profile G'T) and the mode] nanee can be searched on ONVIF
officinl websate. Afier the ONVIF is enabled, it can be searched and connected 1o the
third-party platforin via ONVIF protocol

Click Start=>Setmings 2 Network 2 lategration PONVIF to enter the followng wterface



Device Nanagement NVR User Manal

Note; when adding the device 10 the third-paety plaforms with ONVIF protocol, please check
“Enable ONVIF" first and then enter the usernane and password created m the above interface

14.1.15 Network Status

Click Start—?Settings?Network 2 Network Status to view the network status or chick . on
the tool bar at the bottom of the live preview interface to view network status convemently
Clck Start?Settings ?Network?Netwock Status Detection. Enter the 1P address and then
clack “Test™ to clieck the network connection status (like netwock delay, packet losa)

14.2 Basic Configuration
14.2.1 Common Configuration

Click Start=?Settings 2 Systesn=>Basic>General Settings to go to the following nterface. Set
the device name, device No, language, video format and maun outpat. Enable or disable wizard
“Log In Automatically”, “Log Ouwt Automatically™ (f checked, you can set the wait time),
“App Live Self-Adaption™ and “Dwell Antomatically™ (if checked. you can set the wait tine)
Click "Apply” to save the settings
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Device Name! The nnme of the device It may display on the client end or CMS that help user
to recopmize the device remotely

Video Formar Two modes: PAL and NTSC. Sedect the wideo focmat accordng 1o the camern
Main Owgpwe. Enable “Fixed display resobution™ and then select the mam output as needed
Note: You can set the resolutsons of the mamn owtput sod secondary output respectively iof the
NVR bas dual outpuats, Refer to the picture as shown below

Dwell Autematically: Switch awtomatscally Check ot and set "“wat time” . The system wall
switch unages automatscally if it is not operated durog the time you st

14.2.2  Date and Time Configuration

Click Start2Settmgs 2 System—= Basic =2 Date and Tume to go to the miterdace as shown below
Sct the system tune. date format, time format and tune zone of the NVR. The default tune zoue
s GMT+08 Baymg. Hong Kong, Shangluu, Tazpes. If the selected time zone mcludes DST, the
DST of the tune zone will be checked by default. Clsck “Apply™ to save the settings

You can manually set the system tune or synchromze systerm time with network through NTP.
Manual: sebect “"Manual™ m the “Synchronous™ option and then chek m after the "System
Tume™ ophon to set the system time

NTP: select "NTP" m the “Synchronous™ option and then enter the NTP server
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14.2.3 Recorder OSD Settings

Click Start—=>Settings=? System—>Bavic 2 Recorder OSD settings to go to recorder OSD setting
nterface. OSD name and won can be enabled here.

14.2.4 PoE Power Management

Chek Start2Settmgs ?System=2?Basic  Settings2PoE Power Management to go to the
followmg mterface. This function s only avaslable for the POE device

In thus interface, you can wview the the current power consumption of the added POE
camera panel. The PoE power supply of the PoE camera’panel can be enabled or dusabled by
selecting “ON™ or "OFF™ as needed

143 Factory Default

Click Start=2Settmgs ?System2>Mamtenance?Factory Default to go to the followmg

wterface. Please choose the ttem a8 needed
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Note: Restoring default parameters will not change tune zooe and video format, except that
the password of the admin wall be kept

144  Device Software Upgrade

®  Upgrade

You can chick Start=?Settngs =2 System—2 Information=2Basic to view MCU, kemel version and

firmware version and wo on. Before upgrade. please get the upgrade file from your dealer.

The upgrade steps are a follows:

1 Copy the upgrads software (tar) into the USB storage device

I} Insert the USB storage device into the USH mterface of the NVR

T Click Stan=?Sciags 2 System=>Maimenance 2 Upgrade 1o go 1o “Upprade” mrerface
Seleet the USB device m “Device Name" option and go 0 the psth where the upprade swfiware
cxnts. Sclect the upgrade softwase snd then click “Upgrade”™. The system may sutomaotically

restart during upgeading  Plesse wait for & while and do ot power off the NVR during
upgrading

Nate: Iie flle vivavon af dhe UNY mahile devire which s usnd for ppprafing, Mvkivg sy and restaring

shanid d¢ FATILNTTS foemut,

14.5  Backup and Restore

You can back up the configuration file of the NVR by exporting the file 1o other stomge
devices; you can recover the configumtion to other NVRs which are of the same model with
the NVR by unporting the configuration file to other NVRs for time saving

Insert the USB storege device imto the USB interface of the NVR and then chick
Start=? Settings 2 System = Muntenance 2 Backup and Restore to go to the mtertace
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¢ Backup
Select the USB device in “Device Name™ options, go 1o the path where you want 1o store the
configuration backup file and then chick “Backup™; finally chick “OK™ i the popup window

® Recover

Select the USH device in “Device Name™ option. find the configuration backup file and then
chick “Recover™; finally click “OK" n the popup window

14.6 Restart Automatically

You can set the automatie restart tme for the NVR to mamtam it regularly Click
Start=?Settings 9 System—?Muntenmce > Auto Mamtenunce to go to the mierface as shown
bedow. Enable asto mamtenance, set the merval days and pomt of time and then click “Apply”
to save the settimgs. The NVR wall restart sutomsatically ot the pomted time every interval days

147 View Log

Click Start=Setmings ?System -2 Maintenancs?View Log 1o go to the log view wmrerface
Seleet the Jog main type, click to set start tume aind snd tine and then click “Search”
The searched log files will be displayed in the list
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Choose the log file wn the Hist nodd then click “Export™ button to export the log file. Click
on the “Coment™ title bar 20 pop up & menu hist. Check contents m the menw list and then the

log list will show the checked log coutents only. Click . to play the video log

14.8 View System Information

Click Strnr=2Scmings?System=2 Informaion and then click the correspooding menn 10 view
the “Basic”, “Camers Statins”™, “Alarm Stats”, “Record Stanss”, “Network Status™ and “Disk”

information of the system
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15 Remote Surveillance

15.1 Mobile Client Surveillance

1/ Enable NAT m the NVIL. Refer to 13.1 8 NAT Configuration for detaals

2 Download and install the wobile chient “SuperLive Pls™ mto the mobile device with the
Android or YOS system.

3 Run the mobnle chient, go 1o the "Server List™ isterface to scan the QRCode of the NVR
(Go to Start?Settmgsy?Network FNAT to view the QRCode of the NVR).

If you want to add the dewice to the ncconat of the mobile APP, you nmst ensble NAT2 0 and
enter the secunty code. Please refer to the mobile ssrveillance user manual for detasls

15.2 Web LAN Access

D Chick Start2Senings ?Network2TCPIP 10 go w the “TCPAP" imerface. Set 1he IP
address, sobnet mask, gatewny, preferred DNS and altetsste DNS of the NVR

2/ Open a web browser on your computer. enter the [P address of the NVR m the address bar
and then press enter to go to the login interface as shown below. You can change the dasplay
language on the top nght comer of the login mterface. Enter the usemame and password of the

NVR m the mierince and then click “Logm™ to go to the live preview mterface
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153 Web WAN Access
7 NAT Acorss
@) Set the network of the NVEL Please refer to 1311 TCPIP Copfigutation for details.
@ Enable NAT and then set the NAT server address. Plesse refer to 1318 NAT

Coafiguranion for details.
@ Open a web browser on your computer, enter the NAT server address wwwmirtonat.com in
the address bar and then press enter to go to the mterface as shown below (download snd mtall

the relative plug-in sccording to the tip 1f you access the NVR through NAT for the first time).
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Eater the serial number (click [ oo the tool bar st the bottom of the live preview interface to
see the serial nuber of the NVR), user name (the nser name of the NVR. adwrin by defanlt)
and password of the NVR, sclect the display lamguage on the twop nght comer of the mterface
and then click “Logm" 1o go to the web clicnt wterface,

»  PPPoE Access

D  Click Start=>Senings ?Network=2PPPoE 10 20 1o the “PPPoE" mserface. Check “Enable™
n the “PPPoE seitings”™ and then enser the username and password you ger from your ISP
Click “Apply” 1o save 1he sestings.

@ Chick StartSettings 3 Network—=>Network Status to view the IP address of the NVR.

@ Open » web browser on your computer, coter the 1P addicss of the NVR like
hip:/210.21.229.138 in the address bar and then press enter 1o o to the login interfice. Enter
the usernume and password of the NVR i the mterface sod then chck “Login™ to go to the live
preview interface.

»  Rowuter Access

@ Click Stan=Senings?Network=22TCPIP 10 go to the “TCPIP” interface. Set the 1P
address, subnet mask, gateway, preferred DNS and aliersate DNS of the NVR.

3 Set the HTTP port (it is suggested to modfy the HTTP port because the defanit HTTP port
80 yght be taken up) and enable UPnP function i both the NVR and the router. If the UPnP
functioa 1 not svatlable in the rowter, you need to forward the LAN IP address. HTTP port snd
server port of the NVR fo the router. Port napping settings may be different in different routers,
so plense refer to the user manual of the router for detatls.

@ Get the WAN 1P address of the NVR from the romer, Open a web browser on your
computer. enter the WAN IP nddrews plus HTTP port fike http-/116.30.18215:100 in the
address bar and then press enter to go to the login interface. Enter the msenmune and password
of the NVR m the interface and then click “Login™ fo go to the live preview interface.

Nuiw If the AN TP adivery b dynswie [P sddvors, VN nvesoarer foe pon v sor e doowaly sare v

neeens e NTR. Click Searr Sarrtigs BN oowoek DODNY o wov DONS (eee LLLL DRNS Conlisuraiion

Jor devaily) By wung DDNS Mevction pun can wey (e domaiy nae phus JTTY povt Mhe

Mgy Csmms e dveadydm s T se wecem e AYER vva ivierwves

154 Web Remote Control

The NVR supparts web chient sccess with plug-m or wathout plugemn.
The supported browsers for remote sccess are [EE 910011, Firefox. Opera aud Chrome in
Windows system and Safan m MAC system.

The supported browsers (green color) for remote access without the pluge-m are ax follows,
The red color versions are not supported.
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When you access the NVR through web chent for the first time, some browsers need to
download and install the relative components for nonnal preview and playback.

Please refer 10 the tips in the remote interfaces for detnils, The buttons and icoas on the top
nght comer of the remote mterface are mtrocuced as follows,

admin: the current login usemame.

Lagout: click it to log out and retumn 1o the login wterface.

Maodify Password: click it to change the password of the current login user. Enter the cument
password and then set & new password i the popup window. Chck "OK™ to save the new
password

Local Settings: click it 10 change the Jocal settings, Set the snapshot mumber and click “Browse™
to set the snapshot path and recard path ax shown below. Click “Apply” to save the sethings

SARNT 1T ) ~_f
Sovr st e 2 e 4 ) i P T | S |
S ol e v s A 11 |V ey [ B |

Here we take web client access with plag-in for example to introduce
15.4.1 Remote Preview

Click “Live Display™ i the remote aserface 10 20 10 the preview mrsrfacs
The preview iterface consists of the four areas marked in the following pacture,
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»  Start Preview

Select 2 window 1 the preview area and then chick one onlme camera on the left panel to
preview the camem i the window. You can click "‘”ndsewolh:wpwimnll&c
cameras.

#  Left Panel Introduction

Chick < onthe lefi panel to hide the panel and click  ? 1o show the panel. You e view
all the added cameras and groups oo the left panel.

®  View Camera

Click " to view the camerns. You can view the number of all the sdded camerns and the
oaline cameras. For instance, the left munber 3 w1 “%=2 109 o the left panel stands for the
ustimber of onfine cameras; the right munber 4 stads for the mumber of all the added cameras.

Enter the camern e in the search box and then click wmﬂnﬁ:cmu.(‘lick
1o refresh the camen list.

®  \iew Group

Click 1o view the groups, The up side of the Jefi panel displays all the groups and the
down side displays all the cameras in the group

®  View Scheme

Chck to view the scheme. All schemes can be shown m the lefi panel. Double click the
scheme pame to mvoke it quickly

»  Tool Bar Introduction
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- Click 1t 10 enable/disable OSD

o Click ot w show full sereen Raght chek on the full sevees 1o exit ful)
v wreen.
8 s Somnrs. 101t strea | Click Al Mam Sseam” or “All Sub Stream” 10 set fhe sweam of all the
- Oerin
N Massal alarm bunon. Chek o 0 pop up & wesdow and then mgper and
i clear the alam-out m the wiadow manually
. Chick it 10 peeview all the camenas
£ Chick it 10 close Al the preview caneras

Y Click it 10 wear secoeding foe all camerss so compuer. Chick '® 10

Click 1t 10 stan secoodmg for all caaneras to the NVR. Chck .' o wtop
secoedmg

& Click 1 10 enable talk with fhe NVR.

»  Right Panel lntroduction
Chick ¢ onthe right pael to show the panel and click 10 hude the panel.

Tieget Dutection Lens Controd Fisheye

1 7 |
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Operarion panel introduction
: _I' l "U. -. .I. -il
o Chck o to szap
o Chck it to staet recond 1o computer
Click ot 1o staet second 10 the NVR
s Chick it to 200m m the anape of e camess sd then doag the mouse oo the
canera mage 10 vew the luddes wea
- Chek i %o 2o0m out the unage of the camera
el Chick it to start two-way talk
The 1D 2o0m m fncton o deapned Re PTZ  Clek o sod then dog the
- Image 1o 200t m or 200 owt the mmape. chok the umage on ddffierest areas
1o view the mage of $e dome omm -directionally
‘c Chck it to close the preview camera
1:1 Click ot to dosplay ongsal suee
© Click it 1o enubie sudeo snd Shes drag e shier bae 10 adpent dhe volune
' You o isten 1o the camera 3udo by enabling asdio

Click one cavera window in the preview area and then click ™' *****/ 19 set the camera’s hive
preview stream and record stream to mam stream m manual record mode: click Y2 g
set the canera's live preview stream and recard stream to sub stream. In sub strenm tab, set the
resolution, FPS and batrate and then chick “Apply™ 1o save the settings,

PIZ panel mtroduction
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* | to motate the domir. click ™ | 15 wop rotatiag the dome

\
. 1 ]

~ Ck & |/ Pl vl 4]y s]) <]
.

A P e | Divag the shéer to adjust S rotating speed of dome
e lweew | ] Click ] o] s 200 eviout camers snage

& Jo—ne] A ] | clck (8] 1 T8 ] wincreme decrease the fical length
Q-0 Click - 2 |/ O | 10 incremo'docrease the wis of the domse
axinbmhprmh-ltu:hdhb-mhkﬂoar‘
Preset fhe peeset. Click | 30.2dd 3 preset: dhick — 5/ 10 save the preser
setting. chek 1L 1o delese the sebrcied
Click 1110 view the crusse bst. Clhick 7 10 add 2 crusee click
o play the cruise: chick —*' 10 wtop crame
Crume Geensp Click 1110 veew the crise groop kst Chek ' w0 add 2 cousse grovg.
chck ' wplay Se crusse group, chek _* 10 dop enuse moup
Tence Chick 1t 40 varw the trace It Clck . woaddamace chek £ o

gy the trace click ) 10 start record

If the camem you added is motorized lens camers, click the lens control icon 1o adgust the lens.
If the camers you added is o fisheys camers, click the fisheye won 0 set the relevant
pamnieten & peeded,

154.2 Remote Playback
Chick “Playback™ in the remote interface to go to the playback interface
1) Check the record event types and cameras on the left panel. Set the recaord date on the
calendar beside the rime scale.
@ Click ‘R =" 10 search the record data and then click ) | or directly click the
time scale to play the record.
The operation of the playback time scale 15 suular to that of the tune scale m the mam program
of the NVR. Please refer 1o £.2 Plaxback Iuterfass Introdustion for detals.

lutroduction of playback control buttons:

=] Stop bution

] Rewsed bunem. Chick # 12 play vides backwand

» Play bamoes. Click it 1o play vadeo foewnd

I Pause butios

- Decelention bution. Chok it 10 decrease S plivay speed.
» Accelerstion tuton:. Chick 1t 10 merease the plyng speed
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maode

> Near frume butten. It wedks only when e forwand playang s pesed 21 sengle screen tonde

O | ik O 10 step hackwand 306 s chick © 10 step forwaed 305

Backup sta tiene barson. Click the time scale and G click 1110 set the hackup st e
Backup end sse button. Chick the ume scale and s chek o 10 st the backop end tme.
Backup button.

Backup tasks button. Clhck 3 10 view fhe backup states.

Event bst buttim Chek # to view e eveot recond of mansal/schedule'semnor monon

Wiw|=|Aly

15.4.3 Remote Search and Backup
Click “Search and Backup™ in the remote interface to go to the backup interface. You can back
up the record by event or by tune.

» By Evemt
Check the record type oo the lefi side of the interface and then click ™ 1o set the stan time

and end time; check the camerms and then click ™ on the right side 10 search the record (the
searched record dats will be displayed in the list); check the record data in the list and then
chck “Backup” 1o backup the record

» By Time

Click ™ 10 set the start tiwe and end time on the left side of the interface; check the
cameras and then click ' oo the nght side to backup the record.

Image Management: Clsck “Inmge Management™ 10 go to mmage munagenient mierface. The
syvtemm will display il the captured images mtomtioally in the fist. Chick [ v delete the
umage. Click 10 pop up the “Export™ window. Chick -lopwupdn“\f-cw Image”
window. Click to export the tmoge

View Backup Status: Chck “Backap States™ 10 view the backup status. Click “Pouse™ to pauss;
chick “Resume™ 1o continue the backup; click “Deldete™ 10 delete the task.

15.4.4 Intelligent Analysis

This function is only available for the model with VCA (video comnfent analysis) functions,
Click “Intelhigent Analysis™ in the remote imterface 1o configure st search, statistics, saaple
database, parking lot management, face attendance and face check in. All of these settings are
setmilar 1o that of the NVEL Ses the configusations of the NVR for detasls,

1545 Remote Configuration
Chck “Function Panel™ in the remote mterface and then configure the camern. record, alarm.
185



ot s

disk, network, account and suthority and system of the NVR remotely. All of these settmgs are
sunifar to that of the NVRL See the configurations of the NVR for detuls,

#  Jumping to TPC Web Client

Except the [PC sccess with RTSP protocol. the IPC can be directly jumped from the NVR web
chient 10 the IPC web client by clicking  #  in the sbove-mentioned mterface.

L. Please logm the Web Chent of NVR (See 14.2 Web LAN Access or 14.3 Web WAN Access
for details).

2 Chick Function Panel>Camera -2 Edit Camera to go to the following mterface

- S ——— Eaad

b — .

1113
|
»

- -

3. Select the camern and click ¥ 10 log m the web chent of the camera. Then you can set
the parameters of the camera as needed.
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Appendix A FAQ

Q1. Why can’t I find the HDD?

a. Please check the power and SATA data cables of the HDD to make sure they are well
coanected.

b. For some NVRs with the 1U or small 1U case, the power of the adapter may be not
enough for operating them. Please use the power adaptor supplied along with the NVR.

c. Please make sure the HDDs are compatible with the NVR. See Appendix C Compatible
Device List for details.

d The HDD could have gone bad.

Q2. Why are there no images output in some or all of the camera windows?

a.  Please make sure the resolutions of the cameras are supported by the NVR.

b. Please nmake sure the network cables of the IP camera and NVR are both connected
properly and the network parameters are set comectly.

c. Please make sure the network and the switch both work normally.

Q3. The screen has no output after booting the NVR normally.

8. Please make sure the sereen, HDMI or VGA cables are good and well connected.

b.  Please make sure the screen supports the resolution of 12801024, 1920*1080 or
3840%2160 (4K*2K). The NVR cannot self-adapt to the screen of which the resolution is lower
than 1280*1024, and then the screen will remind you that the screen resolution is not supported
by the NVR or just have no display. Please change a screen at 1280%1024, 1920%1080 or
3840%2160 resolution before booting the NVR.

Q4. Forget the passwords?

a.  The password for admin can be reset through “Edit Secunty Question™ function.

Clsck “Edit Secunity Questson™ m the logm window and then enter the comresponding answer of
the selected question m the popup window. After you comrectly answer all questions, you can
reset the password for admin. If you forget the answer of the question, this way will be mvalid,
please contact your dealer for help.

b.  The passwords of other users can be reset by admin, please refer to 12,12 Edut User for
detmls.

Q5. The NVR cannot add up to the maximum number of IP cameras?

Take the 16 CH NVR as an example. Some 16 CH NVR support 8 maximam of 120Mbps
bandwidth input (please take the real device for standard). Refer to the picture below. The
remaining bandwidth should be larger than the bandwidth of the IP camera you want to add, or
you would fail to add the IP camera. You should lower the added cameras” bitrate to release the
bandwidth. It is recommended 10 add cameras by “Quickly Add™ for batch adding.
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Q6. The IP camers which conpects 10 the PoE port of the NVR cannot be displayed
autematically in the camera Nst, why?

a.  Please check whether the resowrce of the PoE port 18 oocupied by another [P camera that 1
added through network

® Take the 16 CH NVR with 8 PoE ports as an example. The resource distnbution of the 16
CH IP cameras s shown m the pecture below

g - . 1 I " ™ .| unl » N " a 2 k 4 ; | 1 u -4
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When you add IP camermns through network. the IP cameras will occugry the resource from CHI,

CH2, CH3, CH4. . by the adding sequence: if you dectly connect the IP cameras to the PoE
ports of the NVR, the IP cammeras will occupy the resousce from CHO to CH16 according to the

number of the PoE port each IF cansera 15 conpectmg to

Supposng that 12 CH IP cameras have been added to the NVR through network and oo IP
camera has been directly comnected to the PoE port. The 12 CH IP cumerns occupy the §
network resources from CHI to CHS und 4 PoE resowrces from CHY to CHI2 which are
supposed to be occupied by conmecting the IP cameras directly. In thes sshantion, 1if you directly
commect cae [P camera to PoES. PoES, PoET or PoES, the IP camera will be displayed mn the
camera list automatically; if you connect it to PoEl, PoE2. PoE3 or PeE4, it won't be displayed
in the camera lint by showing resource conflict, if you just need to connect it to PoEl, PoE2,
PoE3 or PoE4. you should first delete the IF camera which occupaes the PoE port resource and
then recounect it to the PoE port

®  Take the 8 CH NVR with 8 PoE ports 25 another example. The resource distnbution of the
8 CH IP camerns s shown in the pacture below and the adding rles of the IP cameras are
satmilar to the miles mentoned in the above. Please refer to the above for details,
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b Please make sure that the uernal Ethernet port and the IP camer which directly connects
to the PoE port through ONVIF protocol are in the same network segment

The mternal Ethernet port and the IP camera winch darectly connects fo the PoE port through
ONVIF protocel should be i the same network segment. oc you will fail 10 add the 1P canvera
Log m the IP camera’s web chient and then enable DHCP (obtam an IP address automatically)
or nmmmlly change the [P address of the [P camera 1o make of s the same network segment
with the meemal Ethemet port

¢. Check whether the number of the added [P caumern 15 the muammmn

if the number of the added IP camern is the maximmm, the system will show you the message
that the 1P camern number 15 beyond the maxammmn when you directly connect another IP
camera to the avmlable PoE port and thus you will fail to add the [P camern,

Q7. The IP camera which directly connects to the PoE port of the NVR throngh ONVIE
protecol s shown (o the camera list, but there is no lmage output, why?

Pleave muke sure the usemame and password of the IP camera are comect. The IP cumera’s
username and password can be modified through the two ways mentioned as below

L Chlick “Edit Cumern™ in the Camern module of the setup panel to go 1o the mserface as
shown below, Click n o modify the uscrname and password of the IP camera (cuser the
comrest nsername snd password of the IP camer m the popup window and then chick “OK"™)

%) Go to the live preview mterface and then click n in the preview wimdow of the IP
camera 1o edit the IP camern’s nsemame and password

Q8. The system canoot record, why?

A Make sure the HDD was formatred pror 10 use
b, The record schedule has mot been set m costonmzation mode, Plesse refer 10 212
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Schedule Settings for details.
¢ Maybe HDD is full and thus the NVR is not able to recond. Check HDD mformation from

Disk Management and if required. plesse cusble the recycle fumction (phease see 7.1.3
Advanced Contiguration for detads)

d  There 1s no disk but cameras m the dick group, so pleave add at least one dask to the group.
Refer to 7.4.2 Storage Mode Configuration for detusls

¢ The HDD could have gone bad. Please change mnother one.

Q9. Fail 1o nceess the NVR remsotely through 1E,

a.  Please make sure the [E versaoa s IES or above.

b, Plense check whether the PC has enabled the firewall oc mstalled the antivirus software.
Plesse try to mccess the NVR agnm after you dumable the firewall snd stop the amtivious
software.

c.  Allow & block list may have been set m Account and Authonity setting. The PC of whach
the 1P address is in the black list or out of the whise list cannot access the NVR remotely.

Q10,  ActiveX control cannot be downloaded, What can | do?

a IE browser blocks ActiveX control. Please do setup ns per the steps mentioned below:
' OpenIE browser Claick — Internet Options.

Pt

L

Loom GUO%)

Lafer,

Add wtu te Start meny
Vs semnbcedt )
Manage o3 ot

F1I Develtper Tooks

(ot b= gurwredd sten
Conmgatitvbty View sennongs

Mppurt watieds gz biorm

Aot Ivteiniet Esplone

Select Secunty=Custom Level Refer 1o Fig 10-1,
Enable all the sub options under “ActiveX controls and plug-ins”, Refer to Fig 10-2,
Then chick “OK" to finish setup.

® W

b Other plug-ins or anti-virus may block ActiveX. Please disable or do the required settings.
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Q11.  How to play the backup file?

a.  Recorded video backed up by NVR: msert the USB device m which the recorded video
backup files is saved to the USH mterface of the PC and then open the USH device path. The
recorded video can be backed up i the private format and AVI formst by NVR.

® If you seloct the pnivate format when backmg up reconded video by NVR, a RPAS
compression package will be backed up to the USB device autommatically along with the
recosded video data. Unconpress the “RPAS zip™ and then click “RPAS.exe™ to set up RPAS,
After the setup is completed, open RPAS player and then click “Open Folder™ m the nuddle of
the mterface to select the record data. Refer to Fig 11-1,

Sclect camern m the resource tree on the left side of the imterface 1o play the camern record.
Click Bl on the ool bar under the camers image to ensble sudio, Refer to Fig 11-2.

Neove. Ihe riverd will s heve anvae rugpul f yow Aradle ibe audin whoy reverding by NVR. Mewre

ver © 1 1 Madr Contfdasranan pad =2 E newde Peramevers Semttngs for devoily

®  1f you select the AVI format when backing up recorded video by NVE, the recorded video
backup data can be played by the video player which supports thas format.

b Recorded vadeo backed up through web, The recorded video can only be backed up with
AVT format through web. The recorded video can be backed up to PC and played by the video

player which supposts this format.
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Q12, HTTPs service cannot work normally after directly installing the signed certificate,

2. When unportmng the certificate, the private key i not attached 1o the certificate.

b. When unpocting the cerificate. the private key 1 attached to the certificate. but it is
encrypted. At present, the NVR doesn™ support the cernficate with the encrypled povate
key.

Q13, You are prompted with the unsafe statements/tips when using HTTPs service,

A Please maks sure your certificate is wusted,

b Make sure whether the Common Name (domam information) of the cemificate matches
with the domain name of the visiting website.

¢, Whether the cemificate 1s within the period of validary.
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Appendix B Calculate Recording Capacity

The recording capacity is mainly up to the record resolution, record stream and bitrate
Different image quality parsmeters decide different disk capacity occupation in equal times.
The bigger the record resolution, record stream and record bitrate is, the more disk capacity is
taken up in equal times. The calculation format of recording capacity is shown as below

Recording Capacity(MB) = Bitrate(Kbps) #1024 + 8 x 3600 = Recording hours per day *
Record Storage Days * channel numbers
3600 means record for an houwr(1TB=1024GB , 1GB=1024MB , IMB=1024KB ,

1 Byte=8bat)
Record Batrate Used Space Used Space
(Kbps) QIBH) QIBD)
10240 4500 108000
$192 3600 36400
6144 2700 64800
4096 1800 43200
3072 1350 32400
2048 900 21600
1024 450 10600
168 3375 3100
512 225 5400
384 168 75 4050
256 1125 2730

The table below shows the recording capacity requirements for record storage in 30 days.

Record Birate |
| ey [Tiow | acm | som | tecn [ sicm | eecm
10240 309 12.36 2472 4944 98 88 197.76
3192 248 989 1978 39 56 7911 15821
6144 186 T42 1484 2967 5933 118 66
4096 124 495 989 1973 3956 M1
3072 093 in 742 1434 2967 5933
2048 062 248 495 9% 1978 %56
1024 031 1.24 248 495 9% 1978
768 024 093 186 37l 742 14 84
512 016 062 124 248 49 '
384 012 047 093 186 in 742
256 008 031 0.62 124 243 455

For mstance. there s a 32CH NVR recording 24 hours per day and the record stores for 30
days. The NVR adopts dual stream recording. The mam stream 1s 4096Kbps and the sub stream
1s 1024Kbps. then the total recording capacity 1s 49.45TB (39.56TB + 9.89TB). Consadering
the format loss of the disk 1s about 10%, the required disk capacity will be S5TB (49.45TB
+«{1-10%)).
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Appendix C Compatible Device List

Compatible HDD list
Basracuda Senes 500GB 178 2TB 3T
Seagate SV3I5 Senes (recommended) ITB /2TB 3T8
ITB 2TB A3TB MTB
Surveillance HDD Senes (recommended) (STBETB/10TB
Blue Senes 500GB 1T
Westens Diptal | Green Senes 2TB /3TB 4TB
Purple Senes ITB 2TB ATB MTB
(recommended) STBETH/ 10T
Compatible USB mobile device
SSK 2GB
Netac 4GB
Kingston 2GHSGRNSGRIIGE
Aigo 2GB
Smatter vider 1GB
SanDusk AGBSGRI6GRIIGE
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Appendix D Communication Port List

Descoption: HTTP commusscation poet. It 15 opesed by definlt and used 10
20 TP access the WEB chent

Authentication: Usersame and password

Escryptics: NO

Descnption: HTTPs commumcation port. It 15 opened by defult and used to
“3 TCP access the WEB clent

Authenticanon: Usersame and passwosd

Eacryption: TLS

Descnption: RTSP commumcaton port. It s closed by defanlt. After

enablmg KTSP fnction, thas port wll be opened and used 10 sransfer sadio
554 TCP and video stream.

Authenticaton: Usersame and passwosd (Dagest)

Eacryption: NO

. Prvate commusscation port. 1 15 opened by default aad used o

6036 cP twansfer audio and wideo stream.

Authentication: Username and password (Dagest)

Escryptics: AES

Descption: Thus poet 15 opened by defaslt whach »s mamby used 0 recerve

the mfoemation sent by the POS ternmenal or praster. The mfoemanocn willl be
%036 TP overlud on the image of the [PC you have configured m previewmg or

recoodeng mode.

Authenticatnos: NO

NO

Descnption: This poet 15 opened by defaslt whach s mamly used 0 receve

the sequest sent by other UPnP devaces and commicate wath other UPNP
41952 TCP devices.

Authentication: NO

Escryptics: NO

Descnption: This poet 15 closed by default. After the UPnlP function 15

esabled, thes port 1s enabled oo It 15 mainly used 10 recesve the request sent
41953 TCP by other UPnlP devices and commumacate with other UPNP devaces.

Authenticaton: NO

Escryptica: NO

Descnption: This poet 15 opened by default whach s used 10 enable, find and

rus SSDP Addmcaally, it s also wsed o listen 1o and secerve the multicast
1900 uDe packets from other cnline UPaP devices

Authenticaton: NO

Eacryption: NO

196



\ppendix NVR User Manual

Appendix E Personal Data Collection Description

There e five functions conceming the personal data collection under the network wodules of the

Statement
Except fon senvace sathentcation when commmncating wath the serves, we wall aever dhase these personal duta stored o
the devace to the tund puty of use them by curvelves without the chent's authonzaton
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Appendix F Default Account List

Puspose | Jog oo the device and s chenty
Desciption ©  Whest you log i for the fir tme. 2 wizasd will be desplayed. You must
mhmﬂ.wpmﬂmhm

Prrpose ¢ Test v serzal peet

Desenption © The defoult pasyword of “root” m mll It doesn ¥ mean you can log m the
device withou! pasewosd You mewt st the passeond of “adom”™ m e
above mentoned] ionerface flest Then you cam log = by wey “roet”

testmnp'debugmey doesu't wuppon for the desace (Teloet'SSH unsvalable) Whes as enor ocoun, the customer
dh“ﬁbnmdﬂwhwﬁ‘aﬁn weed 10 log m the device sod web
thest Then the conesponding techmoss

of cur commpeay will log 1 te senal port 0 find the probless Without B

customer's wdestity verfication mionmasos aod the customer’s shesticaton, we canct fog m and do not ke
permmmion $0 log uso the device.
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add-shell addgroup adduser arp ash awk basenssse bllod blockdev biooks besybox ca
chat chasod chpst cmp cp cut date dd delgroup delsser depmod devmsem &f diff dmesg
u—-dﬂ-bwdwwm“m-uwh

find free fick via fiyne petry grep grovps hak

_b“hwdd 2

I-nd

M w:

i
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Appendix G Command List

System

Habmasx
mm
Commad







