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Notes

® Please read this user manual carefully to ensure that you can use the device correctly and
safely.

® There may be several technically incorrect places or printing errors in this manual. The
updates will be added into the new version of this manual. The contents of this manual are
subject to change without notice.

® This device should be operated only from the type of power source indicated on the
marking label. The voltage of the power must be verified before using the same. Kindly
remove the cables from the power source if the device is not to be used for a long period of
time.

® Do not install this device near any heat sources such as radiators, heat registers, stoves or
other devices that produce heat.

® Do not install this device near water. Clean only with a dry cloth.

® Do not block any ventilation openings and ensure proper ventilation around the machine.
® Do not power off the device at normal recording condition.

®  This machine is for indoor use only. Do not expose the machine in rain or moist
environment. In case any solid or liquid get inside the machine’s case, please turn off the
device immediately and get it checked by a qualified technician.

® Do not try to repair the device by yourself without technical aid or approval.

® In this manual, the trademarks, product names, service names, company names, products
that are not owned by our company are the properties of their respective owners.

® Jtis recommended to back up and clear the personal data stored in the device before the
device is returned to us for repair or replacement except those data that are essential for
purposes of repair or replacement. The device will be restored to the default factory settings
and all personal data will be cleared after repair or replacement. Our company ensures that the
customer’s data is not made available to third parties if the device is exchanged.

® This manual is suitable for many models. All examples and pictures used in the manual are
from one of the models for reference purpose.

® The local language versions of this manual will be provided to users in the corresponding
regions and countries.

Disclaimer

®  With regard to the product with internet access, the use of product shall be wholly at your
own risks. Our company shall be irresponsible for abnormal operation, privacy leakage or other
damages resulting from cyber attack, hacker attack, virus inspection, or other internet security
risks; however, our company will provide timely technical support if necessary.

® Surveillance laws vary from country to country. Check all laws in your local region before
using this product for surveillance purposes. We shall not take the responsibility for any
consequences resulting from illegal operations. In the event of any conflicts between this
manual and the applicable law, the later prevails.



® The storage of the personal data depends on the capacity of the storage devices the users
use and all data stored in the device shall be handled by themselves. Our company shall not be
responsible for the data loss.

Cybersecurity Recommendations

® Use a strong password. At least 8 characters or a combination of characters, numbers, and
upper and lower case letters should be used in your password.

®  Set the password expiration time and regularly change the passwords of your devices to
ensure that only authorized users can access the system. (recommended time is 90 days).

® The system will automatically check the latest firmware version once a day. Once the
latest version is checked, you’d better update it to ensure the system is current with the latest
security patches and fixes.

® tis recommended to change the service default ports (like HTTP-80, HTTPS-443, etc.) to
reduce the risk of outsiders being able to access.

® tis recommended to set the firewall of your router. But note that some important ports
cannot be closed (like HTTP port, HTTPS port, Data Port).

® tis not recommended to expose the device to the public network. When it is necessary to
be exposed to the public network, please set the external hardware firewall and the
corresponding firewall policy.

® [tis not recommended to use the vl and v2 functions of SNMP.

® In order to enhance the security of WEB client access, please create a TLS certificate to
enable HTTPS.

®  Use black and white list to filter the IP address. This will prevent everyone, except those
specified IP addresses from accessing the system.

® If you add multiple users, please limit functions of guest accounts.

® If you enable UPnP, it will automatically try to forward ports in your router or modem. It
is really very convenient for users, but this will increase the risk of data leakage when the
system automatically forwards ports. Disabling UPnP is recommended when the function is not
used in real applications.

®  Check the log. If you want to know whether your device has been accessed by
unauthorized users or not, you can check the log. The system log will show you which IP
addresses were used to log in your system and what was accessed.



Regulatory Information

FCC Information

Please take attention that changes or modification not expressly approved by the party
responsible for compliance could void the user’s authority to operate the equipment.

1. FCC compliance

This equipment has been tested and found to comply with the limits for a Class B digital

device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable

protection against harmful interference in a residential installation. This equipment generates,

uses, and can radiate radio frequency energy, and if not installed and used in accordance with

the instructions, may cause harmful interference to radio communications. However, there is

no guarantee that interference will not occur in a particular installation. If this equipment does

cause harmful interference to radio or television reception, which can be determined by

turning the equipment off and on, the user is encouraged to try to correct the interference by

one or more of the following measures:

® Reorient or relocate the receiving antenna.

® Increase the separation between the equipment and receiver.

® Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

® Consult the dealer or an experienced radio/TV technician for help.

2. FCC conditions:

® This device complies with part 15 of the FCC Rules. Operation of this product is subject
the following two conditions:

® This device may not cause harmful interface.

® This device must accept any interference received, including interference that may cause
undesired operation.

CE Information

¥
By g The products have been manufactured to comply with the following directives.
EMC Directive 2014/30/EU

RoHS

The products have been designed and manufactured in accordance with Directive EU RoHS
Directive 2011/65/EU and its amendment Directive EU 2015/863 on the restriction of the use
of certain hazardous substances in electrical and electronic equipment.



2012/19/EU (WEEE directive): The Directive on waste electrical and electronic

equipment (WEEE Directive). To improve the environmental management of WEEE,

the improvement of collection, treatment and recycling of electronics at the end of

their life is essential. Therefore, the product marked with this symbol must be
I  disposed of in a responsible manner.

Directive 94/62/EC: The Directive aims at the management of packaging and packaging waste
and environmental protection. The packaging and packaging waste of the product in this
manual refers to must be disposed of at designated collection points for proper recycling and
environmental protection.

REACH(EC1907/2006): REACH concerns the Registration, Evaluation, Authorization and
Restriction of Chemicals, which aims to ensure a high level of protection of human health and
the environment through better and earlier identification of the intrinsic properties of chemical
substances. The product in this manual refers to conforms to the rules and regulations of
REACH. For more information of REACH, please refer to DG GROWTH or ECHA websites.
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1 Introduction

1.1  Summary

Based on the most advanced SOC technology and embedded system m the field, this series of
the NVR adopt the new designed human mierface and support the smart musagement of the IP
camera and the record search of slice. This series of the NVR which are powerful and easy to
uwe are provided with excellent muage quality snd stable system They are centralized
for network video monitonng field.

This series of the NVR can be widely used to sectmity system of banks at home and abroad.
schoals, mtelhgent manvions, traffic. environmental protection. supermarkets, petrol service
stations, resadentinl quarters and factories and so on.

1.2 Features

Basic Functions

Support network device access includmg IP cunern/dome and Onsaf TP camneras

Some NVRs support the H.2655H.265+ H.265 and H264SH 264+ H 264 IF cameras

Support standard ONVIF prtocol

Support dual stream recording of cach camern

Support IF cameras 1o be added quickly or manually

Support collective or individual configumtion of the cameras” OSD, video parameters.
mmk, motion und so on

®  Support [PC's mmltiple smant detection access and linkage, soch a5 soene change, video
face detection, Heense plate detection. smatt tracking, fire detection, temperatire detoction.
video meladata, cte.

®  Support playback snd backup

®  Support multiple user permsssion groups including Administrator, Advanced and Ordmary
winch are the defill permsssion groups of the system

®  Support mubtiple wsers 10 be created. multiple web clients fogin by using one uscraimne ot
the sane time il the user’s pentissson control 1o be enabled or desabled

@ Support multiple web clicuts login af the ssme time (depending on models)

®  Support binding NVR to the account of the mabile APP

®  Support parking lol nsnagesent

% Live View

®  Support 4K<2K1920<1080°1280+1024 HDMI and 1920~1080/1280<1024 VGA high
defination synchronons display

®  Support mmlti-screen modes soch as 1'46/89/131625/36

®  Some models support fice capture view. face match view, license plate recognition view,
humun/ motos vehicle /woa-motor vehicle view

S0 00000
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Support muto sdjustment of the camera’s image display proportion

Support ssdio mondtoring of the camesa 1o be enabled oe disabled

Support manual saapshot of the preview camers

Suppont the sequence of the preview cameras to be adjussed

Support display mode 10 be added and saved snd the saved modes can be called directly
Support quick 100l bar operation of the peeview window

Support camern group view and scheme view in sequence, quick sequence view aod dwell
®  Support motion detection and video mask

®  Sapport nultiple popular PT.Z. control protocol and setup of the preset and cruise

®  Suppor direct mowse control of the 1P dome inciuding rotating. zoom, focustng and vo on
®  Support single camers inmge 1 be zoomed by sliding the scroll wheel of the mouse

®  Support any ares of the image to be zoomed m to n muxmmum of 16 timses of the current
saze

®  Support mmage and lens adjustiment (only available for some cameras)

®  Support quick camern adding tn the camera window of the live preview mterface

®  The live camern sequence of the web clicat will keep consastent with that of the NVR after
adyusting the lve camern sequence of the NVEL but the live camera sequence of the NV will
not be changed if that of the web client is changed

*  Disk Managesment

®  The NVRs with the JU case can add 0 maxinmm of 16 SATA HDDs! » maximmm of §
SATA HDDs with the 2U case, » maximn of 4 SATA HDDs with the 1.5U case, a maxinmm
of 2 SATA HDDs with the 1U cave and a st of 1 SATA HDD wath the sumall LU case
®  Each SATA interface of the NVR supports the HDDs with max 10TB storage capacity.
Soe models tny support mux 1278 starage capacity per HDD

®  Some of the NVRs support record to be backed up by e-SATA HDD

®  Support hot swap

®  Support dink group configumtion and wasagement and cach camers can be added into
dafferent disk groups with differcit storuge capocity

®  Support disk mformuation and disk working stans viewing

®  Support batch formutting of the disks

% Record Configuration

®  Suopport main stream and sub stream recording ot the same time and batch or singhe
configumtion of the record stream

Support custonuzation and avlo record modes

Suppost st playback by drawing line. quadnisteral and rectangle.

Suppont sehedule recording and event reconding setting with different recoed streams
Support record schedule setting and recycle recording

Support pre recoeding and delay recording configuration of the event recording

Record Playback

Support tune scale operation i quick playback and the ployback dste and thine can be set

e s 200000
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rndomly by scrolling the wosse; the tune inrerval of the time scale can be zoomed

®  Suppost recond semrching by time shice time event g

®  Suppoer smart playback by drswing gnd, line or quadilatersl and vehicle smant playback
(some models also support smart playback by face)

®  Support time view and camem view i searching by time shice mode

®  Sapport time shice searching by month, by day, by howr and by mimuze and time slice 10 be
dasplayed with camera umbisail

Support & omximnm of 16 cameras to be searched by timne

Suppon event searching by nunual motion seasor mselligent events

Support tag searching by the masual added tags

Support instant playback of the selected camem in the live preview interface

Support & nmximnm of 16 synchronoas playback canweras

Support accelemtion(maximsn 32 times of the noemal speed), deceleration (muminuam
/32 times of the normal speed) and 30" addition or reduction fo current playing tinse
Record Backup

Support record to be backed vp through USB (U disk. mobile HDD) or -SATA interface
Support record 1o be backed up by time/event image searching

Support record cutting for backing vp when playing back

Support multiple backup tasks in background and backup status viewing

Event Management

Suppost alarm schedule settng

Suppost enabling or disabling of the motion detection, extemnal senvor alarm oput,
dask 10 emvor alarm, disk full alarm, no disk alarm, illegal access alarm, network disconnection
alarm, IPC offline alarm and so on, alanm linkage canfigurstion supportable

©®  Support IPC offline alarm linkage configuration of PTZ, saap, pop-up video, etc.

@  Support event potification modes of alarm-out, pop-up video, pop-up message box. buzzer,
e<mail and 50 on

@  The snapped nnages can be attached into the e-mail when alarm linkage is tnggered

©®  Support alanm status view of alanmen. alanm-out, mation detection and exception alann
@  Suppost alarm to be tnggeved and cleared manually
L
°

T8 8 08 00
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Support system auto reboot when exception happens
Support alann limkage based on fiee detestion. vehiole detection mod License plare

2

®  Some models suppont face match alasm

4 Face Function (available for some models)

®  Support adding $000 face pacnares 30 the fsce damabase (some models suppont addmg
10,000 fisce pictures 1o the face database)

Support face caprure and face march

Suppost image search by image. track playback and database mansgement

Support face anendance and face chieck in

g face imf C 2
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®  Support face match alarm

4 LPR Function

®  Support 50000 license plate register (some models only support 1,000 license plate
regnter)

©®  Suppost hoense plate detection, match and search

®  Support vehicle information statistics

®  Support heense plate match alarm

4 Network Fanctions

®  Support TCP/IP and PPPoE, DHCP. DNS, DDNS, UPnP. NTP, SMTP protocol and so on
®  Suppoet black and white list function and the 1P addreso/ TP segment MAC address can be
allowed or blocked.

®  Support nmltiple browsers mcloding TES9/10/11, Firefox, Opern, Chwame (available only
for the versions lower than 45) and Safan in MAC system

®  Suppoet remote achievement, configumtion, import and export of the NVR pammeters and
other system mnintenance operations including rensote upgrading snd system restart

®  Support remote camera configumtion of the NVR including wideo parameters, image
qualsty and 5o on

®  Suppoet remose searching, playback and backup of the NVR

®  Support manual alarm to be tinggered and cleared remotely

® The suto-focusing camern can be adjusted theough web client (support zoom in'out, but
ooe key focus is not currently supporied)

®  Support NVMS or other platform management software to access the NVR and manage it
®  Suppost NAT function and QRCode scanning by mobile phones and 1ablets

®  Support mobile surveillance by phones or tablets with i0S or Androsd OS

® I one camera recording s enabled or dissbled manually through web chent, it will be
smndtaneousty enabled or disabled in the NVR

@  Suppor direct jumpmg from NVR web chent to IPC web client

®  The installation mode and display mode of the fisheye camern can be set via Web chient
% Other Functions

® The NVR can be controfled and operated by the buttons oo the font pancl the remote
coatrolier and the mouse

®  Scrting mterfaces can be switched 1o one another convendently by chicking the main memus
on the top of the setting mierfaczs

®  Support NVR mnformation viewing including basic. camera status, larm status, tecond
stams. network states. disk and backup statos

®  Suppont factory restoring. uport snd export of the system configuration. log view and
export and local upgradmg by USB mobile deviee

®  Suppoet ato recognition of the displayer's resolution

®  You can click the right mouse button at any inrerface 10 go back 10 the upper interface

®  You can chick the middie monse buttoa st any interfice 10 go to the hve view interface

®  The display langusge and video formar of the NVR will sot be changed and the system
logs will be reserved if you reset the NVR 1o factory default

4
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®  Press and hold the nght mouse button for § seconds in any meerface 10 swich the output
cycheally.

1.3 Front Panel Descriptions
The following descraptions are for reference oaly.

Type I:
Name J Dercriptons
REC When secoedeng, the hght o blue
Net Whea access 10 netwoek | the Jight 1 bloe
Powey Power mbucator, when conoecnon | e hight s bloe
n No function sempecanly
Type I
e T Descriptions
Power Powes [adicator, when comecied. the Lygda = blue
HDD The Light nuns bloe when reading 'witssg HDD
Net The byght tures hlve when it 15 able 1 acces the petwork
Backep The bight nuns bloe when backng up fes and data
Py The hight tusss blue when playing video
REC Power fshoatin, when cosnectend, the hghe w blur
AUDIO /+ 1L Adjust sudio 2 Incresse the valler o vensp
PTZ/- | Enter FTZ made 2 Decaeaie the valoe m setipp
MENU Enter Menu = bve
INFO Check the mformanon of the device
BACKLUP Entes backup mode w live
SEARCH Enter search mode @ kve
Exst Exsxt the cmest meerface
Mansally secoed
Flay Pause
Spead down
Spend up
18 Iizgrt &egstal zunber asd selest caneta
0/- Input suunbes 0, the number above 10
Darection Key Change dacchon
Multi-Screen Swaech Change the screm mode
Enter Coufirm selection
m— &mwtﬁmwmmnmr

1.4 Rear Panel Descriptions

Here we only wke a part of real pancls for example w0 tnroduce their mserfaces and
5



connsctions, The interfaces and locations of the wuerfaces are only for refercnces. Please take
the real object as the standard

No. Name Decrptiom:

| ALARM OUT | Relay outpest, comnect o extersal alasm

3 GND Cauuadng

3 AUDIO 1N Andio wput; conmect to adio mput dence. like sucrophone
pickug. e

4 PCI12V DCI2V powes gt

5 LAN Network port

0 VGA Coomect to moasor

? ALARM IN Alans syt for connectng sensons

X MDMI Coopect to hagh defumon display device

Y UsH Comsect USH ssorage devace or USH mowse

10 AUDIO OUT Andio output; conmect to scund box

n RS48S Cousect 1o keyboud A TX+ Bu TX-

No. Name Descriglbons
i VGA Connect o momsos
2 e SATA Ceanect 0o HOD wath ¢-SATA intesface
L] RSASS Y77 steyface Connecsoes for speed dome ¥ ie TX+ 2 TX-

6
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{Thes surestace of some models o snavadable )
Ll RS485 AH userfsce Coanect to & keyboud AsTX+ BaTX
5 AUDIO OUY Ando output. connect 1 souad box
) LAN Nerwoek port
! HDMI Counect 1o hugh definmon displey devace
] UsH Conpect USE storage device or USH mouse
9 GND Groundeg
10 ALARM OUT Relay ontput. conmect 10 exterral sbsrm
1} ALARM IN Alasm smputs fior comnecting sesorn
" Auvdio input. coonecr o sudio mput device ke
12 AUDIO IN micoophone, pickup. ete
LB Power Switch Prews the vwatch \o saem cn/olf the NVR

Ceanect 1o speed desse Y ia TX+ Z 0 TX-

. BIS-TIN s (Thas mitrrface of soae models o snavadable )

3 ALARM OUT Relay outpat. conpect to extermal slam

Kl GND Groundag

5 ALDIO OUT Anded cugus

[ e SATAL/ c-SATAZ Ceunect to HDD wath - SATA intrelace

7 LANVLAN? Netwexk gort

] HDAMII Ceunect to 4K« 2K hugh definnon duplay devics
USHY 0 sod USHS 2.0 userface. conmect USH stonage

? e devce or USH mouse
Contect 10 19207 1080 lugh definiton &splay device

10 HOME Ceanect 5o inometor 34 st AUX cunpns clunse] by
o] Onlyndmdnghz 00 ten o

1 IS455 A unerface Coanect 1o 3 keyboard A s TX+ B TX.

” ALARM IN Alsemn sspuns fin connecting sesian

-4
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13 | AvDIO ¥ Ak e
" Fower Sauck Press the pwnch 10 o on‘olf the NVR
1 Power Supply Powes supply wterface

- 3
©

e & -ww. ™ | N
Pty - - .- - e
o o o o o o° Q' (8] ]
- . be = s i -
e Noms. I"q'l'
1 Powes Sopply DCAEV power supply imerface
| PoF: port £ Pol aetwrk poxt, connect 1 § Pl [P cameras
L} LAN MNetwenk port
Kl VGA Connect & mometor
5 HOAMI Coanect 1o 1920= 1080 huygh definition daplsy device
6 LS8 0 USHY 0 merfoce, counect USH staage device of
USH mouse
Ando g, commoct te suko gt devce, Idke
! AUDIO IN
mecrophooe. puckin o
AUDIO OUT Andeo output. counsct 80 soved box
9 Power Sopply DCIXV pewer suppdy miesface

I e SATA Cennect 1o HOD wath ¢ SATA uareface
2 LANVLANY Network poet
3 HDMD Cennect b 1920~ 1080 hugh defimtion dsplay devace
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_No. Nume | Dwecriptions |

Contect 1o mosstor 43 an AUX cutpat clunse] by
chansel Ouly video dugplay oo meun show
4 Uss USH wterface, connect USH stotage devioe or USH
e
5 HDMI) Connect to 4K «2X hagh defimticn dvplyy device
[ VGA Connect 1 momsor
. C ©w + EmTX-
1| vidie | O e sl smarsitia)
RS485 AB unerface Counect to keyboard A i TX+ 8 1w TX-
ALARM OUT Relay output. conmect to sxtermal sbarm
0 GND Groundmg
n ALARM IN Alsrm sputs for comnecting venvms
1 ALDIO 0¥ Mmcm:mmhuhh
mmaopbene kg
n ALDIO OUT Andsd ougut. connect 1 sousd box
14 Power Suwich Prom the oweich 30 tuem co‘all e NVR
15 Power Sugply Porwer wpply mieyface

1.5 Connections
® Video Connections
Video Ouput: Supports VOAHDMI video output. You can connect to monitor through these
wideo output mterfaces simmltaneously or independently
® Aupdie Connections

Andio Input: Connect to microphons, pickup, etc,
Andso Output: Connect 1o headphone, sound box oc othier audio outpur devices.

®  Alarm Counections
Some models may not suppart this function. Take 16 CH alarm mputs and | CH alann output
for example.

) ALARAM N )
1 3 8 7 % 11 11 18

.......

N -

g g 2 6 6 8 10 12 14 16
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Alsrm Ingo:

Alsrn IN 116 are 16 CH alaem mput interfaces, Thete are no type requirements for sensors.
NO type and NC type are both available.

The way to connect senvor and the device 1 as shown bedow:

T ALARM 1N GND Sgnd (ot on

‘ NV Abarw Bapar Dvvie

The alarm input is o open/closed relay. If the input is not an open'closed relay. please refer 1o

Retay

| | =
Alatm ‘LM‘M' l:—l—1_ ! NVR
‘ A “'F’R',MI!(-) [ N

1 e Swriiching
.‘l\‘lhm
| GRMIRRE

Alarm Output:

The way to connesct slarm output device:

Pull out the green termunal blocks and loosess the screws i the alarm-ouz port, Then msert the
signal wires of the alarm output devices into the port of NO and COM separazely. Finally,
tighten the serews, Provided that the external alarm outpus devices need powes supply. you can
comnect the power supply as per the following fignares,

eI

AG

NVR oé VR Relay

®  RS4SS Connection
There are two types of RS485 interfaces:

HHANS
P s
Y& N8B

™

e

4

10
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(Typel) (Type2)
Type 1: The P'Z mterfaces are unavailsble temporanly. KB mterfaces are used to coanect

keybonrd
Type 2: The RS48S wterfaces ace used to conmect keybonrd. A 1s TX+. B is TX-.

11



Basic Operation Guide NVR User Manmal

2 Basic Operation Guide

2.1 Startup & Shutdown

Please make sure all the connections are done properly before you power on the st Proper
startup and shutdown are crucial to extending the life of your device.

2.1.1 Startup

@ Connect the output display device 1o the VGAHDMI interface of the NVR.

@  Conmect with the mouse and power. The device will boot and the power LED wonld mm
blue.

@ After you read the privacy statensent, 3 WIZARD window will pop up (you should select
the display language the first tine you tse the NVR). Refer to 3.1 Startup Wizand for details,

2.1.2 Shutdown
You can power off the device by using remate coatroller or mouse.

By remote controller:

1 Press the Power button. Thas wall take you 10 a shutdown window. The unt wall power off
nfter o while by clicking the “OK™ butten.

@ Disconnect the power.

By mouse:

D Click Start>Shutdown to pop vp the Shutdown window. Select “Slutdown™ m the
window. The unit will power off afier o while by clicking the “OK™ button and venifying the
tsermame and password,

@ Disconnect the power according to the prompt shown o the screen.

2.2 Remote Controller

@ It uses two AAA size batteries,

@ Open the battery cover of the remote controller

@ Place battenes. Please take care the polanty (+ and -),

@ Replace the battery cover

Key points to chieck in case the remote doesn’t work.

I Chesk batteties polanty.

2 Check the remaining charge in the banteries.

3. Check IR controller setrsor for any mmking.

If it still doesn™t wodk, please change a pew remote controller 1o try, or contaet your dealers.
You can gust tun the IR sensor of the remote controller 1owards the IR receiver of the NVR 1w
control it when you are coutrolling mmltiple devices by remote controlles.

There are two kinds of remote controller The mterface of remote controller i shown us below

12
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N

Yo ol provt KEE Matrow tv maver PIE versimg mnde, chomse 2 chunnel amd poess P YX bssvown gy e

hode (e NI X comorad pomet Floew yow con preve preset, cranw, iveck, wiper o Bghy bvisww o enanbir the

refevens fewron

Powrr Bozn Swuch off—40 stop S device
mm To stast pecordny
+- 09 Ingnat mumdber or choose cmeta
Fal Booa Unavalable temponnly
Mults Putton To chouse mulh screen deplay mode
Next Bamoo To switch the live wage
SEQ To go o segeonce veew mode
Asho To enabile audio cutpeat e leve mode
Swiich No flunctiom senpeoeanly
Duecnon bunan To move cunos m sesap or panvde PTZ
Ester PButton To condirm the chorer or whip
Meou Bemca To go to me=n
Exn Bomony To oxxt S cxmrent sterface
Foou RIS Zoam'PTZ | To cootrul PTZ canens
Foraet Button To exser wio geenet setting = PTZ mode
Crmse Busoa To go 10 cruse settang o PTZ mode
Track Button No ttack Mmction setrporanty
Wiper Bonou No function temporanly
Laght Rutton No function Senpesanly
Clear Butmon No function sempocanly
T2 Buskom No functim tengreanly
Iafo Duowo Get mfocmation about the device
0O To continl playbach Play(Pamac ) Shop Previoes
Raa Y EL) 1L FrasneNeat Frase'Speed Down/Speed Up
Seegp Buttem Tor take smapniiots puasssally
Search Dsmon To go 10 seach mode
Cut Buttien No finction tengpoesnly
Backop Bunon To go o backep mode
Zooes Butlis To zocan n e muapes
1P Bumon No function semposanty

13
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—— —
. Function_
REC Recoed sssvaalhy
Search To exer search ssode
MEUN p
Ext To exn the cuneat uerface
ENTER To coafirm the chowe or setp
Deecnen bumen To move Cursex 10 g
Z00M To zocen m
PP No funcoon wmporanky
T F»_'4;»‘ To commol playback  Play(PauseVNext Trame Spoed
OO UpSecps Prevues Frame Speed Down
Mun To choose muln wreen disply mode
Next To wwerich the lown meage
sBQ To g0 0 sequence view mode
INFO Gt mfimmatacn sbowt e devce

2.3 Mouse Control
»  Mouse control in Live Display & Playback interface
In the hve display & playback mierface, double click on mny camern window to show the
window m single screen mode: double click the wmdow again to restore it to the presious size.
In the live display & playback interface. if the interfaces desplay in full screen, move the mouse
to the bottom of the interface to pop up a tool bar. The wol bar will disappenr msoamtically
after you move the monse away from it for some tine; move the mouse to the nght side of the
mterface to pop up = panel and the panel will disappear mstonmtically afier you mwove the
mouse away from it
#  Mouse control in text-input
Move the mouse to the textinput box and then click the box. The mput keyboard will pop up
automatically.

Noge: Mumie & Mer doftnil vl for wll aperatiens Wiiess an exrepiion oy (wilicsiod.

24 Text-input Instruction

B



. o

The system weludes two imput boxss. Refer to the above pictures, The left box is the number
wpat box and the right box s the inpwt box which provides mputs of pmmbers, letters and
puvctiation chamcters. The tatroductsoas of keys on the wput boxes are shown below

. Bacogace bry - Swinck kry of prsctastion characier
- Delete Key - Eater bey
Swich koy between wpper
¥ ] and Jowes Jettes B | e
- Swach key of aaguage
2.5 Common Button Operation
- Chck ot %0 show the menn ks
3 n Click ot 00 chamge the sequence of the list
_..- Clck o %o change the camens deplavasg mode
Chck 0 %0 close the corent mberbice
Chek ot 50 go © the carbest date of camera recording
Clck n % go 10 the ktest dare of camera recordmg

15
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3.1

3 Wizard & Main Interface

Startup Wizard

The disk wwans will be shown on the top of the startup mterface. You can wiew the number and
status of each disk quickly and convemently throagh thess wons (e b0 disk - unavailable
disk: & RW avilable disk)

You can quickly coufigure the DVR by wizand setup to make the DVR work noomally. You
nmst configure the wizard if you start the DVR for the first time (or click “Skip” 10 cance] the
wizned pext tiunie), Maybe different versions have different wizasd steps. The following wizard
steps are for reference only

1 Choose the language and locality as noeded if of is the first me for you to use the wazard
and then read the prvacy statement. checkmark “7 frave read and agree”™ and click "OK”™

2 Date and Time Configuration. The date and time of the system need 10 be se1 up if you
use the wizard for the first time. Refer 1o the following figure Set the timme 20ne. system time,
date formast, e format and video format. The DST wall be enabled by default of the time zone
selected mehudes DST. Chick "Next™ 10 continue

1 System Login, Set your own password when you use the wizard for the fust tume (the
default usernmne of the systemn is admin). select the logm wsermmne and enter the

corvesponding password next time
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Enable pattern Jock and chick “Edu™ to set the pattern Jock

Chck “Next™ 10 set questions and answers for password secunty of adoun. 1f you forget the

password, please refer o Q4 in Appendix A FAQ for details

Chek “Next™ to contimpe

4 Disk Sertings. You can view the disk number, disk capacity of the NVR and senial sumber
R&W statun of the dssk. Click "Format™ 1o formmat the disk. Click “Next™ to contmpe, Then
click “Wizard Setup™

5 Nemwork Semings
get the 1P address and DNS suromantically (1the DHCP function of the rouser

i the same LAN should al<o be ennbled), or manvally enter them. Enter the HTTP port, RTSP
port and Server port (plense sec 1412 Pont Configumation for detsils), Chck “Next™ 1w

conlinme

Check ~Obtan an 1P address amomatically” and “Obtazn DNS

muommtically” 1o
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Note:

If you use the NVR with the PoE netwoek parts, the online state of the internal Ethernet

-~
4 Nl Y

port wall be shown on the mterface. Refer to the picture below. Please refer 1o

Configumation for detail introduction of the tntemal Ethernet port
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#  Ifthe NVR has two network ports or above, you ¢an select TOE (depending on models) as

nesded. Sedect the work pattern: Network Fanlt Tolerance and Multiple Address Setting are
aviilable. Refer to the pictures below. Please refer to 14 1.1 TCPIP Configuration for more
detailed information
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2 Add Camera. Chick "Refresh™ 10 refresh the hst of online IP cameras which sre m the
same local petwork wath NVR and then click 10 add the secarched capera. Chek “Add All"
10 add all the camerns 1 the list, Click - 1o delete the ndded camern. Click “Delete A" 10

delete all the added camerss

Chek n 1o edit the scarched IF camera as shown on the below left. Enter the new IP

address, subuet mask, gateway. nsername and the password of the camera. Chck “OK™ 10 save

the settmgs

Chck n to et the added camera as shown on the above nght. Enter the new camers e
I[P address, port. usersmne mad the password of the camern. You oan check “Syne o IPC” 10
modify the IP address of the [PC via dafferent network segtnents for bemng m the samse network
segment with the NVR. Then click “Test™ 10 105t the connection. Click “OK™ to save the
settings. You can change the IF camera nane only when the added cansers i online. Click

“Next” 10 contanmne

Tips | Please okip Step () and @ of the NVR do not support RAID function
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7)  Dirk Mode. Click “Enable RAID™ to enable the RAID function, Click “Next™ to continue
B Create an array Set the army name and select array type which mweladimg RAIDD, RAID!

RAIDS, RAIDS and RAID10, The global hot spares and amoy capacity ¢an also be viewed here
Sec 7.4 Disk for details. Click “Nexr" 1o continue

¥  Record Settings Two record modes are available: auto and customazation

duwro: Select one auto wode i the interface as shown below and then click the “Next™ 1o save
the settings. Chick “Advanced” 1o self-define record mode. See ? Mods Coafiguration for
details

Customization: Set the “Sensor Recond™, “Monon Recond™, “Al Record”, “POS Record™ and
“Schedule Record™ of each camera. Click “OK™ to save the settings. See 7.1.1 Mode

Configusation for detals

i) QORCode. Ennble the NAT or NAT2.0 function m the interfnce or set of in the network

confignmtion afier exiting the wizard (please refer to 141 8 NAT Configuration for detasls)

You can sean the QRCode through mobile clicnt which s mstalled i the mobile phone or

tablet PC to log m the molnle chient stantly. Please refer to 18 1 Mobile Client Surveillance

for detmbs, Clack"OK™to save the settings

21
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W Cloud Upgrade. Enable “Clood Upgrade™ and then click “OK™ to save. If thas fumction is
cnabled, you can get the latest versson from the clowd server. Please refer 10 141,11 Cloud

Upgrade for details

3.2  Main Interface
3.2.1 Main Interface Introduction

™
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The buttons 1 area (1) are wntroduced in the tablc below

Mraniag

Staet Suntom. Clack o %0 pop up wes 3

5]

Pull screen button. Clck @ 50 show full scrveenc click ot agan 10 ot the full
scieen

Screen mode bunon

Drwedl burson (e 302 Ouck Sequence View and 524 Schaine View In.
Seguence foc detuls)

Chek 1190 esuble OSD . chick agum 1o disabile OSD

Clck 1 10 vet the defouls playback ume befoce startng mstant playback (1.1
Jostant Plaback) of possg 10 the plivtuck sterface for playbock operatsons
(B2 Pntack Jsscrlice laoduction) <bek B w0 g0 o e playhack
mterface. Foo mstance, if you choose ™5 munmes ago” as the defank plavbock
tmme, you can playback the record from the past five mumstes

Maoual record button. Click @t 1o enable/'dble recond

Masual alarm bottom Clack o to tngpes o clear the alaom out mumually i the
poprg weadow

Record statis bomon. Click it to veew the recood states

Alarm stats button. Clhek # to view the alarm statun

Vosce brosdeast bamons. Chick it 1o select the channe] 1o beoadesa

Dask status bummon. Chek & 80 view e Sk vtatus sod RAID stans

SEooooE § meE I

Netwonk status Sutton. Clhick o 30 view e actwork: statun

23
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Buttus Meanlng
- Information buttioss Clck # to view syvtems information
o) Clck @ buine to ensble choad upgrade

Note: Different models may have different buttons on the live view mterface. See the followmg

pacture. All pectures m this mumual are for reference only; the real product shall prevasl.

Introducteon of ares (4

Area (2 1 ludden by default. Move the cunar to the nght to reveal thas area. Click “Camemn”™
to view all the added camems m the camera list. Select one camers window on the left sade of
the interface and then double chck one cumera m the list to preview the camern unage m the
selected wandow

Chek on the top nght comer and then ssiect “Single Channel Sequences™ 10 view all the
added groups m the group list; click one group m the kst 1o view all the added cameras m the
poup (refer 1o 4.2 AddEdit Cameta Group for detail configumnon of the camnera group)
Sclect ane camera window on the keft sade of the mterface and then double click one group mn
the '._ank)isl to preview the cameras” nnages one by ovs m the sclected window

Clxck on the top nght comer and then select “"Custonuze Display Modes™ to view all the

dasplay wodes m the desplay mode list (refer to 3201 Presies by Dusplay Mode for detad

coufiguration of the display mode). Doable click cne display mode m the list to swatch 1o the
dasplay mode for previewing

Click W8 on the top nght comer and then select *“Target Detection™ 10 go to target detection
wterface. Thes tab wall show the captored human, velucles, hiceme plates and face mmges
(This function 15 oaly available for some models)

14
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Introduction of arca 3

Meaning

Ir shows the corrent logm user Chck e QR code 1000 50 view the QR
code sl secursty code User can quuckly add the NVR 10 the server bt
of the mobede APP by scamnmg thes QN code

Click it to go to the unelbgrat ssalyncs woerface

Clhick it to po to recond seapch and backag witerface. soe § 4 Receed
Seach Pnvback & Backup for detals

Click it to go 1o playback weerface (chek B co the 1ol bar st the
bomom of the lrve prevsew mitrsface to set the default playback nne),
see § 2 Plavtack Iterface Introdachion for detzh

Clhick 1t 10 pop up the senp panel. ser 2 2 Setp Pane| for detals

Chck it to log out the system

Clhick it sud then select “Logout™ “Reboot™ or “Shutdown™ in S
popup window

322 Setup Panel
Chick Start Settmgs to bring up the sctup panel as shonwn below

Account and Authorty

Ihe setup paned mcludes seven modules, Each module provides some function entnes with
ks for convensent operntion

Here we take Comera module 8s m cxample. The Camera module provides convenient lisks
suich as “Add Camera™, “Edit Camera”, “Tnoge Settings”, “Motion™ and “PTZ". Click Camers
1o 20 10 the camnera management mterface as shown below

28
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There are some function temns o the left side of the camern manngement mterface. Chek each
itemm 10 go to comvesponding mserface o wndow. For instance, chick “Add Camnera™ 1o pop up

the window as shown below

Chick the mam meuns on the top of the camern management nterface to go to correspondng
wnterfaces, Refer to the pictre below. For instance, you can go to system setup intesface by

clickmg “System™ tag

3.2.3 Maln Functions

» Camera
Ihe module covers the funchoms such as Camers Manegement (sec Chagter 4 Cauers
Manageweur for details), Image Settings (sec 54 Preview lnngs Configuration for details),

Movion (sec 112 Motion Alagy for detmils). sad PTZ (voe Clupter 6 PTZ for detuils) and so
on
s Record

The module covers the functions such 25 Encode Purameters and Record Schedule snd vo on
Please see Chapter 7 Record & Duck Management for detasls

# AlUEvemt
The module covers the functions such & Smarr Evens, Combination Alwrm, Exception,
and Movien Alarm Handling aod Alarms Owr Semings. Plesse see apter 9 Vel

Matagsioent snd Chapter 11 General Event Mauagsinens for details

»  Disk
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mmemmhﬁmwummm&uqvumndm
Informarion sud so on. Please see Chapter 7 Record k Mana

» Network
The module covers the functions such as TCPIP, DDNS, Port. E-mail and Network Starux
and 50 on. Please see 14,1 Nerwork Configuration for detasls,

#  Account and Authority
The module covers the fmctions such as Accowns Mamagemenr (see 151 Account

Management for details) sod Permission Management (sec |33 Pernpssion Masagement for
details) mod so on.

#  System

The module covers the functions such as Basle Configurarion (see 14 2 Basic Configumation
for details). Deviee Information (sec 148 View Sysiem Infonmation for details), Log
Informarion (see 147 Vicw Log for details) and Coafiguration File Import & Export (see
135 Backup and Restoge for details) and so on.
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4 Camera Management

4.1 Add/Edit Camera
4.1.1 Add Camera
The network of the NVR should be set before adding IP camern (see 1311 TCPIP

igugation for details)
Refer to the pectures below, Click Add Camero in the setop pansl or n i the top right
commer of the preview window 1o pop up the “Add Camern” window as shown below. You can

quickly add or add the TP camern manually

Camara

.. A0 Camets Fot Camam
e Semngs  Retion  PT3

#  Quickly Add

Check the cameras and then click “Add™ 10 add cameras. Click n to edit the camern’s [P
address, usermntine wnd password md so oo, Click “Refresh™ 1o tefresh the device list. Chick

“Default Password™ 10 set the defull usetanse snd password of each caera
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»  Add Manually
Enter the IPv4TPvO address or domain name (click . i the IP address column 10 pop up the

P/ TPvé ' dommin name input window ), port, username and passwoed of the camern and shen
select the protocol. Click “Test™ and then click the “Add™ bution (you can inpur one camen's
informmation or above such as IP address, username and password before clicking the “Add”

button). Cluck - to delete the camera Chek “Defaull Passwosd™ 10 set the defanlt

usCITune uul pass '&\‘f\' of each camera

Note: Some models may not support thes function
Click Start2?Scttmgs FSystem 2 Basic2?General Settings 1o check “Emsble Add IPC by Zero
Operation™. If the NVR has unoccupsed chanmels, it can add [IPC wathout any operation by

restarting

#  Add Recorder

® Quckiy Add : Select the searched NVRDVR and the click “Add” to add NVR m the

satve local network
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®  Mapsually Add : Click “Manual Add™ and then enter the IP address or domain nmne

port, usernmne and password of the NVIVDVER. Check the added remote channel

mmber snd click “Test™. Then click “OK™ 10 return to the previous interface

Note: Only the Jocal NVR has unoccupied chanuels, may the IPC of othes NVRDVR in the
same local network be added, And the added IPC supports previewing and recording

2 Edit Camera

Click “Edit Camera™ s the setup panel to go to the imerface as shown below. Click - to
view the live muge of the camem in the popup window. Click n to edit the camera (e
Add camera 1 31 Stursup Wizigd for details). Click - 10 delese the camern, Click . 1
the “Ednt” header line and then chick “Modify IPC Password” to pop up & wmdow(check the
[PCs m the window, set the new password and then click “OK"™, only the online IPCs’
passwords can be modified and o batch of [PCs' passwords can be modificd ot the samse tine)
Click n to upgrade so ondine IPC ( or click i the “Upgrade™ header line and then chick
“IPC Batch Upgmde™ 10 upgrade u batcls of IPCs), select the device which stores the upgmde
file an the “Device Name™ stem of the popap wmdow und the upgmde file mn the hstiyou should
select the upgrade IPC model m the wmdow if a batch of [PCs” passwords need to be modsfied)
and then chick "Upgrade™ to start upgrading(the IPC will restart sustomatically after the upgrade
1s comypleted successfully)

30
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Note:

If yout use the NVR with the PoE network ports, the 1P canseras (with PoE function) whach are
directly connected ta the PoE port of the NVR will be displayed automatically in the cumera
list. Refer to the picture below. The IP camera whach occupres the PoE resource las n prefix
shown before 1ty camera name. The prefix consists of PoE plus PoE port munber. The IP
cmnera which connects to the PoE part canoot be deletedd from the camera list manually

®  The IP camern dircctly connected to the PoE port of the NVR throagh pnivate protocol will
be sbhown aotomatically s the camern bt
®  One of the rwo conditions mmst be et if the IP camern wihuch 1s directly connected to the
PoE port of the NVR through ONVIF protocol should be shown automatically m the camers
Lt
v The IF cunern which 15 dircetly conmected 10 the PoE port 1s m the samne network
segment with the iernal Ethernet poct
v The DHCP (obtain an [P address automatically) of the IF cuvern which is directly
conmested 1o the POE poet is canabled

If the IP camera whach 15 comnected to the PoE port cannot be displayed antonmtically mn the

camera list, please cefer to Q6 m Appendix A FAQ for details
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42 Add/Edit Camera Group
4.2.1 Add Camera Group

Click “Edit Camera Group™ i the above imerface o go to the uerface a5 shown below

Chck “Add Group™ to pop up the wandow as shown below. Set the group name and dwell tune
(the dwell tume of the camem group se

uence view) m the wmdow. Check the ¢ameras and
then chick “Add™ w add group. Click (h
grong

1o view the camerss i the group after adding

| LIS b

You can also add the camern group m the live wiew interface, Click on the top night

comer of the live view isterface and then select “Single Channel Sequences™. Click to
add the casnern group

— e ety

4221 Edit Camera Group
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Click n to modify the group mionmation such a5 group nane and dwell tme. Click -
to delete the groap. Click to ndd camerns to the group

423 1P Planning

Some models may not support this fuachon

Chick “TP Planning™ to po 1o the mterface as shown below. This function supports searching
other NVRSDVRS that is in the sanse local network as the local NVR. The wser may add the
IPC of other NVRYDVRs into the wnoccupied channels of the Jocal NVR

+
+
+
+
+
+
+
+

Chick D to edit the [P addeess, user naaue or password and other information of the NVRs
Chck . bebiund the “Add™ button 1o add the [PC selected and the user sy edit the [P

address, user nane or password by chickang . belind the “Eda” buton
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5 Live View Introduction

5.1 Live View Interface Introduction

You should add » camera first after logging on to the system (see 4.1.1 Add Cagera for detasls)
Refer to the tterface as shown below, drag one camera i the preview window 10 another

window for camern window exchangiog Chick buston: and then you can view the record
symbols, The record symbols with different coloes m the live preview window refer to different
record types when recording: green stands for masmal record, red stands for sensor based
recoed, yellow stands for wotion based record, blue stands for schedule record and cynn stands

for intellipence record,

Click the preview window to show the tool bar as shown m area (1 nght click the preview
window to show the menu hist. The tool bar and menn list are introduced m the table below,

Weum Lt

>z

Move sool. Click it to mave the 500l bar anywhers

Click % stast recording

Tustast Playback

Click D0 o playhack the recond chick Tt Playback™ to select
or self define the mstaut playback tme See 8 )| bntast Plavback for
detauls

Battes
___g Manmally Record On

a

4

Enabie Audio

Clack # %0 enable sodko. You can listen to the cmnera aodo by
enabing anbho

Overiproad windon

Origlaal Proporthens

Clack @ o sedect the duplay prupoction of the wesdow
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@) Clack # 0 pop up e s wandow. Click “Save™ 10 Se window 0
Vgt vave e smage. Chck “Esport” 10 export the mmpe
B | iz const Click 0 o 39 PTZ control mberface. Sor Cliaptey 6 PTZ for details
Zoom In Click # % go 8o smghe channel saphficanon uinface
= Click & go to image afmsiment witesrface. Refes o 3 43 lmage
- Adsstmeny foc detuds
Start/Close Talk Click @ 1o stast alk
Clach 1 8o gu 8 vinghe channel twprt detrction simExce, S target
= Target detection mchdes faces human bodies and velocles (emly appiicabile to some
imacdels )
Camera lufe Click 2 90 view e camens wnforsanon

The smngle channel muphification interface i as shown below. Press and ding the blue box to

select the zo0m m area. Click

10 zoom the image. Click the camen selecnion box

to select other camerss for mmplification. Click “Back™ to retum to the live preview interiace.

5.2 View Mode

5.2.1 Preview by Display Mode

Set different screen modes and cameray display sequences as required and then save the
display modes classified by wrveillance areas. pnionties and wo oa. Refer to the picture below.
Double click ane display mode m the display mode list to view the live unages m this mode.
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»  Add Display Mode

Method One:
U Chek “Custamize Display Modes™ inn the above interface
2 Chek . to add a display mode name and then set the wreen mode

31 Add the camems and adjust the cameras” display sequence a4 requared
4 Chick . under the display mode list
Method Two:

D Chick Start<>Settings-?Sysiam=?Basic2Output Settings to go 1o the imterfnce and then
set the screen mode

2 Double click the camern or camera group in the list to add them to the selected window.

2 Chek a to save the current display mode (refer 1o 504 Schane Visw Iy Sequencs for
detat] configurations ). The dhsplay mode will be saved and displayed m the dasplay mode list in
the live preview interface

#  Edir Display Mode

Clhick “Customize Dusplay Modes™ tab m the live preview iterface and then select one dasplay
mode m the list. Chck . to edit the display mode name: chek i 10 delete the dinplay
mode

» Corridor Pattern

Some models may not support this function.
Select comdar pattern m display mode. You can change the direction of the video immge by
using thes function. Please refer to User Manual of relevant camera
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Change to comdor mode

# Fisheye Mode

Some mwodels may not support tus funcbon.
In the live view interface. select the view mwode acconding to the mstallation mode and display
mode of the fisheye camers, Please refer 10 User Mauual of the refevant fisbeye camsers.

In addition. if this functica w unavailable w the device, you can set the display mode nod the
mstallation mode via Web Chent. To Jog 1 the web cheat, please reter to Chapter 14 for
detazls
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5.2.2 Quick Sequence View
You can start quick sequence view if the scheme has not been created. If the scheme has been
created, please refer to 5204 Schaue Vagw an Scqugnes for details.

Go 1o 1he live preview interface and then click B 10 pop up a little window. Set the dwell
time in the window and then click [ 10 view the live group by groug according to the
camers nmnber of the cunent sereen mode Double click the sequence view inderface 1o punse
the view; double click agasu 1o restore the view. Click to stop the view

523 Camera Group View in Sequence

You can start camesa group view in sequence of camern group has been created (see 421 Add
Camen Croug for detasls).
@ Go 1o the live preview interface and then select a camera window
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2  Double click e camern group on the right side of the mterface. The cameras in the group
will start cunera group view onc by one in the sclected casnera window

You can also drag the gronp disectly 1o any preview window. Right chek an the group view
window and then chick “Close Dwell™ 10 stop the view
Clack . 1o add camyera group. Select a group and chick - 1o modify the group name and

dwell time; Select a groap and clsck to delete the grovp

524 Scheme View in Sequence
Chick Start?Settings S ystem=? Basic 2 Outpat Seitings 1o g0 10 the mterfice #s shown below
Area (1) displuys all the dwell schenses: area & shows the detailed information of the scheme:
area 2 displays all 1he cameras and groups: area @ 15 the wol bar (B dear bunun.n4
favonise button, chick it 1o pop wp a window, enter the display mode aame m the window and
then click “OK™ 1o save the current display mode; other buttoas are screen mode buttons)
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=  Add Scheme
Chck i aren (1) to create a new scheme. Chek m on the top nght comer of the

scheme 10 delete 2t

= Coafigure Scheme

a)  Select a scheme in area (L) and then chick the soreen node button on the 1ool bas to set the
screen mode of the scheme

b) Select a cansera window in ares () s then double chick the camer or growp m area GV
The camera or group will be added meo the selected window. One camera m the same scheme
cannot repeat. You can chick the nght-click menn “Clesr™ m wea (3 10 remove a single canera
or click to remove all the canseras

¢) Chick “Apply™ to save the settings

»#  Start Sequence View

= . o .
Oo to live preview interface and then click B8 1o pop up a wmdow. Set the dwell tume mn the
5
wimndow and then chck to start scheme view m sequence, Double chick the sequence
g ) oy
view interface to pause the view; double chek agmn to restore the view. Clhick to stop the

Vicw

Note:
You can set the secondary output preview if the NVR hias disal outpats, Refer to the interface as

shown below
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Check “Dwell™ and then set scheme view i sequence of the adiuvant output, The setting steps
are saplar to that of the mam owtput

Set quick sequence wiew if “Dwell™ is not checked. The setting steps are as follows

Ll Set screen mode by clickmg the rebevant buttons on the tood bar

2 Sedect one window and then double click ane camera or group in the list

Click “Apply™ 10 save the scttings affer adding caeras or groups to the windows
For the device with nmin-output mode and Al mode, the secondary outpur will be muavmiiable

after Al mode s cusbled ¥f you wamt to enable secomdary oatput

plesse chck
Start =2 System 2 Output Settings

5.3 POS Settings

U Chek Start=2Settings = Basic 2 POS Settings 10 2o to the unerince

2 Enable POS and ¢k “Coufigure” under “Coancstion Semings™ 10 go o the followmg

mtcriace. The connecton way meludes TCP Lasten, TCP Chent, UDP and Multicast
=

2 Enter IP address of the POS you want 10 add

4 Check “POS pont” and then enter POS port

i1
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5 Select the POS protocol
& Check “Tngger Camera™ and click “Configure™ under it 1o bind POS to the camers. One
POS can be bound w0 nmitple channels, but one chasmed can only be bound 10 ose POS

Click “Configure™ under “Display Sctimngs™ 10 set the gpenernl sentings. the position and

display color of the POS miormmtion. Set the start character and the end chamcter and dasplay
time-out penod mm the general setiings mterfece. Diag your monse 1o s¢¢ the position of the
POS miormmtion in the display position interfisce, Then chck “OK™ 1o confirm yoar settings
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Chlick the “Display Color™ tag and then choose the color you want 10 dusplay on the screen
Multi-color can be sclected ot the same time. In addibon. print method and preview dasplay

can be set here. 1IF“Preview Dasplay™ is enabled. the POS contents can be displayed on the live
wiew playback intecface

3 Select the encoding format s needed
& Choose the manufactisrer of the POS device

0@ Click “Apply” ta save the sertmgs and then the trausaction information will be displayed
on the preview image m real-time

Oue POS » bound to ane camera

43



_I ive View lotroduction NVR User Manual

Ope POS o bound 10 nmltiple cameras:

5.4 Preview Image Configuration
54.1 OSD Settings
Click Starr=2Settmngs FCaniera 2 Image 205D Settings 1o 2o 10 the interface 2% shown below
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Select the camern. enter the camern nume (or double click the camers name m the camera hst to
change the camera name), enable or disable the amne md time OSDs (of enabled, dmg the red
nazoe and tune OSDs durectly m the mmge view area o change the OSDs’ dasplay posstion) and
select the date and timne format (24h orl2b 15 optional), Addstionally. water murk can be
enabled or disabled here. Having enabled the water mark fitnction, you can emter the
wformation of the waler mark as needed. Fually. chick “Apply™ to save the settings

54.2 Image Settings

Chick Start=?Settings?Camern—=lmage—2Image Sethings o0 go to the following mterface
Select the camern and then set the bnghtness, contrast, satumtion and hue of the camera. Click
the “Advanced™ button or . i the camern hiwt on the nght sude of the uxterince o pop up
the “Image Adpust”™ inteciace and then set the relevant setting items. Please refer to 5.4.5 lnuge
Adiunent for detmied mtroductsons of these Bems

You can click “Default™ to restore the image settmgs to the detanlt factory sethings
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543 Mask Settings

Some areas of the image can be masked for prvacy. Up to four mask areas can be set for each

camera. Clhick Start2>Settmgs?Canem2Inape>Mask Settings 1o go to the ntesface as

shown below

Select the camera and enabile the mask. Chick the “Draw”™ bumon and then drag the mouvse on
the unage area to set the mask area; chck the “Delete™ button to delete the mask areas: click
"Apply” to save the settings

544 Fisheye Settings

Some wodsls may not sugport this function
Click Stan=2Settings ?Carnern 2 lmage?Fisheye Semings 1o go to the userface ny shown

below. Select the camers and the mode of fisheye nixd installagion

16
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545 lImage Adjustmment
Go 10 live preview mrerface and then click m button on the tool bar under the cunera

wmndow to 2o 1o the unape adjustiment mterface

I

» lmage Adjustment

Select the canern and thea click “Tmage Admstimemt”™ to go 1o mage adjustment tab, Refer 1o

the above pacture. Drag the shder to set the camem™s bnghtness, contmst. saturation and hue

value. Check sharpen, wile dynanuc and denonse and then dmg the shider to set the value. Click

Default™ to set these parmmeters to default values, The introductsons of these parmineters are as

-
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follows:

Baghitiess Bt 1 the beiygismem Jevel of the cmmera's ssape

Contrast M » e color difference between the bnghtest and Sarkest parts

Samuanoe B i e deoee of color pairy The coloc 1s purey, the unage is boghses

Hue 2 selates 1o the 1onl color degree of the smape.

— mhmmdhwhdhmuﬂdh

The mide dwmatmc range (WDR) Sacton belpn the camera provide clew smapes

Wide Dymrae even under back hight cocumstances. When theve e both very hnght and very
dazk wress mmultasecosly in the fiedd of view, WDR balances the boghmess level

of the whole snape and provule cleas unages with detxile

Deecrrane the poese aod make e tmape moee Sorosgh mﬁtubwli-‘

make the notse reduction effect betner bust  will reduce the unage resolumon

Whste Makince | Adpast the color tesnperanaer accordeng % the esnroament sotomancally

HLC lowers the baghmess of the eotwe unage by suppessung the boghtoess of
the mmage's bright ses and reducing e soee of the halo sea

nc BLC: If emabled. the auto expossre will activate accoedmg 10 e scene 5o hant the
object of the smage in the darkest area will be seen clearly
ﬁm““"' 0%, 907, 150" or 20" can be selected (Only somse camesas sopport thes pattem)
hzage Mirzm Tirn e cument vules image hovceontally
lmagr Fip Tizn fhe caarent vudeo uage vertcally
F-b‘i-:r&-b. ol o ot enabled, the hame saie of e caners's nuun strean
T TPS Mode can be set 30 1080P/ 209 SOIME AT thes mode

Chooe “Agto™ o "Manual” I “Awte™ » selected, the gun value will be

Gtes Mode sscocnically admsted acoceding 10 the scnmad umanon. If “Mamsal” s selecied,
_&cpnnln“lem-—ﬂy The hagher e value 1, Se bagleer the smape

"

Infiared Mode Chooe “Aute” “On” o “OII”" as needed.

" Mode Chooe “Awio of “Magaal” 1l assual i chosen, Uie Bgital srier speed Com be

oy Nt | Choose “Auto”. “Day”. “Night” or “Timming”  neoded
_i‘il.ﬁ *M’,w.wmh&ﬂ(&-mmh
Mode mode)

Note: The abovesmentioned descripnons of the unage parameters are for reference caly. The
camerss made by different manufacturers nuy have different parameter settmgs.

7 Lens Control
Select the camers mnd then click “Lens Cantrol” t0 go to Jens cootrol tb. Click [N o [l
10 adjust the 200m and focus paranseters of (he camera’s bens, Click “Save™ 10 save the seftings,
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The mtroductions of these parsmeters and buttons are as follows.

Aleaning
Check - / - 10 Zoom wy'out the unage

if masual mode 15 selecied, focss butom & "One Key Foom™ &

ocus Maode “Day'night mode swatch aatofocus” wall be available: o amto mode »
selected, the teme wterval setup will be avalahle

_ Chek - / - 10 mcrease'decrease the focal length

-

[ by | Clxk o 10 Socun sttty
Day'mght mode if checked, the Jeos wall focos snomancally wheo the camess s switching
wwaich amolocus day gl ssexle

I = the e mterval when casera lews 1= a0 focunmng. The userval can
Time Jervnl be set m the drop doon list

Note: if the lens of the camern connested o the NVR 4 fixed. the lens control fimction is
unnvailable
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6 PTZ

6.1 PTZ Control Interface Introduction

You can control the IP dome or PTZ which coaneets 1o the 1P camern for PTZ control
Chek n on the tool bar at the bottom of the hive preview window to go to the PTZ control
mterface 23 shown below

The direchion. zoom. focus, iris and speed can be controlled m the small PTZ control window
Right chick the PTZ/speed dome camers window and sehect “PTZ Control™ to go 1o the PTZ
conitrol pancl as shown below

Introductions of the buttons ca the bottom nght of the mterface:

S0



NVR User Mazual

.T[-:' :'ll.. l‘
o BB R B B B BN

10 rotate S0 dome Clck - 10 wiop rotating the dome

Clck - { - 10 200m = | out the camers ssage.

Clek - { - o meseane | decrease the focal length

Chck - / - to morvane | decrease the i of the domae
Drag the shder 10 adpuat the rotating speed of e dome

! ! Click n’ ;.ﬁlnm"nwmcm
' Chek - -uhd-.'tha-trndnm\aﬁ
' Click @ 10 rerum to he kve peeview userface.

#  Amalog Joystick Control

The snalog joystick on the left side of the mtesface provides quick PTZ control, The dome or
PTZ will rotaze when yom drag the analog yoystick. The farther you dimg the analog yoystick
from the middle of the image, the faster the dome or PTZ rotates. The dome or PTZ will stop
rotating when you stop dmggmng the analog joystick

» 3D Contrel

Click the camers tage on any area and then the unage will be centered on the clicked powt.
Refer 10 the pacture as shown below: Dyag the monse from A 1o B 10 ges a green rectangle and
the rectangle area will be zoomed in
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Refer 1o the pecture a3 shown below, Drag the mouse from C 10 D 10 2ot & green rectangle and
the rectangle area wall be zoomes! out,

»  Advansced 3D Control

Double chick the left bution of the mouse on any area of the camsera mage mnd then the mage
size will be dovbled and contered on the clicked potut

Press and hold the left button of the mouse oo mny arca of the casera image 10 200m m the
tmage; press and hold the rght button 10 2oom out the tsage.

Move the cursor of the mowse 1o the camern unage and then shide the seroll wheel of the mouse
forward 10 zo0om mn the nge, slide the seroll wheel of the mouse backward 10 200m out the
mage

#  Preset Settings

Chick “Preset™ to go to preset operntion tab nosd then click “Add™ 1o pop up a window as shown
below. Seclect the preset snd then enter the preset nasne in the window; finally chick “OK™ to
save the seftings, You can add 255 peesets for cach dome st most

Adjust the dotse's direction and then click “Save Position™ to save the cuerent preset position

(you can also chick smother preset in the preset list and then save the preset position affer

adyusting the dome's darection); clack m the preset last to call the preset: chek "Delete™ 10
52
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delete the selected preset
You can also go to preset seming interface for preset sertmg, see 6.2 Preset Setting for detaily

»  Cruise Settings
Ou the right panel, click | » 20 to enuise operation tab and thea click “Add" 1o pop vp a
window as shown below left, You can add 8 cruises for each dome st most

L Enter the cronse nmane m 1he “Add Cruise™ window and theu click “Add pesset”™ 1o pop vp
the “Add Preset” window (Before adding preset 10 the crniase. please add preset of the dotne
first)

3 1o the “Add Preset” window, select the preset name, preset tune md preset speed and then
chck “OK™

A In the “Add Crusse™ window, you can chick n o reselect the preset, then change the

peeset time and wpeed. Chck - to delete the preset. Chck “Add™ to save the cruise.

Clack - to start the enise and clack n to stop the enmse i the enumse list of the cruise
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operntion tab; clack “Delete” 10 delete the selecsed arune
You can also 20 to enuse setting inferface for enaise setting, see 6.3 Crutse Setting for details

»  Crulse Group Settings

Om the nght panel, click - to go to the cnuse group setting tab. Click “Add” to add a connse
group as shown below,

In the “Add Cruise™ wuxdow, select the crnuase line name. After that, chick “Play” to play the
cruse limes in sequence.

» Trace Settings

On the nght pancl, chek [ » ™ go 10 the trace setting tab. Chick “Add™ 1o add the trace name
Then chek "OK™ 10 save this name. Please refer 1o the following picture
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After that, chek “Start Record™ to record the trace, Then chick “Stwop Record™ to finish

recording Chick . to play the recorded trace. Clack - to delete the trace

6.2 Preset Settings
Click Sturt2Settings FCamera 2 PTZ 3 Preset 1o go 1o the mterface as shown below

»  Add preset

Sclect carnern and then click “Add™ 10 odd preset. or chick - m the camsera hst on the ngl
+

sade of the mterfnce 10 display the preset miormation of the dome and then chek 10
add preset. The operations of the “Add Preset™ window are stmilar 10 that of the PTZ control

wterface; please see 6,1 PTZ Control Interface Introduction for details.

#  Edit preset

Select camern and presct. You can enfer the new name of the preset and then chick - 1o
save the new preset mame, Adyust the rotating speed, position. zoom, focus and ins of the preset
and then click “Save Position™ to save the preset.

» Delete Preset

Sclect camern nnd preset und then chick “Delere™ 10 delete the preset

6.3 Cruise Settings

Click Sturt2Settmps 2 Camern 2 PTZ 2 Cruse 10 go to the interfoce as shown below

<5
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”~ Add Crulse

Chck - tn the camera kst on the nﬁ:l ade of the ierface to dasplay the cmise mformation
of the dome and then click to sdd cruise. The operations of the “Add Crmise™
waidow are sumlar to that of the PTZ control mterface; please see 6.1 FIZ Control Interfacs
Ingrodustion for detasls

= Edit Cruivw

Select the camern and crndse m the “Cruise™ mierface. Enfer the new cnse name and then
click to save the cruise name. Click “Add Preset™ to add preseat to the eruse, Clack

1o edit the preset. Chick - 1o delete the preset from the ennse. Click one preset m the preset
list and then click 1o move down the preset and chick to move up the preset. Click

10 start the crusse and clk 1w stop it

»  Delete Cruive

Clek - i the camern hist oa the nght side of the umerface 1o desplay the ennse mforstion

of the dome and then chick m on the top nght comer of the craise to delete the cruise

6.4 Cruise Group Settings

Click Stsr=2Settings 2 Camern ?PTZ P Cruise Group to go 1o the interface a5 shown below
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»  Add Crulse Group

Click “Add Crunse™ 10 add the cnuse. or chek - 1o extend the crusse list and then click
to add the cratse. After that, click “Play” on the left panel a5 shown below to play
the cruise lines m sequence

#  Delete Cruaise
In the crmse Iant, click - 1o delete the cnmse

6.5 Trace Settings

Click Start Settigs 2 Cumtiern 2 PTZ < Trace 0 2o to the mierface a8 shown below

»  Trace Record

Seclect the PTZ canera and then click “Add” or extend the IPC informmation by chcking -
and then chek to add u trace name After that, click “Start Record™ and msove the
speed dome to change its postion and set its trace. Then chick “Stop Recard™ to complete the

tmice record
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» Play or Stop Trace

Select the trace and chick . 10 play the trace; clsck n to stop the trace

#  Modify the Trace Name

On the Jeft panel, cuter new trace tame and chek . to modify and suve the trace name

»  Delete the Trace

Check - 1o delete the truce. Or put the cursor om the trace name (gl panel) and then m

will appear on the nght comer of the trace name: click it 1o delese this trace

6.6 Task Settings

Click Sturt=>Settmgs 2 Cumtiern 2 PTZ 2 Tank 1o go 1o the mierface a5 shown below
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)
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[

Select a PTZ camera

Select fumction, suc as preset, cruise, trace, madons scanmng, et

Select n nume. such as preset name, crutse name. ot

Select the starr and end time

Chek “Add™ 1o add the task

Chick - to extend the tasks of the PTZ camera. Chek . beatde “Enable™ 10 enable

the task. Aficr the task s enabled, the PTZ camera will stant the specific task at the speaified

tune

6.7 Smart Tracking

This function is only available for Al PTZ camera, Please add the Al PTZ camera 10 the
NVR first. Then this function will take effect,

Smart Tracking: When people or yehicle cross the alarm lme or mtnade the predefined area,
the PTZ camera can sutomatically track them snd the tmget tmage will be mutomatically

zoomad m and centered on the screen unnl the tarpet disappenars on the screen. After that, the

PTZ camera will retum to the tracking start position

To set smart tracking
1. Click Settings ?Camera=?Smart Tracking to go to the smart tracking mterface
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1 Sclect the trackmg mode nnd set the still tine as needed

Tracking Mode: PTZ Aulo Trcking Proaty or Mamal PTZ Countrol Prionty can be
optional

PTZ Tracking Priority: if this mode s selected, alfter enabling “Trigger track™ m one of the
following events, you cannot control FTZ by clicking the bisttom on the PTZ coutrol panel
the live view mderface

Manual PTZ Control Priority: if this mode is selected. afier ennbling “Trigger truck™ m one
of the following events, you can control FTZ by chekang the buttons ou the PTZ control panel
m the hive view interface during the process of smart tracking. After you stop controlling for §
secoids, the PTZ camers will retum to the pre-defined detection arca und start tracking again
when detecting n target

Still time: 1T i 15 cnabled and the time 1 set. when the turget stops or hides behind an obstacle,
or the tatget tracking s conplete and there s no taget sppeanng in the detection aren during
the set time, the PTZ camern will retum 1o the tracking stat postion. Of course, dunug thas
titne, if there are targets movmng. the PTZ will contmue tracking If it 1 not enabled, when the
target stops or there 16 no target appeanng m the detochion area for § seconds, the PTZ camera
will retum to the start tracking position.

For examuple: in the crossroad, if s car 1s waiting for the red hght for 30 seconds, and the sull
titne 15 set a5 20 seconds, then the tracking will ssop following: but if the still titne 16 set o 40
secotds, after the red light start 10 chanige o green hght, then the car re-start 1o mwove, and
the PTZ will keep on tracking this car

3. Chck Settings>Al'Event2Al Event. Select the Al PTZ camera and the event ws nceded
(Lane Crossng/Intrasson), For exanple: mntrusion
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4. Enable the event, set the nele and then click “Locked™ Thas button will be changed 10
“Unlock™, Now the PTZ control paned m the above interface will be sctivated. Set the detection
area by chckmg the dsrectronal buttops 1 the above nresface. Afier thas, chck “Unlock™ 10
lock the detection area

Note: The PTZ must be locked, or the sman mackng cannot take effect

5. Chek “Draw area™ and then dmw the intrusion region oo the screen. After that, check
“Tngger Track” and click “Apply” to save the settings

6. Set the detechion taspet

7. Click “Apply” 10 save setings
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7 Record & Disk Management

7.1 Record Configuration
7..1 Mode Configuration
Please format the HDDs before recording (refer 10 741 Disk Mauspement for details). Click

Start= Setrings P Record > Mode Setimgs 1o po 10 the mode settings interfice You can set the
recoed time unider the “Mamal Record Seminps™ and then click “Apply™ 10 save the settings
There are two recond modes: auto mode and manesl mode

= Auto Mode

Motion Record: Motwon slarm record will be enabled when motson alarm happens

Sensor Record: Serson alarm record will be enabled when sensor alarmn happens

Movion Record+Semsor Recond: Motoossusor alarm record will be enabled when
motian sensor alann happens.

Abvays(24 x 7} Record+Motion Record: Nomual record i enabled all the time; motion alann
record will be sturted when motion alarn happens

Abwvaysi24 x7) Record+Sensor Record: Nomal record 18 enabled all the tmee; semsor alarm
record will be sturted when sensor alarm happens

Abvaysi24 x 7} Record+Motion Record+Sensor Record: Normal record s enabled all the nime:
motion sensor alaom recond will be enabled when motion sensor alaom happens

Abways(24d x7) Record+ Motlon Record + Sensor Record + Al Recoed: Nomml record s
cuabled all the e Al recond will be enabled when Al event happens

You can add more awto modes on amalytics record, Click “Advanced™ 1o pop up & window as

&l
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shown below. Check the modes 1 the wandow snd then click “Add™ w show the modes m the
record mode list {in the window, the checked modes can be shown m the recond mode list while
the muchecked modes cannot; you shall check “47 Record™)

Sclect one auto mwode to pop up the comesponding window. Set the encode, GOP. resolution,
FPS. bitrate type, quality. max bitrate and andio of each camern and then chick “OK™ 1o save
the settings. Please adjust the parameters according fo the actisal condition

Video Encode: the available optons will be H 2655, H.265+, H 268, H.264S. H264+ and
H264 I the commected I camers dossn’t support H 2655, H265+ HI64S, H2164+, the
comresponding optsons will not be shown

Resolution: (be higher the resolution 15, the ciearer the anege 18

FPS: the higher the frune rate 18, the more fluency the video 1s. However, more storsge room
will be taken up

Bitrare Type: CBR and VBR are optional. CHR means that no maver how much change 15 seen
in the video scene, the compressson bitrate will be kept constant, VBR micans that the
compression bitrate will be adjusted acconding scene changes. For example, for scenes tha do
not have mwuch movement, the bateate will be kept ot o lower value. Thas will help 1o optinnee
the network bandwidth

Quality: When VBR is scistted, you need 1o choose image quality. The higher the muase
quality you choose, the more bitrme will be required

Max Bireate: 32Kbps ~10240Kbps are optional

GOP; group of prenares

»  Custemization Mode

o
-
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If the costomization wode 15 selected. you need 10 set the record sehedules of each camern, See

7.1.2 Schedule Semines for detasls

In gus mterface, you can also set the record penod of the manmal record m the live view

mteriace

7.1.2 Schedule Settings

- Add Schedule

Clack Start?Settings D Record 9 Mode Setting to g0 10 the mode setring mterface, Then select
“Custormzation™ mode snd chek “Schedule Management™ 5o set the schedule as shown below
2T, “24x 5" and “24 x 2" are the defmult schedules; you cannot edit or delete “24x T
while “24 x 5" and “24 x 2" can be edited and deleted. Click the schedule name o display the
detatled schedule mformation on the lef sade of the interface. The seven rows stand for the
veven days m a week and coch row stands for 24 hours m a day, Blue stands for the sclected

tume aned gray stands for unselected time
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Click “Add"™ 1o add a new schedule. Refer to the picture below

Set the sehedule name and schedule tizoe and then chek “Add” 1o save the schedule You can

set day schedode or week sehedule ﬂ add button B delete bation

#  Set Day Schedule
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Clck u and then diag the cursor on the tune seale 1o set recond tume; chick B and then
deag the cursor on the e scale to delete the selected area

You can manually set the record sturt tune and end e Click n o B and then click
“Manual™ on cach day 1o pop up » wmdow a4 shown befow, Set the start and end tane m the

window apd then click “OK" to save the sestings

Clhick “All" 1o set all day reconding: clsck “Reverse™ to swap the selected and waselected tume
i a day; chck “Clear All™ to clear all the selected area 10 o day

Chick “Copy To™ 10 copy the schedule of the day to other days. Refer to the picture below
Check the days in the window and then chick “OK™ 10 save the setings

x

#  Set Week Schedule

Clack u o E and then chck “Mammal™ besade E to set the week schedule Refer to
the pacture below, Set the start and cod 1me, check the days m the window and then chek “OK™

to save the ssrtmgs
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Click “All" to set all week recording: click “Reverse™ 10 swap the selected and unselected nme
in 0 weeks chick “Clear All™ 10 clear all the selected area 1o 8 week

7.1.3 Advanced Configuration

Chck Start=?Settmgsy 2 Record 2 Advanced to go to the followimng mterface Enable or disable
cycie record (cyche record: the carliest record data wall be replaced by the latest when the disks
are full). Choose the recond stream. Set the presalarm record time, post-alarm record time and
expiation tune of cach camern and then clhick "Apply™ to save the settings

Pre-alarm Record Time: set the e 10 record before the acmal recording begns

Post-olarm Record Time: set (e tine 1o record after the sctual recordang 13 fnished
Expiration Time: st the expuation time for recorded video. If the set date s overdue, the
recorded data will be deleted nutonstically

7.2 Encode Parameters Settings

Click Starr?Setings 2 Record ?Encode Parnmciers 10 go 10 the inerface as shown below. Ser
the enxode. resolutron, FPS, GOP. bitrate type, quality, max bateate and aundso of msin stream
for cach camern 1o “Event Recording Settmgs” and “Schedule Recording Settmgs™ mrerfsces

Additionally, the recond sub stream of cach camera can be vigwed, Click “Apply"” 1o save the
settiigs. You can set the record stremm of each camners one by one or set them m bulk for all

CanDeTas
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7.3 Record Mode

731 Manual Recording

Method One: Click [ cni the tool bar at fhe botiom of the live preview interfice to ensble
recording of the camena.

Method Two: Go to live preview interfice and then click the ngli-click menu “Manually
Record On™ in the camers window or click E on the 100l bar under the camem wwndow 10
stant recording.

Node: Click Nimrt PAomingy PRovand PMads Senttagy wad teew s ihe mumnwd ryvend dose fv ibe

paterfiove. Click “pir ™ tw save i wetiings

732 Timing Recording

Timing Recording: the system will record sutomatically according 10 the schedule,
Sct the timing record sehedule of each camera, See 717 Schedule Ssttings for details,

733 Motion Based Recording
Mation Based Recording: the system wall start mation based recording when the motion
object appears in the setup schedule, The setup steps are as follows:
@  Set the motion based recording schedule of ench camem. See 7.1.2 Schedule Settings for
detmls
@ Enable the motion and set the motion ares of each camers, See 11.2 Motion Alang for
details.
The camern will start monion based recording once you finish the above sestings.

734 Sensor Based Recording
@ Set the sensor bused revording schedule of each camern. See 712 Schedule Ssttings for
details.
@  Set the NONC type of the seasor, enable the sensor alarm and then check and configure
the “Record”™. See 111 Seuvor Alarm for details.

7.3.5 Al Event Recording

@ Set the mtelligence reconding schedule of each IP camern. See 712 Schedule Scitings for
detuls.

2 Enable the itelligence detection {object detection. exception, line crossing. intrusion ot
face detestion) and draw alert surfice or waming aren of cach IP camern, Scc 9 Al Event
Mogagement for detals.

The camera will starr Al recording once you finssh the above settings. This function is oaly
availsbie for some [PCs
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74 Disk
74.1 Disk Management
The HDD can be plagzesd in or pulled ont when the NVR 15 on. When the HDD i in abooemal

status, the abnonmal formation will be prompted an the sereen {such as “No HDD", “Ouly
read™, “Unformarted”, = The HDD iy noavailable”™, ete)

»  Dusk Masagement

Click Start2Settings 2 Disk 2 Disk Management to go 1o disk management mterface. You can
wiew the NVR's disk sumber and disk status and so oo m the uterface, Click “Format™ to
format the HDD

Data Encryption
L Click “Data Encrypt”

) Enter the usemame and password used to log m the NVR. This usernanse and password

shall have the permession of disk managenent

(& Check the dask you want to encrypt and then enter the password

After you encrypt the data of a dssk, this disk cannot be read by other NVRs unless it 1
unlocksd.

Data Decryption!
1 Click “Change Encrypt”
(@ Enter the usemame and password used 10 log i the NVR. This user shall have the

permission of dik mansgement

(3 Check the disk you want to decrypt and then empty the password

A Chick “Close Encrypt”™

Unlock the disk: when ooe encrypted disk is transferred from another NVR 10 this NVR, it
will be mn Jockad status. Then you can select thas locked disk and click “Unlock™, After you

enter the password of its data encryptaon, its stanus will be “Read Ouly”, Now you can read the
data of this disk but it cannot be wrinten anything.

Sose todels may not support RAID fimetion. The settings of RAID are as followings, Plense
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skip the settings of phiysical disk, sorsy and disk wode if the NVR doesn 't sopport this fuschon

» RAID
1) Exable RAID
(Go to Sttt =2 Settings ?Disk 2 Disk Mode)

(2) Creste an mrny. (Go to Start=2?Settings 2 Disk =2 Physical Disk)

a, Clack “Physical Disk" tab and then clack “Create an mray™

b. Enter the wer e and password which has the suthonity of Disk Management, If you
don't have one, you can use the user pame and pasvvord that you login system (the defanlt
msername: adnin),

¢, Enter avay pame and sedect anray type (hike RAIDS)

d. Select phyvical disk

1f you bave 16 disks. plesse check 15 desks. The remmning one should be set to a hot spare
If lngher data secunity 1s needed. you can decrease phiyvic disks and increase hot spare dasks
Please set them as needed.
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¢ Select o bot spase.  [n the phiysical disk usterface, select the disk that is pot m the arrsy and

click BN as shown m the following pictures

® RAID Rebulding

If ove of your disks is broken, the disk melscator ou the from panel will fum red. OF conrse, a
waming tip will pop up if the relevant HDD exception alarmn is set. You oeed to rebuild the
RAID after you repiace the broken disk with n new one

Disk Managament Phomical Diad Disk Mode

Chek the abose cerled woon mud then select e pliysacal disk 10 erbunld
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| o B toww |

742 Storage Mode Configuration

Click StartPSetmngs ?Disk 2 Stomae Mode to go 10 the nterface as shown below

For example, there we all four disk grongs. By using disk group, you can correspond the
camera to dank (the record data of the camera m the group will be stored mto the disks in the

same group). The NVR with e-SATA mterface supports e-SATA recordemg

The added disks and cameras will be added into group one sutomatically. The dnks and
cameras in the groups cin be deleted except group ons (seleet a disk group and then click
o the top right comer of the added disk or camern to delete o from the group) The deleted

dasks and cameras will be moved into group ooe amtomatically

Each group can add the disks and camneras from other groups, Fach disk and camern can only

be added mrto one group. Select a dink group and then click 0.1 @ the disk or camera

row to pop up 3 wmdow. Check the disks or canseras i the twvandow and then chck “Add™

For the model with 2 or 4 HDD slots, BK group can be added as shown belon
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Chick 10 ndd the backup HDD. Afler account verification, selegt 2 HDD and then
this HDD wall be removed from the nommal group 1o the backup group, Smmltancously. st wall
be formatted. Please back up all data of thys HDD m advance when you want 1o remove it 1o
the backup group

You can add cuneras to thes HDD. The added cameras can exist and be recorded both m ane
HDD of the noommal group snd the backup group

Note: Each HDD anly can exis! in one group

743 View Disk Information

Click Start=2Settings ?Disk 2 View Disk Information to view the HDD information; click
“SMART Information™ ta view the working statas of the HDD (refer to the picture below)

chick “Health Status Check™ to check the western digital purple disks’ health status

In addinon, you can view the plugginp-m or pulling-our derasls of the HDD from the logs 10
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check whether someone mwoves your HDD or not, Click Stan2?Settmgs 2 System =2 View Log
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8 Playback & Backup

8.1 Instant Playback

click Il oi the ol bar at the bottom of the preview camers window 1o pliy back the
record (click [ oo the tool bar at the bosom of the live preview interface 1o set the defanlt
playback time). Refer to the pictuee below. Drag the playback progsess bar to change the
playback thne You can also click the nght-click menu “Instant Playback™ in the camera
window and then set the instant playback time 1o play back the recond.

8.2 Playback Interface Introduction

Click [l on the tool bar at 1he botiom of the five preview mterfsce or click StartdPlayback
o go 10 the playback interface s shown below (click [l on the 100l bar ot the bottoe of the
live preview interface 10 set the default playback time)
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On the panel on the nght you will see the channel number and the recorded data coded by color
The bar that runs across them represents the playback time being viewed. You can move this
bar around to export, highhglst 8 section of the deswred recordmg, click export and follow the

prompes. You can expont single or nonlteple channels at the same time

The added camerns will playback thesr records in the plavback interface atonmatically. Yoa can
+ 3

also ndd the playback camern manually. Chek - in the playback wmndow 10 pop up the

“Add Camera™ wimsdow, Check the cameras m the window mnd then chek “Add™ 10 ndd

playback camera. The system supports o maxiowm of 16 synchronous playback canseras

The buttons on the tool bar (area ) at the bottom of the playback interface nre introduced in

the tahle below

Meaming

St butim Clhick 2 00 pop up mes

Full screen button. Chck o %0 show fall scroen; chick it agam 1o exit the fll
aoreen

Screen doplay mode batson. 14910 screen desplay mode can be selecied
(dependey on models), = sdditon, e pliyback clunne] will be wwatched by
cootonoes selectson of the same soreen display mode. for example. aftex
selecamg | -soven duplay mode. chick s mode agam and then the corem
plavback chamse] will swach w the acxt playvhack chasned

OSID ON lnstoss. Click of 10 enable OSD. clack of agaen 1o Ssabide OSD

Queck cliane] selection bunow

sup bance

opoce| § (2@

Rewad bunon. Chek o 10 play video backwand
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Play button. Clack ot 10 play vadeo forwasd

Pause bamon

Slow Play bumes Click it to decrease dhe playiag speed
Fast Play Inttom Click i (o wcavase the plaving spoed

Previous frame bostoe. It woeks caly when the forwand playing s paused =
smgle scrern mode

Next fiame butioa 2t works caly whes the Socmand playiag w paused 10 seagle
scroen made

-

cuck I o vy tsckornrd 30w 2nd ctick TR 1o waep fowwand 304

Clhek ot o coter the amart playback neerface

Lvent list'tag bumon. Cliek it to vaew the event recoed of
masual'schedule’ seasor motios aad the tag wiormation

Watermark button Chck # %0 mmable wasermank, chek o agam 1o duable
watrrmack

mE|o l!ﬂ oooea|f

Open'clowe POS snformustscn

u Hackup bunoa. Diag the mome on the tme scale 10 select the tune penads

and cameras, and then o3k die Dunion 8o back up G second. Backup
status buttan Chek o 30 view S hackin statun

. Boack buson. Chek of 10 setien

Note: Some models may not support face search and fasce smart playback.

Introduction of aren (2

ENEEEEEEE | Chick o go to the utellipens amalyocs uerface

Chek o 1o go to recond search sad backup sterfucr. see 4 Rotond Scand
- Plashack & Nacksp for detaids

_ Chck o 10 go to five preview mterface; see Clapter 3 Live View
Estroductie fov detah

Click on the playback window to show the tool bar as shown m area (3 nglnt click on the
wmdow to show the menn fist. The tool bar and menn list are introduced 1 the table below.

.“ i “M: L .w

_- = Mowe 100l Click 11 1 move the 100l bar saywhese

Click 1t to emable sudio. Yos can listen 4o the camera andio by
msbling ando
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Saap Click it 10 sasgp
Chek 1t 1o go to the coom m mierface The 200m in merface n
wazular 90 thur of e camera wadow 1 the live preview unterface

Click _wpmmu«ulpM\u chek ntoph\'&
recend. Wiees the secord i paused in forwand playing mode. you
cam chek nmvﬂmrpw\mi—:nhm w
vwew the next fome

Click 1t 10 add tag Yoo G play back the recond by searching the
Add Tag added tag. Click  and then cater the tag name o the popup
window Chck “Add™ w0 244 tag

Click it to switch the playback camera. Chck ot and then check the
cames s the popup wmdow Clhck "OK" %0 change S camera

Close Camera Click it to close the playback camena

Q b

Switch Camnern

oEIE

Introduction of area &):

Chick . 10 set the date: chek . to set the time and then the playback camera will play
the record from the time you set. You can check the record type as required for record playback:
first you should clack n on the 100l bar at the bottom of the imterface 1o clear all the playback
cumera, then check the record type ll manual record. . sensor based record:
motion based record; . schedule ncud.ﬂ Al record. . POS record, if you want view
the detmled smmart playbock rcons. click I fo switch. as shown below). Fmally, chek . m

the playback window to add camera for playback (he record time scale will show the recond
data of the checked record type oaly after the above operations)

Introduction of the recard tune scale (asen (5)):

A ool bar will appear afier moving the mouse to the record tume seale. Click . - to
zoom the tunelme: clyck to recover the timeline to 24 hours' mtio, Drag the tuselme or
slide the scroll wheel of the mouse on the time scale 10 show the hidden tine on the top or
bottomn of the nmeline. You can also click - to show the hidden time oo the top of the
umsline or click - 1o show the hidden tune on the borom of the nneline, Drag the shider
st the bottom of the tune scale to show the hadden plavback camerns

The record time scale shows different record types with different colors. The geeen block
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stands for manual record, red block stands for sensor based record, yellow block stands for
motion based second, blue block stands for schedule record and eyan block stands for
intelligencs recond. Click the record block to set the tune and then the playback camens will

play the recond from the time you set

Backup Introluction

Insert the storage device mto the device. Drag the color block on the time scale 1o select the
backup area and then right click the area or chck to pop up a backup miormation window
Click the “Backup” button i the window 1o pop up the backup wmdow, Sclect the device
backup path and backup format and then click the “Backup™ button

In the backup window, you can select backup path and format. Then clck “Backup™
Backup format: Private, AV] or MP4
Please select “Encryphon” or “No Encryption™ 25 pneaded. After that, click “OK”™

Dielete the vwdeo record of backup disk groap
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In the playback mterface, chck ﬂ to select the backup disk group. Then use the left mouse button
to drag on the tunetable to select the records you want to delete. Then nght click and select [Delete]

to delete 1t

8.3 Smart Playback

In the playback usterface, click . 1o go 10 the st playback imterface ns shown below

Ihe desenptions of bunotes m the smart playbiack mierface

Dultes Dest ription
i Full screen monon bettos

< M Deaw gnd. You can sedech e secoed of motice detecton tn the pre-delined
2 - aea
Dvaw koe You can seach the tecond of crosung the e aftey deoweng S

e
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Tutten Dvscrigtion
. Draw uadedaenal You can search the recond m tus quadedateral afies

dovang =
Search by face
Seuch by hoouse plage sessaber
Search by dumueyvelucle attnbates
Playhack sestings bunos
et bunoe. Chck to retum 30 the previonn mterface

8.3.1 Smart Playback Settings

Clack m o set “MotooFaceVehicle wvideo playback sgeed™, “Ordinary wideo playback
speed™

You can disable “Common™ to view motion face vehicle vadeo playback m the nght comer of
the st playback interface

8.3.2 Smart Playback Based on Motion Detection

®  Smart Playback by Drawing Geid

Click ' and deaw # rectangle in the desored area. Then the system will mutomancally search
the record files of thas wrea. The cyan blocks indscate that these are mrelligent recording files.
Move the cursor to such block and chick to play the recond

®  Smart Plavhack by Deawlog Line

Click nud deaw a line in the desired area. Then the system will automatically search the
record files about crossing this lime The cyan blocks mdicate that there wre intelligent
recording files. Move the cursor to such block mxd click to play the record
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®  Smart Playback by Drawing Quadrilatesal
Click IR and desw o quadrangle in the desired ares. Then the system will automatically search
the record files of this area. The cyan blocks indscate that there are mstelligent recoeding files.
Maove the cursor to such block and click to play the record

833 Smart Playback by Face Search

Before startmyg this function, the face recogmition function shall be enabled. Please see Face
Recognition for details. If your device doesn't support such function, please slap the followmg
instructions

@) Inthe sman playback mrerface. click n 10 pop up the followsng window
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(@  Set simularity. The higher the seusitivity value is, the lower the searching accuracy s, and
vice versa

@ Select targets. You can select targets from recent. face database, suapshot gallery or
extermal faces.

3 Select sewrch mode. There are two search modes: search by group and search by face
Search by group: Choose “Face Database™ und then chek “More™ to choose one or more
groups

Move the cursor 1o the tune block where the record exists and click to play those records
You can only check “Face™ 10 vaew the face records
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8.3.4 Smart Search by License Plate

Before starting wumart search by plates, please add ANPR comeras first and ennble the LPR
function. Please refer to Livense Plate Recognition for details,

Chck = button to go to the following mierface

Select the plate from “Recent”, “Plate Database™ or “Customuization™ and then click “Search™ 10
search recopded files and play. Here we take an example of semching plate from “Plage
Database™

Chck n 10 choose a group Then plares will be lised in the tble amomaticaly. Chick
“Search™ 10 play
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8.3.5 Smart Search by Object Attributes
Before searching objects by attributes, please enable video metadata function of camerns. Click

to select the artmbutes.
Sclest the attnbutes of buman'motor sehicke mon-motor velncle as needed to search the results.

8.4 Record Search, Playback & Backup

The record data and the snapped protures can be backed up through network, USB (U disk or
USB mobile HDD) or e«SATA (only available for some models). The file system of the backup
devices shoukd be FAT32 format

§5
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8.4.1 Search, Plavback & Backup by Time sliced lmage

1 Chick StarrSearch and Backup=By Time-sliced Image 10 go to “By Time-sliced Immgs"
b, There nre two view swodes: by tne snd by camern. In the tine wiew mode, & nuximum of
64 camern thumboails can be shown. If the camera thnboail number s woce than 64, the
cameras will be listed directly by their cansers nasne, not the thambantl. A maxamoa of 196
crmera naes can be listed. If the camers name mumber is more than 196, the time view mode
will be disabled mid the catmerm view mode will be avuilable valy

2] Select ane camera in the interface and then chick the “Open™ button

5 Chick the image box to play the rocord in the suall playback box on the lefi side of the
werface {the box which has image mside mdicates that the record data exist)

4 Refer 1o the picture below, Dy the color blocks va the time scale to select the recond data
and then click the “Backup™ button to pop ap the “Record Backup™ window as shown below

Select the device name, backup fornmat and path and then click the “Backup™ button o start the
backup

§6
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Notez Lf yow duck uy (e revond Ju privare furmat, the 1yitew sl dack up & XPAS phever i USH devier
anmancaiy wmn-—mduumvmm-m

Clhick “Playback”™ to play the record in the playback mterface (refer o §.1 Plavback
luterdace Introdisction for details). Chick “Close™ to close the mterface

Tlise Slice Mode Selecting
Method One: Click “Year”, “Month" or “Day"™ button undsr the recoed thne scale 1o select the

tine shive mode. In “Duy™ mode, clhick n n on the keft'nght side of the tupe scale 10

wiew the record of the lastineat day: chek “Mimnuie™ i the “Prcture™ option undet the thane seale
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1o select “Munme™ mode (in “Muwire™ mode, click the tune scale 1o change the time of the &0
display windows) and click “Houe™ 10 select “Houe™ mode

Method Two: Clack - besade “Camern Thumbnml™ on the left top comer of the mterface
to select the time slsoe mode.

Method Three: Right«click the mouse on any aren of the tune-liced mterface 1o go back to the
upper uteriace.

84.2 Search, Playback & Backup by Time

1 Click Start>Search and Backup=2By Time 1o go to “By Time™ tab as shown below

2 Chek - on the bottom of the mterface 10 add playback camean. A maximum of 16
cumeras can be added for playback. Click “Modafy™ on the top nght comer of the camera
window to change the camern and click “Clear™ 1o remsove the camemn

3 Chick the camern window to play the record i the wmall playback box on the lefi ade of
the wterface, You can set the date on the top left of the mterface, check the event type as
required and click the time scale or click - under the tune scale to set the ime. The camer
window will play the record accarding 1o the time und event type you set

4 Drag the color blocks on the time scale 10 select the record data (or click “Set Backup
Time™ on the bottom left comer of the interface to ser the backup start tume and end time) and
then chick “Backup” for record backup, Click “Playback™ 1o play the record in the playback
intertace. Click “Delete” to delete the selected record file.

843 Search, Playback & Backup by Event
Somse models may support searching POS event.
1 Click Start=?Semch and Backup=2By Event to 2o 1o “By Event™ tab as shown befow
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3 Check the event type in the interface as required

31 Chek - 10 set the start ume and end tme on the 1op lefl of the uverface

4 Check cameras on the Jeft side of the imterface ur check “All™ 10 select all the camerns and
then clck - to search the record. The searched record will be displayed in the list

s Chek - in the last 1o play back the record n the popup wmdow, Clack g 1o back up
one record data or check multiple record data m the vt and then click “Backup™ for record
basch backup

0 Select one record data in the Tist und then click “Playback™ to play the record in the

playback interface

844 Secarch & Plavback by Tag
Ouly if you add the tags can you play the rocord by tag search, Click Start=? Playback 10 go 1o
the playback mierfiacs and then chek El on the botsom of the camemn window 1o add tag
when you want to mark the playback tune pomt of the selected camern
Clack Start=Search and Backup = Tag Management to go 1o “Tag Management” tab

Q

Clack - i the mterfacs 10 play the record. Click n to edit the tag name. Click - 10
delete the tag.
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845 Image Management

Click Start=2Search and Backup—=2Image Management to go to “Image Management™ tab, The
systern wall display all the snapped mmages automstscally wm the bt

Click - 10 delete the inage. Click ﬂ o pop ap the “Expoct™ window. Select the device
nane and save path in the window and then click the “Save™ button
Click - 10 pop up the “View Image™ window. Click - to export the mage, Click n

to wiew the previows ymage; chick to view the next image; click to defete the image,

clack - to play all the mmges

8.4.6 View Backup Status

Click Starr=2Scarch and Backup<? Backup Status or click E on the ol bar st the bottom of
the playback waterface to view the backup status
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9 Al Event Management

9.1 Face Recognition

Ounly some models support alarm based on face comparison. If your device doesn’t
support face recognition Tunction, please skip the face database and face recognition
lnstructions.

Please set face recogmnion function asccordmg to the following procediures for the fust tune.

Sct face detection and alann linkage <2 Add fice group = Add faces to the face group 2
Ennble and set successful recogmition {or stranger) = Sel successful recogmtion (or stranger)

alasm Lnkege

9.1.1 Face Detection Settings

Face Detection: Alars will be tnggered of vomeone mtrnxdes mto the pre<defined alann aress
I Chick Start2>Settings 2 ALEvent 2 Al Event?Face Recognition= Detection to go to the

followmng mterface

2 Seleer the camera, check “Enable Detection by IPC™ and set the dumtion
Note: Some modsls may support face detection by NVR. For these wodels, the camers without
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Al function also can be added und used 10 detect faces through NVR. But if face derection by
NVR is etabled for one camern (without Al), the people veliicke petimeter detection cannot be
enabled stmultaneously, and vice-versa

3} Set the schedule, Chck “"Manage™ to set the deswred schedule. Please refer to 712
Schedule Settings for detatls

@) Ser the soapshot interval and snapshot numbes, The saapshor interval refers 1o the tinse
interval thae the camers captures the same face dunng s contimous trackiug penod. The
saapshor pumber refers to the pscture mumwber of the same face capnared dunog its coatinmons
tacking penod (For exsmple: the spapshot mterval is set to “30 seconds” and the spapshot
number 15 set 10 “3"; then the camern will capture the same face once every 30 seconds and it
will capnre this face 3 times at most dunng its contumsous tracking penod)

5 Enable foce match exposure oy need. When the brightness of the captured face v not
enough, i1 can be cnabled. (Only soae TPCs support this function)

& Set the nlarm arca. Drag the mouse 1o draw a detection area. Click “Clear™ 1o delete the
alarm area. Then set the detectable foce sze by defnmg the muocnmm value and the numinnam
value (The defanlt size mnge of a smngle face tmage occupies from 3% to 50% of the entire
unage)

2 Enable “Save Source Information™ or‘and “Save Face Informstion™ as needed. If cnabied
the system will antomatically save the cormrespondmng mmages on the SD card

Bl Chick “Apply™ to seve the settings
S

Click “Tngger Mode" to go to face detecthion alarm linkage setting interface

Face Detection Alarm Linkage Configuration:

® Thgger “Voace Prompt”, “Record”, “Suapshot”, “Push”, “Alarin-out™, “Prevet”, “Buzzer™
“Pop-up Video™ and “E-mil™ as nceded

Folce Prompy: Plesse uplomd the andio file i Jocal sudio alarn mterface first (click
Starr=>Settings P Al Event 2 Event Notification = Andio). Please see 11 3.6 Audio for details
Record: Click the “Configure™ button 1o pop up the window Select camern on the Jeft sade s
ben click - 10 set the camers as the trigger caniern. Sclect gger camern on the right side

and then clack - to cancel the tngger camera. Clack "OK™ 1o save the settngs. The tngger
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cameras will record mstomatically when faces are derected

Uarm-pur: Chick the “Configene” button to pop up the window. Then the “Tagesr Alarm-ou”
window will pop wp stonsatically. Coofigure the trgger alarm-out in the window. The swstem
will trigger the alano-out sstamatically when faces are detected. You need 10 set the delay tine
and the schedule of the alann outpues. See 1151 Alsrgi-out for details

Prevet: Chek . and then select the preset for ench camera. To add presets, please see 6.2
Presst Sertmg for details

Snapsher. check st. The cumyent camern will capture images antomantcally when faces are
desected

Push: I 11 is enabled, the system will send messapes when faces are detected

Buzzer: if it 45 enabled, the system will begin %o buzz when faces are detected. To set the delay
time of the buzzer, please see 115 3 Buzzes for details

Pop-up Video! if 1t 1s enabled, the system will pop up the comesponding video sutomatically
when faces are detected. To set the daration time of the wdeo, please see 11.5.3 Display for
details

E-mall: if ot s enabled, the system will send an emnil when faces ase detected. In the
meanwhile, it will attach the capnured face picture and the ongual picture so that you can wew
the whole scene when the alanm occurs. Before you caable the email, please configsire the
recipient’s e<mnail address first (see S E-mail Configuration for details)

Enable “TPC_Audio™ ar “TPC_Light™ as nezded (ocaly some TPCs suppart these rwo functions )
To s2¢ the [PC voice and its times and volume, please sefes to 11.5.6 Audio for detasls. To set
the hight flasheg time and frequency of the IPC, please refer to 11.5.7 Light for detasls

1 Chek “Apply™ 10 save the setungs

9.1.2 Face Database Management

1 Click Start2Settings ? Al Event2Al Eveut2?Face Recogmtion=?Face Database to go to

the following interface as shown below
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For the first tune, you can click =+ or “Add Group™ 10 add groups

2 To add targets for each grou

® Select a st and then chick 10 expand the fist as shown below

® Chck “Add™ and then click “Sclect Face™ 1o add face mages. You can add faces from

suapshot gallery or exsernal faces

Adding faces from snapshot gallery: Sclect search tune or swlf define the search e
and then chick “Search™ to search turget faces. Then select the desared faces and chick
“Selest”

Note: The picture marked with a green tcon can be added to the face database
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h.dﬂ ! qrw’ ”r;
Vil

Add external faces

Savye the face pictures i your USB storage device and then insert the USH storape device into

the USB port of the NVR.

Go to the face database terface, Click . to expand the group mad then click “Add”

Select “External faces™ to select face pechwes. You can select one face to add or nminple faces

to add

To ndd mulnple faces: . put face pictures snd the descrnipbica file (esv or .txt) to one specific

folder (please edit the detailed descriptions of these pictures according to the persanal

information description); b, chick “All" 10 seloct all face pactures; ¢. click “Full Entry™

Note: the added image nust be less than 70KB and the mmage format shall be “ypg™ and
“ipeg”

® After that add the comresponding information, like name, gender, binthday, TD sumber
phone munber and so on

Having saved the trget image, chick the tmage and then the detailed mformuantion will be Listed
on the nght
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® lmport mxl Export Face database

Insert your mobile storuge device into the USB interface of the NVR and then click
“lmport aned Export™ to muport or export the face database settings

The exparted face database file (cvsipg) can be dircctly imported 10 the face database. So
i 15 very convement for you to tramsfer the face database file to other devices

9.1.3 Face Recognition Settings

After the face database and face pictures are added, click “Face Recogmition™ 1o retum to the

face recogmtion setting iterface, Click the “Recognition™ tab to go to the following userface
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L' Enable “Soccessful Recognmtion™ or “Stranger™. Chek “Parmmneter Settmgs™ 1o set the
stmilanty of the matching face group

Dissble live dasplay: if checked, the live view mterface (target detection tab) wall ot display

captured faces i real nme

2 Set the alarm lmkage e of successinl recognition

@ Sclect one or more face groups and then choose the schedule. Chick “Manage™ to <t the
schedule

@ Sct the text prompt and voice prompt. When the captured face »s mmsched successfully.
the text will appenr on the nght of the live view mterface and broadeast the audio

® Enable alanu output pulse (access control)

® Tngger record, saapshot. alanm-out, buzzer, push. pop-up sideo, E.uuml and popeup
mevsage box as peeded. The alerm linkage settmgs are sinular to the face detection alann

(vee 211 Ence Detestion Ssitings for detals)
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® Click “Apply” to save the sestings

(3) Set the stranger alanm lmkage itermn. When the captured face picture doesn™ nmtch the
face pactures 10 the face damabase o thewr similanty is lower than the set valug, the capoared
person will be segrrded as » stranget

® Counfigure the schedule

® Sci the text promupt and vorce promgt. The text wall show on the captured prcture und the
vorce will be broadcasted when detecting » stranger

® Ingger record, snapshot, alarm-out, buzzer, pash, pop-up video, E-znmil, Preset mnd
pop-sp message box s needed. The alarm hinkage settings are siaular to the face

detoction alarm (See 2.1.1 Face Detection Setungs for details)

® Click "Apply” to save the settings

4 Chick “+™ 10 add more successful recopgmition tasks. Select the added task and then chek *

to delete ot

9.2 License Plate Recognition

Please add the ANPR camera before you using this function. If your camern doesu't support
thus function, plesse skip the followmng mstruction
Please set hicemse plate recogmution function according to the followmyg procedures for the first

tune

Enable and set plate detection | = | Add plate group = | Add plases 10 the plate group = =

Enable licenne plate recognition | ¥ Set successful cecognition {or strange plate) alann limkage
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9.2.1 License Plate Detection Settings

Click Start2AlEvent2Al Event2LPR to go to the following mterface. Select an ANPR
camera and chick the “Detection™ tab as slown below

®  Sct the schedule
®  Set the area and plate exposure as needed

Set the alarm area. Dag the mouse to doaw 5 detection area, Click “Clem™ 10 delete the
alanmn arca
Set the blocked area. Select the mumber and then draw a blocked mrea. Up to 4 areas can
be set up, After you set the blocked area, this ares wall pot be detected
Click “Dusplay all area™ to view all blocked and detection areas
Click “Clear All” 1o clear all blocked and detection arens

®  Check “Capture plate absence vehscle™ a4 needed

®  Set the plate size by defiming the maocmam value and the pummwun value (The defanlt
size range of a single plate occupses from 5% to 50%% of the entire unage)

® Duplay range: if enabled. the set maxnum detectson box and the nummaun detection
box can be displayed on the left window,

® Chck “Advanced™ to set the recogmtion mode as needed (ouly some LPR cameras
support)

9.2.2 Plate Database Management
In the LPR interfnce, click the "Plate Database™ tab to go to the plate database management

interface as shown below



For the first tune, you can click =+ or “Add Group™ 10 sdd groups

Add plates to each group

L Chick . to extend the group. Chck “Add Plate™ to pop up the following window

2 Enter the plute, vehicle owner and mobile phoos namber

4 Sedect the vehicle type and group

4 Fually chek “OK" 1o complete
Select the added plate and then click n to modafy its information: click . to delete this

plare. The plates can be wmported and exported m bulk by clicking “lmpont and Expont™ You
can ¢lick “Plase lnformation Description™ 1o view the detmled wfonmation about how 10 muport

or export the plare list
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9.2.3 License Plate Recognition Settings

1 In the LPR mteriace. click the “Recomnition™ b, Then cnable “Successful Recognition™
of “Siange Plate

™

Set the successfial recogmtion alarm hokage

® Sclect one or more plate groups and then choose the schedule, Chck “Manage™ to set
the schedule
® Set the woxt prompt. When the captisred plate 15 masched soccessfully, the rext will
appear on the right of the lve view interface
® Ensble alarm output pulse (access comtrol)
® Tngger revord, suapshot, alanm-out, buzzer, push, pop-up video, E-aumsl and pop-up
wessape box as needed. The alarm bnkage settings are sinlar to the face detection
alarin (See 9.1 1 Face Detcction Settings for detaals)
3 Set the strange plate alarm linkage When the captured plate pactre doesn’t match the
plates in the plate database or thew sumlanty is lower than the set value. the captured plate will
be regarded as a strange plate

9.3 Line Crossing Detection
Iriprwive/ Line Crossing Detection Configuration
Alsrins will be triggered if the people or vehicles cross the pre-defined slann hne

1! Chck StartSettingsFAlEvent?Al Event 2 Line Crossing o go to the following
mieriace

{13}
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¥

21 Select the camera, ensble ine crossmg detection by IPC and set the disration
Note: Some models may support line crossing detection by NVR

3 Set the schedule

4! Sedect the durecbon

Direction: A<->B, A->B mnd A<-B optional. It 1% the crossing direction of the target thae
crosses over the alert Line

A<>B: the alann miggers when the target crosses over the alert line fom B 10 A or from A to
B

A>B: the alanmn triggers when the target crosses over the alert line fom A 1o B

A<-B: the alarm triggers when the target crosses over the alert lme rom B to A

5 Draw lme. Refer to the mterface as shown above Drag the mouse m the image 10 draw an
alen line. Chick the “Clear™ to delete the alent line

£ Chick “Detection Target™ 10 choose the detection tnrget and the sensstivaty. The detection
target ascludes buman. motor velucle and non-wuotor velscle, Ouly some [PCs can detest
hwman or vehacle separstely. If the camem doesnt support this fascton, please skip this step

7' Chick “Advanced™ to choose “Save onginal picture™ or “Save target picture™ on the SD
card of the casnera. (If your camern dosn't support this function, pleass shap this siep)

B Chick “Trgger Mode" to configure line crossing alarn lnkage e

® Enable or disablc “Record™, “Snapshot™, “Push”, “Alarm-out”, “Preset™, “Bazzer”, “Pop-up
Video™ mxl “E-tnil” The alarm linkage settings sre the sane as the face detection alarm (se¢
2 1.1 Face Detection Ssttings for details)

® Enable “TPC_Audic” or “IPC_Light" as veeded (only some IPCy support these two
funcrions). To set the IPC voice and its trnes and volusoe, please refer 10 1156 Audio for
detils. To set the light flashing time and frequency of the [PC, please refer 1o 1187 Ligly for
details
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24

"3
\

Chick “Apply™ 1o save the settings

Intrusion Detection

Intrusion Detection Configuration

Alarms will be trggered if the people or velucles mtrude into the pre-defined area.

1 Click Stan>Scttiogs 2 Al'Event =2 Al Eveat—=Intmasion 1o go 10 the following mrerface

2 Select the cavera, ensble the mtrusion detection by IPC and set the duration

Note: Some models may suppart line crosving detection by NVERE

3 Set the schedule

4)  Select regonal notivities. “Appear” or “Cross™ can be selected (if your camsera doesn’t
support region entrance'exitmg detection. “Cross™ will not be enabled). If “Cross™ 1s selected,
you can choose the crossing direction.

% Select the alanm area Up to 4 nlarm sreas can be set up

£ Draw the alnrm area of the mtrumion detection. Refer to the mterface as shown below
Click around the area where you want to sct as the alanm arca m the mmage (the alann arca
should be a closed area)

D Chck “Derectron Targer™ 10 choose the detection target and the scnsatvary. The detecton
target wcludes human, wotor vehiele and pot-motor vehscle

® Chck “Trngger Mode” to confignre mtrusion detection alanu linkage dems

® Enable or disable “Recond”™, “Snapshot™, “Push”™, “Alarm-out”, *Preset”™, “Buzzer”, "Popagp
Video™ und “E-mail”. The alanu hinkage settings are the same as the face detechon alarm (vee

L1 Ence Detection Ssitings for details)
® Eunble “IPC_Audio™ or "IPC Light™ as needed. (only some IPCs suppon these two
moctsons). To set the IPC voce and ity tunes and volume. please refer 10 JLS.6 Audip for

details. To set the light flashing time and frequency of the IPC, please refer 10 ]1.S.7 Ligly for
details

% Chick “Copy To" 1o copy all settings to other camerns
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1) Chck "Apply™ 1o save the settings

9.5 Abandoned/Missing Object Detection

1 Click Stan>Semmgs?Al Event2Al Evenr20bject Abandoned Missing to go 1o the
followsng mterface

2)  Set the schedule

3 Select the cumern, enable the objest detection and set the daration and detect type. There
are two detection types: Abandoned obyect and missing object

Abandoned object: Alwms will be tmggered if there are amicles kefi in the pre-detined
destection area

Missing object: Alarms will be tnpgered if there are articles mussing in the detection area drew
by the usens

Select UK .‘l].lml area and nrea name. A maooma of 4 alarm sress can be et

SR

Draw the slarm mrea of the object detection. Refer to the interface as showm below. Click
around the ares where you waat 10 set as the alarm area in the unage (the alann area should be
a closed area). Click the “Cleas™ 1o delete the alarms wea

B Check “Trgger Mode™ to configire abandoned masang object detection alarm Hukage

tems. Enable or disable “Record™, “Saapshot™, “Posh”, “Alsrm-om”, “Preset”, “Buzzer™
“Pop-up Video” and “E-mail”. The slarm linkage settings mrs the sume as the face detection
alaren (see 9,11 Face Detection Settings for details)

. 2]

Chck “Apply™ 1o save the settings

9.6 Crowd Density Detection

Culy some IPCs may support this function
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Crowd Density Configuration

Alsrms will be triggered if the crowd density exceeds the set theeshold value i the pre-defined
AIca

[ Chick Stant2Settings Al Event2Al Event?Crowd Demity to go to the followmng
wterface

71 Select the camuern, enable the crowd density detection and set the schedule, dumtion
refsesh frequency and alarm threshold

Refresh Frequency: It refers to the refresh time of the detection result report

Alarm Theeshold: Alarms will be tnigpered once the pescentage of the crowd density w »
specified aren exceeds the pre-defined theesholkd value

4 Sclect the alarm area. Draw the alarm arca of the crowd danity detection. Refer to the
wterfnce a¢ shown sbove Drag the mouse to dmw o rectangle area. Chick the “Clear™ 10 delete
the alarm arca

5 Clck . o configure crowd density detestion alann linkspe vems. Enable or disalide
“Record™, “Suapshot™, “Push”, “Alarm-out™, “Preset”™, “Buzzer™, “Pop-up Video™ aml “E-tunl"
Ibe alarm Hikage settings are the sanw as the face detection alarmn (see 81,1 Face Detection
Ssttings for details)

B Click “Apply™ to save the settings

9.7 Target Counting

Culy some IPCs may suppost this function

®  People counting in the pre-defined area:
This fumction is to calculate the mumber of people entering or exiting in the detected area on the
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wideo by detecting. tracking and connting the head shapes of people
Note: Ouly some spectfic IPCs muay suppoet this function

I Click Start-?Settmgy > AlEvent2>Al EventTarget Counting to go to the followmng
tnterface

2 Selecr the camwera, eonble tarper counnng detection and set the schedule, durstion,
semsativity, statsstic cycle, enser threshold, departue threshold and retention threshiold

Stathstic evele: Always, dasly, weekly and moothly are optional

Manual Reset: The current pusnber of people countmng wall be cleared and the statistic cycle

will restart by chicking “Maoual Reset” buston

T Set the alnrm ares and entrance direction. Click “Dow Asea™ and dig the mouse to deaw &
rectangle mrea. Ding the rectangle to change s position. Uncheck the “Dyaw Area™ if you
fimish the drawmg. Chick “Clear™ to clear tive area. Click and drag the amrow or the other end of

the arrow lise 1o change the people entrance diection

S Chek "Apply™ to save the settings

® HumanNlotor Vehicle Non-Maotor Vehicle Counting

The mfonnation of hunsn/ mwotor vehicle non<motor velucle can be calculated mud sent by day,
by week andd by moath, v that you can receive and analyze these statistics on tune

Ounly some IPCs support this fanction. If your camern doesn ™t support thus hunction, please skip
the followimg mstructions

D Click Statt=>SenmgsPAVEvent=2Al Event2 Turget Counting to po 1o the following
inteeface

106



NVR User Manual

Zi Enable hise crossing comting

3 Set the sebedule

4) Drag the mouse oa the small window to draw the crossmng lme. Chck “Clom™ 1o delete the
alert hine

Direction: A~>B and A<-B arc optional. It 15 the crossang darection of the target that crosses

over the alert lme
3! Check “Sutistical OSD”, the statisncal miomuaton will be displayed on the live view
imteriace

B Set the reset information. You cmn set reset informmation manually or ensble “Auto Reset™ as
neoded

2 Click the “Detection Target"” tab to set the detection target, tocinding human, motor vehicle
and poo-motor vehacle

B Click “Advanced™ 1o pop up the followmg window. You can seloct “Save original prcturs™

or “Save target pacture”
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In the above mserface, you can send Emwail to the specified person dasly'weekly'monthly
regasrding the twget counting. Click “Add™ to add the recipient”, and then enable “Send Email"
and select “Send mode™ and tume

9 Check ~Apply™ to save the scttings

9.8 Exception Detection

Exception Detection Configuration
L Chick Stant2Settings > AlEvent=2Al Event2?Exception Detoction 10 go to the followang
wmteriace

4} Select the camera and detection duration and then enable the relevant detection as needed
Scene Change: Alanm will be tnggered of the scene of the monitor video has changed.

Video Blurred: Alarms will be tnggered iof the video becomes blunry

Video Color Cast: Alumn will be tnggered of the muage v abnonmal caused by color
deviation
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3 Set the sensitivity of the exception detection

@ Chick “Tngger Mode” 10 confignre exception alanm linkage stems. Enable or dissble
“Record”, “Suapshot™, “Push”, “Alann-out”, “Preset”, “Buzzer”, “Pop-up Video" and “E-maail"
The alarm hinkage settings are the same as the face deseonon alarm (see 9,11 Face Detection
Settigps for details)

5 Chck “Apply™ 10 save the settings

9.9 Fire Detection

Ounly when the secunty thermal cameras are connectod. can the fire detection be available
Fire Detection: Alarms will be nggered when the camera detects the fire source

1) Chick Start?Settngs ?ALEvent2>Al EventFire Detection to go to the following
mterface

2} Set the schedule and the alarm duration hme

3 Click “Tngger Mode™ to configure exception alarm linkage items. Enable or disable
"Record”, “Suapshot™, “Push”, “Alamu-out”™, “Preset”, “Buzzes™, "Popap Video”, “Pop-up
Message Box" and “E-mail™ The alarm linkage settings are the same as the face detection
alarm (see 111 Scasor Alagp tor details).

@ Chick “Apply™ 10 save the setiings

9.10 Temperature Detection

Only when the security thermal camerns are connscied, can the temperature dstection be
available

Temperature Measrement! When detecting the temperature of the pre-defined potat Tine'ares
excocds the temperature threshold valoe, alarms will be triggered

U Chek Sturt=2Settings2AVEvent2Al  Event=2Tempearsture Detection 1o go 1o the
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following siterface

Set the schedule and the alann duration time

W D

3 Set thermograply rale. Select the mue type, meluding Pount, Lie sod Area

Emidssivity: Set the emisssvity of the target. The enussivity of each object is different,
Distance: The distance between the target and the capera

Reflected temperature: If there 15 any obyect with haph emisavity o the scene, set the
reflective tempernture 10 comect the ambient temperature. The reflective semperuture should
be set the same as the tempersture of the high emissivity obyect

Set the alerm rule, alamm tempernture and alanm outpat. For example, select Alam Rule as
Above (Aserage Temperatire), set the alum temperature to 100°C and check alurm outpat
Then alarms will be tnggered when the average temperature of the target is lagher than 100°C
4} Set the poatit, hine or mrea ot the small wandow

Polnt setting: Afier the rype is set to “Point”, click on the imoge to set the point. Up 1o 10
pomts can be set in the above interfice

Line setting: After the type is so1 to “Line™, deag the mouse on the tmage to draw » line. To
ensire the sccutncy of tetuperature theastretnent, it 1 recomnended 10 set not tore than two
litses at the same time

Area setting: Click uround the srea where you want 1o set s the alars srea on the image (the
alanm ares shoald be 5 closed area). To ensure the accumcy of tenspernture measusesnent, it
reconunended 1o set not more thats two areas at the same e

® Chck “Tngger Mode™ to configure exception alanm linkage items. Enable or disable
“Record”™, “Saapshot™, “Push”, “Alanm-ont™, “Preset”, "Buzzer™, “Pop-up Video", “Pop-up
Mesaage Box" and “E-mal™. The alarm linkage settings are the same as the face detection
alarn (see 11.1 Sensor Alarm for detaals)

& Chek “Apply™ 10 save the settings
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9.11 Video Metadata

Video Metadata: Human, motor vehicle and noo-nsotor vehicle in the video can be classified

cosnted and cuptured und the relesant festares can be extracted und displayed on the live
interface

I Chck Stut2Sethngs?Al'Event2Al Event?Video Metadata to go to the followmg
micriace

2 Enable video metadata and then set the schedule

2 Set the detection srea and blocked mea

Detection Arex: 4 detection arcas can be set. Targets that enter m the pre-defined detestion
area will be counted and capnured

Blocked Arca: 4 blocked arcas can be set. Targets that cuter m the pre-defined blocked area
will not be comted and captured

To set detection area: Scloct the munber and then set the detection area. Then click around
the arcn where you want 50 st &5 the alarm arca oo the image (the alarm arca should be a
closed arca)

To set blocked area: Sclect the mumber and then set the blocked aren. The seiting steps are the
samne 2 detection arca seftmngs

Display OSD: If enabled, you can see the statistical mformaton of lmman. motor vehucle and
no-motor vehicle on the screen. The statistical OSD mformation can be custonuzed as
needed

4! Set the reset mformation. Auto reset or maual reset can be set as needed.

5 Advanced settings. Chek “Advanced™ 10 enler the advanced sciting mterface. Sclest the
recognition wode »s needed, Interval mode and mstunt mode can be selectable

Loterval mode: the systemn will push the captuaed pietuse 1o the live interface according to the
vet interval tane
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Instaut wode: the system will pash the captured pcture inumediarcly once n targst is detected.
(8 Set the detection target and sensitivity

@ Select the anmbute information of the target. When the target is detected. the mnformation
you sedect will be displayed under the capmred image

@ Chick “Apply™ 10 save the settings
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10 Intelligent Analytics

10.1 Target Detection View

Only somse models support target detection view. I your device doesn’t support it, please skip
the following matruchions

10.1.1 Human Body/Vehicle Detection View

Only when the camem sappors human body vehscle detection, can you view the real-time
captured people or velicle pictures, The setting steps are ws follow:

) Enable the Line croming Intrusson Target counting function of IRCO/NVE, draw the line or
area and choose the detection target (see 9.3 Line Crowsing Defection. 2.4 lntrusion Dietection
and 9.7 Target Coumting for details).

2 Go 10 live wew interfiuce and then clack . 10 20 10 the rarget detection mterface of thas
channel. In this mberface. you can switch the channel on the top nght. You can abso click V]
on the top nght comer of the live view mterface and then choose the target detection tab to go
1o the target detection mterface of mmiti-channe] s shown below. Chick the captured picture on
the nght of the live mterface 10 sce the snapshot demiled mformation. such as saapshot time,
camera, eveul type and target type

Click “Maore™ to bring up a dropdown list, Yon can export the captured picheres by clicking
“Export™ or view the target ID by chckmg “Information”™. Chek “Search™ to go to st buzan
body vehacle search mterface. The system will antommatscally search captured people/vehicles.
Click “Playback™ 1o go 10 the playback mterface
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10.1.2 Face Detection™™atch View

Ouly the face recogmtion NVR suppocts the followmg functions. If your NVR doesa’t support
them, please skip the following imstructions,

The setting steps are as follow:

@ Epable face detection function (see 9.1.1 Pace Detection Settings for details)

@ Enable face recognition fisnction and set the alanm lmkage items (see 9,13 Face Recogmition
Sctumgs for detmls).

3 Go to live view interface and click on a face detection channel. This will bring 5 roolbar
under the channel. Then click [ 1 20 1o the tarper detection inserface of this channel To this
interface, you can vwitch the channel on the top right. You can also click [l on the top right
comer of the live view mterface and then choose the target detection tab to go to the target
detection mterface of nmlti-channel as shown below

For unknown faces, you can select thas face and click under the capeured face to regrster
thes face (see the following pietusek chick 1o quickly go to the unart fnce search
mterface whese you can search the matching face information; chick to guackly go to the
smart face playback interface; click BEE to view snapshot details

1
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Before registereng target face pscturss, please add grougs for them in advance (see 9.1 .2 Face

Databace Manspement for detmls)

After the face pichures are registered, the system will compase them automatscally once the

cosvesponding faces are captured next tune. Refer to the followmng pecture

Double chck the face pictwre to see the snapshot detals, such as snapshot pscture, ongmal
unage, snapshot tune and camera. Click “more” and then a dropdown hist wall display. Chick
“Regrnter” to regaster the current snapshot. Click “Search™ to go to face semrch intertace. Click
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“Playback™ to go 1o the playback interface. Click “Expont™ 1o export this saapshot details, Click
“Information” to view face 1D

In the face mtch mterface, chick “Settings™ 1o pop up the followwmg window

x

Target Detection Display: Face, humam body. vehacle or plate can be enabled. If dissbled. the
captured target prcture will not be displayed under the target detection tab in the live view
wleriace

Display Strategy: Two options-Companson prionity and only companson

Video Overlay Display

If “Target box™ 15 chicked, you will see the target traced by a little red box

If “Rule Line and Avea” 15 checked, you will see the mide hine of line crossing detection and
detection area of mtrusion detection displayed on the screen. You can select the color of the
rule hiens and area as needed
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When the captured face pictures are successfully recognized, click the picruge on the nght
pop up a face detail window as shown above. In this window, you can see the captured face
picture, the matched pictare of face libeary and the relevamnt information. You also can view the
onganal image, search image by sispshot, play back by spapshot and expont the face details by
chickmg “More™ button

Additoaally, you can view the historical captared face pictures and face match mformaton in
the face match interface by clacking “History™ tab. Besides tegistening face pictures in the bive
wview interface; you can also add target face pactures i the face database mterface.

Note: if you enter the remunk when adding » face picture to the face database, imstead of the
nanie, the remark nformation will be shown under the face libyary picture afier successful

recoguibon

10.1.3 License Plate DetectionRecoguition View

Only when the ANPR camnern 15 added and enabled. can license plates be captured and matched
The seiting steps arc a4 follows
3 Enable the plate detection function (See 9.2 : ; sz for detasls),

Then you can see the captured plates displayed mn the live view mserface as shown below,

Put the cursor on the captured plate picture and then chck 1o register this plate as shown
below
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Click BB to view the captured detnil information. Click 1o quickly enter the vehicke

scarch iterface. You can search the mstched plate mfcenmtion m this nterface. Click 1o
o to the st playback sserface

2) Enable beemse pisie recogmabon frmction and sef the alann liokage stems (see 223
Lissnss Plats Recoguation Ssttaugs for details)

@ Go to five view miterface and click H on the top right comer of the live view intesface
and then choose the target detection 1ab to go ta the target detection mrerface of nmln-channel
as shown befow. When the plate s captured. it will be displayed on the nght pans]

Click the captured plate picture and then it will pop up the detailed information window. You

can view the saspshot pichare, ongnal pacture, suapshot tine. canera, ete. Chick “More™ 10
view the ID information of the tasget and export the captured picture. Click “Search” 10 2o to
the velicle search interface. Click “Playback™ 10 2o to the playback iterfnce
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10.1.4 Object Attribute View

1 Enable video mictadata function and then selest the detection tarpet and display attributes
(s22 911 Video Metadatn for detasls)

21 Go w live view interface and chick oo s Al camera channe! (video metadata function is
sapported). This wall beang # toolbar under the chmnnel Then chick 10 20 10 the mrpet
detection mterface of this channed, In dus imeriace, you can switch the channel on the 1op right
You can also click on the top nght comer of the live view usterface and then choose the
targer detection b 1o go to the mrget detection interface of multi-channel

Click “Sestings™ at the bortom nght to selest the mtnbute wfonmation of people motor
vehicle pon-motor velicle you want 10 view under the captured pictiare

Chick the captared pectire to view the desails. In the detail meerface, you can view the captured
pictige, onigmal picture, object stmbuses, ete

10.2 Smart Search
10.2.1 Face Search

Ouly some wodels support thes function. If your device doesn't support it, please skip the

followwng mstructions

»  Face Search by Evemt
1 Click Stast=? Intelligent Aanlytics = Scarch=?Face 10 o 10 the following wserface

Z Chick n to choose face detection camemns. Yoo can enable “Identify Regavterable Soap
Picture™. Then the picture which can be added 10 the face database will be marked with »
green con

3 Select all events, successiul recogmition or stranger

A Click “Search™ 10 search face pictures, You can view fiace pictuaes by tiane or by camnera
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Click the searched face pacture 10 play in the snall playback window; select 2 face prcture
and click “Backup™ 1o export it

Click “Ongmal™ to see the onginal image as shown below

Clhek “List™ to view the suapshot wnformation list. Chck - to view the detsl mformation
chick to back up the jmage.

#  Face Search by Face
In the face pacture search mterface, click “By Face™ to go 1o the following mterface

U Click Bl 10 add the target face which can be searched and added from yecent, face

database, snapshor gallery and extemal faces. A stngle face prenare or mnluple face preturss can
be added and searched. (Toking s single face picture for example)
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To add target face from recent
n Choose the face
b, Chick “Select Face”

To add target face from face database
a. Chck “Mose™ to choose groups

b Select a target face and click “Select Face™

1o add target face from snapshot gallery
0 Select e mnd chek “More™ 10 choose cuneras
b. Chick “Search™

¢. Check a face and click “Select Face”™

To add target face from extemal face
a Save the target fice to the mobile vorage device and then msert this device mnto the USB
mierface of NVR

b, Sciest “Exscrual Face™ 10 tuport the face in this interface

2 Set undlanty and then chek “Search™
1 Click the searched unage 10 play records m the small windaw

4 Seleet the searched mage and chck “Backop Prcture™ or “Backup Record™ Then click

“Backup™ to build backups for pietures or reconds.

[ ¥
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O bl il el @ 3

®  View Image by List

Click “List” tab to view mmages by time s shown below

Clack the searched umage to play. Chck . to wiew the detail imformation of the compared
barget lace

®  View Match Images

Chick “Match™ tab to view match unages as shown below
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A i

B 3 B

¥ 41 1 ¥ ®1 1%

10.2.2 Track Playback

Select “Track™ to go to the followmg mterface

Note: Only when two or more camenas detect thes person, can his‘her track can be viewed here.

Desariptioas of bustons on the track wterface

Fixed Window n Framne
Fass Forward
ﬂ Followed Window n

( xdx4 )

123



Intelligeat Analytics NVR User Manual

Nonmal Speed
Start Stop Track
Edit Map

Edit Color

Click on the camem name and then an event list appears. Click one item 10 play the record,
Click . buston beside the fixed window won to show “Followed Window" and “Exchange
Window™ tcons. The small plsyback window will float on the map window by clicking
“Followed Window™ as shown below,

Clack - to switch play speed. Ix and 2Zx can be switched Chick E 10 wiew evem list,
Click one itemn to play this event.

Click “Exchange Window™ 1o switch the position of the map window and the playback
wmdow

Clck button to go to the following interface.
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Click “Lond Map™ to odd a map. Then dmg the camnera names on the map to change thew
locations. Choose a color onl the left color Iist to set your Swvonite color for cammern numes

Lond Map: (@ Save the nap to the USH storage device and then insest the USB storage device
tmto the NVR. 2 Click “Load Map™ button 1o upload the map

Chack E button to modify the colors of camern name and track line and set the hoe width

10.2.3 Face Search by Snapshot

In the hive or playback unterface, click on a face detection camer and then select on the
toolbar, This will beeng the following window

o.‘.@..ao.g 3=
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Dyag the mouse 1o select n face and then click “Sesrch by Face™ to 2o to the face sesrch by face
tnterface. You can see its saapshot pictures, mntch pictiwes, original pictures and so on by

chickmg the corresponding tab

10.2.4 Human Body Search

Chek Start= Intelligent Analytics=?Smart Search=>Hinmman Body to go to the human body
scarch mterface
Select the search tume, cameta and event and then click “Search™ to view the searched pactures

You can also select the antnbutes of people 10 filter (hike gender, age, musk-weanmng staus,
glasses-weanmg statuns, coloe of clothes, etc.)

Click the searched picture 1o play the record m the small wandow. Select pactures and check
“Backup Picture”™ and'or “Backup Record™ and then click “Backup™ 10 back up the pictures and
of records. Chick “Oniganal™ w0 view the captured origanal pictures. Click “List™ to vaew the file
list of the captured pretures

Clck and select “Add 1o favonite™ to add a favonte group and save the curvent semached
icmru to the favonte group. Then you can quickly view these figmre pictures by clickng

nud choosng the group name.




Intelligeat Analytics NVR User Manual

10.2.5 Vehicle Search

1 Click Start=? Intelligent Analytics2Smast Search=>Vehacle to 2o 10 the vehicle scasch
inrerface

3 Select the time, cansera. event and veducle type. Then chok “Search™ 1o search velucles
Event: Intrusion. Line Crossmg, Target Coumting. Plate Detection. Plate Masch-Successtul
Recognitson and Plate Match-Strange Plate can be selected

Attnbubon: Vehicle or non-vehacle attnbutes can be selected an needed. For example, you can
search velucles according to the colar. brand o type

You can view face pictures by time ar by canwera

Clhick a searched vehicle picture to play it i the small window. Select wehicle pichares and
check “Backup Picture™ and'or “Backup Record” and then click “Backup™ to back up the
peetures and ‘ar records

5 Click “Ongmal™ 10 see the onginal pactures; click “List™ o view the snapsbot information

hst, Click . 1o view the detml information; chick B o back up the muage.

Scleet “Plate Detection™ or “Plate Recognition™ o view plate mnage. You can slso cnter the

plate numsber 1o seurch the plate pictures. Then you can view the track of this vehicle
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Click “Track™ to view the track of the vehicle

Note: Ouly one plate can be traced at & tume and there pmst be two or more ANPR cameras
desect this vehicle, thus, you can view the track of this vehacle

The trock setting steps ase simlar to the face track settings. Please refer to face track settings
for details

ek n to add a favonite group and save the cusvent searched iocmr:-'. to the favonite group

Ihen you can qmekly view these velucle prctures by cheking and choosng the group

nae

10.2.6 Combination Search

If you want 10 view the buman body, velicle or face pictures simmltanconsly, you can choose
combination search

U Click “Combine™

2 Sclect the search tune, cumera, even! and vehistle 35 necded

Click a searched pictire 1o play it m the snall window. Select prctures and check “Backup
Preture”™ und'or “Backup Record™ und then click “Backup™ to back up the prctures and for
reconds

Clack n 1o add » favorite group and save the current searched pictures to the favonte group

Then you can quickly wiew these psctares by chcking n and choosing the group name

10.3 View Statistical Information

Clsck Start= Intelligent Analytics—Statistics to go to the following mterface, In this mterface.
you can view the people and velucle statistical information or you can customize the statistical
mformation
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View People Information

Note: The person mformsanon melndes face information and figure mfonmanon

(i

I

Sclect the e

Select cameras

Sclect events as needed. such as face detectzon, face recogmiion, metrusion. line crossmg,

larget! counbting, oi¢

Note: Face recognition cvents (succossful recogmtion & stranger) are available for some

wodels. If Face Recognition-Succesaful Recogmtion event 1s selected. you can choose “Detail

Chart™ 10 view

View Velucle Information

Click “Velucle™

Select the tune and cameras
Select events as needed
Select the velscle miribution
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If “Remove dupheate bomse plate numbers™ 16 checked, the duphcate statistscs of the same
Leemse plate i the same day will not be displayed in the chan

To custonuze statistseal miormaton
Chek “Combine™ and then sclect events, people and velucle as needed. For target countmg, you
can vrew the nupan, motor vehacle and non-nsotor vehacle mfonmation from the exported file

10.4 Face Attendance

s function 1s only avalable for some models. If your device doewn't support 1t please skip
the following mstactions

Chick Stut=1ntelligent Analytics 9 Face Attendance 10 go 1o the followmng mterface

To search attendance mtonmaton

L Click M behund camers and group 1o choose the desared camerns snd groupgs
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2 Set the anendance date. You can choose day, week. month and today or customize the time

penod.

3i Set the start tune and the end tune of working

A Click “Search™ 1o view the stiendance state

If some specific persoa's attendance state needs 1o know, you can click “Advaoced” and then

cuter the nmpe ad choose the type
Click “Export™ to export the searched anendance infonnanon

Clck . to view the detatled wformation of srtendance. In thus ierface, click . 10 20 10

the face sexrch imeriace

10.5 Face Check-In
Click Sturt 2 lutelligent Analytics ?Face Attendance 10 go to the fallowing imterface
The search steps of face check«mn are as follows
L Click behind camern and group to choose the desired camerns and groups
3 Set the check-mn date. You can choose day, week, moath and today or customize the tune
penod
Set the start tue and the end tine of face check-n

3 Click “Seasch” to view the check-in stute
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If you want to know the detmled check-in mformation ol someone, please click “Advanced”
and then enter the nune and choose the type to search
Clack

vicwed

1o view the detatled wformaton. In thin interfice, the checked unape can be

Chek . to view the registered face pictre of thas person

10.6 Enabling AI Mode

Only some modeds support this fonction

For these models, the IP camera withour Al funciion added to the NVR may realize Al
functions, like face detection, lme crossing and intrusson by enabling Al mode m the NVR. If
Al mode s cuabled, the secondary outpur will be disabled Click Stamt2lmtelligent

Aoalytics =2 Engine Configuration
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11 General Event Management

11.1 Sensor Alarm

To complete the eutire senvor alarm settings. you should esable the sewsor alarm of each

camera and then set up the alarm handhing of each cansera

1 Chick Stagt=2Senmings =2 Alarms2Sensor 1 2o 10 the following iterface

Sedect the alanm type (NO or NC) according to tngger type of the sensor

Enable the sensor alarn of coch camern nnul scloct the schedule

-)

Check the “Dumtion”, “Record”, “Snapshot”, “Push”, “Alum-out™ and “Preset” and
emable or disable the "“Buzzer”, “Pop-up Video", “Pop-up Message Box" and “E-mml” as
required.

S Click “Apply™ 1o save the settings

The coufiguration steps of the above mentioned alarm linkages are as follows

Duration: 1t refers to the uterval nme between the adjacens monon detections. For mstance. if
the duration time is set to 10 seconds, onge the systent detects a motion, it will go to alarm sod
would not detect any other motion {specific to camern) i 10 seconds. If these is another mohioa
detected dunng this penod, it will be considered as coantinmons movement; otherwise it will be
corsadered as a singie motion

Record: check it and then the “Trnigger Recond™ window will pop wp sutomatically (yoa can
also click the “Configure” button to pop up the window), Select camern on the left swde and
then clck t0 set the camera as the tngger camern. Select tngger camera an the nght side
and then clack - to cancel the tigger camern Clack “OK" 10 save the settings. The tngeer
cuneras will record amomatically when the sensor alarm s tniggered

Snapshor. check it and then the “Trigger Seapshot™ window will pop wp swtomsatically
Configiee the trigger camers in the window The mwgger cameras will caphore umages
sutomuatically when the sensor alarm is tnggersd

Purie: check 1t and choose ON or OFF. If it 1s ON, the system will send messages when the
sensor alanmn is trigecred

Uarm-oor: check it and then the “Trgger Alanm-owt” window will pop vp awomatcally
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Configwre the tngger alam-out in the window. The system will tngger the alanm-out
msomatically when the sensor alarm s trigpered. You peed 10 set the delay time and the
schedule of the slarm outpets, See 11,5 1 Alarm-out for details

Preser; check it and then the “Trigger Preset” window will pop up sutomutically. Configure the
trigger preset of cach camern. To add presets, pleass see 6.2 Preset Serting for details

Buzzer: if cnabled, the system will begin to buzz when the sensor alarm is tggered. To set the
delay time of the buzzer. plense sez 11.5.4 Bugzer for details

Pop-up Videw: Afice camers setting, the system will pop up the comesponding video
mtomatically when the sensor alanm i triggered. To set the duration time of the wideo, please
see 11,53 Display for details.

Pop-up Messege Box: if coabled, the system will pop up the corresponding alanm message box
muomatically when the sensor alarm s triggered. To st the dharation time of the message box,
plense see LL5.3 Display for details.

E-maii: if enabled, the system will send an e-matil when the sensor alarm is inggored. Before
you enable the email, please configtre (he recipoent’s e-mail address first (see 13115 E-muail
Configuration for detuls),

Virtuad alarme This function shoudd be used with APL server. If you want to ensbie 1t, pleasc
make sure the APl Server s enabled first (StantNetwork=2Port) and then set the
miuthentication ns “Digest”™.

11.2  Motion Alarm
Motion Alarm: when the motion object appears m the specified area, it wall trigger the alsrm
You should enable the motion of cach camern first and then set the alann handling of the
cnmers to complete the whole configuration of the motion alann.

11.2.1 Motion Configuration
@) Chick Start=>Settings 2 Cansera=> Motion Settings 10 go to the following interface.
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3  Select the camera, enable the motion and set the sensstivity and durstion of the camer

Sensinivity: the higher the value is, the more sensitive ot is to moton. You should admist the
vabue according to the practical conditiors since the sensimvity is influenced by color and time
(day or mght)

Duratien: ot refers 1o the mntesval ime between the adjacent motson detections, For mstance, if
the duration fime s set to 10 seconds, once the system detects a mation, it will go to alarm and
would not detect any other monon (specific to camern ) m 10 seconds. If there is another motion
detected dunng this penod, it wall be considered as contimons movement: otherwise it will be

conssdered as a single motion

3 Drag the camera unape to et the motion urea. You can set more than one motion area
Click “All™ 10 set the whole cameran smage as the motion area. Chick “Reverse™ to swap the
motion area and the non-motion ares. Chek “Clear™ to clear all the motion arcas

4 Check “Apply” to save the semngs. Chek “Processmg Mode™ 10 go to the alsrm handling

configurahion merface of the moton alarm

11.2.2 Motion Alarm Handling Configuration

L Click Starr=?Semags=? Alarm=> Motion Alarm 10 go 1o the followmng mrerfsce

o
o
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2 Enable or disable ‘Recond”, “Saapshot™, “Push™, “Alarm-oat™, “Aidio™, “Preset”
“Buzzer”, “Pop-up Video" and “E-mnil", The alwrm handling setting of motion alanu is stnilas
to that of the sensor alarm (see 111 Sexsor Alann for details)

3 Chick “Apply™ to save the settmgs. You can click “Motion Settings™ 1o go to the motion

coafigumtion interface

11.3 Combination Alarm

1) Chick Start 2 Settings > Alann 2 Combamation Alarm fo go to the followng iterface
2} Customize combmation alarm Set alarm name and chick “Configure™ under the Combaned
t

Alarm Configuration itemn (motron sensor itrusson/face recognitron line croasiag). Then select

alarm type and alann sowoe. Faally, chick “OK™ 10 save the seftings
(Omly some models support face recognition)
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1 Enable or disable “Recond”, “Sanpshot™, “Push”, “Alarm-out”, “Preset”™, “Buzzer™, “Audio™

‘Pop-up Video™ mnd "E-cuml”™. The alarm bandling setting of combination alann s smmler 10

that of the sensor alarm (see 11.1 Sensor Alarm for detmls)

1ck “Apply™ to save the settmgs
l Apply™ t the setting

11.4 Exception Alarm

11.4.1 IPC Offline Settings
U Chek Start2Settings 2 AUEvet 21IPC Offline Settings 10 go {0 the interface as shown
below

2 Enable or disable “Snapshot”™, “Push™, “Alacm-out™, “Preset”, “Buazer”, “Pop-up Video™

Pop-up Message Box" and “E-mail™. The IPC Offline Sertings ase sarular (o that of the sensor

alaom (see 111 Scosor Alagm for detasls)

31 Chek “Apply™ 10 save the settings

11.4.2 Exception Alarm Settings

1 Click Start= Scttings = AUEvent = Exception Alarm to go to the mferface ws shown below

2 Enable or disable “Push”, “Alarm-out™, “Buzzer”, “Pop-up Message Box™" and “E-tnadl™

The exception handling settngs are sumslar to that of the sensor alarm (see 111 Ssnsor Al

for details)

31 Chck “Apply™ 10 save the setungs
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11.5 Alarm Event Notification
1L5.1 Alarm-out

I Chlick Start=>Settings > Al Event—2 Event Notification 1o go to the following mterface

2 Set the defay tune the schedule 2nd type of ench alame-out. You can chek “Edit Schedules™
1o edit the schedules (see 7.1 .2 Schedule Settuags for details)

3 Chek “Apply™ 1o save the settings. You can clack “Test™ 1o test the alanm owtput

11.5.2 E-mall

Click Start?Settings2Al Event?Event  Notificaton2E-mmil 10 go %0 the e-mail
confignmtion mierface. Set the canml address of the recipsents. See J315 E-

Cogfiguration foc details

11.5.3  Display

Clhick Start=Settings AL Event2Event  Nolificabom=?Display to go o the dasplay
confignmtion mterface. Set the durtion e of the pop-up video and the pop-up message box.
I you device support two outputs, please set the output of the pop-up video as peeded. After
that, click ~Apply™ o save the settings

11.54 Buzzer

Chek StantSettmgs 2 AlEvent—2?Event Nohfication?Buzzer 1o go to the buzzer
coufigumation interface. Set the delay tume of the buzzer and then chick “Apply™ to save the
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settang. You can ¢lick “Test™ 1o test the buzzer

11.5.5 Push Message

Click Stant=2Semings = AlEvent 2 FEvent Nonfication =2 Push Message 10 go to the imerince as
shown below, Check “Enable™ and then chick “Apply” 0 save the settings. If Push Server is
onkine, it will push messages 10 the mobile clican

11.5.6 Audio

Click Stant=?Settings = AL'Event =2Event Notification=2Audio 10 go to the mserface as shown
below

Camera audio settings:

For perimeter alest cameras, woice broadcast can be set up. Select the camera, voice, broadeast
times, volume and language. Then chick “Apply™ 10 save the settmgs. When an alamm is
mggered. camera wall broadcast the vosce you set

Voice chick “Add” to add the alamm voice m wav. format. Click “Listen” to hsten 1o the
uploaded madso
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Click “Andso Device” 1o set the sudio of the camem

Sclect the camern and then enable audso devace

Andso IN Devace: Please select 1t accordmng to the actunl device configuratzon
Speaker (butlt-in): Please select its function as necded

LOUT: external sudse output device. please select s funcbon as needed
Andio Input Encode: GTITA'GTIIU

Local Audio Alarm
Set the sodio alarm of local NVR.

In this mserface. you can set the voluane of local andso. Click “Add" 10 upload the sudio file
Choose the uploaded sudio file and then click “Listen™ 1o histen 1o ot: click “Delere™ 10 delete

this file

11.5.7 Light

Click Start=>Setrings > Akwm=>Event Notification=2Light to go 1o the mterface ns shown

4]
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below. In this uerface, you can set the light flaslung tune and frequency when an alarm 15

trigeered

11.5.8 Alarm Server
Go 1o Alarm=3 Alsrm Servier interfiace as shown below
Enable the alurm sorver and enter server address and port of the alarm server Then select
protocol. If “Send Heartbeat™ is enabled. set the interval tianes, Set the schedule and alann type
as nooded. After that, test the effectiveness of the alann server Having tested successfully.
please chick “Apply™ When the relevant alarm occurs, the device will transfer the alarm event
to the alann server 1f an alarm sevver s not needed, there 1 oo need to configare this sechion
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11.6 Manual Alarm

Clack ﬂ ou the tool bar at the bottomn of the live preview nterface to pop up a window. Chick

*Tngger” to start alarm. Clack “Clear” to stop alarm

11.7 View Alarm Status

Chck Start=2Settinpgs =2 Alarm =2 Alarm Status or click D on the 100l bar at the bottom of the

hive preview mterface to vaew the alurm statiss

Click “Clear” 10 stop the buzzer when the buzzer alarm happens, Chek - 10 view the desal

wformation as shown below

If the excephon information 15 more than one page, you ¢an enfer the mmnber m the box and

then ¢lsck to jump %o the specified page. Click o view the exception

alarsn informmtion i the previous next poage
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11.8 System Disarming

You exn quickly disarm the device theough the alarm bost and remore clicat (like mobile APF)

All alarm Hokages of all chunnels and sensor alarms will be invalid afier clicking “One Key
Dhusarm™ by default. You can also self-define the chunncls and semvors you wiund to disarm by
chcking “Add”. Only the selected channels and sensors will be dhsarmed by clicking “One Key
Drsarm™
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12 Parking Lot Management

You can manage the parking lot through the NVR. Before usmg this fisnction. please add the
f 2 ¢ §

professional ANPR camern

12.1 Parking Lot Settings

Click Start=2Intelhgent Analytics 2 Parking Lot Management 1o go to the parkmg lot settng
wmteriace

12.1.1 Basic Settings
The system only supports one parkang lot management. Please cater the parking Jot name, total
parking space and remmming parkang space, To ensure the accumcy of the parking space.
Please enter the parlang space information when there 25 no velucle entenng or exiting

12.1.2 Parking Space Settings
Ouly the vehicles added mfo the plate database are allowed 1o pass through sutomatically. You
o set the parking space accordsng to the vehicle group or directly vse the total parking space
For the block-list, you can 21 “No parking allowsed”. After that, set the schedule and Enail as

necded

12.1.3 Entrance/Exit Management

Set the passing direction of vehicles and bind LED sereen as nesded
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12.2 Parking Lot Management

Afler the sbove settings arc completed, chick “Parkmg Lot™ on the left menn to go to the

followmng mterface

In this interface, you can view the detasled information of the parking lot, mcluding the total
purking space, remamnang parking space, number of vehicle entening today, mmmbes of velucle
exstmg today and velicle entry'exit records.

Only vehicles added imto the plate database are allowed to pass automatically. If the velucle is a
strangerunknown vehscle, it cannot be allowed 0 enter You can release it mamually by
clsckmg “Cate Opening”. If the plate snmber captured 15 not mmiched with the actual one, you

can click “Correct™ to conrect it

Clhck . to view the detail mformation of velrcle entry'exstmg
Click “More™ to register the hicense plate or view the 1D information

Clack to go to the parking lot setting mterface,
ctick B 2o to search the records of vehicle entering/exiting
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Chick “Back” to retum to the hive view mterface

12.3 Search Vehicle Entry/Exiting Records

In the perking lot management mierface, click . to search the records of velucles
critenng ‘exating the park Jot

You can scarch these revords by setting filtermg conditions (meloding e direction lioense
plate). Click B i the right comer of the searched picture 5o view the detaiks: click “Backup”
1o export the searched picture
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13 Account & Permission Management

13.1  Account Management

Chick Start=?Settmgs > Account and Authonty 2> Account2Edit User to go to the interfuce as
shown below.

Arca D displays the uver permmssions, Area 20 dasplays the user st Click the user m the liss

to display ity user permussions 1o srea (]

There are three default pemussion groups (“Adnumsmuros”, “Advapced™ and “Conunon™)
avatlable when addimg sccounts. You can nanually add vew penmissaon group (see 12.3.1 Add

Penmisson Group for detasls)

Ouly admin and the users that have the "Account and Authonty” pemussion can manage th
system’s accounts. Ciroup “Administator”™ owns afl the permissions displayed m urea

except “Accouut and Authonty™ and 1s permussions cammot be changed winle the permmssions
of “Advanced” and “Coaunon™ can be changed

13.1.1  Add User

L Click Start=»Scmngs ?Acconnt md Anthosity=? Account=*Add User or chick beside
the search box 1 pop vp the window as shown below
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2} Set the username, password and group. User can also set the pattern lock bere. The evmml
address and MAC address are optsonal (enter the MAC address after you check it). Click ~Add™

1o add the user

13.1.2  Edit User
Click Start=2Settings =2 Account and Anthonty= Account—=2?Edet User and then chck - n

the user list or double chick the wser 1o edit the user infonuation, Clck - 10 delete the user

(the uver admin cannot be deleted)

#  Edit Security Question

You can s¢1 password secunty only for edmin. Chek “Edst Secunty Question™ and then set
questions and snswers m the popup wmdow, If you forget the password for aderia, please refer
to Q4 in Appsudix A FAQ for details. The passwords of other users can be recovered by adwrin

of the wsers that have the “Accotmt and Anthonry™ permission

#  Modify Password

The password of admin can be modified. Chck “Modify Password™ to pop up a window. Enter
the current password and then set new password. Chick “OK™ to save the settings

In addition, the adnuan user can modify the common advanced user's password
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#» Modify Pattern Lock

Some models may not support this function
Clhick "Modity Pattern Lock™ to pop up & window

luput current password and then check “Enable™ 1o set patiern lock

» Edit User

Click “Edit User™ 10 pop up the window 25 shown below, The admin i cnabled, its pernussion
comtrol is closed and penmission group canmot be changed by defanlt. Yoa can enable or disable
othey users (if disabled the user will be wwvalid), open or close thew pemussion control (if
cloved, the user will get all the permisssoas which admin luas) mnd set their pemussion groups

Clack “OK™ to save the settngs




Account & Permiviion Managemneni NVR User Manmal

13.2 User Login & Logout
Login: Clhick Start=>Logmn or directly click the presiew interface and then select usemame and
euter the password in the popup window. Click the “Login™ button 1o Jog in the system
Logowr: Click Start=Logout or chick Start=>Shutdown to pop up the “Shutdown™ window

Select “Logow™ m the window and then click “OK™ to log out the system

133 Permission Management
13.3.1  Add Permission Group

Chck Stast?Settings 2> Account and Authonty =2 Account?Edit Pamussion Group to go to the

mnterface 24 shown below

Chek ﬂ to add permussion groop. Set the grovp nanse. chodk the pernwssions as requared md
then set the “Local™ and “Remote” permssions. Click “Add™ 1o save the settings
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13.3.2 Edit Permission Group

Go to “Edit Permission Group” interface and then chek n m the group list w edin the
permession group (the operations of the “Edit Perunission Group™ are similar to that of the “Add

Permission Csoup”, please see 123 1 Add Permession Group for detals), Clack - to save

the group ss mnother group. Clxck to delete the pentdssion group, The three defanlt
permission groups (“Admamstrator™, “Advanced” and “Comumon™) cannot be delered

13.4 Black and White List

1 Click Start=>Settings > Account and Authority = Security 1o 2o 1o the following wierface
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21 Check “Enable™ and then choose "Ennble Allow List (white list)™ o “Enable Block Lawt
(black List)™ (the PC claent of which the [P address s m the white st can access NVR remotely
winle the PC chent m the black hst cannot)

3 Add IP1P segment MAC, Clack “Add IP” or "Add MAC"™ and then check “Enable™ s the
popup window (only if you check it can the IPTP sepgment MAC you add be effective). Ente
the IP TP segment MAC and then click “OK". In the above inmerface. click n 1o edis TPTP
segment MAC, chick - to delete 2. Click “Apply” to save the settmngs

13.5 Preview on Logout

Click Start=?Semings?Account and Authority=?Secursity?Preview on Logout 1o go fo the
followeng mterface

Set a camern and then enable o disable the preview permmission on logour as required. 1f 2
camera’s preview penuission on logoat 1s “ON™, you can view the live image of the camen
when the systems is logged out, or the hive mmage of the camem canpot be seen when logged

osit

13.6 Network Security
Click Start2Settmgs2Acconnt and Authonty=?Secunty?Network Secunty to go to the
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followmng mterface. You can enable APR Guard

ARP Guand: Address Resolution Protocol Guard. This function can protest the LAN from APR
attack and make the network mun stably, 1 it 55 enabled, you can enable auto gateway MAC or
manually set gateway MAC. Addstwonally, detection defense also can be enabled as neaded

13.7 Password Security

Click StartSettings > Account and Authonty?Security—?Password Security to go to the
followmng mterface

In this interface. yoo can set the level andd expiration time of the passwand

13.8 View Online User

Chck Stan=Scttmgs?Accomnt and Authonty=?User Statin t0 view the online wear
wiformmation (you can view the online wser name. login type. [P sddress and logmn time; chek

1o pop up a window showmg the preview occupeed chamnel number and playback
occupied charmel munber)
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14 Device Management

14.1 Network Configuration

14.1.1 TCPIP Configuration
Click Sturt=2Semings2?Network 2 TCP/IP 10 go 1o the following interface, Check “Obtain an
IP address sutomatically™, and “Obtain DNS automatically” 1o get the IPvA/IPs6 (if 1PV i
epabled) address sntomatically. or mmoually enter the netwirk addresses. You can click
“Advanced™ to modify the MTU value sccording to the network condition (MTU, Macinmum
Teansmisson Unst, can be modificd according 10 network condition for igher network
transansssion efficiency). Click “Apply” o save the settings

Note:

¢ Internal Ethernet Port

If you use the NVR with the PoE network parts; chek “luternal Ethernet Port™ fo go %0 the
following mterface

Ihe uvternal Ethernet port i the port which 18 used to conuest all the PoE parts with the NVR
systemi. The PoE ports are available if the miermal Ethernet port s online; if it s offfine, all the
FoE ports will be unavailable, may be the usernal Ethemet port i broken. The network
addresses of the mtermal Ethemnet port can be changed 1o make the port m the same nerwork
segment with the IP caneras which are dircctly connected to the PoE pocts of the NVR (it i
not recommended 1o change the network addresses of the miemal Ethernet port)

Mode: Non-long line mode or long line mode can be selectable. The non-line mode 1 the
defiult sertmg. If the manssnession performance of your network cables connected the PoE
ports snd [PC are not so good or these netwark cables are very long, you can choose long hine
mode
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®  Multiple Ethernet Porty Setting
If the NVR has two network ports or sbove. you can select the network wark pattern as
reqaured

TOE: Some models may suppoa TOE mode. It is o technology for improving the astwork
tmosussion speed. Please eanble 1t according to the actual petwork situation, If TOE s
enabled, it shall be hagh speed mode. Then nmltiple address setting or pnetwork fault tolerance
can be chosen and configared, If TOE is not enabled, it shall be companble mode. Then the
neswork fanlt tolerance cannot be selected and set up

Network Fanlt Tolerance:

The two network pocts will be bound 16 one [P address if yon select the “Netwoek Fault
Tolerance™ puttemn, There are many advantages of thiy work pattem 1, increase the bandwudth
2 form n petwork redundant armay 10 share the load. When a falure bappens 10 oae petwork
port. the other poet will take over the entire load nnmediately. The takeover process is seamless

and the network service will not be broken off

Refer to the figure as shown below. If “Network Fault Tolerance™ is selected, check “Obtain an
[Pevd address mutonatically”, and “Obtam DNS sutomatically™ to get the network addresses
musomatically, or manually enter [PV TPvO(GE [P0 is cnabled) ndddress select one Ethernet poat
as the primary card and then chick “Apply™ 10 save the settngs
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Multiple Address Setting:

If “Multiple Address Setting™ is selected, the IP nddresses of the two Ethernet ports should be
set respectively. Refer to the picture as shown below

Check “Obtam an IP address sutommtically” and “Obtxin DNS mutommatically™ fo get the
network addresses automatically, or manually enter IPVAIPVE( IPv6 15 emabled) address;
select one Ethemet port s the default route and then chick “Apply™ to save the settmgs

14.1.2 Port Configuration

Clack Start=>Settimgs > Network?Port 1o go 10 the mterface as shown below. Euter the HTTP
port. HTTPS port, server port and POS port of the NVR. and then chick “Apply™ to save the
seftings. You can nhso enable and set RTSP port (please check “Anoaymous™ as required)
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HTTP Porr. the defandt HTTP port of the NVR is 80 The port number ¢an be chaoged to
others like 81, The port is maimly wed o web client access, If you want 1o aceess the NVR
through » web browser, you should enter TP address plos HTTP pont i the address bag of the
web browser like ltp://102 168 11.61:81,

Note: The HTTP port and server port of the NVR should be mapped o the ronter before you
access the NVR via WAN,

HTTPS Port: the defiult HTTPs port of the NVR 1 443,

HTT?s peovides amtbentication of the web site snd protects wser pavacy. You can entes TP
address ples HTTP port in the address bar of the web browser, Then enter username and
password to log in. Click Functionnl Panel 2 Network2HTTPS to go to the following imerface.
There are three ways to enable HTTPs service,

A.  Create a private certificate.
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gt o ot iy b S et V™ msee®
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e e Sereme s
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Select “Create a private certificate”™,

Click “Create™,

Fill ont the corresponding information in the above creation box. Enter the coumtry (caly
two letters avalable), domam (NVR's [P address/'donman), valdsty date, passwond
prosance/state. region and w0 on

Click “OK™.

Check "Enable” checkbox,

Chick “Apply” to save the setting.

Install a signed certificate

0®e

¥ @08

ise
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Click "Browse™ 10 select the certificate you want 10 mport,
Click “hmpart™.

Check “Enable™.

Click “Apply™ to save the settings.

BeGme

Plome note that the cartificate uploaded here shall be n certificnte with povate key.
How 1o attach the private key to the certificate”
Ploase open the certificate and the private key files wath the editor (like Notepad++) and then

copy the private key to the certificate.
C.  Create a certificate request
R kel
B ST T — 3
e | g
Lol o s s
PSP — 2 —e
—u-.«n-—/ e
—= j—
——
@ Check “Create a certificate request™
@ Click “Crene”,
& Fall out the comresponding mnformation in the above creation box. Enter the country (caly

two Jetters avmlable), dosain (NVR's IP address'donmin), vabdity date. pavsword.
provinoe state, region and so on.
Click “OK”. Then a certificate request file (CSR) will be creuted.
Chick “Export™ to export the cestificate request file. Then send this file to the trusted
third-party CA to apply a signed certificate.
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@  Chick “Browse™ and select the signed certificate isswed by the CA and then imupoct this
cemficate

Click “Enable™

Chick “Apply™ to save the settings

After that, the device ¢an be accessed by entering hips:/ TP hitps port via the web browser (2g
) 92 16 201444

Server Porr: the defanlt server poet of the NVR & 6036 The server port number can be
changed as requived. The poet is maindy vsed in network vides management systen
POS Part: the defunlt POS port of the NVR is 9036

API Server: You can Jog in the media player which supports the RTSP protocol. Moreover, the
thind-pasty can fiurther develop through API service
Authentication: Basic nuthentication and digest suthenstscation are optional

RTSP Port: RTSP real-time stream prosocol can be used to contol the sending of real-tine
data. By medin player (hike VLC player) which supports the RTSP real-time stream protocol
you can view the live images syochrooously. The defanlt RTSP port 15 554 and it can be

changed as needed (The address formar_rtsp TP address 558 'chiD=1 &sremn Type-maig of
V) $54¢ ; i indicators main streany; sub indscators

sub stresm; chiD indscators channel TD3.

Examples: Enable RTSP and “Anonymows”™ Then open the VILC player and eater the address
(for exmmple: rspo/ 192,168, 1,88:554/chiD= ] &streamType~main) w the nerwork address bar
of the VIO player. Then you can view the video of channel 1

14.1.3 PPPok Configuration

Click Stant—?Sethngs?Nerwork2PPPoE 10 go w0 the msterface as shown below. Check
“Enable” m "PPPoE Settmgs” and then enter the usemame and password obtamed from the
dealer. Click “Apply™ to save the settings

14.1.4 DDNS Configuration

The DDNS is used to coutrol the dynmuic [P address through domain nasoe You can access 10
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the NVR casily if the DIDNS 15 enabled and configiared
Clack Start=>Setings P Netwark =2 DDNS 10 go 1o the mterface as shown below

Check “Enable™ and then select the DDNS type. Enter the server nddress, donsun name,
wsermune and password accaonking o the selected DDNS type. Click “Test™ to tewt
the effectiveness of the mput miormation. Click “Apply™ to save the scitings. Afier that, the
suocessfil connection status can be viewed

Note: Only when the DDNS type 13 “dyndus”, can the henrtbent interval be configurable

You will have to enter the server address and donsun name if some DODNS types are selected
Go 10 the relative DNS websate 1o register domaimn mane and then enter the registered domain
wnformation here). Now we take wwwt dvrdydas. com for example

U Eoter wandvrdpdns.com i the address bar to viat ity DNS website.

Welkcome to DyvrDydns

3 Chck Regivtration to go to the mterface as shown below Set the DDNS sccomnt
wformation (nsemame. password and <o on) and then click Submir to save the account
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@  After you successfully request your domain name. you will see your domain name
mformation in the kst
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£ Chck Stat2Settings > Network FDDNS 1o go to DDNS seiting wterface. Enable DDNS
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and then select the www dvedydfarr.com DDNS type, Enter the registered usermne, password
and dommain nane andd then chck “Apply’

% Map the I address and HTTP port in the router (you can skip this step of UPnP function 1s
enabled)

7} Enter the registered domain name plus HTTE port like hap:/hewve cxx. derdydus.com:81

tn the address bar and then press Enter key ro 20 to the web client

14.1.5 E-mail Configuration

Click Start?Settmgs2>Network = E-mail to go 1o the followmg mserface

Enter the vender’s nune, e-mal address, SMTP server and SMTP port (you can click “Defanlt™
to reset the SMTP port to the default value) and then enable or disable the SSI and attachumg
image. Set the msername and enter the password of the sender and then chick “Apply™ to save
the settings (you don't have o enter the usemname and password if “Anocaymons Logia™ 1s
enabled). Click “Test™ to pop up 0 wmdow. Enter the canail address of the recipsent m the
window and then chck “OK”. The c-mail address of the sender will send an e«mail 10 the
recipient. If the esmail is sent successfully. it imndicates that the e<amail address of the sender is
configured correctly

Click “Edit Recipient™ to go to the followwmy mterface

164



NVR User Mamml

Click “Add™ and then enter the recipient”s e-tunil address and select the schedule (if a schedule
s sclected. the system wall send the alarm emuml and the reciprent wall receive ot only m the
selected schedule ttme) in the popup window. Click “Add™ m the window to add the recipsent

You can also change the recmpseut’s recciving schedule by chickmng . m the “Schedale™

column. Click to delete the recipnent i the list, Click “Apply™ 10 save the settings. Click

“Edit Sender” 10 go to the e-mal configumtion mserface of the sender

14.1.6 UPnP Configuration
By UPnP you can access the NVR through web chent which 15 in WAN van router without port
mapgung
' Chek Stant>Settings ? Network2UPaP to go to the following mierface

Make sare the rowter supports UPaP functica and the UPkP 1 enabled m the router

) N

Set the NVR's [P address, subnet mack and gateway and 50 on comvesponding to the routes

4) Check “Enable™ i the mterface as shown below and then chek “Apply”

Claxck the “Refresh™ button to refresh the UPaP status. If the UPnP watus is “Invalid UPnP”
after refreshung it o few tupes, the port munber may be wrong. Please change the mmppmg type
to “Manual™ and then click to modify the port antil the UPuP statos tums to *“Vahd

UPnP"”. Refer to the followmng picture. You can wiew the external [P address of the NVR. Enter

the external IP address pluy port m the address bar to access the NVR wuch as
hatp://183.17.254,19:8)
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14.1.7 802.1X
If it o ennbled, the NVR data can be protected When the NVR s connected to the network
protected by the IEEE §02.1X, user authentication 1s needed

To use this function, the NVR shall be comnected to a switch supporting $02.1x protocol. The
switch can be considered as an authentication system to wdentify the devace m a local network
If the NVR connested 10 the network mterface of the switch has passed the authentication of
the switchy it can be accessed via the Jocal network

Protocal type and EAPOL version: Please use the defaudt setiings

User name and password: The wser name and password munt be the same with the wser name

and password apphed for and registered mn the authentication server

14.1.8 NAT Configuration
Chck Start?Settings ?Notwork 2 NAT 1o go 10 the mterface for NAT configuration
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Check “Enable” and then select the NAT server address. Click “Apply™ 10 save the sertings

You ¢an scan the QRCode through mobile APP which 1s mstalled m the mobile phone or tablet
PC to queckly add the device 10 the server list of 1he mobile APP

Access Type: NAT or NAT2.0 can be selected

Chck ~Advanced” to select the ares a8 needed

Note

L. 1f you watt 10 use clotd upgrade. you mmist enable NAT2.0

4 After the NAT 1s enabied. use the mobile APP 10 scan the QRcode nnd then the device can be
added 10 the server list of the mobale APP

3. The device can be added 1o the asccount of the mobile APF only when NATI0 1 anabled
Afier the NAT2.0 i enabled, when you add the devace 10 the asccotut of the mwobile APP. you
st enter the seourity code of the device here, Please refer to the mobile sarvellanee user
mansial for detals

Afier the devace 15 bound 1o the account of the wobile APP, the blue bindeng infonuastson will
be shown under the QReode. Click this blue miformsstion 10 unbmd it

14.1.9 FIP Configuration

Sote meodels muny not support this function

Click Starr?Setmings PNetwork P FTP to go 1o the mierface for FTP confignration. Check
“Enable" and enter the server nmue. port, username snd password, mmx file size and remote
lhﬂ‘s‘lnl)

Pleasc coable “Resune Uploading' as necded

After that, you can choose the camern, st the schedule and then select the vadeo reconds,
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unagss snd alaom wsformation o vpload as peaded in tis ueriace

14.1.10 SNmP

|} Chick Start=>Settings ? Network 2SNMP 1o go to the mierface for SNMP configuration

& Check SNMPv1lor SNMPv2 to enable thas functyon

) Set the port of the SNMP

A’ Set the trap address and the trap pont

3 Chek “Apply™ 1o save the settings
Trap Address: The IP address of SNMP host
Trap Port: The port of SNMP host
Tips: Before setting the SNMP. please download the SNMP software and manage to receve
the devace mfommation via SNMP pont. By setting the trap address, the device 18 aliowed 10
send the alarm event md exception message to the monitormg center

'
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14.1.11 Cloud Upgrade
Note: Before vou use cloud upgrade, plesse cuable NAT2.0

1 Chick Start=>Settings 2 Network 2Cloud Upgrade as shown below

2 Select “Accept Notification Omly™ or click “Check for Updates” 1o check whether the

current version is the lasess. If your software version is not the latesz, click “Upgrade™

download and upgrade from the clond server

1 Please don't power off during the upgrade process

14.1.12 Platform Access
Some models may not support this function
This fimction 15 nmemly nsed for connecting ECMSNVMS, The sctting steps are us follows
Click Strt=2Settings ?Network <2 Integration = Platformn Access 1o go 10 the interface

Plastform Access

L Set “Access Type™ o “Platform Software™ nod select “Enable” as shown bedow

o

2 Check the IP address and port of the tansfer media server m the NVMS. The default
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server port for anto report 15 2000, 1 1t 15 modified, please go to the transfer medin mterface 1o
check,

3 Enable the auto report in the NVMS when adding o new device, Then self-define device
ID andd complete the renmining mfonmation of the device in the NVMS

4 Enter the sbove-mentioned server address, port and report ID i the server interface. Then
click “Apply” 10 save the setings. Now the NVMS system will suromatically connest this
device

14.1.13 UPnP Report Access

I this interface. you can also nccess the third-party platform by UPnP Report. Chick
Start =¥ Settings > Network=? Integration > UPnP Report. 1f thas one i1s etabled, please enter the
server address, port and wasnsfagturer 1D

14.1.14 ONVIF

The device sapports ONVIF (Profile G'T) and the mode] name cant be searched on ONVIF
official websate. Afier the ONVIF is enabled. 1t can be searched and connected to the
third-party plaforin via ONVIF protocol

Click Sturt >Settmgs ?Network D lntegration FONVIF 1o enter the following interface
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Note: when adding the devace 1o the third-party platform with ONVIF protocol. please check
“Enable ONVIF™ first and then enter the inersanse and password created m the above isterface

14.1.15  Network Status

Chick Start=»Settings 2 Network 2 Network Status so view the network status or click . on
the tool biar at the bottom of the live preview usterface to view netwoek status conveniently
Chick Stant=?Settings ? Network ?Network Status Detection. Bater the 1P address and then
chick “Test™ 1o check the network conpecton status (Ithke network delay, packet loss)

14.2 Basic Configuration
14.2.1 Common Configuration

Click Start2Settings= Systemn=2Basic > Ceneml Settings to go to the following iverfuce, Set
the device namse. device No., language, video tormat and msun output. Enable or disable wizard
“Log In Automatically”, “Log Owt Austonmtically™ (if checked, you can set the wait time),
“App Live Self-Adaption™ and "Dwell Aumtoamatically” (if checked, you can set the wait tune)
Click ~Apply™ to save the settings

i
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Device Name: The nmuoe of the device It may display on the client end or CMS that help vser
to recognize the device remotely

Video Formar Two modes: PAL and NTSC. Select the video format nccording o the camern
Main Owtpwr: Ennble “Fixed display resobution™ and then sclect the mam output as ncedod
Note: You can set the resolutions of the muan output and secondary output respectively iof the
NVR has dual outputs. Refer to tse pacture as shown below

Dwell Astomatically: Switch astomatically. Check ot and set “wait tune” . The system wall
switch mmages nutomatscally if 1 18 not operated dunng the time you 1

2.2 Date and Time Configuration

Clack StartSettings ?System = Basic 2?Date and Tume to go to the mterface as shown below
Set the system time. date format, time format and tune zone of the NVR. The default tune rone
s GMT+08 Beymng. Hong Kong, Shangha:, Taspes. 1f the selected time zone meludes DST, the
DST of the tune zone will be checked by default. Click “Apply™ to save the settings

You can manually set the system tuns or synchroaize system time with network through NTP

Manual: select "Manual™ m the “Synchronous” option mwd then click

after the “Systemn
Tume™ ophon to set the system time.

NTP: select "NTP" m the “Synchronous™ option and then enter the NTP serves
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14.2.3 Recorder OSD Settings

Click Start=>Settings 2 System =2 Basic ? Recorder OSD settings to go 10 recorder OSD setting

mterface. OSD name and icon can be enabled here

14.2.4 PoE Power Management

Click Start?Setnngs2?System=Basic  Settings?Pol Power Mansgement to go to the
tollowmg mterface. This function 15 oaly avaslable for the POE device

In this interface, you can view the the cumrent power comuunption of the added POE
camera panel. The PoE power supply of the PoE camera'panel can be enabled or disabled by
selecting “ON™ or "OFTF™ as needed

143 Factory Default

Click Start2?Settngs?System>Mamtenance?Factory Default to go 1o the followmg
wnterface. Please choose the item as needed
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Note: Restoning defsult pammeters will not change tune zone and vadeo format, except that
the password of the admin will be kept

144 Device Software Upgrade

®  LUpgrade

You can click Start=> Settings =2 System 2 Information=2?Basic to view MCU, kemel version and
firmware version and so on. Before npgrade, please pet the upgrade file from your dealer

The upgrade steps are as follows

1 Copy the upgrade software (tar) imto the USB storage device

3 Tnsert the USB storape device into the USB mterface of the NVR

2 Chek Start=?Settmngs ?System=>Mamtenmoe 2 Upgrade to go to “Upgmide™ mterface
Sclect the USB device m “Device Name"” option and go to the path where the upgrade software
cxnsty. Sclect the upgrade software and then chick “Upgrade™ The system may automatically
restntt dunng upgrading Please wait for & while and do not power off the NVR dunng
upgrading

Novez e e rystom af the EAB sudlle ihensce which (1 waed for npgraiing, bockimg sp and eextaring

whondd e FATIZNTER foymat

145 Backup and Restore

You can back up the configuration file of the NVR by exporting the file o other wtorage
devices; you can recover the coafiguration to other NVRs which are of the same model with
the NVR by unporting the conbiguration file to other NVRs for time saving.

Insert the USH wtorage device mto the USB imterface of the NVR und then chek
Start=?Settings 2 System > Mantenance ? Backup nnd Restore to go to the mterface
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®  Backup

Scleet the USB device m "Device Name™ option; go to the path where you want to store the
configuration backup file and then chick "Backup™; fially click “OK™ m the popup window

®  Recover

Sclect the USB device w1 “Deyvioe Name™ option: find the configuration backup file and then
chick “Recover™; fmally chick “OK™ m the popup window

14.6 Restart Automatically

You can set the astomatic restart time for the NVR to mastain it regulardy, Click
Starr? Semings ?Sysiem > Maintenance 2 Auto Maintenance 10 go to the interface av shown
below. Enable suto mamtenance, set the mierval days asd poust of time and then click “Apply”
to save the settmgy, The NVR wall restart msomatically at the pomted time every mterval days

14.7 View Log

Chick Stant=>Settings FSystem ?Muintenunce?View Log to go to the log view mierfice
Sclect the log mam type. chick to set start time and end time and then chick “Search”
The searched log Bles will be displayed in the hst
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Choose the log file m the hist and then click “Export™ button to export the log file. Click
on the “Content™ title bar 1o pop up a menn list. Check contents m the menu vt and then the
log lest wall show the checked log contents only. Clhick - to play the video log

148 View System Information

Chck Start=Settings 2 System=? Information and then click the conesponding menu 10 view
the “Basic™. "Camsera Statns”. “Alarn Status”™, “Record Statins”. *Network Status™ and “Dask™

wiforumation of the system
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15 Remote Surveillance

15.1 Mobile Client Surveillance

1 Enable NAT w the NVR. Referto 131 8 NAT C¢ tion for detadls
2 Download and ustall the mobile chent “SuperLive Plin™ mto the mobale device wath the
Androwd or 105 system

3 Run the mobile chient, 20 to the “Server List”™ interface to sean the QRCode of the NVR

(Go to Sturt?Settings P Network 2NAT 10 view the QRCode of the NVR),

I you want to add the devace to the account of the mobile APP. you must enable NAT2.0 and
enter the security code. Please refer to the mobile surveillance user mamual for detadls

15.2 Web LAN Access

L Chek Start=?SettingsINetwork 2TCP/IP 0 go o the “TCPIP* uierface. Set the IP
address, subnet mask, gatewny, preferred DNS and abiemste DNS of the NVR

2 Open a web browser on your compniter, enter the IP address of the NVR i the address bar
and then press enter 10 go to the login interface as shown below. You can change the dusplay
langnage on the top nght comer of the Jogin mterface. Enter the usermame and password of the

NVR i the inferface and then click “Logmn™ to go to the live preview interface
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153 Web WAN Access
7  NAT Access
@ Set the network of the NVR, Please refer to 13.1.1 TCPIP Configumtion for detnils.
@ Enable NAT and then set the NAT saver sddress, Please refer to 1318 NAT
Configuaation for detasls.
3 Open a web browser oo your consputer, enter the NAT server address wwwinutonar.cons in
the address bar and then press enter to go 1o the mrerface as shown below {download and wszall
the relative plug-in according o the tip if you nccess the NVR through NAT for the first time).
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Enter the serial nmunber (click . on the tool bar at the bottom of the five preview mterface to
see the serial number of the NVR), user name (the user name of the NVR. admin by default)
and password of the NVR, sclect the display language ca the top right comer of the mterface
and then chick “Login" to go to the web client interface.

»  PPPoE Access

D Chick Start->Settings > Network>PPPoE to go to the "PPPoE" mterface. Check “Enable”
in the “PPPoE settings”™ and then enter the wsernane and password you get from yoar ISP.
Click “Apply™ to save the settings.

@ Chick Start=?Semngs—? Network ?Network Status 1o view the TP address of the NVR.

@ Open a web browser on your compuier, enter the IP address of the NVR like
luttp://210.21,229.138 m the address bar and then press enter 1o go to the login mterface. Enter
the usermmme and password of the NVER i the interface and then chick “Login™ to go to the live
preview miterface.

»  Router Access

1 Click Stant-?Scttings?Network > TCPIP to go to the “TCPAP" mierface Set the IP
address, submet mask, gateway. preferred DNS and alternate DNS of the NVR

@ Set the HTTP port (it is suggested 10 modify the HTTP port because the default HTTP port
80 might be taken up) =nd ensble UPnP function in both the NVR and the router, I the UPaP
function is not available in the souter, you peed to forward the LAN 1P address. HTTP port and
server poet of the NVR to the router. Port mapping settings mny be different in different routers,
0 please refer to the user nunmal of the rowter for details.

@ Get the WAN IP nddress of the NVR from the router, Open s web browser on your
computer, enter the WAN IP address plus HTTP poet like bitp:/116.30.18.215:100 in the
address bar and then press enter 10 go to the login mterface, Enter the usermame and password
of the NVR @ the interface and thea click “Login™ 10 go to the live preview interface.

Novw- If the TEAN 1P addreys 1 n dynnswic [ wddreis, I s npeevsery far yoan e uae thy fotesdy sawe

werees e NVE Tk Niart PLerivags PN evward SLBNY e sor DHBNS vow dLLs BUST Configurefen

for devadts ) By sudny DDYY fivavcmion you can wie the damatts nome piay JTTTP popt Bk

Ay sy v, oo 1 o accrm by S VR v et

154  Web Remote Control

The NVR supports web client access with plugan or without plugein.
The supported browsers for remote access are I[E29/10V1). Firefox. Opera snd Chrome in
Windows system and Safan m MAC system.

The supported browsers {green color) for remote access without the plug-m are as follows,
The red color versions are not supported.
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When yon access the NVR through web client for the fisst time, some browsens need to
dowmload sud instull the relative components for normal preview and playback.

Please refer 1o the tips i the remote interfaces for details. The buttans and icons oa the top
right comer of the remote interface are itroduced as follows.

admin: the current bogin isemame

Legout: click i to Jog out and retum to the Jogin intesface.

Modify Password: click it to change the passwond of the cusrent Jogin user. Entey the curvent
password sod then set o pnew password i the popup window, Chick “OK™ to save the new
password

Local Sentings: click it to change the Jocal settings. Set the snapshot munber and click “Browse”
tor set the snapshot path and recard path as shown below. Click “Apply™ to save the settmgs.

Snatnhon nirrier S ¥
St s e 1o Clibr i dati st Fliawe =
Save reod es %o U A L o WS [ e |

Here we take web client access with plug-in for exnmple to mtrodice
15.4.1 Remote Preview

Click “Live Display™ in the remote mserface 10 20 10 the preview mrerface
The previcw micrfacs consists of the four areas marked in the following pacturs.
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#  Start Preview

Select a window in the preview area and then click one oaline camera an the left panel 1o
preview the camers in the window. You can click ® ' i the tool bar to preview all the
CATNETAS.

#  Left Panel Introduction

Click ¢ on the left panel to bide the panel and click  ? 1o show the panel You can view
all the added cameras and groups oo the left panel,

®  View Camera

Chick " to view the camers. You can view the number of all the sdded cameras and the
online camerns. For mstance, the left mmmber 3w “# 09  on the left panel stands for the
pumber of online camerns; the right munber 4 stands for the mumber of all the added cameras.

Bater the caiiéra s in e scarch box and théa elick Tl 1o vesrch the cansen. Click
to refresh the caanern it

®  View Groap

Click ' to view the groups. The up side of the left panel displays all the groups snd the
down side displays all the cameras in the group.

®  \View Scheme

Click '~ to view the scheme, All schemes can be shown & the lefi panel. Double click the
scheme namne to mvoke it guickiy.

#  Tool Bar Introduction
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Click 1t w enabledesable OSD

' Clhieck it to show full scroen. Raght chck on the fisll screes to exnt fall

e wymen

loe sk o S i Click “All Main Seeeaun ™ o “All Sub Saremn™ 10 et e saream of alf the
3 Maesal alsem Button. Clck o 80 pop up 3 window md then tngger and
i clear the alans out w the wiadow maoually

- Chek 1t o gerview all the cameras

Ay Chick 1t 1o close il the prevaew cameras

) Click 1t 1o start recoedimg for all cameran %o compter, Click * 10
Chick ot 10 ssart secoedmg Sor all camerss 1o the NVE. Click -.lnup
tecordmg

¥ Chik 11 10 enable talk with fhe NVR

#  Right Panel Introduction
Click € onthe nght panel to show the panel and click  ? 10 hide the pane!,

Target DREction | wns Control Fisheye

| |

—_— | '

| |

| ]
Opwration vz
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Operation panel mtroduction:

o Chck it to smp
o} Chck it 10 sta yecord 10 computes
Clhick ot 1o staet recend 1o e NVR
& Click it fo xoom = the mmpe of e cunera and then dng the mouve oo the

camets unage 10 vew the hiddes wres

Chck it 10 zoom out the umage of the canera

02t

Chok it to start two-way tallc

The 1D 2000 m Banctson s devigeed B PT.Z  Clck ot and then ding the
- mage to To0m & of 200m out the mape; chick the image on ddfferent arras
10 vaew the image of the dome omum -duectionally

Chick it to close the preview camesa.
Chck it 1o desplay ongmsal wize

© Chok ot 1o ereable saho sod then drag S ahder ber 10 adyent the solmne
-~ You can haten 10 the camera sodo by esabling sudio

-

Click one camera window i the preview orea and then click ™ ™™*% 1o set the camera’s live
preview stream and record stream to mam stream m mamual record mode; clck 4™ | 1o
set the canena’s hive preview stream and recard stream to sub stream. Ins sub stream tab. set the
resalution, FPS and batrate and then chck “Apply™ to save the settings,

PTZ pansel mntroduction:
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Clk . &) P |y Sl o) &) »i) =]
* | 1o coute e domie. click ™ ! (0 wop rownag the dome
AP o= | Drag the shfer w adjust Se rotanug speed of donse
Jou o | Click | 1 7o | 10 200m sviout camers mage

Ao 8| | cick A Ao merease’ decrease the focal leagth.

Qe @ |Gk 2/ D o mcrease/deciease the ins of the dose

T | Click 10 view the preset st and Sen click the Tamoo m the 1t 10 call |

Prewrt the preset Click  * | 30 0dd & peeset: click ¥ :»mhpu.l
click 5w delete the selecied

Click 11 10 view the comme hat Chek L' 1o add 3 onume click  * )

o 10 play the cmise: clek " 10 stop ervise
Clhick 1130 vorw the crrose e Int. Clhiek ' #0 okl 2 crmme provg.
SOy chick —*_ 1o play S crume groop, chck _*_' %o stop cruise group
e Click it wew the trace b Clek - * ' wodd amace;click '

play the aace chek ™ | 10 start recond.

If the camern you added s motorized lens canmera. chick the bens control icon to adyust the lens
If the camera you added is a fisheye canwra. click the fisheye ion to st the relevant
pemumeters as needed.

1542 Remote Playback
Click “Playback™ in the remote mierface to go 1o the playback mtesface
@) Check the record event types and cameras oo the Jefi panel. Set the record date on the
calendar beside the time scale.
@ Click Q" | 1o search the record dats and then click ™ | or directly click the
time scale to play the record.
The operation of the playback time scale is similar to that of the timne scale in the main program
of the NVR. Please refer 10 £.2 Plavback Interface Introduction for details.

Tntroduction of playback contrel buttens:

i) Stop bultoy.

< Rewssd bunon Chek o to play twdeo backwand
b | Play bomce Click e 1o play vedes Soewsed.

] Pauae buttn

« Decelention buttos. Chok it 10 decrease S playeg speed
» Acceleration tuttion. Chok it 10 mcrease the pbng speed

1E4
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| Rfhaade

e — £saomae S0y

mode

» Next frame button. It werks only when e forwand plrymg n pasesd @ single screen mode
O | clik 10 shep backward 30y sad clck @ s siep formand 0%
Backup start vune botton. Chck the time scale and S chick it 10 set the backup stast e
Backup end ssoe button. Chick the time scale and them chick 1 10 ot the backip emd time
Backup bunca.
Backup nsks bunon. Clek o 10 view the backup stane
Eveat bat button. Click & 1o view e event recond of manual'schedule ' sessor'motion.

mpol=|r|x

1543 Remote Search and Backup
Click “Search snd Backup” in the remore intérface 10 go to the backup interface. You can back
up the record by event or by tune.

» By Evemt
Check the record type on the left sade of the mserface and then chick ™ 1o set the start time

and end time: check the camerns and then click ' on the nght sade to search the record (the
searched record data will be displayed i the list): check the recard dats m the fist and then
click “Backup™ to backup the record.

» By Time

Click = 10 set the start time sud cod time on the left side of the interface; check the
cameras and then click "7 o the nght side to backup the record.

Image Management: Click “Tomge Manngement™ 10 go 10 umage mapapement micriace. The
system will display all the captured images mutomatically in the list. Ctick [ o delete the
image, Cick [ w0 pop vp the “Export™ window, Click [l 10 pop up the “View bnage™
wandow. Click 1o expon the imags.

View Backup Status: Chick “Backup Status™ 1o view the backup status. Click “Pause” 0 pavse:
click “Resume™ 1o continue the backup; click “Delete™ to delete the task.

15.4.4 Intelligent Analysis

This function is only avallable for the model with VCA (video content analysis) functions,
Chick “Intelligent Analysis™ in the remote mterface to configure smart search, statistics, sample
database, parking lot management, face ptiendunce snd fice cheek in. All of these settings are
samilar to that of the NVR. See the configurations of the NVR for details.

1545 Remote Configuration
Click “Function Panel” in the remote interface and then configure the camera, record, alarm.
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dask, network, sccount sad suthonity and system of the NVR remotely. All of these settings sre
samilar to that of the NVR. Ses the configurations of the NVR for details,

#  Jumping to IPC Web Client
Exuept the IPC access with RTSP protocol. the IPC can be derectly jumped from the NVR web
client 10 the IPC web clicot by clicking ¥ in the above-mentioned iterface.

1. Plesse login the Web Client of NVR (See 14.2 Web LAN Access or 14.3 Web WAN Ascess
for details).
2 Click Fuoction Panel Camens = Edit Camen 10 go to the following lnterface
- -- ——— - - —— — St M —— e S—
.;. 2T - ; - ; ® -

3. Select the camera and click & to log m the web client of the camern. Then you can set
the parsmeters of the camers as needed.
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Appendix A FAQ

Q1. Why can’t I flud the HDD?

n Please check the power and SATA data cables of the HDD to mnke sure they wre well
connected.

b.  For some NVRs with the 1U or umall 1U ¢ase, the power of the adspter nsay be not
enough for operating them. Please use the power adapior supplied along with the NVR.

¢, Please make sure the HDDs are compatible with the NVR. See Appendix C Compatible
Device List for details.

d.  The HDD could have gone bad

Q2. Why are there no images output in some or all of the camera windows?

n Please make sure the resolutions of the cameras are supported by the NVR.,

b Please make sure the network cables of the TP camern and NVR are both connected
properly and the network parameters are set comectly.

¢ Plense make sure the network and the switch both work normally.

Q3. The screen kas no oatput after booting the NVR normally,

n  Ploase moke sure the sereen, HDMI or VGA cables are good and well conmected.

b Please nake sure the screen supports the resolution of 1280%1024, 1920%1080 oc
3540*2160 (AK*2K). The NVR cantsot self-adapt 10 the screen of whach the resolution is lower
than 1280*1024, and then the screen will remind you that the screen resolution 1 not supported
by the NVR or just have no dsplay. Please change & screen af 1280%1024, 1920%1080 ot
3840*2160 resolutson before booting the NVRU

Q4. Forget the passwords?

a.  The password for adwris can be reser through “Edit Secunty Question”™ functon,

Click “Edit Secunity Question” i the login window and thes enter the comesponding snswer of
the selected question m the popup window. After you correctly answer all questions; you can
reset the password for admin. If you forget the ancwer of the question, this way will be mnvabd.
please contact your dealer for help,

b. The passwords of other users can be reset by admin. please refer to 12,12 Edit User for
details.

Q5. The NVR cannot add up to the maximum number of [P cameras?

Take the 16 CH NVR as an example. Some 16 CH NVR sopport 0 mecimum of 120Mbps
bandwidth inpot (please take the real device for standard). Refer to the picture below. The
remaining bandwidth should be larger than the bandwidth of the IP camers you want 1o add, or
you would fail to add the IP caniern. You should lower the added camers’ burmte to release the
bandwidth. It 1 recommended 10 add camerns by “Quickly Add™ for bich adding.

187



NVR User Mammal

Q6. The IF camera which connects to the PoE port of the NVR cannot be displayed
automatically in the camera Hat, why?

a. Please check whether the resource of the PoE port is occupied by another [P camern that (s
added through network

®  Take the 16 CH NVR with 8 PoE ports as sa example, The resource distnibation of the 16
CH IP cameras is shown w the pictere bedow

. il 3 | " v ™ wt n ) 1 L .

When you add IP cameras throngh network, the TP cameras will occupy the resource from CHI,
CH2Z, CH3, CHA. .. by the adding sequence; if you duectly connect the TP camems to the PoE
ports of the NVR, the IP cameras will occapy the resource from CHY to CHI6 according to the
mmumber of the PoE port each IP canera is conmecting to

Supposing that 12 CH IP cumerss have been added to the NVR through petwork and no IP
camera has been directly connected to the PoE pornt. The 12 CH TP camems occupy the 8
neswork resoarces from CHI to CHS and 4 PoE resonrces from CH9 to CHI2 which wre
supposed to be occupied by commecting the IP camerns directly. In thes situation, if you dvectly
comnect one [P camera to PoES, PoE6, PoET or PoES, the IP camers wall be displayed in the
cmpera list autommatically; if you comnect it to PoEl, PoEL PoE3 or PoEA. it won't be displayed
m the camera It by showing resowrce conflict; if you just need 1o comnect it to PoE], PoE2,
PoE3 o PoEA. you should first delete the IP camera whsch occupees the PoE port resource and
then recommnect it to the PoE pont

® Take the 8 CH NVR with 8 PoE posts as another example. The resowce distnbutian of the
§ CH IP cameras s shown m the pacture below and the adding rules of the IP cameras are
sumiar (o the mules mentioned in the above. Please refer to the above for details
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b.  Please mske sure that the internal Ethemet port and the TP camera which divectly connects
to the PoE pont through ONVIF protocol are tn the same network segment

The internal Ethernet port and the IP camers which directly connests to the PoE port through
ONVIF protocel should be mn the same network segient, or you will il 1o add the 1P cansers
Log in the IP camera’s web client and then enable DHCP (obtuin an TP address automatically)
or mamally change the IP address of the TP camera 1o make ot i1 the same petwork segment
with the imtemal Ethemet port

¢,  Check whether the munber of the added [P camern 18 the maxmmsm

If the number of the added TP camern is the maximwmm, the system will show you the message
that the TP camern pumber is beyond the mauomm when you digectly connect another [P
camers to the svailable PoE port and thus you will fail ro add the [P camera

Q7. The IP camera which directly connects to the PoE port of the NVR through ONVIF
protecal is shown in the camera list, but there is no image output, why?

Plezse make sure the wsemame and password of the IP camern are comrect, The TP camena’™s
usernasme and password can be modified througls the two ways meatoaed a5 below

L Chick “Edut Camen™ mn the Camnera module of the setup pancl to go to the mterface as
shown below. Click n to modify the username and password of the [P canswern (enter the
correct wsernmne and password of the 1P camern m the popup window and then chck “OK™)

Z) Go to the live preview mterface and then click n s the preview window of the IP
camera to edit the IP camern’s usemame and passward

Q8. The system cannot record, why?

A Make sure the HDD was fortaatted prior 1o use
b, The tecord schedule has not been set m customazation mode Plemse refer 10 212
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Schedule Setiugs for details.

¢ Maybe HDD is full and thus the NVR is not able to record. Check HDD mformation from
Dusk Mapsgement and if required, please cnable the recycle function (please wee 713
Advapced Configuation for detadls).

d. Thers is no disk but cameras in the disk group, so plesse add st least one disk to the group.
Refer to 7.4.2 Stomge Mode Configuration for detwls.

¢ The HDD could have gone bad. Please change mother one.

Q9. Fail to access the NVR remotely through IE.

n Please nake sure the TE vervion i TES or above,

b Plemse check whether the PC has enabled the firewall or installed the sntivirus software.
Plesse try to access the NVR agam after you disable the firewall snd stop the astivirus
software.

¢, Allow & block list may huve been set i Account and Authonty setting, The PC of whach
the TP address 18 in the black list or ont of the white lst cannot access the NVR remotely,

Q10.  ActiveX control cannot be downloaded. What can I do?
a EMMMM.MAMdomnp«hWWHW.
@ Open IE browser Click — lntemet Options,

H

Ve svwnloahs et
Monage e e

F12 Devaleper Tooks

Ga tn pewradd s
Compatitadty Viem setng.

Repert wotinte obieorm

About dripsner Esploser

(@ Select Security>Custorn Level. Refer 10 Fig 10-1.
@ Enable all the sub options under “ActiveX controls and plug-ins”. Refer to Fig 10.2.
@  Then chck “OK™ to finish sctup,

b Other plug-ms or sati-virus may block ActiveX. Pleass disable or do the required settings.
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Q1L How to play the backup file?
a.  Recorded wideo backed up by NVR: insert the USB device in which the recorded video
backup files is saved to the USH mterface of the PC and then open the USBH device path. The
recorded video can be backed up m the privase format and AV format by NVR,

® If you select the private format when backing up recorded video by NVR, & RPAS
compression package will be backed up to the USB device autonmtically along with the
recorded video datn. Uncompress the “RPAS zip" and thyen click “RPAS exe™ to set up RPAS,
After the setup is completed, open RPAS player and then click “Open Folder” in the nuddle of
the wmterface to select the record data. Refer to Fig 11-1.

Select camern it the resource tree on the left side of the interfice to play the cumern recond.
ctick Bl on the o0l bar under the camenn image 1o ensble sudio. Refer to Fig 11-2.

Notr: The veverd will st Revye anilio ongnd f row bl 107 sudio whes recerling o SYR MNewie

v L1 Made Contfewratton gad 7.2 £nonde Parametery Semmuay for deratin

®  If you select the AVI fornat when backing up recorded wideo by NVR, the recorded video
backup data can be played by the video player whach suppoets thas format.

b Recorded video backed up through web. The recorded video can only be hacked up with
AVT format through web. The recorded video can be backed up to PC and played by the video
player which supposts this format.
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Q12. HTTPs service cannot work mormally after directly installing the signed certificate.

a  When uuporting the certificate, the pavate key s not attached to the certificare.

b When mporting the cemificate, the private key s attached to the cenificate, but it is
encrypted. At present, the NVR dossa't suppont the certificate with the encrypted privase
key

Q13. You are prompled with the unsafe statementy/'tips when asing HTTPs service.

a  Plesse make sure your certificate i trusted,

b Make sure whether the Common Name (dosam information) of the certificate matches
with the domaim name of the visiting website.

¢ Whether the certificate 1y within the period of validity.
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Appendix B Calculate Recording Capacity

The recording capacety o mummly up to the record resolution. recced stream and betrate.
Dufferent tnsage qualsty parameters decide different disk capacity occupation i equial times
The bigger the record resolution, record strenm and record betmte m. the more disk capacrty 15
taken up m equal times. The calculation format of recanding capacity 1 shown as below

Recording Capacity(MB) « Bitrate{Kbps) <1024 + 8§ » 3600 » Recording bours per day »
Record Storage Days * channel numbers
3600 means record for an hour{1TH=1024GB |, 1GB«~104MB , IMB=1024KB

I Byte=8hit)

v \ s i\ |
10240 4500 108000
2192 30600 5040
6144 2700 GARIO
4096 1800 43200
1072 1350 12400
2048 MO 11600
1024 450 10800

108 5375 2100
312 333 5300
84 10875 4050
256 1125 2000

The table below shows the recording capacsty requirements for record storage i 30 days.

10240 109 12.% a2 A9 44 95 58 197 26
L152s 148 559 1978 39 56 7911 15821
o144 156 JA2 1484 287 3955 118.00
4098 124 495 985 197 39 56 791
1072 0.9 17 741 1454 2967 $9.33
204% 06l 148 495 98 1978 %50
1024 0.5 124 14 A9 985 1978
768 024 093 1.8 ATI 742 1484
512 016 062 1M 148 49 98

364 012 047 0¥ 1588 37 Ta2

256 QOR 031 06 1.4 243 A 95

For mstance, there s a 32CH NVR recording 24 bours per day and the record stores for 30
days. The NVR adopts dual stremm recording. The mam stream 15 4096Kbps and the sub stream
is 1024Kbps. then the total recording capacity is 49.45TB (39.56TB + 0.89TB). Coasidering
the format loss of the disk 1 about 1094, the required disk capacity will be S5TB (4945TB
+{1-10%)).
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Appendix C  Compatible Device List

Compatitie HDD list

L RSST AN
,s-vu\
- A

Baeracuda Senes S00GH T8 2TB 378

Sragse SVIS Series (recomsmnsdnd) \TB 2T8B 3TH

_—_ — ——{
Surveillunce HDD Senes {secommended) | 100 78 TR HT8

Hiue Senes S00GH 118
Western Daptal Gaven Senes ITBATHMATE
Putple Serses ITB AT OT8 MTB
(recommeaded) ATHETH TS
Compatible USB mobile device

Sanbek AGBIGRI8GR1GH

195



8 o

Appendix D Communication Port List

Descoptson. HTTP commumeation port. 1t 15 opowned by defimdt and used tn
® TP wocess e WEB cliest

Autheuticanon Usensame and password

Eacrypton: NO

Descnption: HTTH: comemmucateon post. 1t 1 opened by default and used to
P Tcp nocess the WEH chest

Authentication Usersaine and pasrwont

Encrypuoe: TLS

Pewcnpton: RTSP comummeation port. B n closed by default. Afley

esublng KTSP fncnon, this poct will be opened and used 10 tnséer andio
4 e #ad video wream.

Autheutication: Usersate and pesewond (Duagest)

Descnptum: Private comumancation port B s openied by defaolt and used so
6036 TP wansfer audio and video stream.

Authenticaton Usernaune and password {Degest)

Encryptions AES

Descnption: Ths port 1 opemed by delzalt whach m masly wwed 10 recerve

the micemation vext by (he POS tersssal or praoter. The sfcrmation will be
9036 TP overlad ca the muge of the IPC you have coafipared m previewsng o

recovdng miode

Authenticaton: NO

- NO

Descoptioa: This poct i opened by defauls whach & mamly wsed 10 recerve

the seruent sent by other UPnP devaces md comsmancale welk other UPNP
41952 TP drvices

Autheutication: NO

Encrypes NO

Descrption: Thus port 15 closed by default. Afier the UPa® finction 15

enabiled o pont is mabled o N s munly sved 10 1ecrsve the sequest et
41953 Tce by other UPaP devices aad commmeacate with other UPNP devices.

Authentication NO

Encrypmes: NO

Dewnption. This peet i opesad by defaal wheeh s used o cauble, fzd and

rum SSDP Addetsomally, f 18 alvo wued 1o listen (0 30d reeave the nmlticea
1900 upe packets from other culme UPad devices.

Anthentication NO

Encryyoem: NO
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Appendix E Personal Data Collection Description

There are five functions concenting the personal data collection under the network modules of the
device, including PPPoE. DDNS. E-mil, 502.1x and FTP. In the device, these functions are used by
the client-end of the device to communicate with the server of the customer's company (or service
suppher). As the chent-end, our device needs 1o keep the suthenbeation credentials (usermame mnd
password) uved to connect the server. These oredentaals can be configured through the Web chent of
the device and then seat % the device. The process of the data transmission and storage ae as

|

TLS+AES256(pasewced) | Passwoed | AES258

Statement

Except fox servace sathenteanon when cotmmmsscating with the setver, we will never shuse these persemal duta sured oo
the devace 1o the thud-pary of use them by carelves without the Client s suthonzatian

The bog willl secced fhe cperaton's openation sicps and thange secoeds, but willl not contan sy ssfiematon shout e
collected personal dsta
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Appendix F Default Account List

Prrpose | Jog onte the devicr and s chents
Descnptiom @ When you log m for the firet trme. » wizaed will be displayed. You must

mkMunc.ummhsn

Tepose | Tewt v sersal poxt

1008 NO Descnption © The deult password of “root” = ool It doesn 't mean you cn log 1o the
device without posawosd Yoo mmst set the pawwornd of “admm” m the
above-memtisned userface Gewt Then you can log = by sseg “root”

Statrment :

Remote testing/deduppg docsn T sippont for the device (Teinet'SSH unavadadice) When a8 ervor ocess, the custotner
needs 1o send the device back to our company and tell us the password of “adoun™ wed 10 log 0 the device and web
chest Thes (he conmponday techmos of s compeay will log in G sersad port 1o Gl the probless Wiout S
customes s idestiry venficatios mitmmasca and the customer’s swdesncaton. we cannot fog m and do not have
pemusnion o bog uo the device.
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\ppendix

Appendix G Command List

add-shell addgrovp addmer arp ash ank basenasee bikod blockdey bocks

chut chesod chipst cnp cp cut date & delgroup

_E
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