Cybersecurity Recommendations

® Use a strong password. At least 8 characters or a combination of characters, numbers, and
upper and lower case letters should be used in your password.

®  Set the password expiration time and regularly change the passwords of your devices to
ensure that only authorized users can access the system (recommended time is 90 days).

® The system will automatically check the latest firmware version once a day. Once the
latest version is checked, you’d better update it to ensure the system is current with the latest
security patches and fixes.

® [t is recommended to change the service default ports (like HTTP-80, HTTPS-443, etc.) to
reduce the risk of outsiders being able to access.

® [t is recommended to set the firewall of your router. But note that some important ports
cannot be closed (like HTTP port, HTTPS port, Data Port).

® [t is not recommended to expose the device to the public network. When it is necessary to
be exposed to the public network, please set the external hardware firewall and the
corresponding firewall policy.

® [tis not recommended to use the vl and v2 functions of SNMP.

® In order to enhance the security of WEB client access, please create a TLS certificate to
enable HTTPS.

®  Use black and white list to filter the IP address. This will prevent everyone, except those
specified IP addresses from accessing the system.

e Ifyou add multiple users, please limit functions of guest accounts.

® Ifyou enable UPnP, it will automatically try to forward ports in your router or modem. It
is really very convenient for users, but this will increase the risk of data leakage when the
system automatically forwards ports. Disabling UPnP is recommended when the function is not
used in real applications.

®  Check the log. If you want to know whether your device has been accessed by
unauthorized users or not, you can check the log. The system log will show you which IP
addresses were used to log in your system and what was accessed.



Regulatory Information

FCC Information

1. FCC compliance

The products have been tested and found in compliance with the council FCC rules and
regulations part 15 subpart B. These limits are designed to provide reasonable protection
against harmful interference. This equipment generates uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instruction manual, may cause
harmful interference to radio communication. However, there is no guarantee that interference
will not occur in a particular installation. The user will be required to correct the interface at
his own expense in case the harmful interference occurs.

2. FCC conditions:

Operation of this product is subject the following two conditions: (1) this device may not
cause harmful interface, and (2) this device must accept any interference received, including
interference that may cause undesired operation.

CE Information

C E The products have been manufactured to comply with the following directives.
EMC Directive 2014/30/EU

RoHS

The products have been designed and manufactured in accordance with Directive EU RoHS
Directive 2011/65/EU and its amendment Directive EU 2015/863 on the restriction of the use
of certain hazardous substances in electrical and electronic equipment.

2012/19/EU (WEEE directive): The Directive on waste electrical and electronic
equipment (WEEE Directive). To improve the environmental management of WEEE,
the improvement of collection, treatment and recycling of electronics at the end of
their life is essential. Therefore, the product marked with this symbol must be
disposed of in a responsible manner.

O P

Directive 94/62/EC: The Directive aims at the management of packaging and packaging waste
and environmental protection. The packaging and packaging waste of the product in this
manual refers to must be disposed of at designated collection points for proper recycling and
environmental protection.

REACH(EC1907/2006): REACH concerns the Registration, Evaluation, Authorization and
Restriction of Chemicals, which aims to ensure a high level of protection of human health and
the environment through better and earlier identification of the intrinsic properties of chemical
substances. The product in this manual refers to conforms to the rules and regulations of
REACH. For more information of REACH, please refer to DG GROWTH or ECHA websites.
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1 Introduction

L1 Summary

Based on the most advanced SOC 1echnology and embedded system in the ficld, our DVRs
sdopt the new designed haman interfice and support the sumart management of analog cameras
mnd TP camerns and the recoed search of shice. The DVRS are powerful and easy to use and
provide excellent image quality and stable system. They are the centralized monstoring
mansgement prodocts with high performance and high quality specially designed for video
monitoring Held,

Therefore. the DVRs can be widely used to security system of banks at bome and abroad,
schools, intelligent manssons, traffic, environmental profection. supermarkets, petrol service
stations, residential quartess and factones and so on

1.2  Features

“  Basic Functions

® Support Jocal device and network device access mcluding [P camemidome and the thard
party 1P cameran

® Support standard ONVIF protocol

®  Support dual stream recording of each camer

®  Support IP cameras 10 be added quickly oc nssmually

® Suppont collective or mndividial configumtion of the cameras” OSD. video purameters,
mask, motion and <o on

® Support multiple ser penmissron groups mchiding Admmmtrator, Advanced and Ordinary
winch are the default permussion groups of the system

® Support muitiple users to be created. mmltiple web clients logmn by using one nsemame st
the same tune and fhe user's permission control to be enabled or disabled

® Support multiple web clients logm ot the same tine

% Live View

® Support AK>IK/ 2560+ 1440/1820~ 1080/ 1280~ 1024 HDMI and 1920+1080/1280+ 1024
VGA high definition synchronons display

Support mmlti-screen modes

Support anto adjimtment of the camsera's image display proportan

Support andio maonitoring of the camera to be enabled or disabled

Support manual suap of the preview camera

Support the sequence of the preview cameras to be adjusted

Suppart display mode to be added and saved 2nd the saved modes can be called directly
Support qusck tool bar operation of the preview window

Support mmltiple popular PTZ. contral protocol and setup of the preset and cruise
Support direct mouse control of the domse including rotating. room, focusing and so on
Support single camera tmage 1o be zocmed by sliding the scroll wheel of the mouse
Support any aren of the image 1o be zoomed n 1o & maxiomnn of 16 times of the cument
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size

®  Support muage and lens adjustment (only available for some camers)

®  Support quick camern adding in the camern window of the live view mterface

®  The live camera sequence of the web clhient wall keep consistent with that of the DVR after
adjusting the live camem sequence of the DVR. but the live camsera sequence of the DVR wall
not be changed if that of the web chent is changed

4 Disk Management

® The DVRs with the 2U case can add & maximum of £ SATA HDDs: a maxmmum of 4
SATA HDDs wath the 15U case, n maximum of 2 SATA HDDs with the 1U case and »
maxumun of 1 SATA HDD with the sumall 1U case

®  Each SATA mserface of the DVR supports the HDDs with max 8TB storage capacity

®  Support disk group configuration and mamagemsent and each camern can be added mto
® Support disk information and disk workmg status viewmg

® Support batch formatting of the disks

4 Record Configuration

Support mamual and auto record modes

Support schedule recordmg. sensor alarm recordmg and motion detection recordmg, etc
Support schednle recordmg and event recording setting with different record streans
Support record schedule setting and recycle recordmyg

Support pre recording and delay recording configuration of the event recording

Record Playback

Support time scale operation in quack playback and the playback date and time can be set
rmdomly by scrollmg the mouse; the time interval of the time scale can be zoamed

®  Support record searching by trme slice/tune event tag

®  Support smart search and playback

®  Support time view and camera view in searching by time slice mode

®  Support time slice searching by month, by day. by hour and by minute and time shee to be
displayed with camern thennbanil

®  Support event searching by manual motion’ sensor/intelligent events

®  Support tag searching by the manunl added tags

®  Support mstant playback of the selected camera i the live view mterface

® Support sccelention{nuaxinwmm 32 times of the normal speed), deceleration (mmmmm
1/32 times of the normal speed) and 30<" addition or reduction to cuwrent playmg time

4  Record Backup

Support record to be backed up trough USB (U disk. mobile HDD) mterface

Support record to be backed up by tune/ event umage searching

Support a maxumam of 10 backup tasks n background and backup status viewing

e+ 00000
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% Alarm Management

®  Support alann schedule setting

® Support enabling or disablmg of the moton detection. external semsor alarm wput,
mtelhgence alanm md exception alanms mecluding IP addrews conflict alann, disk 10 ervor
alarm, dick full alame no disk alarm, illegal access alamu network disconnection alanm, 1PC
offfine alarm and so on, alann tngger coafiguration supportable

° W?Coﬂm:dm@emﬁmdmmmmu

The suapped images can be attached mito the evmail when alarm linkage s tnggered
Support alanm status veew of alannein, alarm-out, motion detectson and exception alann
Support alann to be tnggered and clesred mamually

Support system suto reboot when exception happens

Network Functions

Support TCP/P and PPPoE, DHCP, DNS, DDNS. UPnP. NTP, SMTP protocol and so on
Support black and white list function and the black and white IP address TP segment MAC
nddress can be set

®  Support multiple browsers including TES /10011, Firefox. Opera. Chrome (available only
for the versiom lower than 45) and Safurns m MAC system

® Support remote achsevement. configuration. muport and export of the DVR parmmeters and
other system maintenance operations including remote upgrading and system restart

® Support remote camera configuration of the DVR mchuding video parameters, maage
quality and so on

®  Support remote searching. playback and backup of the DVR.

® Support manual alam to be tnggered and cleared remotely

®  The mito-focusing camera can be adjusted through web client (support 200m miout. but
one key focus i not carrently supported)

®  Support NVMS ar other platform management software to access the DVE und manage it
®  Support NAT function and QRCoede scanning by mobile phone and tablet

®  Support mobile surveillance by phooes ar tablets wath 108 or Android OS

® Support DVR to be accessed remotely through telnet and the teinet function can be
enabled or disabled

® If onc caners recordmg 1 enabled or diabled mamually through web clicnt, 1t will be
simultancously enabled or disabled tm the DVR

4 Other Functions

® The DVR can be controlled and operated by the buattons ca the front panel. the remote
controller and the mouse

®  Setting interfaces can be switched to one another conveniently by chicking the man menas
on the top of the setting mterfaces

® Support DVE information viewing including basic, camera status. alann status. record
status, network status. disk and backup status

® Support factory restoring, mmport amd export of the system configumtion. log view and

0 & 0000
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export and Jocal upgrading by USB mobile device

®  Support auto recognition of the displayer's resolution

®  You can click the nght mouse button at any interface to go back to the upper mterface

®  You can click the muddle monse button at any meerface 1o go to the live view nterface

® The dusplay language and video format of the DVR wall not be changed mnd the system
logs will be reserved if you reset the DVR to factory default

® Prew and bold the nght mouse button for 5 seconds n any interface to switch the output

1.3 Front Panel Descriptions

The following descriptions are for referencs only
Type I

I — —
REC

Nes

Powe:

Fa

M
b

When recondug. the Syhit s bloe
When access 10 setwork | the Light = blue
Powes indicator when Sie device 1 powered | the bglit 13 blee

No fanrmon iemporanly

e B e | o———— 1 —
Power Power Indicator, whes connected. the hght is bl

HDD The light vares Mue whes senbag/wrinng HOD

Net The Light tures blue whtes 1€ i able 10 2ocews Sie setwork

The light verees Mue whes hackenyg 1p files sl duta

The Light tures blue whes playuty vdes

a::u Indecator. when G devace n cossecied. the hgle u

Backup

Play

REC

AUDIO 1+ 1 Adymt suho 2 Incsease the value i senp
PTZ/ | Entes PTZ mode 2 Decrease the vaioe m setup
MENU Enter Menu m hve
INFO

BACKUP

SEARCH

Exnt

Check the méocmanen of the devace
Enter backup mode m e

Eater search ssode i live

Exit She current usterface

Manually tecoed

PlayPause

Spend doown

Speed up

15 Eput dipital mumbes and select canera
= Esput numbes O, the mumbes sbove 10
Duectsen Key Change duection

Muln-Scrern Swach Change the wreess mode
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Us8 To conoent extemil USB device Bike USH touse o USB
Sah

1.4  Rear Panel Descriptions

Here we only take a part of real panels for example to introduce thewr mterfaces and
connections. The mterfaces and locations of the mterfaces are caly for references. Please take
the read obgect as the standard.
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b AHD VIDEO IN 4 CH AHD vadeo sqputs

[ AUDNO OUT Andies output

7 CVBS CVAS vales oupur, connect 10 Mmoo

8 VGA Connect 10 montor

9 HDMI Consect 1o 2agh defention dupley devices

10 LAN Network port

1" UsB Comsector fos USH sorage devices or USS mosse

12 DC1IY DCI2V powes mpat

Emhw-qdhn.\uﬁﬂau
13 RS485 .
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X - 21

TS : 2
i cvas CVBS vadeo output, conaect 10 seonmii
2 ALARM IN Aluren mputs fin counectang senson
3 GND Ground
4 AUDMO OUT Ando cutput. connect to somnd bex
3 AUDIO IN Asdo wops
] ALARM OUT Kelay cutput. ronnect to extermal alaoms
7 VIDEO IN § CH video mgmats
" HOM Comnert 10 high defuntion display devices
9 VGA Commect to mossor
10 LAN Network port
1" RSARS Cj;.ﬂ(mﬁlm*ﬂmlid-! AnTX*. Bn
12 uss Connecter for USB secage devices or USH mouse

13 Denv DCI2V powes mpna
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3 AUDIO DN Aude gt
) AHD VIDEO IN 16 CH AHD vadeo mputs
4 HDMI Conmect to mooator
5 VGA Counect to mooasos
6 LAN Netweork port
7 AUDHO OUT Andee ouput
8 cvas CVES vadeo outpast. cosmect 10 ssonno
9 uUsa Conoect USH worage devices or USB mouse
10 DoV DCIIV powet mpas

1.5 Connections
® \Video Connections
Video Output: Supports VGAHDMI video output. You can connest to monitor through these
vadeo ontput interfaces summitancoasdy or independently.

®  Aundio Connections

Andio Ingut: Connest to mecrophone, prckup, ete

Andio Output: Connect to headphone, sound box or other audio cutput devices,
®  Alarm Connection

Some modeds may support thas function. Take 16 CH alarm wputs and | CH alasm cutput for
example.
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Alarm Engnat:

Alarm IN 1-16 are 16 CH alarm input interfaces, There are no type requiresnents for sensors.
NO type and NC type ase both avmlable

The way to connect sensor und the device 1 as shovwn below:

ALAKM N w\D Sagmal Cadle LAD

The alanm input 15 no open‘closed relay, If the wpot is not an open/closed relay. pleass refer 10
the following connection dingram:

6 Value gt

Alarm Output:

The way to connect alarm output device:

Pull oat the green termunal blocks and loosen the screws m the alanm-out port. Then msent the
sagmal wires of the alarm output devices mto the port of NO and COM separately. Fimally.
trghten the screws. Provided that the external alarm output devices need power supply. you can
commect the power supply as per the following figures.

%o ]—ﬂ_
"“ﬂ ”&"""i}
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® RS4S8S Connection
There are two types of RSA8S mterfaces:

115aas
FZ . WD
B_A
RS485
(Type1) (Type2)
Type 1@ The P'Z interfaces mre wsedd 10 connect speed dome. K/B interfaces are wsed to conneet
keyboard.
Type 2. The RS48S imterfaces are not only wsed to connect speed dome but also o connect
keyboard.

The way to cotmect speed dome 10 the DVR:

Type 1: Disconnest pluggable block from the RS485 serminal block and then Joosen the fixed
serews from the pluggable block, insert sigual cables ito Y and Z port sepamtely (Y 5 TX+, Z
15 TX-) and tighten the fixed screws. Next, connect pliggable block back into 1emmimal block.
Finally, connest the video eable of the speed dome 10 the video input iterface of the DVR.
Type 2: Disconnest phuggable block from the RS48% serminal block and then boosen the fixed
serews from the pluggable block, smsert signal cables nto A and B poet sepanately (A 1s TX+. B
15 TX-) and tighten the fixed screws. Next, connect pliggable block back into tenminal block.
Finally, connest the video cable of the speed dome 1o the video inpat iterface of the DVR.

Not

I plugpadie Mook of vowe mpdals way wod Ae ¢vmusytod tane the ferwveusd Mook ouy ywu Lhetl sdmmw ¥

from Me acormamn
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2 Basic Operation Guide

2.1 Startup & Shutdown

Plesse make swre all the connestions are dope properly before you power on the unit, Proper
startup aud shutdown are crucial 10 extending the life of your device.

211 Startup

@ Counect the cutput display device to the VGA/HDMI mterface of the DVR.

@ Connect with the monse and power. The device will boot and the power LED would tum
blue.

@ A WIZARD window will pop up (you should select the display language the firt time you
me the DVR). Refer to 3.1 Startup Wizard for details.

2.1.2 Shutdown
You can power off the device by using remote controller or mouse.

By remote controller:

() Press Power button. This will take you to a shutdown window. The umit will power off
after » while by clicking “OK™ button.

@ Disconnect the power.

By mowse:

() Chek Start->Shutdown to pop up the Shutdown window, Select "Shutdown™ m the
window and click “OK" button. The wnit will power off after a while affer venfying the
usertmne sud passwond.

% Disconnect the power.

2.2 Remote Controller

(D 1t nees two AAA size battenes.

@ Open the battery cover of the remote controller,

@  Place baneries. Please take care the polarity (+ and -)
@ Replacs the bantery cover.

Key points to check in case the remote doesn't worke
1. Check battenes polanty.

2. Check the remninmg charge m the battenes

3. Check IR controller sensor for any masking.

If it still doesn™t work, please change & new remote controller 10 try, or cantact your dealers.
You can st turn the IR sensor of the remote controfler towards the IR receiver of the DVR to
control it when you are controlling nmitiple devices by remote coatroller

There are two kinds of remote controfler. The mterface of remote controller 15 shonwn as below:

10
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Switch off=—an stop the device

To stant rocedmg

Input sasnber o choose camers
Unavashahle temporandy

To chotse sl screen duplay sode
To wwatch the bve msage

To 20 0 segpuence niew mods

To enable sadio output i bve mode

No famcton te=pocanly

To move carsor m setup of paavitle PTZ
To confite the choece o8 senup

To go © menn

To exit the cunent wierface

To comrol PTZ camera

T erter st preset setting wn FTZ mode
To go w0 coese settng = PTZ mode

No track Sancton tesmporselly

No functon temporanty

No fancnscn tessporanly

No fncton temporanty

No functsn tempocanly

Get mformanon sbout the deoce

To contral playback Play Patuse ) wop Ievious |
Frame New! Frame:Speed Down Speed Up
To take snapabots musmally

To go W sesech mode

No functsn tr=mpocanly

To go to hackup mode

To 20tem w the wages

No fncoon temporanly

Nove
Tow shall porer R EE bothon we rwier PIT vosting wvade, chwive & chamusl sud prevs P T7 Sntaw agetv w»

Wide the P LE cowarad paned. Thom suw onm pront prevw, coatw, trock, winer ar fight buttom me soadiy Jive
rederans fancrinn,
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Record mually

To smtex seaech mode

To eater tmenn

To exat the cupress mterface

To confiem the chiete of wetup

To move cunor i setup

To z00m »

No fsaction tenporandy

;aasgqggg”
T

oy
| 0 |
LIS

To contel playback Flay(Pause)Next  FrameSpeed
UpSopPreniom &—'WDM

To choose il screen daplay mode

To ywwch the five wmage

To po to sequence view mode

EH

Get mformation sbout the device

2.3 Mouse Control

7 Mouse control in Live Display & Playback interface

In the live display & playback imterface. double chick on mny canera wandow to show the
window m smgle screen mode: double click the window agam to restore 1t to the previous sixe

In the live display & playback imterface, if the interfaces dasplay m fll screen, move the monse
to the bottom of the interface 1o pop up a tool bar. The 100l bar will disappear sutomatically
after you move the mouse away from it for some time; move the mouse to the nght side of the
mterface to pop up A pansl and the panel will disappesr antomatically after you move the

mouse awny froen it

»  Mouse control in text-luput

Move the mouse to the text-mput box and then chick the box. The mput keyboard will pop up

mutomatically

Node: Mawre o ibe defunl) sowi fowr wll sprewtions wevy v exogusion w indinosd

24 Text-input Instruction

-~




o e

The system mchades two mput boxes. Refer to the above pactures. The left box is the oumber
mput box and the nght box 1 the mput box which provides wputs of mumbers, letters and
punctuation charscters. The mtroductions of keys on the mpat boxes are shown below.

i‘ =1 | Afewning | ‘i Menning .
Backgace key Swinch ey of punctustion character
- Delete Key - Enter key
(% wdioner s | | seeerey
B | svech ey of ingsape
2.5 Common Button Operation
] Meaning

Chick 3t 1o show the memn hint
Clhck 1t %0 chanpe e sequence of the st

Clhck ot 10 clampe the camers doplaymg mode

Click ot 10 clove the current uesface

Clack 1110 go (o e earliest date of cameva reconday.
Click 1t 10 go 1o the latest date of cammens recondng.

13
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3 Wizard & Main Interface

Startup Wizard

You can quckly configire the DVR by wizard setugp 10 make the DVR work nomally. You
st configure the wizard if you stast the DVR for the fisst tiune (or click “Skip" 10 cancel the
wizard pext time), Maybe diffesent versions have different wizard steps, The followmng wizard
steps are for reference only

3} Choose the language and locality as aceded if it 15 the first tune for you 10 use the wizard
arwl then read the privacy stateiment

L Date and Time Configuration. The date and tupe of the system need to be set up if you
wse the wizard for the first tame, Refer to tie followmg figure, Set the tune zone. system ime
date format and tune formst. The DST will be enabled by default if the time 200e selected
mchudes DST. Click “Next™ 10 contimne

A System Login. Set your own password for the first tine (the default username of the

systew s adorin ) select the login usemame and enter the comespondmg password next time




Enable pattern lock and clxck “Edat™ to set the pattern Jock

»

Chick “Next™ 10 set quastions and answers for password security of adonn. If yoo foegst the

password, plesse refer 10 Q4 mn Appendix A FAO for details

Click “Next” 10 continme

4)  Disk Seetings. You can view the disk number, dusk capacity of the DVR and serial munber,
R&EW status of the disk, Click “Format™ 1o format the disk. Chck “Next” 1o contime. Then
click “Wizard Setup™

B Nerwork Semtingy. Check “Obtum an IP address automatically” and “Obtan DNS
sutomatically” to get the IP address and DNS austomatically (the DHCP funchon of the router
m the sane LAN should also be enabled), or nuanually enter them. Enter the HTTY port, RTSP

port and Sarver port (please see JL1J Pon Configumatiog for detmls) Clck “Next™ to

oonnmue

If the DVR has wo petwork ports or sbove, you can sslect the vetwork work pattern as

| 5]
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requared. Network Fanlt Tolerance and Multiple Address Setting ure available

2 Add Camern, Click “Refresh” 10 refresh the list of online [P canmeras which are 10 the

same local network with DVR and then cl to add the searched camera. Click “Add

All™ 10 add all the camerss in the kist. Click - 1o delete the added camera. Click "Delete All'
10 delete all the added camerns

Clack n to edit the searched IP camera as shown on the below left. Enter the new IP

address, subnet mack, gateway and the password of the camera, Click “OK™ to save the
setimgs

Clack n to odst the ndded camers as shown on the sbove nght. Enser the new camern name.,
[P sddeess, port, usemame and the password of the canera. Yoo can check “Sync w IPC” w

wodify the 1P address of the [PC via different network segments for bemng m the same nctwock

segient with the DVR. You can click “Test™ 1o test the effectivensss of the mput wsformation

Click “OK™ to save the settngs. Yon can change the camern name only if it's an snabog camnern



or the ndded IPC o online. Chick “Next™ to contumue

Tips  Please skap Step () and @ if the DVR do not support RAID function

Disk Movle. Click "Enable RAID" 10 enable the RAID function. Click "Next™ 10 continue
B Create an arroy. S¢1 the aoray name and sclect sy type which mcloding RAIDO, RAIDI
RAIDS, RAIDGS and RAIDIO. The global hot spares and arvay capacity can also be viewed here
Sce 7.4 Dick for details. Clck "“Next™ 1o coontmue

9 Record Semtings. Two record modes are avatlable: sito and mamial
Aute: Sclect one auto mode s the mrerface a5 shown below and then click “OK" button to sxve
the settings. See 7.1.1 Mode Configuration for details

Manual: Sct the “Sensor Record”™, “Motion Record™ mnd “Schedule Record™ of cach camemn
Click “Next™ 1o save the settings, See 711 Mode Configutstion for detmls
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i Q@RCode. Enable the NAT function mn the mterface ar set it the network configuration

after exahing the wizard (please refer to L LT NAT Configumtion for details). You can scan the

QRCode through mobile chient which is mstalled m the mobale phone or tablet to log mn the
for detarls. Clhick "OK”

mobile client wstantly. Please refer 10

to save the sethings

(0 Cloud Upgrade. Exnable “Cload Upgrade” and then click “OK™ 1o save. If this function s
cnabled, you can get the latest versson from the clond server, Please refer to LLLI1S Cloud
Ungiadg for detmls
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3.2 Main Interface

321 Main lnterface Introduction

The buttons m area (1) are sutroduced m the table below

Mewming

Stact bumon. Click of 10 pop sp mea U

Hutton

Pall seseen bumton. Chick o 10 show fulll soyeen. chok of agass to et the Sl
areen

Scrern mode bulton

Dwell button (see S 0 2 Owck Somemcr Vew and 503 Schome View In
SGUWRKE for detads)

Click # 10 enable OSD. chck agam to d&isable OSD

ctick B o set the defuuk playback mmne befiar sameg wstant playback (1
Instant Plavback) or gomyg to the plavback mierface for playback operatioos
(12 Phvbock lperface Intioducton) chek - i go 10 the playback

uterface. For mataace, of you choose “5 manutes apo” as the defaubt playhuck
ue, you cas playback the recond from Se past five mutes

Masssal cecond button Ok ot w0 enabde’duable cecond

Masssal alacen buttonn. Clack o w0 tgper of cless S alasm-out manually w Se
popap watsdow

Recood siames bunes. Clack @ 50 vaew the secornd stanu

Alsern status durmon. Cliek o 10 verw the alarms status




o e

[ 0 e

Network status busson. Click f 10 verw the network stati

Information buton. Clck o %0 view vysiem mfoamation, includey bauc
mformation. camers statun, alam staton, recond statws. network status. disk
snfinnsaescn, backup status and user stalin

i Dk stxtus bastton. Click #f $o vew the disk staus and RAID statos
&)

Chick thus bunion 10 esabide’duable cloud upgrade

Introduction of area 2

Chick “Camen” to view all the added camerns in the camera list. Select one canera window on
the left side of the interface and then double click one IP camers in the list o peeview the
camers unage i the selected window,

Chick “Customize Display Modes™ 10 view all the display modes i the desplay mode list (refer
to £.2.1 Dusplay Mode for detail configuration of the dasplay mwode). Double click one display
mode m the st to switeh to the display mode for previewing.

Introduction of area 74

I shows the comrent logan wex. Click the QR code soom 1o view the QR
code and secunty code. You can gackly add She DVR 30 the sexver hst
of the wolule APP by scanmeng thas QR code
_ Clack i o o 1o recond search siesfuce see 4 Recoud Seach
ek f Backug for detade
Click # to go %o playback werface (chck B om the wol bar = 6
CcI= bomous of the by view wmerface 10 set the default playback ume) see
B2 ek Jutsclacs e odicun for detsls
[N Click it 10 pop up e netup pacied. see 1.0 St Paa] for detachs
T —
- Chck o aad then select “Logowt”™ “Reboot™ o "Shatdown” s the
popup wndow

3.2.2 Setup Panel
Click Start=>Settings to bring up the setup panel as shown below




Az and Ay

The setup panel mcludes seven modules. Each modude provides somse function entnes with

hnks for convement operation
Here we take Camern module as an example. The Camerw moduole provides convement Lk
wich as “Add Camem”, “Edit Camena”™, “Image Settings™, “Moton", “Intelligent Detection™

and “PTZ". Click Camera to go to the cunern munagement mterface as shown below

There ase some function tems on the left side of the camera management interface. Chek each
e fo go to camespondmng mierface or window. For instance, click “Add Casoern™ to pop vp

the window as shown below



Click the main menus on the sop of the camern mansgement meerface 10 go 1o conesponding
mterfaces. Refer to the pactare below. For wnstance, vou can go %0 system sstup interface by
chcking "System” tag

3.2.3 Main Functions
#  Camera

The mwodule covers the functions such 8 Comera Mamagemens (sce Clnpter 4 Conery

Magagement for details), Image Serings (see 5.4 lmoge Configurpuon for details), Meorion
(see 9.2 1 Motioy Coufiguration for detasls) and PTZ (see Clupter 6 PTZ for details) and so on

7  Record

The module covers the functsons ssch as Encode Parameters and Record Schedule and s0 on
Please see Chapter 7 Record & Dhisk Management tor detaals

» Disk

The module covers the funchons such as Disk Maragement. Storoge Mode and Disk
Information and so on. Please see Claaptar 7 Becord & Disk Mazugczugnt for detatls

# Alarm

The module covers the funcuons such as Semsor and Morion Alarm Handling and Alarm Owr

Settings. Please see Chapter 9 Alnrm Mansgement for detadls

»  Network

The module covers the funchons such as TCPTP. DDNS. Port. E-mail and Network Statux
and so on. Please see 11.1 Network Configurntion for detasls
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»  Account and Authority
The wodule covers the functions soch o Accouns Mamagement (e 101 Account

Management for details) and Permission Management (see 103 Permission Mansgement for
details) and so on.
> System

The module covers the fimctions wuch as Basic Configurtion (svee L2 Basic Configuation
for details), Device Information (see LLS Vigw Sysicm lofoonation for detmls), Log
Information (see |17 View Log for details} and Configuration File Import& Export (see JLS
Backup and Bestorg for details) and so on.
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4 Camera Management

4.1 Camera Signal

Click Strt=2Settings>Camera?Mmage Camera>Camern Signial 10 go 10 the uverface a5
shown below

Some models may support asalog sigoal swirching to [P signal, which means decreasing (of
mcreasing) the manber of analog channcls, accordingly mereasing {or decreasang) the number
of IP channels with the 1otal channels uochanged

The DVR device supports hybrid access of TVL AHD, CVI and CVBS high definition caperas
If the TVI hagh defindtion camera is aceessed o the DVR. you should select TVI n the
following interface 10 show the camern tmage nonnally; if you select AHD, then there will be
0o wnge or the ioage bas no coloe. The default sclection of the camers ssgnal &5 Auto, If yon
select Auto, the mnage of the camern will be shown pormally regardicss of the camera type
Awndio over Coax: if your mnalog camen supports comxial andio rassmession, you ¢an select
“ON"

Note: You can enable “Lite” m the wnterface if the DVR sopports “Late” recording. It wall lower
the recordung resclution and wcrease the recording frame rate. Please cnable or disable the Lise
#s necded

4.2 Add/Edit Camera
4.2.1 Add Camera

The network of the DVR should be set before addmg IP camera (see JLLL TCPIP
Coufigumatiog for detals)

Refer 10 the pictwres bedow, Chick Add Camero i the sstup pansl or i the top nght
comer of the preview window 1o pop up the “Add Camenn” window as shown below. You can
quickly add or add the TP canern manually
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Camera

- A Carvem £ Carmrenrn
Mage gy Metore

imathgnm Anatytics 24 .

#  Quickly Add

Check the cameras and then click “Add™ to add camerns. Chick n to edst the camera’s IP
address, usemame and password and so on. Click “Default Password™ to set the defanlt

username and password of each camera

#  Add Manually
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4.

Euter the 1P address or domain namne (click . in the IP address colun o pop up the
dosin nape iaput window, snter the domain e of the IPC m the window and then chick
"OK" button ), poet, usermane and password of 1he camera and then select the protocol. Click
"Test™ 10 125t the effectiveness of the mput information and then click “Add™ button (you can
fill out ope cmpera's information or sbove such as [P address, esermame and password before
chcking “Add™ buttan). Click to delete the camern. Chek “Default Password™ 1o set the
defnult usermame and password of each camera

2.2 Edit Camera

Chick “Edit Camern" in the setup panel to go o the mterface o shown below

Chck - to view the hive unage of the camern m the popup window. Click n to edat the
cnnern (se¢ Add camers i 3.1 Startun Wasd for detaals), Click - 1o delete the [P comera
Click m the “Operation™ header hine and then chck “Modify IPC Password™ to pop up n
window(check the IPCs wn the wmdow, sef the new password and then click “"OK™ bunon; only
the onling [PCs' passwords can be modified and a botch of IPCs' passwords can be modified a2
the smne tme), Click 10 upgrads an onle [PC ( or click m the "Upzrade” header
liie and then click “IPC Batch Upgrade” to upgrade a batch of IPCy ), select the device which
stores the uperade file i the “Device Name™ item of the popup window and the upgrade file in
the list{you should select the upgrade IPC model i the window if a batch of [PCs' passwords
need to be modified) and then click “Upgrade™ button to start upgrading(the IPC will restarnt

muomancally afier the upgrade 15 completed successiully)

<0
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5 Live View Introduction

5.1 Live View Interface Introduction

The comnected nnslog camnera will be added astomastically m the live wiew imerface fos

previewing. You should add IP camers tanually for previewmng (see 4.2.1 Add Caners for

details). Refer 10 the interface as shown below, deag one camern in the preview window 1o

another wandow for enmera window exchanging

The record sywbols with different colors i the live preview window refer 1o different recond

tyypes when recording: green standds for mannal record, red stands for sensor based record

yellow stsnds for motion based record, blue stands for schadule record and cyan stands for

intelligence record

Click the preview window to show the tool bar as shown mn area (17 nght click the preview

window to show the menu Hst. The tool bar and menn list are introduced in the mable below

Momw List

Mewuimg

Move toed Chel oo move e ol bar sywhiese

Manuslly Record On

Chack ot %0 st recordeng

Tostant Playhack

Ciek u 1o planvback the recoed, chick “Instant Mlaytack™ o select o
seli-define the matant plavback ome Ser § 1 Intant Plavback for details

Clhck ot %0 enable sudie. You can iosen 0 the camera sudio by enabling

SEIE

Euable Audio snils

M Clheek ot 20 pop up the s window. Clhek “Save” 10 e window 10 save
wap the muge Chck “Export™ to export the msage

PFTZ Control Clhek o %0 go 10 PTZ control umerfasce See Chapeer 8 PTZ for desails
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It bt
" 3

Zoom In Clek ot %0 go to sagle chasne! sngplfication eserface

Chek o 0 20 10 smage adjostenent smerface Refer 0 245 Rus
Adwntment for detads

Saan ulk

- Camer s Info Chek ot 40 view the [P camers wnfonsation

The single chanoel amplification interface is a5 shown below. Press and drag the blue box 10
select the zoom in urea. Clack / to zooun the muage. Click the camer selection box
to select other camerns for amplification. Click “Back” to retum to the hive view mterface.

5.2 View Mode
5.2.1 Display Mode

Set different screen modes and cameras’ display sequences as required and then save the
display modes classified by surveillance areas. proaties and so on. Refer to the pacture below.
Double click ane dasplay mode m the drsplay mode hst to view the live images s this mode
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»  Add Display Mede
Method Oue:

Chck “Custonuze Dusplay Modes™ m the above mterface and then st the wereen mode
2/ Add the cameras and adjust the cameras” desplay sequence as needed
2 Chek . under the display mode list and fhen cnter the display mods name w the popap

window, click the “OK™ button 1o save the awrent display mode

Method Two:
1) Chek Start-?Sethings=System=>Basuc2Output  Settings2?Mam Output to go fo the

mterface and then set the screen mode

% Double click the camern or camemn groap-m the list to add them to the selected window

2 Chek ﬂ to save the curvent dasplay mode (refer to 5 2.3 Scheme View o Scuucucg for
detail configurations). The dispiay mode will be saved and displayed m the display mode list m

the hve vaew mterface

#  Edit Display Mode

]

Click the "Customize Display Modes™ tab in the live view interface and then sslect one display
mode m the hat Clck h to edit the display mode name: clack . to delete the display
mode

5.2.2 Qulck Sequence View

You can stant gquick sequence view if the scheme has not been created. If the seheme has been

crented, please refer 10 £.0.3 Schape View in Sequenos for details

0
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-
Co to the live view mteriace and then chck to pop up a httle window. Set the dwell time
S
m the window and then chck to wiew the hive group by groap acconfing to the camemn
munber of the cunent soreen mode. Douhle click the sequence view mterface to panse the view

. - M
double chick agmmn %o restore the view. Clack 10 vop the view

5.2.3 Scheme View In Sequence

Click Surt?Scmings?Sysiem = Basg2Oupimt Semings>Main Output 10 go 10 the mrerfiace
s shown below

Arca (1) dasplays all the dweldl schemes: area (2 shows the detailed information of the schense;
area (3 desplags all the cameras; area 4) is the tool bar tD: clear button n favornite button.
chick 1t 10 pop up a window, enter the display mode name m the wmdow and then chick “OK™ to

save the auvent display mode: other buttoas are sareen mode buttons)
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» Add Scheme
Click i ares (L) 1o cresie o pew scheme Click m on the wp nght comer of the

scheme o delete n

» Configure Scheme

a) Select a scheme in ares (U and then chck the screen mode button oo the tool bar 1o set the
screen mode of the scheme

b) Select n camera wmdow 1 area 2} and then double clack the cameva 1 ares (3). The
camera will be added mnto the selected window. One camer in the same scheme cannot repeat
You can click the right-click menn “Clear™ m area (2) to remove a single camem or chck

10 remove all the caneras

¢) Click "Apply™ to save the settmgs

#  Start Sequence View

- -~
Go 1o hve wiew mterface and then clack to pop up a window. Set the dwell time m the

-
window and then click 28 to start scheme view m sequence. Double click the sequence siew

mterface 10 pause the view; double click agan 1o restore the view. Click B8 1o stop the view

524 Spot View
Chick Start=»Settings > System=» Bauc>Output Settings-»Output 2 to go to the mterface as
shown below
Clsck on the lefi to create a new scheme. Each scheme can only add one malog or IP
cubers. Sclect o scheme on the lefi and then double click or drag a camers on the nght 1o the
scheme wimndow i the nuddle of the interface. Afier fimshing the settmngs of all the schemes,

select the dwell time and click “Apply” to start plaving the schemes in sequenice i output 2
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5.3 POS Settings
Some models may uot support thes function
1) Chek Start=»Settmgy=? Bassc 2 POS Settings to go to the mtesface
2) Enable POS and click configure under “Comnection Settings™ 10 go to the following
mterace
3) Enter the IP addresws of the POS you want 1o add
W Check “Falter destmation”™, “Filter POS port™ and “Filter destination Port” (1f you do not
check them, please skap thas step) and enter the destination IP. POS port and destination port

you want to filter

2 Cliek “Display Position™ under “Display Settings” 0 set the positbon of the POS

miormation (Use the deflr semumgs of the general settings)
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{) Check “Tngger Camera™ and chick configure under it to bind POS fo the camera. One POS
can be bound 1o multiple channels, but one channel can only be bound to one POS

1) Chek “Apply” 10 save the settings and then the trade information will be displayed oa the
preview image in real-time
One POS is bowsd 10 ooe cuncea
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One POS 1 bound to mltiple cameras:

5.4 Image Configuration
541 OSD Settings

Click Stat>Sentings>Camers > Image 208D Settings 10 20 10 the mierface as shown below
Select the camers, enter the camers name (or dovble chick the camers name in the camers list 10
change the camera nane), cnoble or disable the name and tie OSDs (if ensbled. drag the red
name and time OSDs directly in the image view area 1o change the OSDs” display position) and
select the date, tme format and color Click “Apply™ to save the settings
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54.2 lmage Settings

Chick Suut->Settings2>Camern2lnnge2lmage Semmings 10 go w0 the followmg umerface
Sclect dse camern and then set the bngliness, contnst, saturation and boe of the camera, Click

“Advanced™ button or m the camern hist on the nght sude of the mterface to pop up
“Image Adjust” mterface and then set the relevant setting sems. Please refer to 545 lnugs
Admstment for detmled mtroductions of these sterus

You can click “Defanit™ button to restore the muage settings to the default factary settmgs

543 Mask Settings

Somse arcas of the mmage can be masked for pnivacy. Up to four mask arcas can be set for each
camern. Chek Stant=)Settmgs?Camem2Image>Mask Settmgs to go 1o the mterface as
shiown below. Select the camera and enable the mask. Chick “Draw™ button and then dmag the

i€
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mouse on the mage area to set the mask aren: click “Delete™ button to delete the mask areas:
chck “Apply” to save the seitings

544 Water Mark Settings

Click Seart->Settmgs>Camern=>lusage > Water Mark Settings to go 10 the mterface as shown
below. Select the camera and cuable waser mark and then sorer the water mark mformation
Click “Apply” to save the setmings
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545 Image Adjustment

Go 1o live view interface and then chek button on the tool bar wder the camern window
to go 1o the mmge adjustment mrerface

7 Image Adjustment

Select the camera and then click “Image Adjustinent™ t0 go to image adjustment tab. Refer to
the shove picture. Drag the slider to set the camer’s brightoess, contrast, samration and bue
vilue Check sharpen. wide dynamic snd denorse and then drag the shider 10 <ot the value. Click
“Default” button to set these parameters 10 default values,

The mtroductions of these parmbeters are as follows

Broghtuess 1t is the brghuness level of the camen's suage

Cossast 1t 14 the color difference between the bragluet and dagkest pams.

Satzzaton 1t 1x the degree of color punty. The color i purer, the mmage 15 bayghser

Hue 1t refers to the total color degree of the mage

Sharpen m;:u:mmaummuummum

The wide dynasmc range (WDR) function belps $e camens peovide clear mmges
Wode even wnder back light cucsssstaeces When Sere are both very bright ssd very

Dymaauc dxk seen ssltancomly = e el of view. WDR balances the tghtoess level
of e whale unage sod provade clew uuages with detuls

HLC lowens the bightuess of She entue musge by wpprenng the baghanew of
e mape's bright area and redscng the suize of e balo area

BlLC BLC I esabled, the sato exposase wall activate acconding 1o the scese 3o tu the
obyect of the tmage m the darkest aea willl be seen clearly
I Decyease Sie oo and muake S mage mose thoroogh. Inceasng the value wll

ke e socse erduction efect bemer bt it willl seduce the snage resclution

’W
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Whyte Balance Adym2 the color trmperatine accondng to Se envernmment sometcally

Image Muero Tun the cursent vadeo smape beevosmally
Image Flp Tum the cursent vdeo smage verteally

#  Lens Contrel
Select the camern und then click “Lens Control™ 10 2o to lens control tab. Click - of -
to adjust the zoom and focus parameters of the camera’s lems. Click “Save™ 1o save the settmgs

The mtroductions of theve parnmeters and buttons are as follows:

- |P™ [ eeeea—

o muad wode = selected focus botoe & “Our Key Foo™ &
Focus Mode “Day'aight mode swich smofocun™ will be avasable. of suto mode 1
selecied. the tune utterval setup wall be svalable

_ Click - -lo-ntnedcu!nlhludkun
_ Chick it to focus wstantly

Day'mpht mode W checked, the lems will foces sstomancally when the camera s switchang
wwaich autofocus day'mght mode

It 15 the tme sterval when camens less o ato-focusmy The suterval can
be st in the deop-down list

Tooe Intesval

Note: ThG famortow b wnly avalioble for the modely with gum gl oy, ar the sottings Aere

wre glloctive
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6 PIZ

6.1 PTZ Control Interface Introduction

You ¢an coatrol the dome or PTZ which connects w the camers for PTZ control

Chck n on the tool bar at the bottom of the live preview window to go to the FIZ control
mterface as shown below. You can select another dome or PTZ which connects to the camern
on the top right of the nterface for PTZ control.

Introductsons of the bustons on the bottom nght of the isterface:

Button

ek R B BN BN BN

10 (otate the doene Clhck 00 wlop rotatng e dome

Chxek - / - 10 2oces (0 | out the Cuners tnage

Cick T/ I 1o mcrease / decsrase the focal lengh

Ok - / - o morease | decrrane the wm of the dome

Drag the shder 10 adyost e rotatmg spoed of the dosse

Chek n / . 10 st / seop vecosding

Chck = J n 10 hade / show the madog joyeack

Clhck 1 %0 returs 1o the hve view sterface

9
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»  Analog Jovstick Cantrol

The analog joystick on the left side of the interface provides quick PTZ control. The dome or
PTZ will rotate when you drag the analog joystick, The farther you drag the annlog joystick
from the maddle of the mage, the fasser the dome or PTZ rotates, The dome or PTZ will stop
rotating when you stop deagging the analog joystick

» 3D Contrul

Chick the cnmern mmage on any area and then the image will be centered on the clicked point.
Refer to the picture as shown below: Drag the mouse from A to B to get n green rectangle and
the rectangle ares will be zoomed mn.

Refer 10 the pacture 35 shown bedow. Drag the mouse from C 1o D 1o get a green rectangle and
the rectangle ares will be zoomed out
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#  Advanced 3D Control

Double click the left button of the mouse on any arez of the camern image and then the mmge
size will be doubled and centered on the chicked pomt

Press and hold the left button of the mouse oo any aren of the camern mmage to zoam in the
mage: press and hold the ngit button to zoom out the unage

Move the cursor of the mouse to the camen image and then slide the scroll wheel of the mouse
forward to zoom in the image. slide the scroll wheel of the mouse backward to zoom out the
unage.

» OSD Setting
Go to PTZ protocol settng mterface and then set the protocol to COC before you call the OSD.

Click “OSD Menu™ 10 go 1o camens OSD settmng interface. Click - to stagr OSD setting
The meanings of the buttonis are shown in the table below

Meantag

Click e ne call seen srene or eater the sl mens of confiem e settngs

=|l-|H

Clack ot o cull sesaen seeerws of ety the sl miesn of couliom the setbegs
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\eaning

Clack of 1o change the menn seode of deciease the enu vadue

Click it te chunge the et mode of increase tle menn vabee

Clack i 10 g0 0 the previous meny

Clack 1 10 go 1 the next menn

#  Preset Setting

Chick "Presst” to go to preset operation tab aod then chick “Add” button to pop up » window as
shown bedow. Select the preset and then cnter the preset pame in the window; finally click “OK™
button to save the sertings. You con add 285 presets for each dome st 1nost

Adjust the dome’s darechion and then click “Save Poution™ 10 save the cument preset position
(you can also chck mnother preset mn the preset hist mud then save the preset position after
sdjusting the dome’s direction); click i the preset list to call the preset; click “Delete™
button to defete the selected preset

You can also go 10 preset setting mterface for preset setring, see 6.2 Presst Semug for details

»  Cruise Setting
Click “Crinise™ 10 20 10 cruise operation tab and then click “Add™ burtos 1o pop up » window »s
shown below left. You can add § cruises for each dome a2 most
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Q) Enter the cruse nmne m the “Add Crmrse” window and then chick “Add preser” to pop up
the “Add Preset” window (Before adding peeset to the crutve. please add preset of the dome
first)

2 In the “Add Preset” window, select the prevet nune. preset time and preset speed mnwd then
check “OK™ button

4 In the "Add Cruise™ window, you can click n to reselect the preset, then change the

preset tune and speed. Click - to delete the preset. Chick “Add™ button 1o save the crumse

Clck - 1o start the cruse and chek n 10 stop the cnxise wn the cruise list of the cruise
operanon tab: click "Delete” button 1o delete the selected crutse
You can also 20 10 crmse settimg mnterface for cruise semting. see 8 3 Cruise Seiting for details

6.2 Preset Setting

Chick Start=>Senmings 2 Canera 2 PTZ 9 Preset 10 go to the interface as shown below

»  Add preset
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Select cumern and then click “Add™ button 10 add preset; or click - o the camern st on
the night side of the interface to display the preset mfonuation of the dome mnd then chick
ﬁ to add preset. The operations of the “Add Preset” window are stmular to that of the
PTZ control mterface: please see §.1 PTZ Countrol Interface Iutroduction for detasls

»  Edit preset

Select canern and preset. You can enter the new name of the preset and then clck - to
save the new preset nume. Adjust the rotating speed. posstion. zoom. focus and iris of the preset
and then chick “Save Position" to save the preset

»  Delete Preset

Select camera mnd preset and then chick “Delete™ to delete the presss

6.3 Cruise Setting

Click Stan=2Scttings 2 Camera? PTZ 2 Cruise 10 20 to the interface as shown below

#  Add Crulse

Click - in the camern list on the npht side of the uperince 1o display the crwise information
of the dome and then click to add cruse. The operations of the “Add Crusse”
window are sumtlar to that of the PTZ coutrol interface: please see §1 PTZ Control usriacs

lutcodustiog for details

» Edit Cruise
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Seclect the camera and crutve m the “Crunse” mderince. Enter the new crnuse name and then

chick - 1o save the cruise name. Click "Add Preset™ to add preset 1o the erusse. Chck

to edit the preset. Chck to delete the preset from the cnuse. Click one preset mi the preset
l3st s then chick - 10 move down the preset and click 1o move up the preset, Clck
to start the cruise and chick 1o stop it

#  Delete Cruise

Chck - in the cumern list on the nght side of the mserface to display the cruise information

of the dotoe and then chick on the top ngln comer of the crusse 10 delete the cruise

6.4 PTZ Protocol Setting

Chick Start=)Settings = Camera=? PTZ-?Protocal to go to the mterface as shown below. You
can enable or dwable the PTZ and set the protocol, band rate and address of the analog dome m
the mterface. Please make sure the analog speed dome camsera is well connected to the DVR

before you control it

Sclect the camern und enable PTZ and then set the protocol, band e and sddress of the dome
scconding 1o the settings of 1he dome

Provocol; The debult commumnscation protocol of the DVR 15 COC, Range frome PELCOP,
PELCOD, LILIN, MINKING, NEON, STAR, VIDO, DSCP, VISCA, COC, ¢t¢

Addresy: The addeess of the PTZ device

Baud Rate; Baud rate of the PTZ device. Rangs from: 110, 300, 600, 1200, 2400, 4800, 9600,
19200, 34800, $7600, 115200, 230400, 460800, 921600

45



Record & Disk Management DVR User Manual

7 Record & Disk Management

7.1 Record Configuration
7.1.1  Mode Configuration
Please formar the HDDs before recording (refer to 1.8 Dysk Magagement for details), Click

Start - Settings?Record > Mode Sertings 10 go 10 the mode settings wmerface. You can st the
record tme uwoder the “Maoual Record Serings™ and then click “Apply™ button 1w save the
setnngs There are two record modes: anto mode and manual mode

» Auto Mode

Maotion Record: Motion alanm record wall be enabled when motion alanu happens

Senzor Record: Servor nlarm record wall be ensbled when sensor alann bappens

Mation Record+Semsor Record: Motion'sensor alarm record wall be enabled when
motion vensor alarm happens

diways(24 x7) Record+Motion Record: Normal recoed is casbled all the tune. moton alanm
record will be started wiven motion alann happens

Ahwvays(24 x7) Record+Sensor Record: Nomuml record 1 enabled all the tune: sensor alamm
record wall be started when sensor alanu happens

Abwayn(24 x7) Record+ Motion Record+Sensor Record: Normal record 1 enabled all the tume:
motion sensor alanu record will be enabled when twotion 'sensor alarm happens

Always{24 x7) RecordsMotion Record+Sensor RecordtAnalytics Record: Nocmal record 18

ciabled all the tme, moton'sensorintelligence alann record will be enabled when
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motion 'senvor'mtelligence alanm happens
Always(2d x 7} Record*Motion Record+Sensor RecordtAnalytics Record+POS Record:

Normal record 15 enabled all the time. motica’'sensor’ Analytics POS alarm record wall be

emabled when motion sensor’ Analytics 'POS alanm bappens

Some models may not support POS recording

You can add more ssto modes on mtelligence revord, Chick “Advanced™ button 10 pop vp a
window as shown bedow. Check the modes tn the window sod then chick “Add”™ button 10 show
the modes m the record mode Tist (i the window, the checked modes can be shown in the
record mode list wiile the uochecked modes cannot; you cannot only check “Always(24 x7)

Record™)

Select one amto mode to pop up the carrespoading window. Set the encode. GOP, resolution,
FPS, batrate type, quality, max bitrate and audio of cach camera and then click “OK™ to save

the settings. Please adjust the parameters accordmng to the actual condion

Video Encede: the video encode formas of the camern

GOP: gronp of picnares

Reselution: the hagher the resclunon 1. the clearer the unage 18

FPS: the hugher the frame mare 15, the more flusncy the video 15, However, more stormage room
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-
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will be taken up

Birrate Type: CBR and VBR are ophoaal. CBR means that po matter how much change 1s seen
m the vadeo wene, the compression bitrate will be kept constant. VBR nscans that the
couzpression batrate will be adjusted according scene changes. For example. for scenes that do
not have much movement. the bitrate will be kept at a lower value. This wall help to optunize
the network bandwadth

Ouality: When VBR 15 selected. you need to choose inmge quality. The lugher the image
quality you choose, the more bitrate will be requered

Max Bitrate: 32Kbps ~ 10240Kbps are opticaal

#  Mavual Mode

If the manval wode 15 selected, you nesd 1o set the encode parameters and record schedides of

v and 7.3 \sh"«lllls '\s!n"f for details

-

cach camern. See

1.2 Advanced Configuration

Click Sturr->Semings=>Record>Advanced 10 go w the following iterface Enable or disable
eyele recond (oycle record: the earliest record data will be replaced by the latest when the disks
are full}. Set the stream, pre-alann record tune, post-alarm record time and exparation tune of
ench cansers and then chick “Apply” 1o save the setrings

Pre-alarm Record Time: set the tune to record before the actual recordimg begms

Post-alarm Record Time: set the tume to record after the actual recording s finsshed
Expiration Time: set the expuation time for recorded video. If the set date s overdue. the
recorded data will be deleted automstically

Encode Parameters Setting

Chick Start=>Settingn > Record > Encode Parameters to go to the mterface as shown below. Set
the encode. resolution, FPS, betrate type. quality, max batrate and audio of mam stream for each

4N
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camern i “Event Recording Settings” and “Schedule Recording Settings™ msterfaces. Click
“Apply” to save the settings, You can set the record stream of each camera one by coe or st

them m balk for all cameras

Click Start=?Scttings=?Record=>Stream Settings to go to “Sub Stream” usterfoce, Set the
encode. resolution, FPS, bitrate type. gquality and max betrate of sub-stream for each camera m

the mterface and then click “Apply™ to save the settings

7.3 Schedule Setting
7.3.1 Add Schedule

Chick Stan=>Senmmgs?RecordPRecord Schedule2Edit Schedules 1o go 10 the mterface a5
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shown befow. “24x 77, "24x 8" and “24x 2" wre the defanlt schedules: you camnot edit o
dedete “24x T while "24 x 5" and “24 x 2" can be edited and deleted, Click the schedule name
to display the detailed schedule mformation on the left side of the wterface, The seven rows
stand for the seven days m a week and each row stands for 24 bours m a day. Blue stands for

the selected thme and gray stands for unselected time

Click 0 add o new schedule. Refer 10 the pictirs below

Set the schedule name and schedule ttme and then chek “Add” 1o save the schedule, You can

set day schedude or week sehedule n add burton delzte button
#  Set Day Schedule

&%



Record & Disk Management DVR User Manual

Chck B and then drag the cursor on the me scale 10 set record fime; chick and then

drag the cursor on the time seale 10 delete the selested nrea

You can manaally set the record start time and ¢nd trme. Click n or B and then click
“Manual™ on each day to pop up a window as shown below, Set the start aod cod time s the
window and then chick "OK" to save the settmgs

Chick “All" to set all day recordeng; chick “Reverse™ to swap the sclected and unselected time
m a day: chek “Clear All™ to clear all the selocted area m a day

Chek “Copy To™ to copy the schedule of the day to other days. Refer to the picture below.
Check the days m the wmndow and then chck “OK™ to save the settngs

b

»  Set Week Schedule

Chick u or Bmd then click “Manal" beside B 1o set the wesk schedule. Refer to the
pictare below. Set the start and end tune, check the days in the window nnd then ¢hick “OK™ 10
save the settings
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Chick “All” to set all week recording: chick “Reverse™ 10 vwap the selected and unselected time
m a week: chck “Clear All" to clear all the selected area m a week.

7.3.2 Record Schedule Configuration
Clhick Stant-»Settings?Record-?Record Schedule?Schedule Configumtion to go to the
interface as shown below. Set the schedule of sensor record, motion record, timed record and
ntelhigence record. Click *None” in the drop-down meun to clear the schedule. Click “Apply”
to save the settmgs

Go to “Edit Schedubes™ mterface and then click n to edit the schedule. The setmngs of
“Edit Schedule™ are samilar to that of the “Add Schedule”. Click to delete the schedule.

7.4 Record Mode
7.4.1 Manuaal Recording
Method Ome: Click [B on the tool bar st the botiom of the live view iiterface 10 cnable

recording of the camera
Method Two: Go 1o live view iterfasce and then check the right-click menu “Manually Record

On” m the camera window or chek on the tool bar under the camern wmndow to start
recordmg

Natw: Clieh StareDNostings Dhecerd PMods Lerttagn wd hen wet ihe manwal sevend time v e

Anteefuce. Tk “Appdy™ a vave the semiogs,

742 Timing Recording

Timing Recording: the system will record astomatically according to the schedule
Set the timung record schedule of cach camera. See 7.3 Schedule Settmg for detasls

743 Motion Based Recording

Motion Based Recordimg the sysiem will stam moton based recording when the motion
object appears in the sctop schedule. The setup steps are as follows

() Set the motion based recoeding schodule of each camemn. See 7.3 Schedule Sating for
details

2 Emble the momnon and set the motion arca of each camers See 921 Monon

<2



Record & Disk Management DVR User Manual

Coufipuatiog for details.
The camera will start motion based recordmg once you fimish the sbove settings,

744  Sensor Based Recording

(D Set the sensor based recording schedude of each camern. See 2.3 Schiedule Sstring for
details

(2 Set the NONC type of the sensor, enable the sensor alsrm and then check and configme
the "Record™. See 2.1 Sensor Alanm for details

745 Intelligence Recording

7.5

(0 Se1 the wrelligence recording schedule of each [P camera See 7.3 Schedule Sening for
derails

& Enable the intelligence detection (obyect detsction, exception, lme crossing or mtrusion
detestion) and draw alert surface or waming ares of each IP camers, See 9.3 Intelligencs
Alagm for detsls

The camern will start wmtelligence recording oncs you finish the sbove settings. This foacton
1 only available for some [PCy

Disk Management

The HDD can be plugged m or palled out wien the DVR 1s on

Chick Start=>Settmgy=?Disk=>Disk Managemnent to go to disk management interface. You can
wview the DVR's disk number and disk status and 50 on m the mterface. Click the “Format™
button to format the HDD.

Note:  The pew BDD shonid be formatiod for nocsw s

Somse models mny not sopport RAID function. The settings of RAID ars as followings. Please
skip the settings of phiysical disk. anwy and disk mode if the DVR doesn't support this function,

» RAID
(1) Enable RAID
(Go to Start=dSettingsdDisk->Disk Mode)
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2) Create an aray. (Go 10 Stant=>Settings > Disk 2 Pliysical Disk)

n. Click “Physieal Disk” tab and then click “Creste an wray”

b, Enter the wser naume and password which has the suthority of Disk Management. If you
don't have one, you can use the user name and password that you login system (the defanly
usermanne adonin)

¢, Enter mray nasne and select sray type (like RAIDS)

d. Selest physseal disk

If you luve 16 disks, please check 15 dRsks. The remammg one should be set 1o a hot spare
If higher data secunity i1s needed, you can docrease phiysic disks and increase hot spare disks
Please set thewn as needed
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¢. Select n hot spare  In the physical disk torerface, select the disk thar ts not m the anay and
e

chck BN as shown m the following pictures.

® RAID Rebuildng

If ome of your disks 1s broken, the disk mdicaror on the front panel will am red. Of conrse, »
wamning tip will pop up if the relevant HDD exception alarm is set. You need 10 rebunild the
RAID afier you replace the broken disk with a new one

Disk Managermeani Physicsl Digk Dink Mode

Chck fhe shove cucled icon and then select the physical duk to 1ebold

<«
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7.5.1 Storage Mode Configuration

Click Start-2>Settings2Disk-2>Storage Mods w0 2o to the intsrface as shown below

There are four disk groaps. By using disk group, you can correspond the cumera to disk (the
record data of the camen in the group will be stored mto the disks in the sae group). The
DVR with ¢-SATA miterface supports ¢-SATA recording

The added disks and cameras will be added mito group cos sutomatically The disks and
camerns i the groups can be deleted except group one (select a dusk group and then clxck

on the top nght comer of the added dask or camera 10 delete it from the group). The deleted
disks and cameras will be moved mio group one sutonuatscally

Each groop can add the desks and cameras from other groups. Each disk and camern ¢an only
be added into one nonmal group. Select a disk grouvg and then click KM i the disk or cansera
row 10 pop up » window. Check the disks or camerns m the window and then chick "Add

Some models may sopport “Backup Group”™. If your device dossn’t suppoct this function,
please skip the following wstructions

hE
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You can add the muportant chaunels mto the backup group to avoad data loss

Select “BK Group™ and then click M o odd o didk o the backup disk. Then an
authentication box will pop up. After entenng the logm username and password. click “Format
Now"™ to select the backup disk. The added backup disk wall be formatted and ths desk will be
removed from the normal group. Then add cameras to the backup group. These cameras can be
added to a normal group and the backup group simmltaneously

7.5.2 View Disk and SMA.R.T. Information

Clhick Stant=9Settings=?Disk > View Dusk Information to wiew the HDD wdonmation; clck
"SMART Information™ to view the working status of the HDD. Refer 1o the pacture below
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8 Playback & Backup

8.1 Instant Playback

Chck uonlhewolbullh:bmwmof&zpz\wmwm&mwphyhukdu
record (elick [} on the 100l bar st the botiom of the live view interface 10 set the defauk
playback time). Refer to the picture bedow, Dmg the playback progress bae 1o change the
playback time, Yoo can also click the right-click menu “Instant Playback™ w the camers
window and then set the instant playback time to play back the revord

8.2 Playback Interface Introduction

ctick [l on the 100! bar st the bottom of the tive view interface or click Stast=> Playback o

go 1o the playback interface as shown below (click . on the 100l bar ot the bottom of the live
view inderface 10 set the default playback time).

8




The added caumeras wall playback thew records m the playback mtertace nutocnatacally. Yoo can

also add the playback camera manmlly. Chek s the playback window to pop up the
“Add Camern” wmdow. Check the camseras m the window and then chck “Add” to add
playback camer

The buttons oa the tool bar {(area (1)) at the bottom of the playback mterface are mtroduced m

the tabie below

VMezning

Staet bamens. Chick of 1o pop op sees (L

Pull seyeen bummen. Chick ot to show full sereen chek o aga %0 et the full
et

Screen mode bunoey

OSD ON bunes Clck @ 80 enabde OSD. click i agam 10 dusable OSD

$1op button

Rewmd bemon. Chick it to play wideo backwand

Play beson. Chck it to play vdeo forwasd

Pause buston

Deceleranon bamoa Click 11 10 decrrane S plnving yeed

Accelerateon bumon Chok it 10 iciease the playing speed

Previcus frame bution M works ondy when the Sorward playing » psused
stigple screen mode

Next Eaow buton. It works only when S forwand playmg s peused @ ungle
wreen mode

L

o)
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Ch:h'touph:hmlm-d(hd Ml o step forwand W

Click i1 10 show the water mark oo She smage. clck - o bude the water
ok

Event lattag bunon Clck # © view e event second of
ool ‘schedule sessor’ motion and the tag mécemabon

Openiciose POS wmforsatios

Backup bunon. Diag the mouse o the tame scale 50 sedoct the tune peniods sed
camenas, 304 then chek the button to back up the record

Backup status button. Chck o %0 vew the backup statim
Back busson. Chick it to retiam

Full screen motson betson

Draw rectangle. You can search the recond of motsn detection m the pre-defined
sectnguly wea

Draw bne You o wearch e rrooed of crossing the lne after deawmng the line
Draw quadniaesal You can sesurh the secood in this geadinlateral after drawming
1

Senan playback semings Chek @ o ser smant playback

(NI B DT TolE TR (S

:
a\

I
i ”'
(
v 3

Chick 1t 10 10 10 recoed search weerface. see 1.4 Record Search Plavback
A Bakag fox detube

Chck 1110 o 10 bve wsew sstexfuce, see Chatier S Live Vicw Runodachon
for desanle

Chck on the playback window to show the tool bar as shown m area (0); nght chick on the
window 1o show the menu fist. The 100l bar and menn list are introduced in the table below

Ty . easing

Move sool Click i1 10 move the wol bu asywlere

Click 3 to enable sado. You can liston 10 the camwera andko by

enshbayg audio

Click o to smap

Click it 1o po 10 the xoom m ssterfice The xooe e witerface »

strtlae 10 that of the camer vandow = the kve view userface

Chek - 10 pane e recced playeng. chek n 10 play the

record Whmtumdnpnedah-uﬂph_\wnnawu
%0

can chick n 20 view the previous frame aod click
view e sext e

Enable Andio

3 Eomi
g

O

Loom In
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Click 1t 10 add tag. You can play back the recosd by semchmy the
m Add Tag added tag Click it s then enter Sie tag mame i the popup
window. Click “Add”™ 10 add uag

Clack 1 1o swinch the playback camera. Click it and then cheek the
E Switch Cumers camera m the popep wasdow, Check “OK™ 10 change the camena

:E Clese Camners Click i 1o close the playhack camers.

Introchsctzon of area 4

Click Il w0 st the dare: ctick [ 10 et the time s0d then the playback camers will play
the record from the time you set. You can check the record type as requured for record playbiack:
first you should click Il on the ool bar at the bottom of the interface o cleat all the playback
m.mmmcww(.:mdnm.:mwmm&.;
awotion based secort: [ schadule ecord: [ intligene seoort: [ POS recond) and
finally click Il in the playback window 1o add camer for playback (the record time seale
will show the record data of the checked record type only afier the above operations)

Introcduction of the record time scale (area @))-

A 100l bar will appear after moving the mowse 10 the record time seale. Click [l / [l «
zo0m the timeline: <lick [l t0 recover the timeline to 24 bours’ rati. Drag the timeline or
shide the scroll wheel of the mouse on the time scale 1o show the hidden time on the top or
bottom of the timeline, You can alvo click [N 1o show the hidden time oo the top of the
sinetine or click [ 1o show the hidden time on the bottom of the fimeline. Drag the slider
ot the bottom of the time scale to show the hidden playback camerns.

The record tims scale shows different record rypes with different colors. The green block
stands for manal record, red block stands for sensor based recond, yellow block stands for
motion based recond. blue block stands for schedube record and cysn block stands for
inelligence record. Click the record block 10 s¢t the time snd then the playbock camers will
play the record from the time you set,

Drag the color block on the time scale 1o select the backizgp ares and then nght chick the area of
click B 16 pop up a backup informtion window, Click the “Backup® in the window 16 pop
up the backup window, Sclect the device, backup path and backup format and then click the
“Backup” button to stan the backup

8.3 Smart Playback
®  Suact Playback Semings
C&kghphﬂlebﬂowxqmaﬁoe.Sﬂ&enhuof'Spndolmm\-:doo"
(Please skip thas one if you click “Skip non-nterest video™), “Speed of mserest video™ md
“Intravion pescentage™.
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®  Smart Plavhack by Draning Rectangle

Chick E and draw » rectangle m the desired wrea. Then the system wall stomatically search
the recoed files of this mea The cyan blocks indicate that there wre intelligent recordang files
Move the cursor to such block and click 10 piay the record

®  Swmart Playback by Drawing Line

Chick and deaw a line  the desired mrea. Then the system will nutomatically sesrch the
record files about crossang this lme The cyan blocks mdicate that there wre intellipent
recording files. Move the cursor 1o such block and ¢lick 1o play the record
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®  Smart Plavback by Draning Quadrilateral

Chck and draw a quadrangle m the desired aren. Then the system wall mustomancally
search the recond fikes of this arca. The cyan blocks indicate that there are imtelligent reconding
files. Move the cursor 1o such block sad clack 1o play the recond

8.4 Record Search, Playback & Backup

The record dats and the saapped pictures can be backed up through petwork or USB (U disk or
USB mobile HDD). The file system of the backop deviess should be FAT32 formut

8.4.1 Search, Playback & Backup by Time-sliced Image
@ Click Stan>Search and Backup->By Time-sliced Inssge 10 go 10 “By Time-sliced Imags"

63



tab. There are two view modes: by tume and by camera. In the tune view mode. & muoanmm of
64 camera thumbnmis can be shown. If the camnera thwubnal munber 1x more than 64, the
cameras will be lasted directly by thewr camern name. pot the thunbnal A msaxmmm of 196
camera names can be histed. If the camera name number s more than 196, the tune view mode
will be disabled and the canvera view mode will be avalable only

5

2 Select one camern m the mterface and then click the “Open” button

3} Click the image box to play the record m the umall playback box on the left ude of the
mterface (the box which has mmage mmide mdicates that the record data exast)

4) Refer to the pecture below. Dvag the color blocks on the time scale to select the record data
and then chick the “Backup™ button to pop up the “Record Backup™ window as shown below
Select the devace numne, backup format and path and then click the “Hackup” button to start the
backup
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Soder 1 yon Bwck g the revmed i provate faranad, the riem wlll baek w8 KLY phayer 0 U380

devtce swmmattinily. The provee format recard can Ae plased by RALS plaver swly

& Chek the “Playback™ button to pley the record in the playback mterfce (refer w0 £2

Plavback loterdface latroduction for detatls), Chick “Close™ 1o close the miterface

Time Skice Mode Selecting

Methoad One: Click the "Year™. “Mouth™ or “Day”™ button under the record tume scale to select
the tane shice mode. In “Day" mode, chck n n on the lefi nght side of the time scale
to view the record of the Iastnext day: click “Minute” in the “Picture™ option under the time
seale 1o select “Minwte”™ mode (i “Minute™ mode, chick the time scale 10 change the tiune of the
60 display windows) and click “Hoar™ w select “Howr™ mode

Method Two. Chck - besade “Camers Thambuail™ on the left wp comer of the mterfnce
1o select the hme shoe mode

Method Three: Right-click the mouse ca nny area of the time-sliced mterface to go back to the
upper interface

8.4.2 Smart Search
Chek Start2?Search and Backup—>Sumart Search to go to “Smant Search” tab as shown

below

Behavior Detection: when you seloct the smart playback mode, the system will analyze the
video mchiding the motion detection, tnpwire and mtrusion detection

2 Chck “Bebavior”. Sct the searching tune penod and you will search the chamnel winch has
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the mtelhigence detection record.
3} Check the channel and select the smart playback
@)  Set the backup time and select the channel 1o backup.

" wEln B Mo ow.rs. o4
!
)
“ :
.

\"'
I LS raie s

LA
: Full screen mobion button

s

Moton bumon

k. Druw line button. You can search the recoed of crossiog the line afier dewwing the line
Draw quadnlateral. You can search the record i thes quadnilateral after deawing it.

Sanrt playback settings button, Click i 10 set intrusion perocutage

843 Search, Playback & Backup by Time
(2} Clck Strt->Search and Backup->By Time 1o go to “By Time™ tab as shown below
2 Clxk . on the bottom of the imterface 1o add playback canwrs. Click “Modify” on the
top nght comer of the canera wmdow 10 cange the camera and click “Clemr™ to remove the
cansera
3 Click the camers window to play the record in the small playback box on the Jeft side of the
mterface. You can set the date on the top left of the nterface. check the event type as required
and click the e seale or click - under the tme scale 10 961 the time. The camern window
will play the record according to the tine and event type you set
4 Dmag the color blocks on the time scale to select the record data (or click the “Set Backup
Titne ™ button on the bottom left comer of the mterface ro set the backup stan time and end tine)
and then click the “Backup™ bunoa for recond backup. Click the “Playback™ button 1o play the
revord i the playback interfiace



8.4.4 Search, Playback & Backup by Event

Some models may support searchang POS event

i Click Str>Search and Backop-2By Event to go to “By Evenr™ tab as shown below

2 Check the event type in the interface #s required

A Chek IEE to set the start tinse and end time on the top left of the mterface

4 Check caunerns on the left ude of the mterface or check “All™ to select all the camemns and

then click to search the recond, The searched record will be displayed m the last

o Chek - m the bist to play back the record m the popup window. Chck B to back up

5"
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one record data or check mudtiple record data m the list and then click the "Backup™ button for
record batch backup

B)  Select one record data m the list and then click the “Playback™ button to play the record m
the playback iterface

8.4.5 Search & Playback by Tag

Only if you add the tags can you play the record by tag search. Click Starnt=>Playback 10 go 10
the playback interface and then click on the bottom of the camern window to add tag
when vou want to mark the playback time pomt of the selected camer

Clsck Start2>Search and Backup—2Tag Management 1o go to “Tag Management” tab

Chck - m the mterface to play the record. Click n to edit the tag name. Clsck - fo
delete the g

8.4.6 Image Management

Chick Start<2Scarch and Backup2Image Management 1o 2o to “lamge Manngement™ tab, The
systemn will display all the sanpped images automtically m the list

Chick - 10 delete the wnage, Chek B to pop up the “Expont™ window, Select the device
pame and save path in the window and then click the “Save” button

Clack 10 pop up the “View lmage™ window. Clck “ to export the immage. Chck n
to view the previous mage; click o view the next tage, chick to delete the mmape
clsck to play all the umages
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8.4.7 View Backup Status

Chick Start>Search and Backup—>Backup Status or elick ﬂ an the 100l bar at the bottom of
the playback interface 10 view the backup status.
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9 Alarm Management

9.1 SensorAlarm

To complete the entire sensor alarm settngs, you should enable the sensoe alarm of each
camern and then set up the alaom handling of cach camern
U Chick Stt=Senings > Alannu > Sensor Alarm o 2o to the following merince

Select the alarm type (NO or NC) according to tngger type of the sensor

2
3 Enable the sensor alanm of each camern

@) Check the “Record”, “Suapshot™, “Push”, “Alamu-out” and “Preset” and enable or disable
the “Bazzer”, “Pop-up Video", “Pop-up Message Box™ and “E-amul™ as requared

B Click “Apply”™ to save the seltings.

The configuration steps of the above mentioned alarm Hukages are s follows

Duration; it refers to the merval thioe between the adjacent motion detections. For mstance, if
the duration tine & set 10 10 seconds, once the system detects o motion, it will 2o 10 akarm and
would not detect any other mwotion (specific 10 caanera) in 10 seconds. If there 15 another motion
detected dunng thes period. it will be considersd as & contmuous movement; otherwise it will
be considered as & single motion

Record, check it and then the "Trngger Record™ window will pogp wp sutomatically (you can
also click the “Configurs™ button to pop up the wmdow), Select camers oo the keft side and

then chick 1o set the camera as the tngger camera. Select tngger camera on the nght sade
and then click to cance] the tnpger camera. Clack the “OK™ button to save the settings

The trigger cameras will record auromatically when the sensor alamm is tnggered

Snapshor; check it and then the “Togger Saapshot™ wandow will pop up satomstically
Configure the mrigger camens tn the window. The trigger cameras will snap amomatically when
the sensor alarm & triggered

Push: check it and choose ON or OFF. If it is ON, the system will send messages when the
sensor alanm is tiggered

Alarm-oar check v and then the “Trgger Alarm-owt™ window will pop up aromatically
Configure the ngger alamu-out o the window The system will trigger the alanm-omt

N



mutonatically when the sensor alarm 18 tnggered. You need to set the delay tmse and the
schedulbe of the alarmm outputs. See 8.5 1 Alann-gut for detmls

Preset: check ot and then the “Trnigger Preset™ window wall pop up automatically. Configure the
tngger preset of cach camern. To add presets. please see §.2 Preset Sstting for details

Buzzer: of emabled. the systemn wall began to buzz when the sensor alarm 1s tnggered. To set the
delay tume of the buzzer. please see 2,54 Bugzzer for detmls

Pop-up Fideo: After camers setting. the systemn will pop wp the comesponding wideo
automatically when the sensor alarnm 15 tnggered. To set the duration tune of the video, please
see 953 Duplay for detmls

Pop-up Message Box: if eunbled, the systexs wall pop up the comespondmg alarm message box
mutomatically wiven the semsor alarin i tniggered. To set the duration tune of the message box.
please see 2.5.3 Dasplay for detmls

E-mail: 1f enabled. the system wall send an eamml when the semor alarm v triggered. Before
you enable the emml, please configure the recipient’s eanml address first (see LLLS E-suml

Coufipuation for detals)

9.2 Motion Alarm
Movion Alarm: when the motion obgect appears i the specified area, it wall mgger the alanm.
You should enable the mohon of each camera first and then set the alarm handling of the
camera to complete the whole confipuation of the motion alarm.

9.2.1 Motion Configuration

D Click StarSentings > Camera-> Motion 10 go 1o the following interface

25 Select the camern, enable the monton aod set the sensitivity and duration of the camers
Senvitivigy: the higher the value is, the more sensstive 1t is to motion. You shoukl adjust the
value according to the practical conditions since the sensitivaty is mfluencad by color and time
(dsy or might)

Duration: it refers 1o the mrerval tme between the adjacent motion desections. For mstance, f

7
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the duration tune = set to 10 seconds. once the system detects 2 moton, it wall go to alanu and
would not detect amy other motion (specihc to camera) m 10 seconds. If there v another mohion
detected duning thas period. it wall be considered as & contmuous movement: otheraive 1t wall
be consadered ns a single motion

5 Drag the camern wmmage 10 st the motion ares. Yoo can ¢t more than ooe motions ares
Chick “All”™ 10 set the whole camem mage as the motion arca. Click "Reverse™ to swap the
motion area snd the oon-motion mrea Chek “Clear™ 10 clear all the motson arcas.

Al Click “Apply” to save the settings. Click “Processing Mode™ 1o go 1o the alann handhing
coafiguration ieerines of the moton alarm

9.2.2 Motion Alarm Handling Configuration

Chick Start=>Settings =2 Alarm=> Motion Alarm to go to the following usterface

Z Emable or dwable “Record”, “Snapshot”, “Push”, “Alsrmeout”, “Preset”, “Buzzer”

“Pop~up Video” and “E-mml”. The alarnm handlmg setting of motion alarm 1 sumlar to that of

the sensor alarm (see 8.1 Sgusor Alagy for details)
3} Chek “Apply” to save the settings. You can click “Motion Settmgs"” to go to the motion
configurntion interface

9.3 Intelligence Alarm
9.3.1 Object Detection
Object Detection Coafiguration
Chick Start=>Settings 2> Camera2inteligent Analytics2Object Detection to go to the
tollowmg mterface

%) Select the camnern, ensbie the object detection and set the duration and detect type, There
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are two detect types: Abandoned object and nussmyg object

Abandoned object: Alarms will be tmggered if there are mticles left m the pre-defined
detection arca

Missing object: Alarms wall be mggered if there are amticles mnssng m the detection aren
drawn by the usen.

3) Select the alarm area. A maxinuns of 4 alann areas can be set

4) Draw the alarm area of the object detection. Refer to the mterface as shown above. Check
“Draw Area” and then click around the ares where you want to set as the alarm ares n the
unage (the alarm area should be a closed area). Uncheck the “Draw Arca™ if you finnh the
deawang. Clack the “Cleas™ button 1o delete the alanm area.

B Click “Apply™ to save the settmgn

8) Clck “Processmng Mode™ to go to the alarm handling configuration mterface of object
detection

Object Detection Alarm Handling Configuration
Click  Sturt>Settings> Alnnm 2 Intelligence  Alarm-2Object Detection 10 go 1o the
followmg interface
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2 Enable or dmable "Record”, “Suapshot”, “Push™. “Alanmeout”. "Preset”. "Buzrer”.
“Pop-up Video™ and “E-mal™ The alarm handling setting of obgect detection alarm s simalar
to that of the sensor alarm (see 2.1 Seazor Alany for detaily)

@) Check “Apply” to save the settings, You can chck “Obgect Config™ to go to the objpect
detechon configuration msterfnce.

932 Exception

Exception Configuration:
Chek Stant=»Settmgs > Camera~d Intelligent Analytics -»Excephion to go to the follovwang
miteriace

2} Select the camera nxd enable the relevant detectson as needed.

Scene Change: Alarms wall be tnggered if the scene of the monttor vadeo has changed
Video Blurred: Alarms will be tnggered if the video becomes blurry:.

Video Color Cast: Alarnw will be tnggered if the video becomes obscured,

31 Set the senutrvity of the exception detection

1 Chek “Apply™ to save the scttmgn

5 Chek "Processang Mode™ to go to the alarm handling configuration interface of exception
detection

Exception Alarm Handling Configuration
Click Start2>Settmgs > Alanm2Intelligence Alurm= Exception 10 go to the mterface
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2} Eupsble or desable "Recond”, “Suapshot”, “Push”™, “Alame-owt”, “Preset”, "Buzzer

“Pop-up Video" and “E-mnal” The alaem handling setting of exception detection alamu is

satsnidar to that of the sensor alanm (see 0.1 Sensor Alany for details)

21 Click “Apply"” 10 save the settings. You can click “Exception Config” 1o go to the

exception detection configuration interface

933 Tripwire

Tripwire/Line Crossing Configuration:
Alarms wall be tnggered if someone or something crosses the pre-defined alarm hine.
Chck Start?Settings2>Canera=? Intelligent Analytics 2 Tngware to go fo the following

wsterince

Select the camern, enable the Ime crossing detectson and set the durstion

A Select the direction
Direction; A<->B, A—>B and A<-B optional. It is the crossing direction of the mtder who

crossss over the alert live
A<>B; the alanm tniggers when the mtruder crosses over the alert line from B 10 A or from A

B
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A->B: the alarm tnggers when the mtruder crosses aver the abert line froan A to B.

A<-B: the alarm mggers when the mtruder crosses over the alert line from B to A

Note: For the amalog camer. only A<->B can be set.

4} Dmaw lme Refer to the mierface as shown above. Check “Dmaw line” and then drag the
mwoine i the muage to draw an alert hine. Uncheck the “Draw lme" if you finnh the drawmg
Clack the “Clear™ button to delete the alert lme

=

5 Chek “Apply™ to save the settmgs

8 Clhck “Processing Mode™ to go to the alarm handling configumtion mterface of Ime

crossing detection

Line Crossing Alarm Handling Configuration
Chek Start=)Settings=> Alarm-d Intelhigence Alarm-»Lime Crossing 10 go to the following

interface

4 Enable or dwsable “"Record”. “Smapshot”, "Push™, “Alanneout”, “Preset”. “Buazzer™

“Pop-up Video™ mnd “E-muil”. The alanu handiing setting of hine crossing alarm s simular to
that of the sensor alarm (see 9.1 Sensor Alarm for detanls)
& Chek "Apply” to save the settmgs. You can clack “Crossmng Coahig™ to go to the Ime

crossng configuration interface

934 Intrusion Detection

Intrusion Configuration
Alarins will be nggered if someone or somethmg mtrudes o the pre-defined area
1 Click Stant=Settings>Coamnenn=> Intelligent Analynies 2 lntnasson Detection 10 go to the

followwng mterface
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2 Select the cnmern, enable the mtrusion detechon and set the duration

3) Select the alarm area. Up 1o 4 alarm aceas can be set up

4) Draw the alarm area of the mtnmion detection. Refer to the mterface av shown below.
Check “Draw Area”™ snd then click around the area where you want to set as the alann area m
the muage (the alarm area shoald be a closed area). Uncheck the “Draw Area™ if you fuunh the
drnwang. Clack the “Cleas™ button 1o delete the alanm area.

—

S Chek “Apply™ to save the settmg

8) Clck “Processsng Mode™ to go to the alanm handhing configunation meerface of intrusion

detechion

lutrusion Detection Alarm Handling Coafiguration:
3 Click Suar>Semtings>Alarm-2 lntclligence Alaom2Intrusson Detcotnion 10 go 1o the
followmg mterface

-
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2 Epable or disable "Record”, “Smagshot”, "Push™, “Alann-out”, “Preset”, "Buzas
“Pop-up Video" and “E-mail”. The alann handling setting of ntrusion detection alaom is

saailar to that of the sensor alarm (se< 9.1 Sensoc Alang for details
41 Cliek “Apply” 10 save the settings. You can click “latusion Config” to go to the mtrusion

detecton configumnon interface

9.4 Exception Alarm
9.4.1 IPC OMine Settings

Click Start=>Settings=? Alaon=? Exceptioa=2IPC Offline Settmgs to go 1o the micrface s

sbyown below

4 Enable ar duable “Snapshot™, “Push”™, “Alarm-out”, “Preset”, “Buzzes”™, "Pop-up Video™

“Popsp Message Bax™ and “E-mail™. The IPC Offline Settings are sumlar to that of the sensor

alarm (see 9.1 Sensor Alany for detasls)

£ Chek "Apply™ to save the settmngs
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9.4.2 Video Loss Settings

Click Start->Scttings > Alarm=> Exception=> Video Loss Settmgs to go to the interface o

shown below,

2/ Enable or disable “Record”, “Stuapshor”, “Push™ “Alarm-owt”, “Preset”, “Buzzer”
“Pop-up Video", “Pop-up Message Box™ and “E-tail™. The Video Loss Settings are simalar to
that of the sensor alanmn (see 9.1 Sensor Alanu for detasls)

3 Click “Apply™ 10 save the settings

943 Exception Handling Settings

Click Stant=)Settings? Alarm=?Excepbhon=2Exception Handlmg Settings 1o go 1o the
wmterface as shown below
4 Enable or disable “Alanpeout”. “Buzzer”. “Pop-up Message Box™ and “E-qnal™ The
exception handlng settmgs are smmlar to that of the senvor alann (swee 9.1 Sensor Alarm for
detmls)
3 Chek "Apply™ to save the settings



Alarm Management DVR User Mamsal

9.5 Alarm Event Notification
9.5.1 Alarm-out

Click Start=» Settmngy=? Alarm=> Event Notification to go to the followmg mterface

2 Set the delay time and the schedule of each alamm-out. You can click “Edit Schedules” to

odit the schedules (see 7.3.1 Add Schedule for detmls)

3 Cliek "Apply™ 10 save the settings. You can click “Test™ 10 test the alarm outpus

9.5.2 E-mail

Chck Start2Settings=> Alanm—> Event Notfication=>E-mail to go to the esonmil conhgmumtion

wterface. Set the e-mmil address of the recrprents. See LS E-mul Confimuntion for details

9.5.13  Display

Chck Start>Settings = Alanu—? Event Notification = Display to go to the display configumtion
nteriace. Set the dumtion tine of the popup video and the pop-up message box. Click “Apply™

to save the settings
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9.5.4 Buzzer

Chick Start=>Settings=? Alarm=) Event Notificaton=2Buzzer to go to the burzer configuration
nterface. Set the delay tune of the buzzer nnd then click "Apply” to save the setting. You can
clsck “Test™ 1o test the buzzer

9.5.5 Push Message

Chck Start=2Settmgs =2 Alanu—=2Event Notfication2?Push Message 1o go to the utertace as
shown below. Check “Enable”™. choose the push schedule and then chick the “Apply™ button to
save the settings. If Push Server s online, 1t will push messages to the mobile chents

9.5.6 Alarm Server

Co to Alarm—> Alarm Server interface as shown below
Enable the alarm server and enter server address and port of the alann server. Then select
protocel. If “Send Heartbeat™ 1s ennbled, set the mterval times. After that. test the effectiveness

of the alarm server. Having tested successfully, please chck “Apply”. When an alarm cocurs,

Kl
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the device will transter the alarm event 1o the alarm server. If an alarm server s not needed.

there 1 no need to configure this secton

9.6 Manual Alarm

Click n on the ool bar & the bottom of the hive wiew werface o pop up & window, Chick

“Tngger™ to start alarms. Check “Clear” 10 stop alarmn

9.7 View Alarm Status

Click Start=>Settings=> Alann=> Alanm Status or click D on the 0ol bar a the bottown of the

live view mterface to view the alarm statas

Chick the “Clear” button to stop the buzzer when the buzzer alsrm happens. Clsck . to
view the detml mionuation as shown below
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i the exception intormaton s more than one page. you can enter the number m the box und
then click - to jumgp so the specified page. Click

alarm wformstion m the previous'next page. Clack to play the alarm record

10 View ‘II: c.\\qulu-u
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10 Account & Permission Management

10.1  Account Management

Chick Sur-2Sestings=> Accomnt and Authonty-? Account-PEdit User 1o go to the interface a5

sbown belown

Area (L) displays the nser permnusssons. Aren G0 displays the user list, Chck the wser in the hist

to display tts wser permissions in area (1

There are three default pemussion groups (“Administrator”, “Advenced” and “Comunon™)
svarlable when adding accounts. You can nmmually add new penmssion group (see 1031 Add
Penmsaion Uroug for detaals)

Ouly admin and the usens that have the “Account and Authonty” permussion can mamage the
svsiem's accounts. Group “Administrator” owns all the permissions displayed in area (3
except “Account and Authorsty™ and sts permussions cannot be changed wiale the pemussions

of “Advanced™ and “Conunon”™ can be changed

10.1.1  Add User
Click Stn=2SettmngsdAccoumt aml Awthonty=>Account=2ANd User or chek

beside the search box to pop up the window as shown bedow
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2 Set the vsemame, password and group, The e-mail address and MAC address are opronal
(emter the MAC address afier you cheek i) Click "Add" w0 add the user

If the password secunty level is changed, please follow the tips shown i mserface 10 se1 the
password. (To set the password secunty level, plesse click Account and Aubonty<? Password

Secunty)

10.1.2  Edit User

Chck Start>Settmgy>Account and Authonty> Account>Edit User and then click . m
to delete the uset

the wser list or double chick the user 1o edit the user infornmtion. Chick

(the wser admin canmot be deleted)

7  Edit Security Question

You ¢an set password security only for edmin. Click “Edat Secunty Questson™ and then set
questions und saswers in the popup window. If you forget the password for admin, plesse refer
1o Q4 in Appendix A FAQ for detmis. The passwords of other uners can be recovered by admin

o the users thst have the “Accomt and Authonty™ pernussion

»  Modify Password
Ounly the password of admin can be modified. Click “Modify Password™ to pop up a window.

15
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Enter the current password and then set new password. Click “OK™ 10 save the settings

#  Modify Pattern Lock

Some models may not support tiss function
Click "Modify Pattemn Lock™ to pop up o window

Enter the current password and then check “Enable”™ to set pattern lock

# Recover Password
Chick "Recover Pussword™ to reset the pasvsword to 123456

#  Edit User

Click “Edit User™ 1o pop up the window s shown bedow. The admin 15 etabled, it permassion
coatrol is closed and pesmission group cannot be changed by defanlt, You ¢an coable or disable
other wsers (if disabled, the wser will be wwvalid), open or close thewr pennission control (if
closed, the user will get all the permissions which admin hias) and sct thear permission groups

Chick “OK" to save the settings

86



Acconnt & Permivslon Muasagement DVR User Mamual

10.2 User Login & Logout

Login: Chick Start=?Logm or duectly chick the preview mterface and then select tsemanse and
enter the password in the popup window. Click the “Login™ button to log m the system

Logout: Chick Start?Logout or chck Start2Shutdown 10 pop up the “Shutdown™ window
Sehoct “Logout” in the window and then chick “OK" to log ont the system

10.3  Permission Management
10.3.1  Add Permission Group

Chck Start=?Settmgsy > Account and Authonty=? Account=?Edit Permussion Group to go to the

nterface as shown below
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Check to add permswsion group. Set the group mame. check the permussions as requred
and then set the “Local” and “Remote™ permusnions. Chick “Add™ to save the settngs

10.3.2  Edit Permission Group
Go to “Edt Permussion Group™ imterface and then click n m the group hst to edut the
permsssion group (the operations of the "Edst Permussion Group” are sinular to that of the “Add

Permmssion Group”™, please see 103 | Add Pepiission Group for details). Chek
i to delete the pennisvion group. The thoee defanit

) save

the group as another group. Chck
permussion groups (“Adnamstrator”, “Advanced” and “Conunon™) carmot be deleted

10.4 Black and White List

Chek Start=» Settmgs=» Account and Authonty =) Secunty to go to the following mterface
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A Check “Enable™ sad then choese “Enable Allow List (white list]" or “Enable Block List
(black list)” (the PC chict of which the IP address is in the allow list can access DVR remotely
while the PC client in the block list cannot)

X Add IPIP sepmentMAC . Click “Add 1P” or “Add MAC™ and then check “Enable” i the
popup window (enly if you check it can the IF/IP sepment MAC you add be effective). Emer
the IPIP segment MAC and then click “OK". In the above nterface. chck n to odat INVIP
segment MAC, click to delete . Clack “Apply™ to save the settings

10.5  Preview On Logout

Chek Start->Settings?Account and Authonty>Secunty?Preview On Logout 1o go to the
tollowmg mterface

Set a camern and then enable oc disable the preview permussion o logout as required. If o
camera’s preview permission on jogout 13 “ON", you can view the live image of the camera
when the system » Jogged out, or the hive mmage of the canvera cannot be seen when logged
omt
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10.6 Password Security

Chick Stant=2>Semmgs>Account and Authorty>Secunty=>Password Secunty o go 1o the

followmg nterface

[ thus imteeface, you can set the level and expirstion tune of 1he password
Level: 4 levels—weak, medinm, strong, stronget
Expuration Tune: 4 options «Never expire, 30 days, 90 days or 180

10.7 View Online User
Check Start=Settings=?Account and Authonty=?User Status o view the onlme user
mformation {you can wew the online user name, logn type. IP address and logm tune; chck
to pop up a window showmg the preview occcupied chmme! muwber and playback
occupied channel munber)



Devier Manngement DVR User Manual

11 Device Management

11.1 Network Configuration
11.1.1 TCPAP Configuration

Click Sun>Sanings?Network2>TCPIP 10 go w0 the followng wterface, Check “Obtamn an
[Pvd address automstically”, “Obtain s [Pv6 address mstomstically” and “Obtamn DNS
miromatically” o ger the network addresses aurommatically, or manually enser the network
addresses. You can modify the MTU value according to the network coodition (MTU
faximmam Transmission Unit, can be modified according to network condition for highes

netwotk trnsasssion efficiency) Chek “Apply” to save the sertings

& Multiple Etheroet Ports Setting

If the DVR has two network ports or above, you can select the network work pattern as
requared

Network Fault Tolerance:

[he two network ports will be bound 1o one IP address if you seleet the “Network Fault
Tolerance™ pattemn. There are many advantages of thas work pattern: 1. merease the bandwadth;
2. form & network redundant srrxy to sliare the Joad. When a fisilure happens 10 one network
port, the other port will take over the cutire load mmediasely, The takeover process s seamless

aned the network serviee will not be beoken off

If “Network Fault Tolerance™ 13 selected. check “Obtain an [Pvd address mmomatically™
“"Obtain an IPYS address amomatically” and “Obtain DNS satomancally”™ to get the network
sddresses antomatically, or manually enter the network addresses: select one Ethernet port as
the prmary card and then chek “Apply"” to save the settings.

Multiple Address Setting:
If “Multiple Address Setting™ s selected. the IP addresses of the two Ethemet ports should be
set respectively

o)l
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Check “Obtam an IPvd address sutommatically™. “Obtmn an [Pv6 address automatically™ and
“Obtain DNS automatically™ to get the network addresses automatically. or mammally enter the
network addresses: select one NIC card connected to the Internet as the default route und then

click “Apply” 1o save the settings

11.1.2 Port Configuration

Chick Start 9 Settmgs> Network-2Part to go 1o the interface as shown below. Enter the HTTP
part, HTTPS Port. server port. RTSP and POS port of the DVR, ensbie “Ananymous™ as
required and then chick “Apply™ 10 save the settings

HTTP Porr: the defanlt HTTP poet of the DVR is 80, The port mumber ¢an be changed o
others like 81. The poet 1s mamly used to chient remote access. If you want 10 access the DVR
through & web browser, you should cuter [P addeess phus HTTP port i the address bar like
harp /192, 168,11.61:81

HTTPS Port: the default HTTPs port of the DVR 15 443

HTTPs provades suthentication of the web site and protects wser privacy. Yoo can enter [P
address plus HTTP port i the address bar of the web browser Then enter usemamne and
pasyword 10 Jog . Click Punctiotial Pancd ?Network 2HTTPS w0 20 1o the following interface

Thers wre three ways to cuable HTTPs service

A, Crvate a private certificate,
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@ Select “Create a private certificate”™

@ Click “Creste”.

@ Fill out the corresponding information in the above creation box. Enter the country (only
two letters available), domam (DVR's 1P sddress/'domain), validity date, passwored,
provines/state, region and so on.

@ Chick “OK".

®  Check "Enable” checkbox.

® Chlick “Apply” to save the setting.

B,  Install a sigued certificate
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(@ Check “Signed certificate already,,,.".

@ Click “Browse™ to select the certificate you want to unport.

@ Click "Impoet™.

@  Check “Enable”.

®  Click "Apply™ to save the settings.
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Please open the certificate and the private key files with the editor (like Notepad++} und then
copy the private key to the certificate.
C. Create a certificate request
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@  Check “Create a centificate request”,

@ Click “Create™

@ Fill out the conespooding mformanon i the above creanon box. Enter the country (only
wo letters available), domain (DVR's 1P address'domain), validity date, password,
provinee'state, region and so on.

@  Click "OK". Then u certificate request file (CSR) will be created.

&  Click “Export” w0 expoet the certificate request file, Then send this file 10 the trusted
third-party CA 10 apply a signed cemificate.

®  Click “Browse™ and select the signed certificate issued by the CA and then import this
certificate

@  Click “Enable".

@  Click “Apply™ to save the settmgs.

Afier that, the device can be acsessed by cntering hitps: IP: littps port via the web browser (eg.

Server Porr: the defmilt server port of the DVR is 6036, The server pont sumber can be
changed as required. The port is mainly used in network video mansgsment system.

RTSP Porr: RTSP real-tuine strcam protocol can be used 10 control the sending of real-tme
data, By media player which supports the RTSP real-time stream protosol, you can view the
bive images synchronously. The defank RTSP port is 454 and it can be changed as needed.
POS Pore: the default POS port of the DVR is 9036

Nowe: The BT .'l"r-".' e sevver pavy of the DVE sbhondd e mpped w1 remier Mofore yowm aconn
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11.1.3 PPPoE Configuration

Chck Start=Settings?Network=2PPFoE o go to the isterface as shown below Check
“Ennble” in “PPPoE Settings” and then enter the usemame and password obtained from the
dealer. Chick “Apply™ 1o save the settings

11.1.4 DDNS Configuration

The DDNS is used to control the dywnamie 1P adkdress through domam name. You can access the
DVR easily if the DDNS 15 enabled and configured
Click Staet=>Settings ?Network2DDNS 10 go 10 the interface as shown below

Check “Ennble” and then select the DDNS type. Enter the server address, domain name.
msernune and password according to the selected DDNS type. Chck "Test" to test
the effectivencss of the mput mbtormabon. Click “Apply” to save the settings. Afier that. the
successful connecthon status can be viewed.

Note: Only when the DDNS type ts “dyndns™, can the beartbest mterval be configumble

You will have fo enter the server address and dommm nanse 1f some DDNS types are selected.
Go to the relative DNS webute to register domain name and then enter the registered doman
mformution here) Now we take www.dvrdydns.com for example.

Enter waose dvedydnscom in the address bar 1o visit its DNS websie

Q<
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@ Click Registration 1o go to the imterface as shown below. Set the DDNS account
miormation (usemame. password and %o oa) and then click Swbwrit 10 save the account.
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@ Creste domain nume und then click Request Domain.

Domain Name Craation
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@ After you siccessfully request your dommn mame, you will see your donssin name
mionmation n the list.
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My Domains

B Chek Start=?Settings ?Network2DODNS to go to DDNS setimg mterface. Enable DDNS
and then select the wwwdvrdydns.com DDNS type. Enter the registered username, password

and domnam name and then click “Apply™
6 Map the IP address and HTTP port i the router (you can skap thes step of UPnP finction 1s

enabled)
Enter the registered domam name plus HTTP port hke httpe/vewwocexdvrdydns com: 51

m the address bar and then press Enter key to go to the web chent

11.1.5  E-mail Configuration
Chick Start=>Settings=? Network <> E-quul to go to the followmg imterface

Enter the sender s name, esmatl address, SMTP server and SMTP poet (you can chck “Default™
to reset the SMTP port to the defanlt value) and then enable or dasable the SSL and attaching
unage. Select the usemame (the usemame list will be updated automatically according to the
emal address you enter) and enter the password of the sender and then click “Apply™ to save

the settmgs (you doa't have to enter the username and passwoed if * Anonymois Logn™ 15

[V )



enabled). Click “Test” to pop up a wandow. Enter the evenml address of the recapient in the
window and then chick the “OK" button. The e-mazl address of the vender will send an eaqnal
to the recipient. If the e-mail is sent successfully. it indicates that the e<mmil address of the
sender v configured comrectly

Chck “Edit Recspsent™ to go to the following mterface.

Chick “Add™ and then enter the recipient”s e-mail address and select the schedule (if a schedule
18 selected. the system wiall send the alarm emanl and the reczpaent will receive it only i the
selected schedule time) m the popup window, Click “Add™ m the window to add the recipient.
. m the “Schodule”
column. Chick to delete the recaprent m the list. Click “Apply” to save the settings. Chek
“Edit Sender”™ to go t0 the e« configuration interface of the sender

You can also chnge the reciplent’s recerving scheduls by chicking

11.1.6 UPnP Counfiguration

By UPuP you can sccess the DVR through the web chient which 1s m WAN vaa router without
POLT mApPIng

D Click Stant>Settings>Network 2 UPnP to go o the following interface

2 Make sure the router supports UPaP function and the UPaP is enabled mn the router

@ Set the DVR's [P sddress, subnet mask and gateway and so on corresponding %o the router
L Check “Enable” in the mterface as shown below and then click “Apply”

Click “Refresh™ to refresh the UPnP status. 1f the UPnP status were still “lavalid UPaP" sfier
refreshing it for msny times, the owmsher would be wrong. Pleass change the mappmg type
to “Manmal™ and then click to modify the port until the UPnP status tums to “Vald
UPnP". Refer to the following pwturs, You can view the extemal IP address of the DVR. Enter
the external IP address plus port m the address bar 1o access the DVR sach as
btep.1183.17.254.19:81
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11.1.7 NAT Configuration

Chck Start=2?Settmgs?Network2NAT to go to the mierface for NAT configuration. Check
“Enahle” and then select the NAT sexver address. Click “Apply” to save the settings

You can scan the QRCode thyough mobile APP whach s wmstalled m the mobile phone or tablet
PC to quackly add the device 10 the server hist of the mobile APP
Access Type: NAT or NAT2.0 can be selected

Note: If you wiust to use cloud upgrads, you nust enabie NAT2.0

00
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11.1.8 802.1X

If ot 15 cnabled, the DVR data can be protected. When the DVR is connected to the network
protected by the IEEE 8021 IX, user authentication s needed

To use thes function, the DVR shall be connected 1o n switch supporng 802.1x protocol. The
switch ean be considered s an suthentication system 1o wdentify the device in o local network
If the DVR counected 10 the nerwork interface of the switch has passed the muthsutication of
the switeh, it &an be aceessed via the local network

Protocol type snd EAPOL version: Please vse the defauls semings

User name and password: The user name and password mmst be the same with the user name
and password applsed for and registered in the authentscation server

11.1.9 FTP Configuration

Some models may not sapport this function

Chck Sturt->Settings?Network 2 FIP to go to the mierface for FTP configuration. Check
“Ennble” and enter the server nume, port, usemame md password. max file size and remote
directory.

After that, you can choose the videe records, mmges and alarm mformation to upload as
needed m this mieriace
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Sowe wodels may not sapport this funcrion

This fancnon 15 matnly wsed for connecting ECMSNVMS. The setting steps are a5 follows
Click Start=2>Settings ? Network =2 Platform Access 10 go to the wterface

Platform Access

1) Set "Access Type™ ns “Platform Software” and sclect “Enable™ as shown below

2) Check the IP address and port of the transfer media server in the ECMS/NVMS, The
default server port for anto report 15 2009, If ¢t is modified, please go o the transizr media
ierface to check

1) Ensble the suto repoet in the ECMS when adding a new device. Then self-define device
ID and fill out the remasmng miooation of the device m the ECMSNVMS

4) Emter the above-mentioned server address, poet and repont [D in the server muerface. Then
click the “Apply” button to save the settings. Now the ECMSNVMS system will

automatscally connect this device
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11.1.11 3GAG (Optional)
D Plug i the USB wireless device with SIM card

@ Click Start=?Settings > Network=? 3G 4G to go to the wnterface for wircless settmgs

&) Enable 3G/4G function
@ Chooss the 3G4G type 85 needed

(® Chck “Network Status”™ to view the 3G4G connection status and get the IP address

11112 Wi-Fi (Optional)
@ Plug in the USB Wi-Fi search device
@ Clck Start=?Settings?Network=> Wi-F1 to go to the mterface for wireless settings

(® Enable Wi-Fi function. Click “Refresh”™ mnd then the system will amtomatically seasch

wireless routers
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® Choose the desared wireless router and then click “Connect”

® Enter the key password i the Wi-Fi connection box and then click “Connect™ The
connestion statns will be displayed after the Wi-Fi 14 connered
@ Exat the Wi-Fi commection merface, you can view the detarled Wi-Fi miormation, such as

IP address, gatewny, etc
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11.1.13 SNMP (Optional)

L Click Start=>Settings P Network=2SNMP 10 2o to the interface for SNMP configuration

2 Check SNMPylor SNMPv to enable this function
1) Set the port of the SNMP,
i) Set the trup address and the trap port
Chck "Apply™ to save the scttmgs
Trap Address: The [P address of SNMP host
Trap Port: The port of SNMP host

Tips: Before settng the SNMP, please download the SNMP software and mssnage 10 recerve
the device mionmation via SNMP poet. By setting the teap address, the device is allowed to

send the alann event and sxcephion message 1o the monstonng center

11.1.14 Clond Upgrade
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Note: Before you e cloud upgrade, please enable NAT2.0
@ Click Start=>Settings P Network=>Cloud Upzrade as shown below

2} Select “Accept Notification Only™ ar click “Check for Updates™ to check whether the
current vervion 1s the latest. If your software version 1s not the Iatest, chck “Upgrade™ to
download and upgrade from the clowd server.

W Please don't power off dunng the upgeade process

11.1.15  View Network Statas

Click St Semtmngs P Network=? Network Status 10 wew the network stams or click . on

the tool bar at the bottom of the live view mterface 10 view network status coavensently

11.2 Basic Configuration
11.2.1 Common Configuration

Chck Start=Settings > System=» Basac = General Sethings to go to the followmg mterface
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Set the device name, devace No., language, video format and main output resolution. Enable or
dnable wizard, “Log In Automatically”. “Log Out Antomatically™ (1f checked, you can set the
vt tune ) “App Live Self-Adaption™ and “Dwell Automatscally” (1f checked, you can set the

wazt e ). Click “Apply™ to save the settings

Device Name: The name of the device. It may dasplay on the client end or CMS that help user
to recogmize the device remotely

Video Formar: Two modes: PAL and NTSC. Select the video format accordang to the camera
Spot: If the DVR supports spot outpust, you can enable spot output. Connect the spot output
device 1o the DVR and then set the spot outpat (see 5.2.4 Spot View for detazls)

Dwell Autematically: Swatch awtomatscally Check it and set “wait time” The system wall

switch images nutomatscally 1f ot 18 not operated dunnyg the tune you set

11.2.2 Date and Time Configuration

Click Starr=2Scttings =2 System=? Bassc 2 Date and Tune 10 go 10 the interface as shown below
Set the symem time, daie fonmat, time format aod time 2one of the DVR. The defiult time zone
15 GMT+08 Beyng, Hoag Kong, Shanghxi, Tuipei, If the selected time zove includes DST. the
DST of the time 2one will be checked by defaudt. Click “Apply”™ 10 wave the semings

You can manually se1 the system tins or syncheonize system tume with network through NTP
Manual: select “Manual™ i the “Syuchronows” option sad then click n ufier the “System
Time™ option 10 set the sysiem time
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NTP: select “NTP" m the “Synchronom” option and then choose the NTP server

11.2.3 Recorder OSD Settings

Click StartdSertings?System=>?BasscPRecorder OSD settings o go 1o the following

interfice. OSD name and woa can be enabled here

11.3 Factory Default

Click Start=9Settings2>Swstem-2>Mamtenance>Factory Default 1o go w0 the following

iiterfoce. Please choose the itens ss needed

Note: Resetting to the factory default settings wall not change tine zone

11.4  Device Software Upgrade

You can click Start=>Settmgs > System - Information > Basic to view MCU, keniel version and
firmware version and so on. Befose upgmde, pleass get the upgrade fike from your dealer
The upgrade steps mre &s follows
Copy the upgrde softwaee (tar) o the USB storage device
2} lusent the USH storage device mto the USB interfuce of the DVR
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& Click Start=>Sethings > Systems>Mamtenance=>Upgrade to go to “Upgrade” mterface.
Select the USB device m “Device Name” option and go to the path where the upgrade software
exnte. Select the upgrade software and then chick “Upgrade™. The systemn may mstomatically
restart dunng uvpgrading Please wait for a while and do not power off the DVR dunng
upyradimg

Note: The file system of the USB mobile device which i used for upgrading, backing up and
restoring shoukd be FAT32 format

11.5 Backup and Restore

You can back vp the configursnion file of the DVR by exporting the file to other storage
deviess; yon can recover the configuntion to other DVRs which are of the same model with
the DVR by imponting the configuration file to other DVRs for tiee saving

Insert the USB storage device mto the USB mterface of the DVR and then chek
Start=? Sentings=>System—> Maintenance > Backup and Restore 10 go to the mserface

® Backup

Sclect the USB device i “Device Name™ option) 2o 10 the path where you want 10 store the
configuention backup file and then click the “Backup” bunon; finally click the “OK"™ bunon
the popup window

®  Recover

Select the USB device m “Devsce Name™ option; find the configuranon backup file and then
click the “Recover” button; finally click the “OK™ button in the popup wendow

11.6 Restart Automatically

You can set the mtomatic restart tune for the DVR 1o mamtsin it regularly, Click
Stant=>Semings P System = Muintenanes 2 Auto Mamtenance 10 20 1o the meerface as shown
below. Enable suto masnsenance, set the mierval days and potat of tiune aod then chick “Apply”
to save the setings. The DVR will restart amtoroatically at the poited time every interval days
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11.7 View Log

Click Start=>Settings>Systiem—>Matotenance>View Log to go o the log view imeriace

Select the log mam type, click & Bl 10 set start time and end time and then click the “Search”
bution. The searched log files wall be displayed in the Hst

Choose the log file w the Hst s then chick the “Export” button to export the log file, Click

R on the “Content”™ title bar to pop up a menn fist. Check contents m the memn bist and then
the log hist wall show the checked log comtents only. Chick to play the video log
11.8 View System Information

Click Stan=>Settings?System=? Informanon and then click the comesponding menu w view
the “Bassc™, “Camoera Status”™, “Alarm Status™, "Record Seatus”, "Network Starus™ and “Disk”
mformaton of the system
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12 Remote Surveillance
12.1 MNlobile Client Surveillance

Enable NAT m the DVR. Refer 10 1117 NAT Configuration for detadls
@ Download aud wstall the mobile client “SuperCam Plus™ tito the mobile device with the

Andrond or 1OS system
@ Run the mobile chient, go to the “Server List" imterface and then click . to scan the

QRCode of the DVR (Go to Start=?Settmgs?Network?NAT to view the QRCode of the

DVR).

12.2 Web LAN Access

) Chek Start-?»Settmgs?Network=-> TCPIP 1o go o the “TCPAP” interface. Set the 1P
address, subnet mask. gateway, preferred DNS and alternste DNS of the DVR.

@ Open a web browser on your comguter, enter the 1P address of the DVR in the address bar
and then press enter to go to the login wterface as shown below. You can change the dusplay
language on the top nght comer of the logmn mterface. Enter the usermame and passwoed of the

DVR m the mterface and then click “Login” 1o go to the live wiew iterface.
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12.3  Web WAN Access
»  NAT Access

(I Set the network of the DVR. Please refer to 1111 TCPIP Configumtion for detasls.

@ Ensble NAT 1.0/2.0. Please refer 1o 1117 NAT Confizuration for details.

(@  Open a web browser on your computer, enter the NAT server address wwwautonat.com
the address bar and then press enter to go to the mterface as shown below (downioad and mstall
the relative plugin according to the popup tip if you access the DVR through NAT for the first
time)

o —
.
.

—
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Enter the serial uber (click [ on the 100! bar at the botrom of the live view interfice to
se¢ the senal mumber of the DVR), user nasne (the wser nmue of the DVR. admin by default)
and password of the DVR, seloct the display language on the wop right comer of the interface
and then click the "Login™ button to go 1o the web clicut imterfce,

» PPPoE Access

@) Click Start-?Settings>Network P PPPoE to yo to the “PPPoE" meerface. Check “Enable”
i the “PPPoE settings”™ and then enter the usernnme and password you get from your ISP.
Chick “Apply”™ to save the settings,

@ Click Start=>Settingn > Network > Network Statis to view the [P address of the DVR.

@ Open n web browser on yowr computer, enter the IP address of the DVR like
hittp:210.21.229.138 in the address bar and then press enter to go to the login mterface. Enter
the usermame and password of the DVR in the interface and then clck “Login™ to go to the live
view imterface.

#  Router Access

@ Clek S:art>SettingsINetwork>TCPIP 1o go to the “TCP/IP imterface Sef the 1P
address, subnet mask, gateway, preferred DNS and altemnate DNS of the DVR.

2 Set the HTTP port (it is suggested 1o modify the HTTP port becanse the default HTTP port
80 maght be taken up) and snable UPoP function m both the DVR and the rouser If the UPnP
function is ot available i the router, you need to forward the LAN [P address, HTTP port and
server poet of the DVR 1o the router, Part mapping settings may be different in differens rowsers,
50 please refier 1o the user mannal of the router for details.

@ Get the WAN IP address of the DVR from the router. Open a web browser on your
computer, enter the WAN [P addeess plus HTTP port Tike lotp:/116.30.18 215:100 m the
address bar and then peess enter 1o go 1o the Jogm nterfuce. Enter the usemame and password
of the DVR in the mterface and then click “Login™ 10 2o 10 the lve view interfoce.

Node Lf the W AN [P address iy o hvmamie [P addrmns, U ) pecmniars e yow & s e damuain gawme i

wocens e DR, CHeh SpariPSorwmgy PN odwork PLONY 2 10t DDNY |

fur desatir) By sty DONY feverion puu caw are Ahe demiany samr v

hege wthme Syrdyd v o T de aocenr the DYUVR vie tmter s

12.4 Web Remote Control

The DVR supports web chient access with phag-in or wathout plug-an.
The supported browsers for remote access are IES9/10°11, Firefox, Opem and Chrome
Windows systemn and Safart in MAC systen

The supported browsers (green color) for remote acoess without the plug+m are as follows.
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When you access the DVR thoough web clieut for the first time, sote browsers need 10
downloasd sad install the relative components for normal preview and playback.

Please refer to the tips in the remote interfaces for details. The buttons and icons on the top
nght comer of the remote interface are troduced as follows.

admin: the carrent Jogm usemanme.

Logour: chick it 10 log out and retutn 10 the login imerface.

Modify Passwerd: click it to change the password of the current login user. Enter the current
password aod then st a new password in the popup window. Click “OK" 1o suve the pew
password

Local Settfngy: chick it 10 changs the local settings. Set the suapshot smber and click “Browse"
10 set the snapshot path and record path s shown below. Click “Apply” 10 save the settings.

Smapahints reeTher i 3
Sovy rantia s e Aot gt P g  teane |
S vt fley VU eny Adrerdubs s e =

12.4.1 Remote Preview
Chick “Live Display™ in the remote mterince to go to the prevyew iterfiace.

7  Plug in Required Live View

The preview mterface consists of the four ares marked m the followmng pacture,
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#  Start Preview
Select & window i the preview area and then ¢lick one online camera on the Jefi pancl 10

preview the camera in the window. You can chek m the 1ol bar to preview all the

cumeras

#  Left Panel Introduction

?

Click ¢ on the left panel to hide the panel and chck to show the panel. You can

view all the ndded cameras and groups on the left panel.

You can view the sumber of all the added caznerns md the online cameras. For wstance, the
left nmmber 3 n on the left panel stands for the munber of online cameras: the
nglst munber 4 stands for the mumber of all the added cameras. Enter the camern name m the

search box and then click B to search the camem. Click E to refiesh the camern hist

#  Tosl Bar Intreduction

Buttes Meamsg
- Scyeen taode hunios
Chek @ %0 disable OSD Cleck 10 enable OSD
“ Clck o %0 show fall soreem Raglet chick om the full screen to exa full
. wieen
b A Svaare Al et rmme] | Gk AL M Stresss or Al Sub Steam” 1o ses the sreses of all the

Mamual alarm buttom. Click o to pop up 2 window and thes tngper sad
cles the abunn-cut i Be winsdow mansally

. Chek ot %0 prevaew all the camerm

., Chck # %0 chose all the preview cammeras
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&) Clack 30 st recondmg for all cxmerms w compates. Clek '®

— gy mowing -
Clack ot 80 stan recordmy for all camevss to the DVR. Clek ' 00 stop

(8] Chck i 30 enable talk with the DVR.

#  Right Panel Introduction

Chick ¢ on the nght panel 1o show the panel and click 7 10 hide the pamel Click
@ M 4 the botom of the panel 10 go 1 “PTZ" panel. Click T Oresssn 4 o 1o
“Operation”” panel

') = * ™
R ' |lv]a e
f""] (., !
lo . d o 4 m .'
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preview stream and record stream to main stream 0 manual recont mode: chek e
set the camera’s hive preview stream and record stream to sub stream. In sub stream tab, wet the
resolution. FPS and bitrate and them click “Apply™ to save the settingy.

Operation panel troduction:

| L) I Check o 30 wap. |
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(o)

Clhck o % start recond to comgser

Chek o %0 stat recond to the DV

Clack 01 10 xoou 1 S sage of the camers and e drag Se souse on the
camera imagr o view the udden srea

Cleck o1 10 2000 o the umage of the canen

The 3D zcom m fimcton = designed for PT Z Click the button and then
drag S mage 10 2008 0 o zoom ouf the wage. chick the wuge ou
affevent seeas 2o view the smage of the dose o -dsectoaully

Clek 2 10 clone e posview Camen

Chek ot 10 ensbile audio aad then doag the shder bar 10 adpust the volume
You can loten 30 the camesa sudho by enablmg aodko

—

vl viilalr »]) ]
P | soute the dote. chick | | 1 st sonating e dome

Duag the shdes o adpanr the romatitng speed of done

T

-

e | 1 |

Clek e 200 =0Ul Cantr sage

-

Clck A |/ & 15 mereane! deceease the focal leagth

A !}
0 |

>

Click & |/ [ © ] to incresse/decrease $he wnix of the dome

Chek it 00 view She peeses bat and then chok the button m the bt to call
the preset

&

Chek o 0 view e cume st aod then cick S comesponding buttons
1 the Lasf 10 92t ox 2o the cnuse

>

Plug-ln Free Live View

Only 4-screen display can be supported for the plug-m free live view
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Left Panel

Right Panel

»  Start Preview
Select a window m the preview area and then click one online camera on the left panel to
preview the camern o the window. You can chick w1 m the tool bar to preview all the

cameras.

#  Left Panel lntroduction

Click € onthe Jefl panel 10 hide the panel and click 10 show the panel. You can view
all the added camerns and groups on the Jefi pancl

Cuovtomize Display
Modes

,
e

. Search Refrosh

™ Caneal

Comers

Tom U L

»  Right Panel Introduction
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For the web clieat without the phugwin, the functions are sumilar to the web chent with the
plug-m

12.4.2 Remote Playback
Click “Playback” in the remote isserfisce 10 go 10 the playback inerface
(L Check the record event types and cameras on the lefi pancl, St the record date on the
calendar beside the time scale
@ Click |Q =" | 1o search the record data and then click | ) ™ or directly click the
tune scale to piay the record.
The operation of the playback time scale 15 simular to that of the tune scale m the mam program
of the DVR. Please refer 0 £.2 Plavback luterface latrodustion fo detmls

Iutroduction of playback control buttons:

w

“ Rewnd bumon. Chk 1t 1o play video hackwand
» Flay button. Click 1t 1o play vides forwsed
Il

-

»

Pause bumon
Deceleratica bumon. Click it 10 docrease the playing speed
Acceleration tutton. Chick it 10 mcrmase the playing speed

4 :::uhﬂh Ir works caly when the Srwaed playing o paused 10 sesgle soyeen

b | Nest frume bunon 1 wiks anly whes the forwant playing s passed  vingle acseen smode
O | clek O w siep backwaed 305 a0 click &) 10 mep forwasd 300
| ik 1t 10 show the water mark o the mage. click 3 1o bude the water mark
POS Click 10 view POS
> Hackig stant nese button. Clek the tome seale and thes click @ 00 set fhe Suckup stat e
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! Hackup exd e buninn. Clck the e seale and thes cleck 000 set S backop end time.

Hackig bunoa.
Hackup msks bunoa. Chek ot o view B dackup states
Event bsr bumcer Click i1 10 veew the evest vecced of sl wchedule semor senon.

o

1243 Remote Backup
Click “Backap™ mn the remote mrerface 10 go 1o the backup mmerface. You can back up the
record by event or by time.
# By Evemt
Chieck the record type on the left side of the mterfice and then click = 10 set the star time
and end tmse: check the canmeras and then click  on the right side to search the record (the
searched record data will be displayed m the list); check the recoed data in the list and then
chick the “Backup™ button to backup the record.
# By Time
Click ™ o set the start time and end time on the left side of the mterface: check the
cameras and thea click & oa the right sade to backup the recond.
View Backup Status: Chick “"Backup Status™ o view the backup status. Click “Pause” fo pause
the backup: click “Resume™ to contume the backup: click “Delete” to delete the task.

12.4.4 Remote Configuration

Chick “Function Panel” 1 the remote mterince and then configure the camera, record, alarm,
disk, network, acconnt md suthonity and system of the DVR remotely. All of these settings are
smilar to that of the DVR. See the configurations of the DVR for details

1e
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Appendix A FAQ

QL. Why can’t I find the HDD?

A Please check the power and SATA dats cables of the HDD 10 make swee they sre well
connseted

b For some DVRs with the 1U or sumll 1U case, the power of the adapier may be not
enough for operating them. Pleass use the power sdaptor supplied along with the DVR.

¢ Please wake swre the HDDs ure compatible with the DVR. See Appetdix C Compatible
Device List for desails

4 The HDD could have gote bad.

QL Why are there no images output in some or all of the camera windows?

a.  Plense make sure the resolutions of the cameras are supported by the DVR

b, Please make sure the petwork cables of the IP camera and DVR are both commected
properly and the network panuneters are set correctly.

c.  Please make sure the analog camer 18 connected properly.

d  Please make sure the network and the switch both work nonually.

QX The sereen has o output after booting the DVR vormally.

% Please make sure the sereen. HDMI o VGA cables are good and well connested

b.  Please make suse the sereen supports the resolution of 1280%1024, 1920*1080, 2560*1440
or J840*2160(4K*2K). The DVR caunot seif-adapt 10 the screen of which the resolution is
lower than 1250*1024, and then the screen will remind yoo that the sereen resolution 15 not
suppocted by the DVR or just have no display Please change a sereen at 1280°1024,
1920*1080, 2560*1440 or 3840*2160 resohstion before booting the DVR.

Q4. Forget the passwords?

A The password for admin ca be reset through “Edit Secunty Question™ funchon

Click the “Edit Secunty Question™ button in the login window msd then enter the comesponding
answer of the selected guestion in the popup window. After that, reset you password. I you
forget the answer of the question, this way will be invalid. please contact your denler for help.
b The passwords of other usery can be reset by admin, please refer to 10.1.2 Edit User for
detzils.

Q5. The DVR cannot add up to the maximum number of IP cameras?

Take the 4 CH DVR as an example. Refer to the picture below. The renminmy bandwidth
should be larger than the bandwidth of the IP camen you want to add, or you wonld il to add
the IP camera. You shoudd lower the added cameras’ bitrute 10 telcass the bandwidih It is
recommended to add cameras by “Quickly Add™ for batch adding.
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Q6. The system cannot record, why?
2. Make sure the HDD was fonuatted pror to use
b.  The record schedule has not been set mn manual record mode. Please refer to 7.3 1 Record

Schedule Configuation for detaily
c. Maybe HDD s full and thus the DVR 1 not sble 1o recond. Check HDD information from

Dusk Managemeot and if requared. please emable the recycle function (please see L2

Advanced Configumtion for details)

d. There is no disk but cameras m the dask group, 10 please add at least one disk to the group.

Refer to 75,1 Stomge Mode Configuration for detazls

¢. The HDD could have gone bad. Please change another ane

Q7. Fail to nccess the DVR remotely through IE.

A Please nuke sure the [E version 1s IES or above

b.  Pleass check whether the PC has enabled the fisewall or mstalled the sutivirus sofiware
Please uy to access the DVR agaan afier you dissble the firewall and stop the antivirus
software

¢, Black & white kst may bave been set in Account and Authonty setting. The PC of which
the P addsess is 1 the black list or ous of the whise list cannot sccess the DVR remosely

Q8. ActiveX control cannet be downloaded, What can I do?

n  IE browser blocks ActiveX control. Please do setup as per the steps mentionsd below
Open IE browser. Chck =2 Internct Options.
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@  Select Secunty->Custom Level Refer 1o Fig 8-1.

@  Enable all the sub options under “ActiveX controls and plug-ins”. Refer 10 Fig 8-2.

@ Then click “OK” 1o finish setup.

b Other plug-ms or anti-virus nssy block ActiveX. Please disable o do the requured settings,
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Fig 8-1 Fig 8-2

QY. How to play the backup fike?

a.  Recard backed up by DVR: imsert the USB device in whach the record backup files &s
saved to the USB mterface of the PC and then open the USB device path. The record can be
backed up m the prvate format and AVI format by DVR.
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e If you select the povate fornat when backing up recorded video by DVR, a RPAS
compression package will be backed up to the USB device antomsatically along with the record
data. Uncomrpress the “RPAS 2:p” and then chick “RPAS exe™ to set up RPAS. After the setup i
completed, open RPAS player and then chick the “Open Foldes™ button m the muddie of the
mterface to select the record data. Refer to Fig 9-1

Select camern m the resowrce tree oa the left side of the mterface 10 play the camera record

Chick on the tool bar under the cunera image to cnable andio. Refer to Fag 9.2

Notv; The rocardl Wil Wor havy sudie owipas ([ 1ou Ssadie the awidie whou sorusding by DVE, Plesse

see TL1 Made Contivuratlion and 7.2 Encode Parwcsers Serties for Setats.

® If you select the AV format when backing up recorded video by DVR. the recorded video
backup data can be played by the video player winch supports thin format

b.  Recorded vadeo backed up through web, The recorded video can only be backed up with
AVT format through web. The recorded video can be backed up to PC and played by the video
player wiuch supports this format

Fig 9-1
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Fig 9.2
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Appendix B Calculate Recording Capacity

The recording capacity is mmnly wp o the record resolution, record stream and biceste,
Different mmage quality parmneters decide different disk capacity occupation m equal taes.
The bigger the record resolution. record stream and record bitrate is. the more disk capacity is
taken up m equal times. The calculation format of recording capacity is shown as below:

Recording Capacity(MB) = Bitrate(Kbps) +1024 « 8 = 3600 * Recording hours per day *
Record Storage Days » chnunel sumbers
3500 means revord for an hour{1TB=1024GB , 1GB=1024MB , IMB=1024KB , 1Byte=8bi1),

o Deed Spec

oy [y [

10240 AS00 105000
192 3610 B4
5144 2000 64200
A0 | 80 41200
30N 1350 S M00
248 900 21600
1004 450 10800
768 3575 100
512 225 5400
184 168 75 4050
250 1125 J700

The table below shonws the recordmg capacity requirements for recard stomge m 30 days.

Recard T \.‘-1 T, VT T~y

' vy [Them | ecwm | wm |
luﬂ 1236 M2 ”.“ ”,“ l" 7.
2192 89 1978 39 56 »u 15821
P T4 T 967 930 | 11866
096 455 .89 1978 5% mu
072 ¥ T4 T W67 5913
BT 0 T 395 T80 19 78 9 56
1024 124 148 495 589 1973
J68 b 093 180 in 42 1434
510 [ T4 a8 155 X
84 o4 291 1 86 T 7o
356 008 E]] 562 T4 748 395

For mstance. there 1 3 32CH DVR recording 24 hours per day and the record stores for 30
days. The DVR adopes dual stream recording. The main streum n 4096Kbps and the wub stream
1 1024Kbps, then the total recordeng capacity s 49 45TH (39.56TH + 9.89TH)

Considering the format loss of the disk i about 10%. the required disk capacity will be 55T8B
(49 4STB +(1-10%))
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Appendix C  Compatible Device List

(recommended)

Compatible USB mobile device

AGBBGH16GH NG
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Appendix D  Communication Port List

Descopnon: HTTP commuuuration port. It s opened by default and uweed to
20 TP scoess the WED chem.

Anthespocatoon. Usessune sod pasoword
Encryption: NO

Descmption: HTTPs commmmication part. 1t is opened by defBult sad veed 50
P we access (e WEB clhiest

Asthestcanon Usernamne sod pawword
Escrypton: TLS

Descnption. KTSP commmumocatson post. 1t s closed by defult Afer
enabling RTSP fonction. this port wall be opened and wed to transfer audio
4 e and video stieam

Asthestrcatiou. Username snd password (Dhgest)

Encryption: NO

Destrpion: Private commumcatson port 1t is opened by deSandt and vaed to
tramnder yode aud vadeo stream
Avhestscanon: Usename sod password (Digest)

Encryption: AES

w&m-wﬂﬁm-héunﬂy-dbm\e
the information sent by e POS termunal o5 prnter. The information will be
9038 TcP ovesiaad o e wmage of the IPC you bave configuind u gresiewing o
recosding mode

Ashestcation: NO

- NO
Descnption: Thes port s opened by defanlt which 1s mamly weed 10 recene
the roguest st by ofher UPaP devices and comsuunsc ate with ofey UPNP
devices.

6036 e

41952 ce
Asthestscation: NO

Encryption: NO

Descriptice. Thes port s cloved by defaul Afler the UPaP functon =
enshled, fins port 1 enabled 100 1t s musally nsed 1o peceive the reguest st
41953 cP by other UPnP devices snd conmmunicse with other UPNP devices,
Asesteaton NO

Encryption: NO

Descraptices. Thes pout s opened by default whach is wied to caable find wd
mun SSDP Additionally, it w also used 10 bisten % 3nd recene the mltcast
1900 uDe packets fom other onbie UPnP devices

Awheatacatbon: NO

Eocryption. NO
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Appendix E  Personal Data Collection Description

There are five functions conceming the personal data collection tnder the network modules of the
device, mchiding PPPoE. DDNS, E-mail, 802 1x and FTP. In the device, these functions are used by
the client-end of the device to commmmicate with the server of the customer's company (or service
supplier). As the client-end. our device needs to keep the mthentication credentialy (username and
password) wsed to connect the server. These aredentials can be configured through the Web client of
the device and then sent to the device. The process of the data tranumussion and storage are as

e
DDNS » i Usemase Passwoed
Usenane H.“
Eennl Pasword, TLS-AES256(passwond) 3&“ Daemnase Passwoed
Eomand addeess before  » displayed
on tle page
021 E TLS*AES2S6Guuwond) | Password - AES25S | Usensme/Passwood
I Pawwond TLS+AESSe(passoand) | Passwond - AES256 | Usernasse/Password
Statrment

Wﬁi\um‘ho—'_ﬁh“wﬂ-—hhwh“u
the device 5o the third-pacty or wse them by curselves without the cliont's asthoration.

The fog willl record the operator's operaton steps and change records. and will 3ot cootam asy infrsation about the
callected personal data
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Appendix F Default Account List

Purpose | log om0 the devior and sty clients
Descrgtion @ When you Jog o for the first ime. 2 wized willl be daplayed You must
set the passwend, or you cannet access e device.

’
» . >

Puspose | Test vaa senad post
oot NO Descogtion © The default passwverd of “roof” = sall It doess 't mean you can log m the
device wathow! pasword  You muer set the pusrwon! of “adonn” s the

shove mesnoand isterface st Theu you can log i by useg “root”

Remote testing ' debugmng doesn 't sspport (Telnet SSH wnavaslable) for the device Wiven a0 eoror accun, the customes
weeds 0 send the devace back 0 our company and tell us the paswerd of “adnun” wied 10 log = e device sl web
chent Then the comespoading sechmazn of our company will log w e senad port 10 find the probiem Withous the
custonner s wlestaty venfication mformaton sl the cwtomer’s authermcation. we caanot Jog m sad do mot have

penussion 80 log 200 the device.
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Appendix G Command
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