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Notes

® Please read this user manual carefully to ensure that you can use the device correctly and
safely.

® There may be several technically incorrect places or printing errors in this manual. The
updates will be added into the new version of this manual. The contents of this manual are
subject to change without notice.

® This device should be operated only from the type of power source indicated on the
marking label. The voltage of the power must be verified before using the same. Kindly
remove the cables from the power source if the device is not to be used for a long period of
time.

® Do not install this device near any heat sources such as radiators, heat registers, stoves or
other devices that produce heat.

® Do not install this device near water. Clean only with a dry cloth.

® Do not block any ventilation openings and ensure proper ventilation around the machine.
® Do not power off the device at normal recording condition.

®  This machine is for indoor use only. Do not expose the machine in rain or moist
environment. In case any solid or liquid get inside the machine’s case, please turn off the
device immediately and get it checked by a qualified technician.

® Do not try to repair the device by yourself without technical aid or approval.

® In this manual, the trademarks, product names, service names, company names, products
that are not owned by our company are the properties of their respective owners.

® tis recommended to back up and clear the personal data stored in the device before the
device is returned to us for repair or replacement except those data that are essential for
purposes of repair or replacement. The device will be restored to the default factory settings
and all personal data will be cleared after repair or replacement. Our company ensures that the
customer’s data is not made available to third parties if the device is exchanged.

® This manual is suitable for many models. All examples and pictures used in the manual are
from one of the models for reference purpose.

® The local language versions of this manual will be provided to users in the corresponding
regions and countries.

Disclaimer

®  With regard to the product with internet access, the use of product shall be wholly at your
own risks. Our company shall be irresponsible for abnormal operation, privacy leakage or other
damages resulting from cyber attack, hacker attack, virus inspection, or other internet security
risks; however, our company will provide timely technical support if necessary.

® Surveillance laws vary from country to country. Check all laws in your local region before
using this product for surveillance purposes. We shall not take the responsibility for any
consequences resulting from illegal operations. In the event of any conflicts between this
manual and the applicable law, the later prevails.



® The storage of the personal data depends on the capacity of the storage devices the users
use and all data stored in the device shall be handled by themselves. Our company shall not be
responsible for the data loss.

Cybersecurity Recommendations

® Use a strong password. At least 8 characters or a combination of characters, numbers, and
upper and lower case letters should be used in your password.

®  Set the password expiration time and regularly change the passwords of your devices to
ensure that only authorized users can access the system (recommended time is 90 days).

® The system will automatically check the latest firmware version once a day. Once the
latest version is checked, you’d better update it to ensure the system is current with the latest
security patches and fixes.

® tis recommended to change the service default ports (like HTTP-80, HTTPS-443, etc.) to
reduce the risk of outsiders being able to access.

® tis recommended to set the firewall of your router. But note that some important ports
cannot be closed (like HTTP port, HTTPS port, Data Port).

® tis not recommended to expose the device to the public network. When it is necessary to
be exposed to the public network, please set the external hardware firewall and the
corresponding firewall policy.

® [tis not recommended to use the vl and v2 functions of SNMP.

® In order to enhance the security of WEB client access, please create a TLS certificate to
enable HTTPS.

®  Use black and white list to filter the IP address. This will prevent everyone, except those
specified IP addresses from accessing the system.

® If you add multiple users, please limit functions of guest accounts.

® If you enable UPnP, it will automatically try to forward ports in your router or modem. It
is really very convenient for users, but this will increase the risk of data leakage when the
system automatically forwards ports. Disabling UPnP is recommended when the function is not
used in real applications.

®  Check the log. If you want to know whether your device has been accessed by
unauthorized users or not, you can check the log. The system log will show you which IP
addresses were used to log in your system and what was accessed.



Regulatory Information

FCC Information

1. FCC compliance

The products have been tested and found in compliance with the council FCC rules and
regulations part 15 subpart B. These limits are designed to provide reasonable protection
against harmful interference. This equipment generates uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instruction manual, may cause
harmful interference to radio communication. However, there is no guarantee that interference
will not occur in a particular installation. The user will be required to correct the interface at
his own expense in case the harmful interference occurs.

2. FCC conditions:

Operation of this product is subject the following two conditions: (1) this device may not
cause harmful interface, and (2) this device must accept any interference received, including
interference that may cause undesired operation.

CE Information

¥
By & The products have been manufactured to comply with the following directives.
EMC Directive 2014/30/EU

RoHS

The products have been designed and manufactured in accordance with Directive EU RoHS
Directive 2011/65/EU and its amendment Directive EU 2015/863 on the restriction of the use
of certain hazardous substances in electrical and electronic equipment.

2012/19/EU (WEEE directive): The Directive on waste electrical and electronic

equipment (WEEE Directive). To improve the environmental management of WEEE,

the improvement of collection, treatment and recycling of electronics at the end of

their life is essential. Therefore, the product marked with this symbol must be
_ disposed of in a responsible manner.

Directive 94/62/EC: The Directive aims at the management of packaging and packaging waste
and environmental protection. The packaging and packaging waste of the product in this
manual refers to must be disposed of at designated collection points for proper recycling and
environmental protection.

REACH(EC1907/2006): REACH concerns the Registration, Evaluation, Authorization and
Restriction of Chemicals, which aims to ensure a high level of protection of human health and
the environment through better and earlier identification of the intrinsic properties of chemical
substances. The product in this manual refers to conforms to the rules and regulations of
REACH. For more information of REACH, please refer to DG GROWTH or ECHA websites.
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1 Introduction

1.1  Summary

Based on the most advanced SOC technology and embedded system m the field. our DVRs
adopt the new desagned human mterface and support the simart management of analog canseras
and IP camerns aud the recard search of shice. The DVRs are powerful and exsy to use and
provide excellent mage quality and stable system. They are the centralized momtonmg
management products with ugh performance and hagh quality specially designed for video
Therefore. the DVRs can be widely used to security system of banks at home and abroad,
schoals, miethgent mansions, raffic. environmental protection. supermarkets. petral service
stations, resadentinl quarters and factories and so on.

1.2 Features
< Basic Functions
®  Support local device and network device access including IP camers’dome and the third
pasty [P camerns
®  Support standard ONVIF grotocol
®  Support dual stream recording of cach camern
®  Support IF caneras to be added quackly or mamually
®  Support collective or mbividual configuration of the cameras’ OSD, video parmmoeters.
mask, motion and so on
®  Support multiple ser pearmession groaps includmg Adnamstentor, Advanced and Ordenary
which nre the defanlt pemisssion groups of the system
®  Support mmltiple wsers 10 be created, multple web chents Jogm by using one usemmne ut
the sause tine and the uver s pertmssion control 1o be enabled or disabled
®  Support mmltiple web clients Jogn af the satne tune
% Live View
®  Support AK>IKZ560<1440/1920-1080/1280~1024 HDMI and 192010801280~ 1024
VGA high definition synchronous display
Support multi-seresn modes
Suppoet sno adyustment of the camera's image display propostion
Support andio monstoring of the camera 10 be snabled or disabled
Support manual soap of the preview camers
Support the sequence of the preview camsras 1o be adjnsted
Suppont display mode 10 be addad and saved and the saved modes can be called directly
Support quick tool bar operation of the preview window
Support motion detection and video mask
Support mudtiple popular PT.Z. control prosocol and setup of the preset and criise
Suppon direct mouse control of the dome including rotatmg. zoom, focusing and s0 on
Support single capers tmage 10 be 200med by sliding the scroll wisel of the mouse
Support any area of the mage 1o be zoomed i 10 0 mxximnm of 16 times of the currens
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@ Suppost muage andl lens adjustivent (only available for some cameras)

®  Support quick camern adding i the camera window of the live view imerface

®  The live camern seqnence of the web client will keep consistent with that of the DVR after
sidjusting the live camera sequence of the DVR, but the live camem sequence of the DVR will
not be changed if that of the web clicnt is changed

¢ Disk Management

® The DVRs with the 2U case can sld @ maxivum of 8 SATA HDDx; a maxizmm of 4
SATA HDDs with the 15U case. a maumum of 2 SATA HDDs with the 1U case and a
maxinmm of 1 SATA HDD with the unall 1U case

®  Each SATA interface of the DVR supports the HDDs with max §TH storuge capacaty

® Support disk group configumtion and wmmagement and each camsers can be added into
dafferent disk groups wath different storage capocity

®  Suppost batch formattng of the didks

4 Record Configuration

Support schedule recording, sensor alam recording snd motion detection reconding, ete
Supporet schedule recording and event recording setting with different recoed streams
Support recoed schedule setting and recycle recording

Support pre recording and delay recording configurstion of the event recording

Record Playback

Support tupe scale operation m quick playback and the playback date and tmme can be set
smndondy by scrolling the mouse: the time interval of the time scale can be 2oomed

®  Support record scarching by time shee e 'event tag

®  Support saart scarch and playback

®  Suppost time view and camern view m searching by time shice mode

®  Support time slice searchung by wonth, by day. by hour and by minuse and tine slice to be
desplayed with camers thumboadl

®  Support event searching by mansal isotion ' sensor mselligent events

®  Support tag searching by the manual added 1ags

®  Support mstant playbock of the sclected camern in the live view interface

®  Support scceleration{maxitiny 32 umes of the normal speed), deceleration (munitmum
1732 times of the normal speed) and 304" addition or reduction 10 current playing tine

4 Record Backup

Suppot recond to be backed vp trough USB (U disk, mobile HDD) imerface

Supporet recond to be backed up by time event umage searching

Suppoet recond cutting for backiug up when plaving back

Support & maxinmumn of 10 backup tasks in background md backup aatus viewmg

® & 00000

| =]
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4 Alarm Management

®  Support alarm schedule setting

® Support cnablmg or disabling of the motion detection. extermal semsor alarm mput,
mtelligence nlanm and exception alamms including IP address comflict alanm, disk IO ervor
offline alarm and so on. alurm tngger configurtion supportable

®  Support IPC offlme alarm trigger configuration of PTZ. suap, pop-up video, etc.

®  Support event notification modes of alarm-out, pop-up video. pop-up message box. buzzer,
c-mail and so on

®  The snapped unages can be attached mto the e-masl when alanm hinkage 1s tnggered

®  Support alarm statis view of alamean, alamsout, motion detection and exception alarm
®  Support alarm to be tnggered and cleared nununlly

®  Support system auto reboot when exception happens

& Network Functions

®  Suppost TCP/IP and PPPoE, DHCP, DNS, DDNS, UPnP, NTP, SMTP protocol and 5o on
®  Suppoe black and white lis flanetion and the black and white TP addiress TP segment MAC
address can be set

®  Support nmltiple browsers mcluding TES9/10/11, Firefox, Opern, Clwome (svailable oaly
for the versions lower than 45) and Safan in MAC system

®  Suppoet remote achievemeant, configuration, impoet and export of the DVR parameters and
other system maintenance operations ncluding remote upgrading and system restant

®  Support remote camers configumtion of the DVR incloding video pammeters, image
quality and <o on

©®  Support remote searching, playback and backup of the DVR

®  Suppost manual alarm o0 be tnggered and cleared remotely

®  The suto-focusing camern can be adjusted through web client (support zoom in‘out, but
one key focus is not currently supported)

®  Support NVMS or other platforms management software to access the DVR and manage it
®  Support NAT functioo and QRCode scanning by mobsle phone and tablet

@  Support mobile surveillance by phones or tablets with i0S or Androsd OS

® Support DVR o be accessed remotely through telnet and the selnet function can be
cuabled or disabled

® If one camera recording 15 enabled or disabled manually through web chemt, st will be
stmmbtancously enabled or disabled tn the DVR

4 Other Function

® The DVR can be controlled and operated by the buttoos on the front panel, the remote
couttrolier nod the mouse

®  Sefting meerfaces can be switched to ove another convemently by clicking the main memus
on the top of the setting mierfaces

®  Support DVR information viewing incloding basic, camera status, alarms status, recond
status, netwark staties, desk and backup stans

®  Support factory restoring. muport and export of the system configuration, log vew and

3
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cxport ad local upgrading by USB mobile device
®  Support aulo tecognition of the displayer's resolstion

®  You can click the right mouse butron at auy miterface to 2o back 10 the wpper oterface
®  You can click the middie mouse button st any interface 10 go to the Jive view interface
®  The display language and video formuat of the DVR will not be clanged snd the system

lags will be reserved if you reset the DVR to factory defauls

®  Press and hold the right mouse button for § seconds i soy mterface 10 switch the output

cychically.

1.3 Front Panel Descriptions
The following descoprions wee for reference oaly.

Type It

[ Deseription il

When secoedeng, the light s blue

When aceess 30 network | the hght 1 bee

Power indscatin, when the device o puwered | the highs = blue

No functoo temporanily

kr:; S —— e

Powey Ebeaton, when cosnected, the hght = blue

The hight turss bl when readiog'witssy HDD

The hight turms bloe when it 15 able to access the netwoek

The hght tums bloe when bachng ep files and data

The hight turns bloe when plyymng wdeo

Fowes Iabcalin, Whes e deviee 1 connersed, e hpt »
hlue

1 Adpust 3ndio 2 Incresse the vallue m sesup

1 Emer PTZ mode 2 Decarase the valoe in seng

Extey Menu w bve

Check the mfeormation of e device

Exutes hackup ssode o bive

Exstey seatch mmode = ke

Exst the cuneat suerface

Mamsally recoed

Play Pauee

Spend down

Spend up

Inpot degstal munber aod select camen

Input sumber 0, the psmber sbove 10

Change darecnon




Introdoction

DVR User Mamsal

ffnd

3 IS L . al
Muln-Screen Swinch Change the screen made

Egey Coafit= selecton

sn To comnmect extormal USB device ke USEB mouse ov USS

1.4 Rear Panel Descriptions
Here we caly take n put of real

panels for example fo introduce their mterfaces and

comnections. The interfaces and locations of the mterfaces are only for references. Please take

the real object as the standard.
[N [ 3 k-
[+ ') ‘T’ I——..
! [ '
-fo‘:',_o‘u.';_? . 5 . I
o X : v ;
Qo.!otw 5 . - u
¥ L . !- =
Laamed e mm‘m vaa o TR -..!'-.
‘ +
| TTl e | ] & 1
o e o0 { I I I Yy © "W |
- | e S AN =
« $500 Uw‘-’&—a—! !._ 1 v Y
s — —
= _ Nmwe [ e— Deseriptions
1 AUDRO IN Aushio mgnt
3 ALARM IN Alsrm inguts for commecting sesncos
3 ALARM OUT Reday ounput. contect 80 external slarss
4 OND Cleonand
5 AMD VIDEO IN 4 CHAHD vdeo mpute
) AUDIO OUT Audio outp
? CVEs CVES wudeo ostput, connect 1o moator
L} VGA Coanect w0 montor
v HDM Coanect 10 high defmibon desplay devioey
10 LAN Network post
" UsB Comaector e USE stooge devwoes of USH mouse
12 Doy DCIIV power sput
13 RS48S g(uxmixwav«ddm AnTX+ B




o e s

U,,f&:;: -
° T
1 ° £
7 It 1
ALANM OMY ‘
e . .
_ '-iliti:'q-'-'-'_'-'-"' Y@
folil o ke oilite = n . g
e T T ) o ‘w.- =
cvay Sor aupow  L_voeom —J  wow VoA LAN  UBE DCTIV eeen
5 ]
l ) l r I l 4] °
© o o o o O i3 4 3
By & 2, LB
T o o |, .
] CVBS CVES vdeo output. connetd 1o momsior
3 ALARM IN Al sgprets fox Connecting semmooy
3 GND Groand
4 AUDIO OUT Asdio cutput; conect to seund box
5 ALDIO IN Aucho wpat
o ALARM OUT Relay outpae; connect 3o extersal alunn
] VIDEo IN 8 CH wideo mputs
£ HDMI Corsuect 1o Ragh defissticn dnplay devices
9y VGA Cusmsect 1 sncnto
10 LAN Netwotk port
n RS4SS gwunhwuwﬂm AnTX+. Bn
12 Usa Cotmeston foe USE storape devecrs or USB mouse
1 Doz DCI2V power wgut
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L0 16) (6).(6) (8] (0):(8) (B8] @) . wi
ﬁ ’ . . . - - - -@.-. .
o o
] ‘ I I ;j o o r"‘;
- =5 =P us - .
K N Descriptions e
1 HAzs (;;-:tunhm.qudh-\ AnTX+ Bn
2 AUDIO IN Audio wgot
[} AMDVIDEO IN | 16 CHAHD ndeo mguts
“ oM Comect 10 mautor
5 VGA Comert 10 saomibon
6 LAN Network port
7 AUDIO OUT Asaho cutput
¥ CVES CVES vadeo outpuit, conneet 1o numutor
] usa Comert USBH stotage devices or USE moase
10 DIV DCI2V power gt

1.5 Connections
®  \Video Connections

Video Ouput: Supports VOAHDMI video output, You can coanect 1o monitor through these
wideo output interfaces simmltancously or mmdependently

®  Auwdie Counections

Andio Input: Connect 10 mucrophoae, picknp, esc.
Audio Output; Connect 1o headphone, sound box oc other madio output devices

®  Alarm Coonections

Some models may support this function. Take 16 CH alarm wputs and 1 CH alanm output for

example.
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Alarm Input:
Alsrm IN 116 wre 16 CH alam input interfaces. There are no type requirements for sensors.
NO type and NC type are both available.

The way to connect semsor and the device 1 s shown bedow:

ALARM IN GND e § e osp

oy Aarw Bapes P siee

The alanm mgpud is an open’closed relay. If the mput 18 not an open/closed relay, please refer 1o

the following conticction diagras:
ey
(e =g 3 )
Alurs |‘ AMGer 3 e I DVR
(Veutpe) Laumgy | 0 O M swncamg

Alsrm Output:

The way to connect alarm output device:

Pull out the green termumnal blocks and Joosen the screws m the alarm-out port. Then msert the
signal wires of the alsrm output devices into the post of NO and COM separately. Finally,
tighten the serews. Provided that the external alarm outps devices need power supply. you can
connect the power supply as per the followmnyg Ggures,

_-_o_l_fu ! |out ‘TLI
OvR oc & VR Relay .‘i‘]\}

f————
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® RSASS Connection
There are two types of RS485 inrerfaces;

s

40 4 e

T -

ettt B A
RS485

( ) (Type 2)

Type 1: The P/Z interfaces are used to connect speed dome. KB intesfaces are used 10 copnect
keyboard

Type 1 The RS485 mtesfaces are not only used to comnect speed dome but akso to coomect
keyboard

The way to connect speed dome 1o the DVR:

Type 1: Disconnect plaggable block from the RS4835 terminal block and then loosen the fixed
serews from the pluggable block, snsert sipnal cables mto Y and Z port sepanstely (Y is TX+: Z
is TX-) and tighten the fixed screws, Next, comnect pluggable block back into termenal block.
Finally, coonect the video cable of the speed dome to the video mput mterface of the DVR.
Type 2: Disconnect pluggable block from the RS483 ternunal block and then loosen the fixed
screws from the pluggable block, ssert signal cables mto A and B port sepantely (A is TX+: B
is TX-) and tighten the fixed screws, Next, comnect pluggable block back into terminal block.
Finally, connect the video cable of the speed dome to the video input mterface of the DVR

Nare

e ;.w.:.-m, AL of Lre wade s sy and e coovmeraed (e the rerani Dlack and vaw 1Al B ¥

Srow the acceywrie
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2 Basic Operation Guide

2.1 Startup & Shutdown

Please make sure all the connections are done properly before you power on the mut. Proper
startup and <hmtdown are crucial to extending the life of your device.

2.1.1 Startup

@ Coonect the output display device to the VGAHDMI interface of the DVR.

@& Conmect with the mowse and power The device will boat and the power LED would tum
blie.

@ A WIZARD window will pop up (you should select the display langaage the first time you
use the DVR). Refer to 3.1 Starmp Wizard for details.

2.1.2 Shutdown
You can power off the device by usimng remote coutroller ar monse.

By remote controller:

(D Press Power button. This will take you to s shutdown window, The unit will power off
@ Disconnect the power.

By mouse:

@ Clck StartdShudown to pop up the Shutdown window. Sclect “Shutdown™ m the
wmdow mnd chick “OK" button. The uan will power off afier a while afier venifymg the
vsername and password.

& Disconnect the power.

2.2 Remote Controller

@) It uses two AAA size baticries.

@ Open thie batery cover of the remote coatroller

@  Place batteries. Plesse take care the polarity (+ und -),
@ Replace the battery cover

Key pomts to check m case the remose doesn’t work
1. Check batteries polanity.

L Check the remammg charge m the battenes,

3. Check TR controller sensor for any masking,

If it siill dossn’t work, please change o pew remote controller to try, or contsct your dealers.
You can gost turn the IR sensor of the remote coantrobler sowards the IR seceiver of the DVR 1o
comtrol it when you are controllnng multiple devicss by remote controller.

There are two kands of remote controller. The mterface of remote cootroller 1s shown as below.

10
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Netw

Power Baticn Swuch off—40 stop S device
Record Bumoe To stast pecordny
+- 09 Trgnst sasrmber on choose cameta
Fal Booa Unavalable temponnly
Mults Putton To chouse mulh screen deplay mode
Next Bumoo To switch the live wage
SEQ To go to segeonce veew muode
Asho To enabile audio cutpeat e leve mode
Swiich No flunctiom senpeoeanly
Duecnon bunan To move cunos m sesap or panvde PTZ
Ester PButton To condirm the chorer or whip
Meou Bemca To go to me=n
Exn Bomony To oxxt S cxmrent sterface
Foou RIS Zoam'PTZ | To cootrul PTZ canens
Foraet Button To exser wio geenet setting = PTZ mode
Crmse Busoa To go 10 cruse settang o PTZ mode
Track Button No ttack Mmction setrporanty
Wiper Buttou No function temporanly
Laght Rutton No function Senpesanly
Clear Butmon No function sempocanly
T2 Buskom No functim tengreanly
Iafo Duowo Get mfoemation about the device
:-_.]'c‘:ou To contynl playback iﬂﬁhﬂ)wm
N O e Next Frasme Speed DounSpeed Up
Seegp Buttem Tor take smapniiots puassally
Search Dsmon To go 10 seach mode
Cut Buttien No finction tengpoesnly
Backop Bunon To go o backep mode
Zooes Butlis To zocan n e muapes
1P Bumon No function semposanty

Fow sdkall pevis I butraw o sntee FIT settting mnde, chavsr @ chunnel and prevs RTE Savswn aguis ie

hiske e RIT cumirni punst. Then pow sun prove poerset, coamie, fracd, wiper or Bghet bvitun to euuble (he

redvmnd flosmering

1
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Recoed cussaalhy

To emer search soode

T eutey soesns

To exit the cuneat uterface

To confirm the chowe o setup

To move cursex 1o et

To zocea m

No funcmon wmporanly

To comtrol playback Play(Pause)Next  Frame'Spoed
Up'Secgs Prevaoss Frame Speed Doun

To choose muln scoeen display mode

To wwerich the leve mage

To g0 10 sequence View mode

Gt mfimrmatecn sbhowt S devace

2.3 Mouse Control
#  Mouse control in Live Display & Playback interface
In the live display & playback imterface, dovble click on sy camern window to show the
wndow m ungle sareen mode: double clack the window agam to restore it to the previous size.

In the live display & playback mterface, if the iterfaces display in full screen, move the mouse
to the bottom of the wterince to pop up a tool bar, The tool bar will disappear muomatically
after you move the mouse sway from it for some time; move the mouse to the nght sade of the
iaterfoce to pop up a panel and the panel will disappear mstonatically after you move the
mouse away from it

#  Mouse control in text-input

Move the mouse 10 the text-mput box and then click the box. The wput keyboard wall pop up
mutomatically.

Nuie: Mawie b e defntt Al for all spevatium wwlers am seecpive ot (waffcsted

2.4 Text-input Instruction




o o

The swstem ieludes two wmpat boxes. Refer w the above pictires. The left box s the munber
inpait box and the right box is the tnput box which provides mputs of pumbers, letters and
panstuation charscters. The introductions of keys on the input boxes are shown below,

. Backwpace by Switch kry of prsctustion
[om | Delete Key B | ey
C Rl BEST
- Swaich kry of kaapuage
1.5 Common Button Operation

Chck ot 50 show the mean bat
Click o 00 change the segueace of the list

Chek o 8o change the camess dnplaying mode

Click o %0 close the cunrent mserface
Chek ot 80 go o the eathent date of camers recondmy
Chek o %0 gu 80 the batent date of camess seconding

;T;'
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3.1

3 Wizard & Main Interface

Startup Wizard

You can quickly configure the DVR by wizard setup to make the DVR work noomally. You
mwst conhgure the wizard if you start the DVR for the first tiane {or click “Skip" 10 cancel the
wizard oext time). Maybe different versions have different wizard steps. The following wizard
steps are for reference only

Choose the lnnguage and locality as noeded of ot 15 the first tune for you to use the wizard
and then read the pavacy statement
2! Date and Time Configuration. The date and e of the system need 1o be sef up o you
use the wizard for the first tisue. Refer to the following figure. Set the tine zo0e, system timne
date format and time format. The DST will be enabled by defanlt if the timse zo0¢ selected
inclndes DST. Click “Next™ to contimse

$ System Login. St your ovwn pussword for the first tine (the defaull wsernane of the

system s adain); ssloct the logm wsemmne and enter the comesponding password next time
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Enable pattern lock and click “Edi™ 1o set the pattern Jock

Click “Next™ 10 set questions and answers for password secunty of aduoug. If you forget the

password, please refer to Q4 in Appendix A FAQ for details

Chick “Next™ to contme

4" Disk Sentings. You can view the disk mumber, disk capacity of the DVR and senal munber
R&W status of the duk. Chck “Format™ 10 format the disk. Chck “Next™ to contmue. Then
clsck “Wizard Setup’

Network Setings, Check “Obtamn an IP address avtomatically” and “Obtam DNS
awwomatically” to pet the IP address and DNS automaticolly (the DHCP fumction of the routes
i the same LAN should also be enabled), or mammlily eater them. Enter the HTTP part, RTSP
part and Server port (please see 13.12 Post Cenfiguration for detmby), Chick “Next" 10

costime
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If the DVE has two netwock ports or above. you can select the network work pattern as
required. Netwock Fault Tolerance and Multiple Address Sctting are avatluble

& Add Camera. Click "Refresh™ 10 refresh the hist of onlme IP camerans which are m the

to add the searched camera, Click “Add

All™ 10 add all the cameras m the e Click - 1o delete the ndded camsers. Chick “Delete All"
10 delete all the added camerns

same local petwork wath DVR and then chick +

Chek n to cdnt the semrched IP camera as shown on the below left. Enter the new IP

16
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address, subnet mask, gateway asad the passwond of the camern, Click “OK™ 10 save the

seflngs

-

Clack n 10 odst the ndded camera as shown on the above nght, Enter the new camen name

IP address, port, usemame snd the passovord of the camera. You can check “Syne to IPC" 1o
modify the IP address of the [PC via different network segmments for being m the smme petwork
segment with the DVR. You can click “Test™ to test the effectivencss of the mput mformation
Click “OK™ ta save the settings, You can change the camera name only of it'y an asmlog crmers
or the added IPC is onlime. Chick *“Next™ 10 contume

Tips: Please skip Step (1) and (B of the DVR do oot support RAID function
7' Dick Mode, Click “Enable RAID"™ 10 enable the RAID function, Chek “Next™ to contumie

% Create an array. Sct the armay name and select array type whach includmg RATIDO, RAID]
RAIDS. RAIDS and RAID10. The global hot spares and asmay capacity can also be viewed here

See 7.5 Dhsk Munageinent for details. Click “Next™ 1o continue

2 Record Sertings. Two record modes are available: auto and mmnnal
Aure: Select one auto mode m the interface as shown below and then click “OK™ butron to save

the settungs. See 7,11 Mode Configuration for details
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Manual: Set the “Sensor Record™, “Mobion Record™ and “Schedule Record™ of each canera

Click “Next™ to save the settings. See 711 Mode Configuration for details

¥ Q@RCode. Ennble the NAT function in the interface or set it m the network configuration
after exsting the wiziod (please refer to 11.1.7 NAT Coafiguestion for details). You can scan the
QRCode through mobde client whach i1s mstailed m the mobile phooe or tablet 10 log in the
mobile clieut mstantly. Please refer fo 14.1 Mobile Client Surveallance for detasls. Click "OK"

to save the setimgs
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W Cloud Upgrade. Enabile “Clowd Upgrade™ and then click “OK™ to save. If this function is

enabled, you can get the latest version from the cloud server. Please refer 1o 15.1.14 Cloud

Upgrade for details

3.2 Main Interface

3.2.1  Main Interface Introduction
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The battons in area | are mtrodisced w the table below

Mraning

Staet Buitton. Click o %o pop up ares (4

KN B §

Full soyoen Bution. Clhck @ 50 show Bl screen. chick 1 sgases 10 exit the Bl
aeen

Scrern mode bunos

Drwedl button (see 5 2 7 Quck Sequence View and § 7 § Schiesue View In
Soysay fix detub)

Clek o 20 exabide OSD, ¢l s to disable OSD

Cick B 10 set the defsit plavback ume beforr starnng wssant playback (3.1
Tostust Playleack) or pomg to the playbuck sderfics for playluck operatwony
: M z O o). chck - w go o the plavback
sberface For umtance, 1f you chodee 5 tumtes apo™ w the defiadt plyyback
tmve, yom can phiyback the recond from the past five mumstes

Masual recosd buttom. Click o %o enabie 'desabile recond

Mussiad alares bustiess. Click o 10 tragpes oo clear the slaren out ssasally 1o the
popep wasdow

Record staus bramons Clack 1f 1o varw the secood states

Alarmn weatus button:. Clheck # %0 view the alarm statun

Dusk status button. Chck 2 %0 view the dok status 20d RALID stams

EpooRE 8 .

Netwoek wanus bunon Cleck o 30 view G setwork dtat

<
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Mhﬁtﬁiubmnﬁumm&
- sadoemanon, camers states, alarm status, second status, setwork stanes, dak
micemation, backop staves sl wer stati
)] Clek s bunos to ensble dsable cloud uppate

Introduction of asea 2
Arca ‘2 s ludden by defalt. Move the cursor 10 the nght to reveal this area. Click “Camera™
to view all the added camerns m the camera hist. Sedect one canera window oa the left swade of

the interface and then double chick one camera i the list fo preview the camners image in the
schected wandow.

Chek . on the top nght comer and then select “Cimtonuze Dusplay Modes™ to view all the

displsy modes in the display mode list (refer to 5.2.1 Display Mode for detail configianstion of
the display mode). Double chek one display mode in the list to switch to the display mode for

previewin

Click i on the sop nght comer and then select “Target Detection” 10 20 10 targes detection
nterface. Thes tab wall show the coptured human or mwotor vehicles. (This fumction i only
avatlable for some mwodels). Note that oaly some models suppoat mnalog camern channel target
detection display.

Introduction of ares 5

[ Sieaning_
Ir shows the coarent logm user Click She QR code 1com 30 view the QR

code sl secuanty code You cam quackly add the DVR 10 the servey st
of the mobeie APP by scannmng fhes QN code

Chick it 1o po to the nnelbarst salytecs merface

Click ot to po to record sesvch unerface, see 3.4 Record Search
Elarback & Backup for desubs

Chiek it to go i playback wsertace (check B oo the 1000 bar at the
bomom of the live view unerface 10 set the defond playback tme). see
2 Plavback htet fac e Introdutacn o detads

Chick 1t o pop up the setsp panel see 122 Senpo Page] for desuls
Chick 1t 10 Jog out S wysies.

Chick it sl then selecs “Togout™, “Reboot™ er “Shutdimn™ i S
popup wandow

322 Setup Panel
Chick Start—>Settings to bring up the setup panel as shown below.
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The setup panel mcludes seven modules. Each module provides some fanction entres with
hinks for convensent operation

Here we tnke Camers module ns an example. The Camera module provides convenient links
such as "Add Camera™, “Edat Camern™, “lnmage Settings™, “Motion™ and “PTZ". Click Camern
1o go 10 the cunera management miterface as shown below

There are same function itemns on the left side of the camern manngement interface. Chck each
fem 1o g0 1o comrespondding mserface or window. For instance, chck “Add Camem™ 1o pop up

the window as shown below

Clhick the mam mems on the top of the camern management wlerface to go to conrespondng
wterfaces, Refer 1o the pictisre below. For instance, yon can g0 1o system setup interface by

clickmng “System™ tag
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3.2.3 Main Functions

»  Camera

The module covers the functons sach as Camera Management (see Chapter 4 Camers
Management for details). Jmage Settings (sec 33 lnage Configuration for details). Movlon
(see 11.2.1 Motion Configuration for details) and PTZ {see Chapier 6 PTZ for details) and so

on

»  Record
The module covers the functions such as Encode Parameters atdd Record Schedule and so on,
Please see Chagter 7 Record & Diok Mapagemens for details

~ Disk

The module covers the functions such as Disk Management, Storage Mode and Disk
Information and so on. Please see Chiapter 7 Record & Dysk Managcmgnt for details

#  Alarm

The module covers the functions such as Sensor and Motlon Alarm Handling and Alars Ow
Sentings. Please see Chagpter 11 General Event Management for details.

» Network

The module covers the functioms such as TCPIP, DDNS, Port, E-maii sod Network Statux
and s0 on. Please see 13,1 Network Confignuation for detasls

»  Account and Authoerity
The modale covers the functions such as Aecoumt Mamagement (see 121 Account

Management for detnils) snd Permission Managemens (see 123 Penmssion Manmgement for
details) snd w0 on
#  System

The module covers the functions such os Basic Configwration (see 13 2 Basic Configuation
for details), Device Informution (see 138 View Svsism Informanon for details), Log
Information (se< 137 View Log for detasly) and Configuration File Import& Export (sec |38
Backup and Restors foe details) and so on.
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4

4

-

4 Camera Management

Camera Signal

Click Stan=?Settings > Camera?Manage Camen>Camera Signal 10 go to the mrerface as
shown below

Some models may support analog signal switching to IP sgnal. whuch means decreasing (or
increasing) the aumber of analog channels, accordingly tncreasing (or decreasing) the ommber
of TP chaonels with the total channels unchanged

The DVR device supparts hybrid access of TVI, AHD, CVI and CVBS lugh definition cameras
If the TV] high definition camern s accessed to the DVR, you should select TVI in the
following iterface to show the camers image noemally; if you select AHD, then there will be
0o image or the wmage has no color. The default selection of the camer signal (s Auto, If you
select Auto, the unage of the camera will be shown normally regasdless of the camnera type
Audio over Coax: if your analog camem supports coaxial andio transmission, you can select
“ON"

Note: You can enable “Lite™ m the interface if the DVR sappoets “Lite” recondeng. It will Jower
the recording resolution and mcrease the recording frame mte, Please enable or desable the Lire

as needed

Add/Edit Camera

4.2.1 Add Camera

The network of the DVR should be set before adding IP camern (see 1311 TCPIP
Configuration for detaals)

Refer to the pienares bedow, Chok Ade Camera  the setup paoel or in the top rnght
comer of the preview window to pop up the “Add Camern” window as shown below. You can
quickly add or add the [P camera maanually
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Camera

. And Camun
mage Satrgs  AoAnn FTT

7 Quickly Add
Check the camerans and then click “Add™ 10 odd cameras. Click n to edit the camern’s IP
address, usemame and password and so on Chick “Defaull Password™ 10 set the defoulr

usernarne and password of each cansera

#  Add Manually
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4

b

Enter the IP address or domam name (chek . m the IP address columm to pop up the
domain name mput window, enter the doman nume of the [PC in the wmndow and then chck
“OK" button), port, useruame and password of the camern and then select the protocol. Click
"Test™ 10 tesd the effectiveness of the mput mformation and then chick “Add™ button (you can
fill ot ooe casera’s information or above such as IP address. usemame snd password before
chckong “Add” bunon), Chick - 10 delete the camera. Clhick “Defanlt Password™ 10 st the

defiuls usermame and password of each camoers

2.2 Edit Camera

Click “Edit Camera” in the serup panel to go to the interiace as shown below

Clack - to view the live image of the camern m the popap window. Chck n to edit the
cumers (s2¢ Add comera i 31 Stuctup Wizard for details) Click - to delcte the IP camern
Chek . in the “Operation™ header line and then chek “Modafy IPC Password™ 10 pop up a
window(check the IPCy in the window, set the new passwond and then click “OK™ button; only
the cnlie IPCs' passwords can be modificd and n batch of [PCY' passwords ¢an be modified nt
the smne tmne), Click 1o upgrude s online 1PC ( or click it the “Upgsade™ beader
Line and then click “IPC Batch Upgrade™ 1o upgrade a basch of IPCy), select the devioe which
stores the upgmde file 1 the “Device Nane™ it of the popup wandow and the upgrade file in
the hist(you should select the upgrade IPC model in the window if a batch of IPCs” passwords
need to be modified) sud then click “Upgrade™ button 1o stant upgrading(the IPC will restant
momsatically afier the upgrads s conpleted successfully)

26
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5 Live View Introduction

5.1 Live View Interface Introduction

The commected snalog camern will be added msomatically i the lise view mterface for
previewing. You should add [P camera manually for previewing (see 421 Add Camers for
detmis) Refer 1o the wmterface ns shown below, dmg one camera m the preview window 1o
another window for camera window exchanging

The record svmbols with dafferent colors in the live preview window refer to different recond
types when recording: gresn stands for manmal record, red stands for sensor based record
vellow stands for motion based record, blwe stands for schedule record and cyan stands for

intelligence record

Click the preview window to show the tool bar as shown m area (1) nght chick the preview

wmndow 1o show the menu kist. The tool bar and menn list are introduced m the table below

Mene Lid Maaning

Move ol Chck ot 1o move the tool bar anywhere

Mamwally Kecord On Chek it 2o stant reconding

et A playback the tecond. chek “Tnstzt Plavback™ tu select or

Sack
Saniont Pyttt self-define the watant playback e See £1 Instagd Plavback for detanls

Clhck it 10 enable andko. You can histen 10 the camera sudio by esbling

Enabde Alie
asdio

Click 2 20 pop up the sp weadow Chick “Save™ tn e wandow 10 wve

S
o the g Chel “Expon” o expont the mage

PTZ Controd Click 2 10 90 W PTZ controd sutesfce See Clupier 8 FIZ D detuls

SEIEIETE
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_n Zoom In cu-np-mw-n&—m
m Clack 2 10 go 10 tmage adustment wnerface Reder 0 243 koaee.
B Admtment for detain
Start talk
- Cameva lufo Click ot o view the 1P camera mformation

The smgle channel smphification mterface 15 as shown below. Press and dmg the biue box to

select the zo0m m area, Click -m:wmmcmggmmmmbm
to select other cameras for amplification. Click “Back™ to retum to the live view interface.

5.2 View Mode

5.2.1 Display Mode
Set different screen modes and camerns” display sequences s required and then save the
dusplay modes classified by surveillance areas, prionties and vo on. Refer to the picture below
Double click one display mode in the display mode list to view the live unages in thas nsode.
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#  Add Display Mode
Method One:

Chick “Custonmze Display Modes™ i the above mterface and then set the scroen mode
2 Add the camerns and adjust the camerns” display sequence s needed
$)  Chck under the display mode list and then enter the display mode name m the popup

window, click the “OK™ button o save the current desplay mode

Method Two:

I Click Stan=?Sctimgs?Svstem2Basic2Output SemingsPMauin Owtput 1o go to the

witerface and then set the screen mode

Z) Doublc chick the ¢cnmern or camern group-n the Hst %0 add them 1o the selected windon
Chick to save the current display mode (refer 10 £.1J3 Schane View In Sequenss for

detat] configurations). The display mode will be saved and displayed m the display mode list in

the hive view mterface
»  Edit Display Mode
Clack the “Customuze Display Modes™ tab 1 the live view mierface and then select one dasplsy

mode m the It Chck o edit the desplasy mode name: chek 10 delete the dasplay

mode

5.2.2 Quick Sequence View

You can start quuck sequence view if the scheme hay not been created. If the scheme has been

created. please refer to 503 Scheme Vacuoin Seaugnse for detals
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Go 1o the live view mterface and then click to pop up a liitle wimndow, Set the dwell tre
)

m the wandow and then chck to view the hive group by group according to the camera

mamber of the aurent screen mode. Double click the sequence view mterface 10 pause the view:

N
doublc clack agan 1o restore the view, Chek to stop the view

5.2.3 Scheme View In Sequence

Click Sturt=2Setings 2 System = Basic20usput Semings=2Main Ouiput 10 go 0 the mterface

&s shown below
Arca 7 displays all the dwell schemes: area 2 shows the detndled mfonmation of the scheme:
area 3 displays all the cameras: uren (£: 1 the tool bar § D cloar buatton: n favonte button

clsck it 1o pop up n window, enter the display mode pame in the window and then chick “OK™ 10

save the current display mode: other buttons are screen mode buttons)
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r  Add Scheme

Clack m aren ‘1 1o create & new scheme Chek m on the 1op nght comer of the

scheme to delete it

» Counfigure Scheme

a) Select a scheme moaren | and then click the sereen mode button an the tool bar to set the
sercen mode of the scheme

b) Select n camera window m aren < and then double click the camern m area ! The
cammera will be added tmto the selected window. Oue camera i the same scheme cannot repeat
You can chick the nght-click menu “Clear™ m arez 2 to remove a smngle camern or clack

to remove all the catoeras

¢) Chek “Apply™ 10 save the settings

#  Start Sequence View

Go to bve view interface and then click . to pop up a window, Set the dwell e m the
o
wimndow msd then chck 1o start schesne view i sequence. Double click the sequence view
~ >
mterface 1o pause the siew: douhle clwck 2gam to restore the view. Click to stop the view
Note:
You can set the secondary outpait preview if the DR has nmltiple outpuas, Refer to the mterface

s \h—\b'-\ n below

Click Start=2Settings 2 System =2 Basic 20utput Settings=2Output 2 10 20 1o the mierface as
shown belon

Clack on the left to create a new scheme, Each scheme can only add one analog or IP

i
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camers. Select 2 scheme on the left snd then donble click or dmg a camern on the rght 1o the
scheme window in the nmddle of the interface. Afier funshmg the settings of all the schemes

select the dwell time and click “Apply™ to start playing the schemes 1 sequence m outpat 2

5.3 POS Settings
Some models may not sapport this function
1) Chck Start=>Settings = Basic 2POS Settings 10 go to the interface
4 Enable POS and click “Configwe" nnder “Connection Settings” to go to the following
mtertace, The connection way inclides TCP Server, TCP Chent, UDP and Multicast
1 Enter the [P address of the POS you want to add

1) Check “POS port” and then enter POS pont

2 Select the POS protocol

) Check “Trgger Capera™ and click “Counfigure™ under it 1o bind POS 10 the canera. One

POS can be bound to nmltiple chamoels, but one channed ¢an oaly be bound 10 one POS
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) Click “Configure™ under “Display Settings™ 1o set the general semwgs, the position and
display color of the POS informmation. Set the start chasacter and the end chamcter aund display
time-ont period  the general settings mserface. Drag yosr mouse 10 set the posstion of the
POS infommtion in the display position interface. Then chick “OK" to confinm your sertmngs

Chck the “Display Color™ tag and then choose the color you want 10 dssplay on the screen

Multiscolor can be selected at the same tune. In addition. prnt method and preview dusplay
can be set here. If “Presiew Dusplay™ 1s enabled. the POS contents can be displayed on the live

wiew playback mteriace

) Select the encoding format as needed
¥ Choose the manutacturer of the POS device




_l‘nr View Iatroduction DVR User Manual

00 Chick “Apply” to save the sertings and then fhe trnsaction mformation will be displayed
on the preview mmge m real-time,
One POS s bound to one camnera

One POS 1 bound to nmlitiple cameran:
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54 Image Configuration
54.1 OSD Settings

Click Statr=2Settings 2 Camers 2 lmepe 205D Settings to go 1o the wrerface as shown below
Select the camern, enter the camern name (or double click the camers name m the camers fist to
change the capera nune), enable or disable the nane and tune OSDs (if enabled, drag the red
nane and time OSDs doectly in the umage view area 1o change the OSDs' display position) and

select the dase, tune format and color. Click “Apply™ to save the settimgs

54.2 Image Settings

Click Start=?Settmgs ?Camera2Tmage2Image Settings to go to the following mterface
Select the camern and then set the bnghtness, coutrast, saturntson and bue of the camern. Chick
Advanced™ button or in the camera list on the nght wde of the isterface to pop up
“Image Adjust™ mterface and then set the relevant setting stens, Please refer to 5.4.5 Image
Admstmens for detailed istroductzons of these temns

You can chick “Default™ button 10 restore the unage semings 10 the default factory settings




Live View Iatroduction DVR User Manual

543 Mask Settings

Some areas of the image can be masked for povacy. Up to four mask areas can be set for each
camera. Chick Start2>Settings?Canem2lnapge>Mask Settings 10 go to the intesface as
shown below, Select the camen and enable the mask Chick “Draw™ button and then drmg the
mouse on the unage area 10 set the mask ares: chick “Delete” button 1o delete the mask areas
click “Apply™ 1o save the settings

544 Water Mark Settings

Click Start=>Settings D Camera=? lusge = Water Mark Settings 10 go to the interface s shown
below. Select the camera mnd cnable water mark md then enter the witer mark infornmtion
Click “Apply” 1o save the sentings
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545 Image Adjustment

Go 1o live view mterfnce and then chck button on the 100l bar under the cusnern window
1o go to the image adjisstment interfiuce

» Image Adjustment

Select the camern und then click “Image Adpstment™ to go to image adjnstment tab. Refer to
the above pecture. Drag the slider 1o set the camem’s bnghtmess, contrast. sanwaton and hue
value Check sharpen, wide dynanuc and denotse and then dmg the slider to set the value. Chick
“Default” button to set these parnmeters to defanlt values

The mtroductions of these parameters are as follows:




o e

— Meanimg
| Fasameter
Boglmes B s S baighaness level of the camern's sape
Ceatrast B 15 e cokoe difference between the boghtest and darkest pun
Saturanoe B 1 e Segree of cokoe panity. The cobor s parer. the inuge s bogines
Hue ¥ refers 10 the total color degree of the unage
B eeders 1o @e pesclunce level of the unage plaoe and the shupoess leved of the
' umagr edpr
The wde dynamic mnge (WING) fooction helps the camera promde clesr mmages
Wide Dy even under back bight cocumstances. Whes fese we both very boght and very
duk ares smmltmeanly m the fickd of view, WDR balances the braghtiess vl
of the whode snage and peovide clewr wapes with detals
HLC. lowers the bnghtaess of the mitire inage by supperssing the braghtness of
BLC the msage's bright ares and eedicing S ssee of the halo sera
BLC I esabled, the suto exposuce will activate accoodeng to the scene so thun de
object of S mage m e Gokest area will be seen clearly
Decoease the nowse sad make the unage moee orcagh Increassg the vakse wll
Dvaoue makr the nore recdaction effect betiry b # will pecbacr (he unage reskeson
Whate Baboe Adpat the colit engpetatar scconding % the exvuositent astomatically
limage Muzor Tun e cunent video image horcroatally
Imagr Fip Tzn fie cument vidoo image vestically

# Lens Control
Select the camera and then click “Lens Control” to go to lens control tab. Chick - or -
to adjust the zo00m and focus parmmeters of the camern’s bens, Click “Save™ 10 save the settings
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The mitroductions of these paosmeters and buttons are as follows:

Click -l -Dmmhm

I moneal mode 5 seleced oo bunon & "One Key Foom™ &
Foous Mode “Day'mght mode yoch stofocss” mill be avabdie of o mode w
selected, the mme mterval setup wall be avanlable

Chek -/ - to mcresso'decrrase the focal leagth.
Click ot 10 focus wsandy.

I checked, the Jern will focos automutically when the camera w switclhung
duy'uaght mode

It & the mme uiterval whes camsers lens s amto focunng The mnerval can
B wet 1 She deop-dowe et

Nwdes TR fancfon 1 owly avwidadie fre e wodids with aowne varffocal Temy, o e sevitmge Bevy

avy ineffecing

i
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6 PTZ

6.1 PTZ Control Interface Introduction

You can control the [P dome o PTZ which coanects 1o the 1P camern for PTZ control
Chek n on the tool bar at the bottom of the hive preview window to go to the PTZ control
wmterface 23 shown below

The direction, 7oom, foons, iris and speed can be controlled m the small PTZ control window

Click or night click the PTZ/speed dome camern window and select “FTZ Control™ 10 go
to the PTZ control paned as shown below

Introductions of the buttons on the bottom nghs of the mterface:
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.T[-:' :'ll.. l‘
ca B BB B BN B BN

o otate S doaie. Chek W shep setateng the dowme

Clck - f - 10 200m = / out the Camera smage

Clek - / - o mcsease | decrease the focal length

Chck - / - to morvane | decrease the i of the dome
Drag the shder 0 adpuat the rotating speed of e dome

T Y - T Peye—
. ' Clhek . / - o lude | show de aalog poyshck
. Chck @ 10 rerum o the fve veew unerface.

#  Amalog Joystick Control

The snalog joystick o the left side of the mtesfiace provides quick PTZ comtvol, The dome or
PTZ will rotaze when yom drag the analog yoystick. The farther you dimg the analog joystick
from the middle of the image, the faster the dome or PTZ rotates. The dome or PTZ will ssop
rotating when you stop dmggmng the analog joystick

» 3D Contrel

Click the camers tage on any area and then the unage will be centered on the clicked powt.
Refer 10 the pacture as shown below: Dyag the monse from A 1o B 10 ges a green rectangle and
the rectangle area will be zoomed in

1
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Refer to the pecture as shown below, Drag the mouse from C 10 D 10 g¢t & green rectangle and
the rectangle area wall be zoomes! out,

»  Advanced 3D Coatrol

Double chick the left buston of the mouse oo any area of the emuern image and then the image
size will be doubled and centered on the clicked pownt

Press and hold the left button of the mouse on any area of the camers image to zoom in the
umage; press and hold the nght button 10 zoom out the mmage.

Move the cursor of the mouse 1o the camern unage and then slide the sevoll wheel of the mouse
forward to zoom m the nnage, shide the scrall wheel of the mwouse backward to zoom out the
image.

» OSD Setting
Go 1o PTZ protocol setting uterfsce and then set the protocol 10 COC before you call the OSD.

Chick “OSD Meau™ to go to camem OSD setting mterface. Clck to start OSD setting
The meanings of the buttons are shown 1 the table below.
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Measing

Click 1t o call mass menu of entey B wb menu or confirm the wenogs

Click 11 10 call mass menu o cuier @ sb menn of coadinm the semags

Click 1t to change the menn mode o decrease the e value

Click 1t to change the mens mode or increae e s valoe

Click 1 tn go 10 the peevions seoms

Chek 1t 10 20 10 G ext e

#  Preset Setting

Chck “Preset™ to go to preset opemtion tab and then chick “Add" button to pop up & wandow as
shown below. Select the preset and then enter the preset name in the window: fmally click “OK™
button to save the settings. You can add 255 presets for each dome at most

Adjust the domse's direction and then chick “Save Position™ to save the cumrent preset position
(you can also chick mother preset in the preset hist and then save the preset position afer
adyusting the dome’s drection); click “‘"

batton to delete the selecied preset

You can also go to preset setting interfnce for preset settmg, see 6.2 Preset Sctting for details,

w the preset list to call the preset: click “Delete”

#  Cruise Setting

Clhick “Crusse™ 10 go to anuse operation tab and then clhick “Add™ button to pop up & wmdow as
shown below left. You can add 8 cruises for cach dome at most
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i )

VA

Enter the crusse nmane m the “Add Crnnse™ window and then chck “Add peesel”™ to pop up
the “Add Preset” wimsdow (Before addmg preset 1o the cnuise. please add preset of the domse
first)

-

In the "Add Preset™ window. select the preset name, preset tunse and preset speed and then
chek “OK™ button

3 In the “Add Crusse™ window, you can click n 1o reselect the preset. then change the
preset time and speed, Chick - 10 delete the preset. Clack “Add™ button to save the craise,

Click - to start the cruise and clxck n 1o stop the crutse m the crudse hat of the cruise
operabon b chick “Delete™ button 1o dedete the selected cruise

You can also go to crutse settmyg interface for cruise setting, sec 6.3 Crusse Setting for detnds
6.2 Preset Setting

Chek Start=2Settnpgs > Camern 2 PTZ 2 Preset to go 1o the mterface as shown below
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»  Add preset

Select camera and then click “Add™ button 10 add preset; or click - m the cmpers It on
the n-iir side of the interface 10 display the preset wformation of the dome and then clhick
to add preset. The operntions of the “Add Preset™ window are szmuilar to that of the

PTZ control mterface: please see £.1 PF1Z Control lnteriace Inroduction for detals

#  Edit preset

Select camern and presct. You can enter the new same of the preset and then chick - to
save the new preset name, Adyust the rotating speed, position. room, focus and s of the preset
and then chick “Ssve Positon" 1w save the preset

#  Delete Preset

Select camern and preset and then chick “Delete™ to delete the preset

6.3 Cruise Setting

Click Starr?Settings 2 Camern=2PTZ 2Crnse 1o go to the unterfnce as shown below
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»  Add Crulse

Chek - 1 the camera Bst on the nglyt side of the interface to dhsplay the crune mformation
of the dome and then chck ﬁ 1o add crmse. The operations of the “Add Cruise™

window are similar 10 that of the PTZ sontrol mrerface; please see 6.1 PTZ Control Interface

Eutrodisction for details

» Edit Crulse

Scleet the cnmern und cnuse m the “Cruise” mierface. Enter the new cnise mume and then
chck . to save the cruise nmne. Click “Add Preset” 1o add preset to the crmse. Clack

1o echt the preset. Clack - 10 delete the preset from the enuise. Click onie preset m the preset
list and then chick - 10 move down the preset and click to move up the preset. Chick

to stan the cruse and chick to stop it

»  Delete Cruise

Click - s the camera bat on the ngle sude of the mrerfice 10 display the onnse miomation

of the dome and then chick on the top right comer of the cruise 1o delete the cruise,

6.4 P1Z Protocol Setting

Chck Start=2Settings2?Camen2PTZ FProtocol to go to the interface as shown below. You
can enable or disable the PTZ and set the protocol, bawd rate and address of the analog dome 1
the mterface. Please make sure the analog speed dome camem 1 well connected to the DVR

before you coutrol it
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Sclect the camera amd enable PTZ and then set the protocol. baud rte and address of the dome
according to the settings of the dome

Protocel: The default commmmseation protocol of the DVR 1 COC. Range frome PELCOPR.
PELCOD, LILIN. MINKING, NEON. STAR. VIDO. DSCP. VISCA. COC, et

Addresy: The address of the PTZ device

Baud Rate: Baud mate of the PTZ device. Range from: 110, 300, 600, 1200, 2400, 4800, 9600
19200, 34800, $7600, 115200, 230M00, 460800, 921600

17
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7 Record & Disk Management

7.1 Record Configuration
7.1.1  Mode Configuration
Please format the HDDs before recording (refer to 7.8 Disk Manngenent for details). Chck

Start= Setrings P Record > Mode Setimgs 1o po to the mode settings nterfice. You can set the
recoed tine under the “Manual Record Settings™ nnd then chick “Apply™ button 1o save the

settings. There are two record modes: auto mode and mancal mode

»  Auto Mode

Moden Record: Motioa alanm record will be enabled when motioa alamu happens

Senvor Record: Sensor alarm record wmill be enabled when sensor alarm happens

Modon Record+Sensor Record: Motwo/'sensor alamn record wall be enabled when
motion sensor alarm happens

Ahwvays(24 x7) RecordvMotion Record: Normml record i enobled all the time: msotion alanm
record will be started when motion alarmn happens

Always(24 x7) Record+Sensor Record: Normal resord is ensbiod all the tume; sensor alann
record wall be started when sensoc alanm happens

Always(24 x7) Record+Mation Record+Sensor Record; Normal record 1s enabled all the tune
motion’sexsor alarms record will be enabled when motion sensor alarm happens

Alwaysi24 x 7} Record+Mation Recard+Sensor Record+ Al Record: Normal record s enabled
all the e, wotion'seusormtelligence alunn record will be enabled when motion'sensor’Al
event alarm happens

Abvayvf24 x7) Record+Motion Record+Sensor Record+ Al Record+POS Record: Noomal

recond 15 cnabled all the ume: monon sensor ALPOS alanm record will be enabled when
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monion'seasor’ Al POS afann happens

Some wodels way not support POS recordang

You can add more muito modes on intelligence record. Click “Advanced™ buttoo to pop up
window as shown bedow. Check the msodes in the window snd then chek “Add™ button 10 show
the modes in the record mode list (in the window, the chesked modes can be shown in the
record mode Tist while the unchecked modes canpot; you cammot only check “Adwaye(24 x7)

Record™)

Select ooz uuto mode 10 pop up the comesponding wmdow. Set the encode, GOP, resolution
FPS. bitrate type, quality, naax bitratz and audio of each camem and then click “OK™ to save

the settings, Please adjust the parameters according fo the actizmal condition

Hdeo Encode: the video envode formt of the camern

GOP; group of prcnares

Resolution: (be higher the resolution 13, the ciearer the anege

FPS: the higher the froune e is, the more fluency the video is. However, more storage room
will be taken vp

Bitrare Type: CBR and VBR are optional, CBR means that oo maver how much changs 15 seen
i the video s¢ene, the compression biteate will be kept constant. VBR means that the
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comprsssion bytrate will be adyusted according scene chaages. For examgple, for scenes that do
not have wuch movemnent, the bitente will be kept a1 a lower value. Thas will help to optimize
the netwock baadwidth

Quulity: When VBR is selected, you need to choose immpe quality. The higher the image
quality you choose, the more bitraie will be required

Max Bireate: 12Kbps ~10240Kbps are optional

#  Manual Modle

If the manual mode is selected. you need to set the encode parmneters and record schedules of

cach caancra. See 7.2 Encode Parmneters Setting and 7.3 Schedude Setting for details

7.1.2  Advanced Configuration

Click Start=?Settmngs?Record P Advanced 1o 20 w0 the following mirerface. Foable or disable
overwrie mode (Cycle mode: the earhiest record data wall be replaced by the Istest when the
disks are full). Set the stream, pre-alarm record tme, post-alann record tine and exparation

tume of each camemn and then chick “Apply” to save the settings

Pre<alarm Record Time: set the tune 1o cecord before the actual recording begans

Post-alarm Record Time: set the tume to record after the actual recondmy s finnbed
Expiration Time: set the expiumtion time for recorded video. If the set date s overdue, the
recorded dats will be deleted mstoanatically

7.2 Encode Parameters Setting

Click Start=>Settings—>Record2?Encode Purmmeters to go to the mterface a5 shown below. Set
the encode, resalation, FPS, OOP. betrate type, quality, max betrate and sudio of mam stream
for each camern mn “Event Recording Settings™ and “Schedule Recording Settumgs™ mterfaces

Addstionally, the record sub stream of cach camera can be viewed. Click “Apply™ to save the
settings. You cam set the record stream of cach camera one by ane or set them in bulk for all

cameras
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7.3 Schedule Setting
731 Add Schedule

Chck Start=?Scttmps?Record ?Record Schedule?Edit Schedules to go to the mberfice as
shown below, “24x 7", “24x 5" and 24 x 21" sre the defanlt schedules; you canmot edit or
delete “24x 7" while "24 x 57 and “24 x 2" can be edited and deleted Click the schedule name
to display the detailed schedule mfonmation on the left side of the nuerince. The seven rows
stand for the seven days m # week and each row stands for 24 howrs 1n & day. Bluoe stands for

the selected time and gy stands for unselected time

Click 10 add & new schedule, Refer 10 the picture below
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Set the schedule name and schedule tisne and then click “Add" to save the schedule You can

set day schedule ot week scheduile B add button: B delete button

# Set Day Schedule

Clack ﬂ and then drag the cursor on the nime scale 1o set record tupe; chick E and then
drag the cunor on the time scale to delete the selected area

You can mamumally set the record start tiane and end time. Click ﬂ or B and thes click
“Manal™ on each day 10 pop up a window as shown below. Set tlse start and end time m the
window and then click “OK" to save the settings

Clack “All" 1o set all day recording: clsck “Reverse™ to swap the selected and umselected tune
1 a day; chek “Clear All™ to clear all the selected area m a day

Click “Copy To™ 10 copy the schedule of the day to other days. Refer 1o the pacture below
Check the days m the wmdow and then chick “OK™ to save the settngs
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»  Set Week Schedule
Chek ﬂ o Bmd then clack “Manual”™ besade m to set the week schedule. Refer to the

pacture below. Set the start and end thne, check the days m the window and then chek “OK™ 10

save the settings

Click “All™ to set all week tecording: chick “Reverse” to swap the selected and unselected tune

n a week; click ‘Clear All™ to clear all the selected ares 1 n week

732 Record Schedule Configuration
Click Start=?Settmgs?Record PRecord Schedule?Schedule Configuration to go to the
wterfoce as shown below. Set the schedule of sensor record, motion record. tumed recosd and
mntelligence recard. Click “Nooe™ 1 the dsop-down menn to clear the schedule. Chck “Apply™

to save the settmgs

Go 1o “Edit Schedules” imerfiace and then chck n 1o edit the schedule. The settings of
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“Edit Schedule™ are simsilar 10 that of the “Add Schedule™. Click [ 1o delete the schedule.

74 Record Mode
74.1 Manual Recording

Method Oue: Click [l cn the 100l bar at the botiom of the live view interface 1o ensble
recording of the camera.

Method Two: Go 10 live view mterface and then click the nght-click menu “Manually Record
On" m the camern wwndow or click Emtﬁemlw‘w&em‘mwﬂm
recording.

Nolw) Click Vet PSpsings PRovard PMde Sertingy and (A 1oy (he mumnn! revend Sae v (e

Wivefiece C0ch “4ppir™ tn varve e seftiage

74.2 Timing Recording
Timing Recording: the system will record asutomatically according to the schedule.
Set the timing record schedule of each camern, See 7.3 Schedule Setting for detatls

743 Motion Based Recording
Mation Based Recording: the system wall start motion based recording when the motion
object appents in the setup schedule. The setup steps are as follows:
(I Set the motion based recarding schedule of each camers. See 7.3 Schedule Sctting for
details
@ Enable the motion and set the mobion mrea of each camera. Sec 1121 Motiog
Configuntion for details.
The cammern will start motion based reconding ance you finish the above sertings.

744 Sensor Based Recording

(1) Set the sensor baved recording schedule of cach camers. See 7.3 Schedule Setting for
details.

@) Set the NONC type of the seanor. enable the wensor alanm and then check and configure
the “Record™. See 111 Sensor Alany for details.

74.5 Al Event Recording
(1) Set the melligence recording schedule of each 1P camern. See 7.3 Schedule Setting for
detasls.
@ Enable the Al event detection (Smart motion detection, abandoned missing object
detection, video exception, line crossing or minsion detection) and draw alarm line or
waming area of each IP camera. See $ Al Event Manageinsnt foc details.
ts anly avalable for some IPC's,
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7.5 Disk Management
The HDD can be plugged in or pulled out when the DVR is on
Click Starr=2Semings 2 Dusk2Disk Maungement 1o go 10 disk nonagsment uerface. You can
siew the DVR's disk nunber and disk status aad so on in the mterface. Chick the “Foemat™
buitton o format the HDD

Data Encryption

U Click “Data Encrypt™
2 Enter the username and password used to log n the DVR. This usemmme and password

shall have the permassion of disk management

2 Check the dask you want 10 encrypt and then enser the password

After you cocrypt the data of a disk., this disk cannot be read by other DVRs unless ot 1
unlocked

Data Decryphon
1. Click "Change Encrypt™
¢ Enter the usemame and password used 10 log in the DVR. This user shall have the

penmission of dink management

1 Check the dask you want to decrypt and then empey the passwoed

4 Click "Close Encrypt”™

Unlock the disk: when one coarypred disk s transferred from avother DVR to this DVR, it will
be i Jocked starus, Then you can select this locked disk and chek “Unlock™, Afier you enter
the password of its dats encryption, its statos will be “Read Only™. Now yoo ¢an read the data
of this disk but ¥ cannot be written anything

Some models may not support RAID function. The settings of RAID are as followings. Please
skip the settings of pliysical dask, arvay and disk mode if the DVR doesn’t support thas functyon

» RAID
' Enable RAID
(Go to Start =2 Settings =? Disk = Disk Mode)

5%
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Create an arrsy. {Go to Start=>Settings 2 Disk 3 Phiysacal Disk)

0 Click “Physical Disk™ tab and then click “Create an mray”

b, Enter the wser name and password which has the authonry of Disk Management. If you
don't have one, you can use the user pame and password that you logio system (the default
wsermame adnin)

¢, Enter ammay name and select array type (like RAIDS)

d. Select physacal disk
If you have 16 desks, please check 15 dasks. The remaining one should be set to a hot spare

H hagher data secunty 1s needed, you can decyease physic disks and merease hot spare daks
Please set them as needed.

o
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¢ Select n hot spase.  [n the phiysical disk usterface, select the disk that is not w the array snd

chick ¥ ns shown in the following pictures

® RAID Rebuilding

If onc of your disks 18 broken, the disk indscator on the front pancl will tum red. Of course, »
warnmg p will pop up if the relevant HDD exception alanm is set. You seed to rebuild the
RAID afier you replace the broken disk with » new one

Dunk Maniagamant Physacal Disk Dink Mooe

Chick the sbowe cacled won sad then selecy e ployaacal dink 4o pednald
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| o B toww |

7.5.1 Storage Mode Configuration

Click Start=2Settings 2 Disk 2 Stomge Mode 1o 20 1o the mterface 35 shown below

There me fowr disk groops. By using disk group, yon can correspoad the camern 1o disk (the
record data of the camem in the group will be stored usto the disks v the same group). The
VR with e-SATA iaterface supparts &-SATA recording

The added disks and cameras will be added o group one sutomancally, The disks and
cammeras i the groups can be deleted except group one (select a disk group and then clack E
on the top right comer of the added disk or camern to delete 1t from the group). The dedeted
disks and camerns will be moved mto group one swtoamatically

Each group can add the disks and cameras from other groups. Fach disk snd camera can only
be added o cae nonmal group. Select a dink group and then chck BB o the dick or camsera
row to pop up a window, Check the disks or cameras m the window and then chick “Add™

Some models may suppont “Backup Group™. If your device doesn't support thas function,

please skap the following mstructions
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You can add the muports sels wmto the backup group 1o avoed data loss

Sclect "BK Group™ and then click o odd & disk s the backup disk. Then m
authenncation box will pop np. After entenng the logmn usemmume and password, chek “Format
Now™ 10 select the backup disk. The added backup disk will be formumtied and thas disk will be

removed from the nonmal group, Then add cameras to the backup group. Theve camerns can be

added 1o a normal group and the backup group sunultancously

7.5.2 View Disk and SMAR.T. Information

Click Stant=2Settings 2?Disk2View Disk Information to view the HDD mnformmtion: chick

“SMART lnformation” to view the working status of the HDD. Refer to the prcture below
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8 Playback & Backup

8.1 Instant Playback
Chick B3 on the ol bar at the bottom of the preview camiern wmdow o play back the record
(etick W cn the 1ol bar  the botom of the live view interface 1o set the defanlt playback
tiwe). Refer to the pacture below. Ding the playback progress bar to change the plagback tise.
You can also click the right-click menu “Tostant Playback™ w the cxmera window and then set
the instant playback time to play back the record.

8.2 Playback Interface Introduction

Chck .ondletndbnndnhonauoﬂhclm:vicwmlaﬁceorcbckSm')Pllybadto

o 1o the playback mterfnce as shown below (click . on the tool bar at the bottom of the live
view terface to set the default playback tine)
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The added cameras will playback thewr records in the playback wserface autoamatically. You can
also add the playback casers manumlly. Chek in the plagback window to pop up the
“Add Camera” window, Check the cameras m the window md then click “Add" to add
playback canwra

The butons oa the tool bar (area (1)) at the bottom of the playback interface are introduced in
the tabie below

Meanaug
Stan button Click 2 %o pop up aea &

Fulll scyren Butten. Clack & o show Sl sceees click o agass 10 exit the Bl
cteen

Screen smode button

OSD ON Inmtess Click o o exsble OSDY click of agaen o Ssabile OSD
Stop butios

Rewnd button. Chck ot w play video backwasd

Play bamon Click of tn play video forwand

Pause bamon

Decelesation button. Click ot to decresse the plying speed
Acceleration button. Chck ot to morease the playing speed

Pyevious frame boson. It works ouly when the forwand playag v paosed m
wigtle serees wode

Next frame bymom it works caly when the forwad playing » pacsed i mmgle
scicen geode

Chek - 1o step backwaad 30x and click u %0 wop orward 0u
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|| Mesning
Clack 2 20 show the water sudk oo the suage: click . 10 hade S water
ok

“Event listtag buson. Chek it 1o view the event recoed of
mesial schedhale'senvin’ motion 3 the tag inforsttion

Nade sfvenabion daplay, Click o 10 show the cupet detection box

Oypen'tlose POS wfommasscn

Backup buttoa. Dvag the mowse oo the tune scale 10 select fhe tume persods 10d
cameras. and dhen chick the batton 10 back up the record

Backip statos Insttoms. Chick i 1o vaew e backsp status
Back button. Chck o 10 setien

Full svaven mtotiom button

Diaw rertangie. Yoo can seatch the svord of msotion detectaon i fhe por-deSmad
sectangules sscn
Drarw line. You cam semch the tecond of crovang the ne altes deawing the koe
l-)tnq—hhul You can seacch the recond m S quadinisteral alier Sawang
o

ol @ eno o | (8 oo

Senart playhack semngs Click it 1o set sman playback

Introduction of ares (L
O] | ' 1t o ot gt syt s e
Click it to go to record seasch userface. see .4 Recoed Search Pladack
. & Backup fos detaals
b v Duspisy | Clack 1t W go 1w hve vaew sterface, see Clugto § Live Vaew trodation
for detmln

Click on the playback window to show the tool bar as shown m area (3% nght click an the
window to show the menu list. The tool bar and menn list are introduced in the tabls below.

Move ool Click if to seve the 1001 bar myywhicre

Chck 1t 10 enable smdio. You can livten 10 the camesa audio by
etablay stadeo

Chick it to wap
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Click it 10 go t0 the 2oom = wiesface The 2oces i unerface i
wumilar 30 that of Se comers window m the live view mterface
Chek - 0 panse the pecoed playag: chck n 1o play e
record When the recond 3 passsed 1 forward playing mode

cun click K 1o view the previons fimme and click %
varw the soxt Sxme

Click 1t 0 2dd tag. You can play back the revoed by seacclung the
Aild Tag added tag Chck o sod then enter the tag name m the pogup
wiadow. Click “Add™ 10 24d ug

Click it 10 switch the playback camera. Click 1t and Ses check e
vamera mx the popup windere Clek “OK™ 10 clhanpe the camera

Close Camera Click it 10 close the playback camens

!

Switch Camern

A B

Ctick Il 1o et the dme; click [ 10 set the time and then dhe playback camers will play
the recard from the tune set, You can check the record type as required for recond playback;
first you should click [l on the tool bar at the bottom of the imerface 1o clear all the playback
cm.dmcbecklbemuﬂrype(.:mulmod;.zmmb«dmd: .:
motion based record: I schodule record; [l intettigence record; M POS record) and
finally click [l in the playback window 1o add camera for playback (ibe record time scale
will show the secord data of the checked record type only after the above operations)

Introduction of the record tine scale (asea &) -

A 1ol bar will appear afier moving the mouse 1o the record time seate. Cick [/ [l
200m the timetine; chick [l to secover the timeline to 24 hours’ ratio, Drag the timeline or
slide the scroll wheel of the moase on the time scale 10 show the hidden tiane oa the 10p or
bottom of the timeline. You can aiso click [l %o show the hidden time on the top of the
tmelme or click -NM'&WMMMMMOI&W.M&:M
at the bottom of the te scale to show the adden playback camerns.

The tecord time scale shows different record types with different colors. The green block
stands for manual record, red block stands for sensor based record, yellow block stunds for
motion based record. blue block stands for schedule rocord and cyan block stands for
intelligence record. Click the record block 1o set the time and then the playback camera will
play the rocord from the time you set.

Drag the oolor block on the time scale 1o selest the backup arca and then right chick the srea or
click ﬂm”q.mumm.mu-m'mummw
up the backup window, Select the device, backup path snd backup format and then click the
“Backup”™ button to start the backup,

®  SMD Record Playvback
Clsck - i the nonmal playback mierface. Then you can view the SMD events.
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Motion with a lsuman won uxheates that there 15 a bumman motion record
Motion with a velucle scon mdicates that there 4 a vehicle motion record
Double chck the nsobon event with n human velocle soon 1o view the SMD record playback as

shown belown

Clack . 10 view the 1arget detection box as vhown above

8.3 Smart Playback

®  Sean Playback Semngs
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Clck E to go to the following mterface. Set the value of “Speed of non-nterest video™

(Please skip thes coc if you chek “Skip non-mterest video™), “Spesd of mterest video™ and

“Intrusion percentage™

®  Smart Playback by Drawing Rectangle

Clack ! and deaw a rectangle in the dewred wrea. Then the system wall astonatically search
the record files of this aren. The ¢ynn blocks indicate that there are miclligent recording files
Move the cursor to such block and click to play the record

®  Smart Plavhack by Drawing Line

= s ’ g
Click atd deaw o line in the desired wrca. Then the system will suromatically search the
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receed files about crosseng this line. The cysn blocks mdicate that there are meelligent
recording files, Move the cursor 10 such block and click to play the record

W

®  Swmart Playback by Drawing Quadrilateral

Click - and draw a quadrngle in the desired area, Then the system will automatically
search the record files of this area. The cyan blocks mdicate that there are mtelligent recording
files. Move the cunor to such block and dlick to play the record

8.4 Record Search, Playback & Backup

The record dara and the saapped psctares can be backed up through netwark or USB (U disk or
USB mobile HDD). The file system of the backup devices should be FAT32 forum
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8.4.1 Search, Plavback & Backup by Time sliced lmage

I} Chek Start=2Search and Backup2By Tune-shiced Image to go to "By Time-sliced Image™

tab, There are two view modes: by time and by camera. In the thse view mode, o maxizmun of
64 camern thumbumls can be shown If the camera thumboml pumber s more than 64, the
cameras will be linted directly by their cuners name. not the thumbnml. A maxinmm of 196
camera names can be hinted. 1f the camern name number 18 more than 196, the tme vyew mode
will be dasabled and the cansera view mode will be avalable only

Z) Sclect ane catnera in the imterface and then click the “Open™ button

3) Chlick the inage box to play the record in the snaall playback box on the lefl side of the
witerface (the box which has mage mside mdicates that the record data exist)

3 Refer to the picture below. Drag the color blocks on the time scale to select the record dats
and then chick the “Backup™ button to pop up the “Record Backup™ window as shown below
Select the device name, backup format aod path and then click the “Backup®™ button 10 start the

backup

Nivtez I you Bock up the rvvaed b privee fanmnt, e gvivm ol dack g o BRAY pigyer w0 0SB
device wntvmatioally The privete frmat recoed can e ptayed by BPAS plaver anty.
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5 Chek the “Playback™ button to play the record m the plavback interface (refer to 8.2

avback troduction for details). Click “Close™ 1o close the interface

Time Slice Mode Selecting:

Method Oue: Click the “Year™, "Month™ or “Day” buttion under the recond time scale 1o select
the e slioe mode. In “Day" mode, click on the lefi'nglut side of the time scale
1o view the record of the Iasvoext day; check “Mimute™ 1 the “Picture™ option under the time
scale to select “Minute™ nsode (i “Mumste™ mode. ¢lick the tine swale to change the tune of the
60 display windows) aod chek “Houwr™ to select “Houws™ mode

Method Two: Clck - bessde “Camern Thuanboadl™ on the left top comer of the interface
to select the nme shice mode

Method Three! Raght-click the mouse on any area of the timse-shiced mierface to go back 10 the

upper interface

8.4.2 Smart Search

1l Click Start=?Search and Backup=2Smart Scarch %0 2o 1o “Smart Scarch”™ b as shown
below

Belmvior Detection: when you scloct the smsrt playback mode, the system will analyze the
video meluding the motion detestion, mpwire and intrusson derection

2 Chick “Behavior™, Set the semrching tiane persod and you will search the clmane] whach has
the mtelhigence detection recond

2 Check the channel and sclect the st playback

&) Set the backup tune and sedect the channe] to backup

68




Playhack & Backep DVR User Mamual

2

Sanart playhack settings button. Chek it 1o set mntrusion percentage.

Full screen monon button
: Motion button

Bl Drow line button. You can scarch the record of ¢rossing the hine after drawmg the hne
Drow quadrilateral, You can search the record o this guadnilateral afier deawing it

843 Search, Playback & Backup by Time
1) Click Start=2?Semch and Backup—2By Tane to go to “By Tune” tab as shown below
a Click - on the bottam of the mterface to ndd playback camera. Chck “Modify™ on the
top right comner of the camsera window 10 change the camern and clsck “Clear™ to remove the
clumera
& Click the camera window to play the record in the umall playback box on the left side of the
mterface. You can sef the dute an the top keft of the mterfiace, check the event type as regquared
and clhick the tune scale or chick under the tune scale to set the tume. The camern window
will play the record according to the tune and event type you set
@) Drag the color blocks on the time scale 1o select the record data {or click the “Sct Backup
Tume™ button on the bottom left comer of the mterface to set the backup start time and end time)
and then click the “Backup™ button for record backup. Click the "Playback™ button to play the
record m the playback mterface

09
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844 Search, Plavback & Backup by Event
Some models may support sesrching POS evemt
) Click Stagt2Search and Backup 2By Event 10 2o 10 “By Event™ tab as shown below

2} Check the event type in the inderface as required

& Chck to set the start tune and end time on the top left of the mterface

4 Check cameras on the left ade of the nterface or check “All™ to select all the cameras and
then click _ to search the record, The searched record will be displayed in the list

B Chick - in the list to play back the record in the popup window. Chick B to back up
one record data or check tbtiple recotd data m the list snd then click the “Backup™ buttoa for

record bateh backup
i Select one recond data in the list and then click the “Playback™ button 1o play the record i

the plavback interface
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845 Search & Plavback by Tag
Ouly 1f you add the tags can you play the record by tag search. Chck Start=2Playback to go 1o
the playback sterface and then click E] on the bottoes of the camern window 10 add 1ag

when you want to mark the playback time point of the selected camern
Click Strr=2Search und Backup = Tag Masagement 16 go to “Tag Manageinent” tab

Chek - m the mterface 1o play the record. Chek n to edut the tag name. Chek . (]
delete the tag,

846 Image Management

Click Start?Search and Backup—2Image Management to go to “Image Management™ tab. The
systemn wall display all the snapped images ssttomatically m the bt

Clhck . 1o delete the maage, Chick 10 pop up the “Export™ window. Sclect the device
name and save path i the window and then chek the “Save™ button

to pop up the “View lmage™ window. Click - 10 export the amage. Clck n

Clack
o view the preveous mmage: chick 10 view the next msge; chek to delete the tmage;
clsck to play all the images




o e

8.4.7 View Backup Status

Click Sturt=> Search and Backup = Backup Status or click Bl o the tool bar at the bottom of
the playback interface 10 view the backup siatus




9 Al Event Management

9.1 Smart Motion Detection
Smart Motion Detection (SMD): when the motion obpect (Inmmnmotor vehsele) appears m the
specified area. the motion object will be classafied and detected and alanms will be mggered
Before enabling SMD, you must enable motion detection of each mnalog cammera first (See
Motion Alarm for detmls), or wmart motion detection will be mavailable here
Chick Start=2Settings FAUEvent 2SMD 10 go 1o the following usterface

2 Select the analog camer, enable SMD and set the detection area

Dyag on the camera unage 10 set the mobon aves. You can set more than one motion area, Chck
All™ to szt the whole camern unage ay the motion area. Chick “Reverse™ 1o swap the motion
area and the non-monon area. Click “Clear™ 1o clear all the mohon areas

Select the detection target and set the senutivity as seeded. Human or motor vehicle can

R
be selected

4} Chck “Apply” to save the settings. Then chck “Tngger Mode™ to set the alanm linkage
sems as needed. Enable or disable “Record”, “Saapshot Pash”, “Alarmmeont”, “Preset™

Buzzer™, "Pop-up Video™ and “E-znaal™

The confiuration steps of the above mentioned alarm linkages are as follows
Record: check 1t and then the “Tngger Record™ window wall pop ug sutonaatically (yoa can

also chick the “Conhgure™ button to pop up the window) Seclect camera on the left sade and
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e ik’ [ 6 s i i i it o St Wigupe ikmveric: o Wie ight kde
aod then click Tl 10 csacel the trigger camern. Click the “OK™ butron 10 save the sestings.
The trigger cameras will record satomatically wheo the sensor alanmn is tnggered.

Snapshor check it aod then the “Trigger Suapshot™ window will pop vp awomancally.
Coafigure the trigger camens in the window: The trigger cameras will snap sutomatically when
the sensor alanm is tiggered,

Push: check it and choose ON or OFF. If it s ON, the syssem will send messages when the
sensor alam is triggered.

Alarm-put: check ot and then the “Trgger Alanm-out" window will pop vp sutomatically.
Coofigure the wnigger alaom-owt in the window. The system will tngger the alamont
sutomatically when the sensor alarm i triggered. You need 10 set the delsy time and the
schedule of the alanm ousputs. See 11 4.1 Alarm-out for details

Preser: check it and then the “Trigger Preset™ window will pop up susomatically. Coafigure the
tnigger preset of each camern, To add presets, please see 6.2 Precet Seming for details.

Bazzer: if ensbled, the system will begin to buzz when the sensor alamm is tniggered. To set the
delay time of the buzzer, please see 11.4.4 Bugzer for detadls,

Pop-up Vdeo: After camera sctting, the system will pop wp the comesponding video
musomatically when the sensor alanm is tnggeved. To set the duration e of the video, please
see 114 3 Display for details.

E-mail: if enabled, the system will seod an c-mail when the sensor alarm 15 mggered. Before
you enable the emmil, please configure the recipient™s e-nmil sddress first (see 11.4.2 Eaail
Coafiguration for details)

& Click “Apply™ to save the seftings.

After the above parameters are set, you can wiew the SMD record playback i the playback
interface (See SMD Record Plavback for details).

9.2 Line Crossing Detection

Tripwire/Line Crossing Detection Configuration:

Alarms will be triggered if the people or vehicles cross the pre-defined alarm line.

@ Chck StartdSettingsPAVEvent>Al Event Line Crossing 1o go 1o the following
interface.
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2 Select the camera. ensble line crossng detection and set the duaration

3) Select the direction

Direction: A<->B, A->B mnd A<-B optional. It 1 the crosamg drection of the target that
crosses over the alert lme

A<>B: the alann tnggers when the target crosses over the alert lne from B to A or from A to
B.

A>B: the alann tnggers when the target crosses over the alart hne fromAw B

A<B: the alarm tnggers when the target crosses over the alert line from B 1o A

Note: For the analog camera, only A<->B can be set

3) Draw lme. Refer to the mterface as shown above. Drag the mouse in the tmage to draw an
alert line. Chek the “Clear™ 10 delete the alanmn lme

Bl Chick "Detection Target™ to choose the detection target mud the sensitivity. The detection
target meludes human and motor velucle

Note: only |CH analog camern is avaslable for target ¢lassafication

) Chick “Trgger Mode™ to configure line crossmg alarm lmkage stems

® Enable or disable “Record”, “Snapshot”, “Push”. “Alarm-out™, “Preset”™, “Buzzer™, “Pop-up
Video™ mad “E-ummil™ The alarm hnkage settings are the same a5 the wmart mobon detection

alarm linkage settings (see 9.1 Smart Motion Detection for details)

Click “Apply™ 10 save the scttings

Intrusion Detection

Intrusion Detection Configuration:

Alarms will be tnggered if the people or vehicles mtmde into the pre<defined wea

|} Chck Start=>Settings> Al Event DAl Event—Iutrusion to go to the following mterface

& Select the camera, enable the mtrusion detection and set the durathon

3} Select regronal activites. “Appear” or “Crosa” can be selected (of yoar camera doesn’t
suppont repon entrance exitimy detection, “Cross” wall not be enabled). If “Cross™ 1s selected.
you can choose the crossang direction

4 Select the alarm area. Up to 4 alarm sreas can be set up

3 Draw the alarm area of the mfmsion detechoa. Refer to the userface as shown below
Click mround the ares where you want to set as the alarm area ws the umage (the alanm area
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should be a closed area)

£ Chek “Detection Target™ to choose the detection target and the senutyvity. The detection
target meludes hunmn and motor velucle
Note: only 1CH analog caaner 15 available for tuget clasafication

Chick “Trigger Mode™ to configure mtrusion detection alarn hukage tems
® Enable or disable “Record”, “Snapshot”, “Push”™, “Alarm-ont”, “Preset™, “Buzzer™, “Pop-up
Video™ and “E-zml™. The alarm lnkage scitigs are the same &4 the unart motion detection
alurm hokage settings (see 9.1 Souart Motron Detection for detatls)

£ Chek “Apply™ 10 save the settings

Abandoned/Missing Object Detection

L Click Start?Settmgs?AlEvent—2Al Event—20bject Abandoned Missing to go to the
followmng mterface

%/ Select the camern, enable the shandoned mussing object detection and set the duration and
detect type, There are two detection types: Abandoned object and missing object
Abandoned object: Alarms will be tnggered if there are amticles left in the pre-defined
detection area
Missing ebject: Alarms will be tnggered if there are artscles musang in the detection area drew
by the usens

§ Select the alarm area and area name. A maxinmun of 4 alarm areas can be set

1) Draw the alarm area of the object detection. Refer to the mterface as shown below: Clck
around the area where you want to set as the alarm area in the mmage (the alanm area should be
a closed area). Clack the “Clear™ to deicte the alarm area
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i} Chick “Trngger Mode™ 10 confignre sbandoned messang object detectron alanm hinkage
ttemms. Enable or disable “Recard™, “Saapshot”, “Push™, “Alarm-omt”, “Preset”, “Bugzer
“Pop-up Video" and “E-mul™. The alanm linkage settings are the same as the unant motion

detectyon alanu linkage settmngs (see 2.1 Suan Motion Detection for detusls),

£ Click “Apply™ to save the settings

9.5 Video Exception Detection
Video Exception Detection Configuration:
Click Start?Settmgs P AlEvent2Al Event>Video Exception Detection to go to the

followmg mntestace

21 Selout the camera and detection duration and then cnable the relevant detectzon a8 needed

Scene Change: Alarms will be miggered if the scene of the wondtor video has changed
Video Blurred: Alanss will be tngeered if the video becoanes blutry
Video Color Cast: Alsnins will be tnggered if the muage 5 abnonual cassed by color

deviation
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(U Set the seusitivity of the exception detection.

@ Chck “Trigger Mode” 10 configure exception alann liakage items, Enable or disable
“Record”, “Saapshot™. “Push”, “Alsrm-oat”, “Preset”, “Buzzer”, “Pop-up Video" and “E-mail".
The alaem lmkage seftings wre the same as the unart motion detection alanm linkage seftings
(see 0.1 Smart Motion Detection for details).

@ Chick “Apply” 16 save the settings,
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10 Intelligent Analytics

10.1 Target Detection View

Only some models support target detectzon view. 1f your device docsa’t support it please skap
the following mstractions

10.1.1 Human Body/Vehicle Detection View

Ouly when the analog camnern cosbles Tnunan body'vehicle detection, can you view the
real-tisne captured people or vehicle pictures. The setting steps are as follow

1 Enable the Line crossng Intrusion function, draw the line or arva and choose the detectron
target (see 2.2 Lme Crosung Detection and 2.3 Intusion Detection for detazls)

21 Go 1o hive view wterface and then chick on the top nght comer of the live view
uterface. Choose the target detectron tab 10 go to the target detectson mterface a4 shown below

Click the captured pacture on the ngle of the Bve mierface or chick B o ee the stiapalyot
detailed information. such as snapshot time, camnera. cvent type and tarpet type
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You can export the captured pictures by chicking “Export”. Click “Search™ to go to smart
hmman body'velicle search mterface The system will stomatically search captured

people'velucles, Click “Playback™ to go to the playback miterface

10.2 Smuart Search
10.2.1 Human Body Search

Click Start=? Intelligent Analytics?Search=?Human Body to go 10 the luunan body search
wterface

Sclect the search tune. camers and event nnd then chek “Search™ 10 view the scarched pretures

Click the searchad pistige 10 play the recond m the small window. Select picturss and check

“Backup Picrure™ and'or “Backup Record” and then chck “Backup™ 10 back up the pactres and
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or records, Click “Onginal” 10 view the captured ongmal pictures, Chick “Last” 1o view the file

list of the captarad pictimes

Chck n and sehect "Add 10 favonte™ to add a favonie group and save the cumtent searched

Imt:uc- to the favoate groop. Then you can quockdy view these figure prctures by choking

and choosing the group nmme

10.2.2 Motor Vellcle Search

Chck Start= Intelhgent Analytsics<?Smart Search<?Vehicle 0 go 1o the vehicle search

mreriace

2/ Sedect the tume, camern, event and vehicle type. Then click “Search™ to search velucles
Event; Intrusion, Line Crosamg

You can view pactures by tume or by camem,

Click a searched vehicle picture 10 play it m the small window. Select velucle pictures and
check “Backup Picture™ and'or “Backup Record™ and then chick “Backup™ to back up the
pactures and ‘or recosds

1 Click “Ongisal™ o see the onginal pictures: elick “List™ 10 view the saapshot mfonnstson

last. Clhick . to vaew the detail information: chick E to back up the mnage



10.2.3 Combination Search
i you want 1o view the buman body or velucle psctures sumultancowdy, you can choose
comnbmatyon search

Click “Comibvne

Select the senrch e, camera, event and target as needed

Click a searched picnare w0 play it m the small window, Select pictares and check “Backup
Pictire™ and'or “Backup Record™ and then dick “Backup™ to back up the pretires and or

records
Chek n 1o add & favorite group and ssve the current searvhed prctures to the favonite group

Then you can qusckly view these psotares by chckng n and choosing the group name



11 General Event Management

11.1 Sensor Alarm

To complete the entire vensor alanm settings, yoo should ensble the semor alarm of ench
camera and then set up the alarm handheg of each camera

I} Chick Start=>Settings 2 Alarmy 9 Sensor Alanu 1o go to the

owmg micriace

2 Select the alarm type (NO or NC) according to mgger type of the seonor

3 Enable the sensor alarmn of each camen

da

Check the “Recond™, "Saapshot™, “Push”, “Alanmue-out™ and “Preset” and enable or disable
the “Buzzer™, “Pop-up Video", “Pop-up Message Box" and “E-gquul” as required

8  Chck “Apply™ to save the settings

The configuration steps of the sbove mentioned alarm linkages are as follows

Durarion: 11 refers 10 the mterval ume between the ndsacent motion detestions. For mstance, of

the durstion tune 1 ss1 1o 10 seconds, once the system detesss o motion. it will go 10 alarm and

would not detest any other monon (specific 1o camern) i 10 seconds. If there 15 another motion
tected during this penod. 3t will be conssdered a8 & continmous movemsent; otherwiss it will

be corsadercd as & smngle motion

Record. check 1t and then the “Trigger Recond™ window will pop up sutomatically (you can

also ¢lick the “Configure”™ bumton 1o pop up the wandow). Select camern on the left side and

then click 10 set the camera as the tngger camera. Select mgger camer on the nght side

and then chick - to cancel the ingger cameon. Click the “OK™ button 10 save the settings

The mgeer cameras will recond satomantcally when the sensor alanm 15 tniggered
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Snapshor. check it snd then the “Trigger Spapshot™ window will pop wp amonsstically.
Configuse the trigper camera i the window The trgeer camerns will snap sutosuatically when
the sensor alarm is triggered,

Push: check it and choose ON oe OFF. If it i ON, the systemn will send messages when the
sensor alanm is tiggered

Alarm-our: check ot and then the “Trigger Alanm-out” window will pop up automatically.
Configure the trigges alamp-out in the wmdow. The system will tnigger the alanm-ont
msomatically when the sensor alanm i triggered. You peed w0 set the delay time and the
schedule of the alarm outpets. See 11.4 1 Alarn-out for details

Preser: check it and then the “Trigger Preset” window will pop up sutonsatically, Configure the
trigger preset of cach camern, To add presets, please see 6.2 Preset Setting for details.

Brzzer: if emabled, the system will begn to buzz whsen the sensor alarmi 1 triggered. To set the
delay time of the buzzer. please see 1144 Bugzer for details.

Pop-up Videw: After camera setting, the systems will pop up the comesponding video
muommatically when the sensor alann is tnggered. To set the duration time of the video, please
see 11.4.3 Display for details.

Pop-up Message Box: if enabled. the system will pop up the corresponding alann message bax
autonmtically when the sensor alarm i triggered. To set the diration time of the message box,
please see 1143 Display for details.

E-mail: if enabled, the system will send an e-mail when the sensoe alarm is triggered. Before
you enable the cmail, please configiare the recipaent’s e-mmil address first (vee 1140 E-mual
Coufiguntion for detals),

11.2  Motion Alarm
Motion Alarm: when the motion object sppears in the spocified area, it will trigger the alarm
You should cnable the moton of ench camem first sad then set the alarm handling of the
camera to compiete the whole configuration of the motion alann,

11.2.1  Motion Configuration
(1) Click Start=>Settings>Camera=>Motion to go to the following interface.
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2 Select the camen, enable the motion and set the sensitivity and duration of the camern
Senxiviviey; the mgher the value 1, the more sensitive it 15 1o moton. You should adpst the
value according to-the practical coaditions since the sensitivity is influenced by color and teme
(day or maght)

Duration: 1t refess to the intesval time between the adpacent moton detections. For wstance, if
the duration tune s set 10 10 seconds, once the system detects 4 mation, it will go 10 alarm and
would not detect any other motion (specific to camera) i 10 secouds. If there is another monon
detected dunng thas penod, 1t will be copsadered as a contimuous movemsent; otherwise it will
be comsadered as 2 single motion

:3 Dng the cmoera mssge 0 set the moton area. You can sel mwore than one motion area
Chick ~All"™ 10 set the whole camern masge a4 the motion mea. Chek “Reverse™ 1o swap the
motion arca and the non-motion area. Chck “Clear™ to clear all the motion aress

4) Chlick “Apply” 1o save the settings. Chck “Processmg Mode™ 10 go o the alarm handling
configuration interface of the motion alsrm

11.2.2 Motion Alarm Handling Configuration
L) Chck Start=?Semings 2> Alsrm—>Motion Alarm to go to the following mterface
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& FEnable or disable “Recosd”, “Suapsbot”, “Push™ “Alasm-out”, “Preset”, “Buzzer™
‘Pop-up Video" snd “E-naail”. The alarm handimg semmg of motion alamm i similar to that of

the sensor alanm (see 111 Sensor Alapy for details)
3 Chck “Apply”™ to save the sermmngs. You can click “Motion Settings” to go to the mohion

configumnon uteriace

11.3 Exception Alarm
11.3.1 1PC Offline Settings

I} Chck Start2Settings > Alarm=> Exception21PC Offline Settings to go to the imterface as

shown below

»

& Enable or dsable “Snapshot™, “Push”™, “Alanm-ont™, “Preset”, “Buzzer”, “Pop.up Video™

“Popaup Message Box” and “E«nml™. The [PC Offline Settmngs are samilar 10 that of the semsor
1 g 'S

alarm (sec 11.1 Sensor Alarm for detaals)

& Chck “Apply™ to save the settings

11.3.2 Video Loss Settings

Chick Start2Settings = Alarm 2 Exception—? Video Loss Settings to go to the interface as
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2! Enable or disable “Recond”, “Smagsbot”, “Push™, “Alanm-out”, “Preset”, “Buzzes
“Pop-up Video", “Pop-up Message Box™ and “E-mail™. The Video Loss Semings are sumilar to

that of the sensor alam (see 11,1 Sensor Alagm for details)

& Chick “Apply™ to save the settings

11.3.3  Exception Handling Settings
Chck Start>Settings 2 Alarm=> Exception ?Exception Handling Sethings to go to the

wterface a3 shown below

2] Enable or disable “Alarmeout™, “Buszer”, “Pop-up Message Box" and “E-znml™ The
exceptron handling settings are samlar to that of the sensor alann (see 111 Seosor Alagy for
detatls)

37 Chck “Apply™ to save the settings

11.4 Alarm Event Notification
11,41 Alarm-out

Chick Start=> Settings = Alarm—>Event Notification to go to the following interface
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2 Set the delay tune and the sehedule of cach alann-out, Yoo cas chick “Edit Schedules™ 10

cilit the schednles (vee 7.3.1 Add Schedule for details)
B Chck “Apply” 10 save the settings: You ¢an c<hick “Test™ 10 test the alaom owput
1142 E-mail

Chick Start=?Settings 2 Alarm 2 Event Notification?E-mail to go 10 the e-mail configumtion
mterface Set the exmail address of the recipients. See 13.1.5 E-sunil Configumtion for detasls

11.43  Display

Click Start=Settings = Alarmm = Event Notification2>Display to go 1o the dasplay configuration
imnterface. Set the duration tune of the pop-up video and the pop-up message box. Click “Apply™
1o save the settmgs

11.4.4 Buzzer

Click Start=>Settmgs = Alarmu— Event Notification 2Buazzer to go to the buzzer configuration
mterface. Set the delay tonse of the buzzer and then chck "Apply” to save the setting. You can
click “Test™ to test the buzzer

11,45 Push Text

Chck Starr=Settings=? AlEvent <2Event Noufication=2Push Texz 10 go 1o the mserface as
shown below. Chesk “Eanble”™, select the schedule and then click “Apply™ to save the sertings
If Push Server 1s onlme, it will push 1ext 1o the mobile clients sccording 10 the set schedule
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11.4.6 Alarm Server

Go to Alarm =2 Alarm Server mterface as shown below

Enable the alarm server and enter server address and pont of the alarm server. Then select
protocol, the schedule and alann type. If “Send Henrtheat™ 1 enabled. set the mierval times
After that, test the effectiveness of the alanmu server. Having tested successfully. please click
‘Apply”. When an alarm occurs, the device wall transfer the alarm event to the alanu server. If

an alann server i not needed. there is no need 1o configure this section

11.5 Manual Alarm

Chck u on the tool bar at the bottoun of the hive wew mterface to pop up a wmndow. Click
"“Tngger™ to start alarnm, Click “Clesr™ to stop alarm
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11.6 View Alarm Status

Click Start2Semtings 2 Alarm =2 Alarm Stams or olick D on the 100l bar ar the borom of the
live view mterface to view the alarm statos

& 8 & 2.8

Click the “Clear” button to stop the buzzer wihen the buzzer alammn happens, Chick - to
view the detail sformaation

I the excepton informmtion s more than one page, you can enter the mmuber m the box and
then <lwk to jutgp to the specified page. Chick to view the exception

alarm nformation m the previous nexe page, Chek - to play the alarm recond
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12 Account & Permission Management

12.1 Account Management

Chck Start=?Settmgs 2 Accoumt and Authonty 2> Account2>Edit User to go 1o the interfuce as

P N
shown below

Area (L) displays the user permasasions. Area (2 dasplays the user list. Clack the user in the lis
to display sts user permissions i ares ()

There are throe defaull permsssion groups (“Admunistrator™, “Advanced™ and “Conunoa™)
avatlable when adding asccounts. You can manually add new penmissaon group (see 1131 Add
Pennisson Group for detazls)

Ouly adoin and the wsers that have the “Account snd Authonty” permsssion cun mansge the
system’s accounts. Croup “Adusnistrator”™ owns all the permissions displayed m area
except “Accomt and Authonty™ and s permissaons cannol be changed while the permsssions

of “Advavced” and “Common” ¢an be changed

12,1.1  Add User
1) Click Stan=2Semags2Acconmt and Auwthonty?Account=2Add User or click

beside the search box to pop up the window as shown below

91 >
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& Set the usermame, password and group. The e-mail nddiess and MAC address e optional
(enser the MAC address after you check i11), Click “Add" 1o add the user
1f the password secunty level & changed, please follow the tips shown i interface 1o set the

password. (To set the password security level, please click Accoant and Anthority = Passward
Secunty)
12.1.2  Edit User

Chick StantScttings > Account and Authonty? Account?Edit User and then chick - n
to delese the user

the user list or double click the user to edit the user information. Chick

(the user admin cannot be deleted)

#  Edit Security Question
You can set password secunty only for admin. Chick “Edn Secunty Question™ and then set
questions and snswers m the popup window. If you forget the password for admein, please refer

o Q4 1 Appendix A FAQ for detmls. The passwords of other users can be secovered by edwrin

or the users that have the “Acconnt and Authonity™ permission

= Modify Password
Ouly the password of admin can be modified. Clhick “Modufy Password™ 1o pop up a window

Va
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Extex the current password and then set new password. Click “OK™ 1o save the settimgs

~  Modify Pattern Lock

Some models may not support this function
Click “Modify Panen Lock™ to pop up a window

Enter the current password and then check “Enable™ to set pattem lock

» Recover Pavsword
Clhick “Recover Password™ 1o reset the password 10 123456

#  Edit User

Click “Edit User™ to pop up the window as shown below, The admin is enabled, its permission
coatral 15 closed and permussion group cannot be changed by default. You can enable or disable
other mers (of disabled, the wser wall be wvaled). open or close their pemussion control (xf
closed, the user wall get all the pennissions whech admedn has) and set thewr pemmssion groups
Click “OK™ to save the setthngs

-)_(
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12.2 User Login & Logout

Legin: Chick Start=2Logm or durectly chick the prewew mterface and then select username and
enter the password in the popup wendow. Click the “Logmn™ button to Jog in the system
Logout; Click Start=2Logout or chick Stant2>Shutdown s pop wp the “Shutdown” window

Select “Logowt™ in the wandow mnd then chick “OK™ to log out the system

Permission Management
Add Permission Group

Click Starr?Settings 2 Account and Authority > Account 2 Edit Permussion CGroup to go to the

nterface as shown below
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Clck n o add perussion group. Set the group numme, check the penssons as requared

and then set the “Local™ and “Remote™ permisssons. Chick “Add™ 10 save the settings

12.3.2  Edit Permission Group
Go to “Edit Permussion Group™ nterface and then click n m the group list 10 edit the
pesmission group (the operations of the “Edit Persnassion Croup™ are similar to that of the “Add

Permissson Group”, plesse see 12.3.1 Add Penmissson Group for detsils). Clack . 10 seve

the group as another growp. Clack to delete the penmission group, The three default

permission groups (“Admanistrator”, “Advanced” and “Conunoa') cammot be deleted

12.4 Black and White List

hick Start=>Settings = Account and Authonty = Security to go to the following interface

0% >
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2 Check “Enable™ and then choose “Enable Allow List (white lsst)” or “Enable Block List
(Mdack lest)™ (the PC chent of which the I address is i the allow st can access DVR remotely
while the PC clsent in the block list canmnot )

3)  Add IP1P segment MAC. Chick “Add IP” or "Add MAC™ and then check “Enable™ m the
popup window (only of you check it can the [P/IP segment’MAC you add be effoctive). Enter
the IPTP segment MAC and then chek “OK", In the above mterince, clack n to edit IPTP
segment MAC, click - to delete 1. Click “Apply™ 1o save the settings

12.5 Preview On Logout

Click Suut=2Settmgs > Account and Authority=>Security?Preview On Logout 10 go 1o the
followmng mterface

Seot a camers and then enable or disable the preview permsssion on logout as required. If »
cumnera’s preview pernmssson on Jogout 15 “ON", you can view the live umage of the canern
when the system is logged oul. or the live nnage of the camers cannot be seen when logged

oul
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12.6 Password Security

Click Start=Sentings>Acconnt and Ambority?Security=?Password Secunity to go to the
following mrerface

In this mterface. you can set the level and expumtion tune of the password
Level: 4 levels—weak, medivm, strong, stronget
Exparatzon Tune: 4 options ~Never expure. 30 days, 90 days or 180

12.7 View Online User

Chck Start=?SettmgsAccount and Authonty?User Statn 1o view the online wer
wiformation (you can view the online user nune. login type. IP address and logm tume; chick

to pop up & wmdow showmg the preview occupied channel oumber and playback
occupied chamnel number)

97



DVR User Manual

13 Device Management

13.1 Network Configuration

13.1.1 TCPIP Configuration
Click Sturt=2Semtings2? Network 2 TCPIP 10 2o 10 the following uerface. Check “Obtaw an
IPv4 address auomancally”, “Obtamn s IPvE addeess automatically”™ and “Obtain DNS
sonmtically” w pet the network sddresses sromatically, or magually cater the network
addresses. You <an wodify the MTU salue according to the network condition (MTU
Maxumes Transmission Unst, can be modified according 1o network condstion for higher

network transmission efficiency). Clack “Apply” to save the settings

®  Multiple Ethernet Ports Setting

If the DVE lias two netwark ports or above, you can select the network work patiern as
required

Network Fault Tolerance:

The two network ports will be bound 10 one [P address if you select the “Network Fault
Tolerance™ pattern. There are many sdvasitages of this work patten: 1. incresse (e bandwidth;
1 form 8 petwork redundant ammay to share the load. Wheo a fxilure happens 10 one network
pott. the other port will take over the antire load wmsodaately. The nkeover process 18 seamless

and the network service will not be broken off

If “Network Fault Tolerance™ 18 selected, chock “Obtam an [Pv4 address sutomaneally
“Obtan an [Pv6 address nutomatically™ and “Obtam DNS automatically™ to get the network
addresses antomatically, or manmually enter the network addresses; select one Ethernet part as
the primary card and then click “Apply” 10 save the seftings

Mudtiple Address Setting:
I “Multiple Address Seming™ is selected, the [P addresses of the rwo Ethermes pors should be

&1 respectively

0% -
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Check “Obtain an [Pv4 address astomaneally”™, “Obtan an IPv6 address amomatically”™ and
“Obtan DNS susomatically™ 1o get the network addeesses antomatically, or manually enter the
network addresses; select one NIC card conpested 1o the Tnsernet 5 the default vonse sod then

click “Apply” 10 save the settings

13.1.2 Port Configuration
Click Start=2Serntmgs =2 Network=2Port to go 10 the saterface as shown below. Enter the HTTP
port, HTTPS post, server poet and POS port of the DVR, and then click “Apply™ 1o save the

settings. You can abo cuable and set RTSP port (please check “Anosymons” as rexqquired)

HTTP Porr the default HTTP part of the DVR is 80. The port number can be changed to
others hke Bl. The port s mamly used to web client access. If you want to access the DVR
through a web browser. you should enter IP address plus HTTP port in the address bar of the
web browser hike it 102 168 11 6181

Note: The HTTP port snd server port of the DVR should be mapped to the router before you
scoess the DVR via WAN

HTTPS Porr: (e default HTTPs port of the DVR &5 443

HTTPs peovides awthentication of the web site and protects user privacy. Yoo can cuter 1P
address plos HTTP poet i the address bar of the web browser. Then enter username and
password o log in. Click Funcnonal Panel=?Network 2HTTPS 10 go to the following mterface

There are three ways to enable HTTPs service

A.  Create a private certificate,
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Select “Create & private certificare”.

Click “Create™.

Fill out the comesponding informanon in the sbove crestion box, Eater the countyy (only
two letters available), domain (DVR's IP addresv'domam), validity dute, password,

provines state, region and o on.
Click “OK™.
Check “Enable” checkbox.
Clack ~Apply” 1o save the setting.
Tustall 2 signed cortificate
'\lt;)" s
amhca mmaroe ¢
B R o ] Rl et t
e @ g (S an DAy pd b Py
Cwatr 1 1ot pw et
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Check “Signed certificate alrcady. ...
Click "Browse™ 1o select the certificate you want 1o miport.
Click “Impont™.
Check "Enable™
Click “Apply”™ 1o save the settings.

Please note that the certificate uploaded here shiall be a cemificare with povvate key
How to artach the privaie key 10 the certificarc!
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Please open the certificate and the prvate key files with the editor (like Notepad++) and then
copy the private key 10 the certificate,

C.  Create a certificate request

y ..
s
e ”
s Stk L L i prpets e | s
'~o R —td
V- . ..-/ - b Soiutes
AP — = —
T e ) — S —
WA P ——— .
N
1 Check Create a certificate request™,
2 Chick “Crente”™

A Fill out the conrespondimg mformmtion in the shove creation box. Enter the country (only
two letters available). domam (DVRS IP nddress'domain), validity date. passwond
province state. region and 40 oo,

4 Click “OK". Then a cemificste request file (CSR) will be created.

5 Chick “Export”™ to export the certificate request file. Then send this file to the trusted
third-party CA to apply = signed certificate.

& Chick “Browse” and select the signed certificate 1ssued by the CA and then import this
certificate.

I Click “Enable™,

A Click “Apply” 1o save the settings.

After that, the device can be accessed by entenmyg hitps: TP: hetps part via the web browser (eg.

Server Port: the default server port of the DVR 1 6036. The server port number can be
changed as required. The post #s mainly used m network video management system.
POS Port: the default POS port of the DVR is 9036,

API Server: You can log in the media player which supparts the RTSP protocol. Moseover, the

third-party can further develop through API service.

RTSP Porr: RTSP real-time stream protocol can be used to control the sending of real-tune
data. By media player (like VLC player) which supposts the RTSP real-time stream protocol,
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yon ¢xn view the live mages synchronously. The default RTSP poet is 554 and it can be
changed as needed. (The adkdress formmt: ap: 1P address: 544 chiD=1 &atream Tvpe=mmatn of
rtsp 1P address: $54 chiD=1 & atream Type=suby; mam mdicators main streany sob iodscators

sub stream chiD indsemtors channel 1D)
Example:  Euable RTSP sod “Anocuymons™. Then open the VLC player and anter the address
(for example: rsp/ /192168, 1 88: 554/ chiD=1 &streamType=mam ) i the network address bar

of the VLC player. Then you can view the video of channel 1

13.1.3 PPPoE Configuration

Chek Start?Sethings?Network2PPPoE to go to the mierface s shown bedow Check
“Enable” m “PPPoE Settmgs™ and then enter the username and password obtaimed from the

dealer. Chick “Apply” to save the settings

13.1.4 DDNS Configuration

The DDNS i used 10 control the dynamc TP address twongh doman name. You can access the
DVR easily if the DDNS i enabled and configured
Click Start2Settings > Netwock =2 DDNS 10 20 to the mserface as shown below

Cheek “Ensble™ nod then select the DDNS type Euter the server addeess, donuin name
wsernmne  and  password according 1o the sglected DDNS rype Click “Test™ 10 rest
the effectivencss of the toput wformation. Click “Apply” to save the settings. Afier that, the



Device Management

successful connection statas ¢an be viewed,

Note: Only when the DDNS type is “dyndns”™, can the hearsheat interval be configumble,
You will have 1o enter the server address and dommin nasme if some DDNS types ase sclected.
Go 1o the relative DNS website to register domas name and then enter the registered donsn

miormation here). Now we take wwwdvedydins.com for example.

@) Enter wwsadvrdydms.com m the address bar to viut its DNS webste.

}}Iqtomo to Dvr

A LR T

Dydres

I T e

R e

s e . sem me -

@ Click Regisiration 1 go to the mierface as shown below Set the DDNS account
informmtion (usemmue, password and o on) aod then click Submir to save the accoant.
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@ Creare domain name and then click Reguest Domain
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3 Chick Start=?Settings ?Network 2DDNS to go to DDNS setting interface. Enable DDNS
and then select the wwwdyrdydns.com DDNS type. Enter the registered username, password

and donain uame and then chick “Apply™

i Map the IP address and HTTP port in the router (you can skip this step if UPnP function is

enabled),

) Enter the registered doosain name phus HTTP port like hetpewwwxxs dvrdydns.com: 8]
i the nddress bar and then press Enter key to go to the web client.

1315 E mail Configuration

Clhick Start¥Settings 2 Network 2 E-mail to go to the following interface.
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Enter the sender’s name. e-mmd address, SMTP server snd SMTP port (you ¢an chick "Defanlt™
to reset the SMTP port to the default value) and then enable or disable the SSL and attaching
umage, Select the username (the vsername hist will be updated automatically according to the
cmiail address you enter) and enter the password of the sender and then chok “Apply™ 10 save
the settings (you dou’t have to enler the username and password if “Anoaymous Logm™ s
enabled). Chek “Test™ to pop up a wmdow. Enter the c-mail address of the recipsent in the
wndow and then click the “OK™ button. The e<mal address of the sender will send an e<mad
to the recapsent, 1f the e«pmmil 1 sent successfully. it sndicates that the e-smul address of the
sender 1s configured correctly

Chick “Edit Recipient™ to go to the following imteriace

Clack “Add™ and then enter the recipecut”s e~tmnil address nnd select the schedule (4 a schedule
is selected, the system will send the almm email and the recipient will receive it only m the
sedected schedule tune) m the popop window, Chck “Add™ m the window to add rthe recapsent

You can also change the recypeent’s receiving schedule by clicking - i the “Schedule"

column. Clack to delete the recinent in the hist. Click “Apply™ w0 save the semings. Click

“Edit Sender” 1o go to the e-mmail configumntion mserface of the sender
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13.1.6 UPnP Configuration
By UPaP you can access the DVR through the web chent whach 1 mn WAN via router without
port mapping
I} Chck Start=2?Settings2?Network 2UPaP 10 go to the following mterface

2 Make sure the router supports UPaP function asd the UPnP 1 enabled in the router

w)

Set the DVR's IP address. subnet munk and gateway and %0 co comrespondmng 1o the router

S

Chieck “Enable™ 1 the mterface as shown below and then clack “Apply™

Click "Refresh™ to refresh the UPnP status, If the UPnP status were still “Invahid UPnP™ affer
refreshung it for many times. the port muunber would be wrong. Please change the mapping type
1o “Manual™ and then chck d

to modify the port until the UPaP statuss tums to “Vahid
UPnP

Refer 1o the followmg picture. You can wiew the extermal [P address of the DVR. Enter

the extermal IP addeess plus port @ the address bar %o access the DVR
harp: 183.17,.254,19.81

wich as

13.1.7 NAT Configuration

Click Start=2Settings ? Netwock 2 NAT to go to the mterface for NAT configuration

Check "Enable™ and then select the NAT server address. Click “Apply”™ to save the settings
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You can scan the QRCode through mobile APP which s wstalled in the mobils phons or tablet
PC to quackly add the device 10 the server list of the mobike APP

Access Type: NAT or NAT2.0 can be selected

Click “Advanced” 1o select the ares a4 needed,

Note

L. 1f you waat 10 wse cloud upgrade, you nwst coable NAT2.0

2. After the NAT is enabled, use the mobile APP to scan the QRcode and then the device can be
added 10 the server list of the mobile APP

1. The device can be added to the account of the nwbile APF only when NAT2L0 15 enabled
After the NAT2.0 &5 enabled, when you add the device 1o the accoumt of the mobile APP, you
st enter the secunty code of the device bere. Please 1efer to the mobile surveillance user

manual for detals

Aller the desace is bound to the account of the mobile APP, the blue binding mfomsation will
be shown under the QRcode, Chck the blue miormation to unbind

You can scan the QRCode through mobile APP wlhach s matalled m the mobile phone or tablet
PC 1o quackly add the device to the server hist of the mobile APP

Access Type: NAT ar NAT2.0 can be selected

Note: If you want to use cloud upgrade, you musst enable NATZ 0

13.1.8 802.1IX

If 11 1 enabled. the DVR data can be protected When the DVR is connected to the network
protected by the IEEE 801 1X. wser suthentication 1s needed

To use thus funchon, the DVR shall be connected 10 a swarch supporting 502 1x protocol. The
switch can be considersd 08 an authenticatnon system to identify the device i a local network
If the DVR connected 1o the nerwork mierface of the swiich has passed the authenticanion of
the switch. it can be acoessed via the bocal network

Protocol type and EAPOL version: Please use the defanlds senmgs

User uame and password: The wser name and password must be the same with the user name
and password apphied for and regisiered 1n the authentication server
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13.1.9 FTP Configuration
Somne models may oot support thas function
Chick Start>Settings 2> Network 2FTP to go to the interface for FTP configuration. Check
“"Enable” and enter the server name. part, usernanme snd password, max file size and remote
darectory

After that. you can choose the video records. mages and alann miormation 1o upload

needed 1 thus mberface

13.1.10 Platform Access

Somne models may not support thas function

This function 1s mssinly used for connectng CMSNVMS. The setting steps are 3 follows

Chek Stuurr=>Settings > Network =2 Plarform Access 10 go to the merface

Platform Access
1) Set “Acccss Type™ as “Platform Software™ and select “Enable™ as shown below
2 Check the IP address and port of the transfer media server in the CMS/NVMS, The defxult
seryer port for auto report 1s 2000 I it 15 modified, please go to the transfer nedia wterface to
check
1 Enable the muto report in the ECMS when adding s new devace. Then self-define device
1D and fill out the remuning information of the device in the CMSNVMS

oved server address, port and repoet 1D in the server witerfice. Then

4 Enter the above-men
chek the “Apply” button to save the semngs Now the ECMSNVMS swstem will

awtonatically conmnect this device

|08
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13.1.11 3G/MG (Optional)
Plug m the USB wireless device with SIM card

Click Start 2 Settzngs > Network = 3GHG 1o go to the mterface for wireless settings.

Enable 3G'40 function
4 Choose the 3G 4G 1ype ms necded

Click “Network Status™ 10 vaew the 3G 4G connection statas and get the [P address

13.1.12 Wi-Fi (Optional)
Plug m the USB Wi-Fi scarch device
2 Click Stant=2Settings PNetwork = Wi-Fi 1o 20 to the imerface for wireless settings
Emable Wi-Fi tunction. Chck "Refresh™ nnd then the systems wall antomancally search

wireless roaters
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1 Choose the desared wireless router and then click “Connect”

3 Enter the key'password i the Wi-Fi connection box and then chek “Connect™. The
conpection status will be displayed afier the Wi-Fi is connected
& Exit the Wi-F1 connection miterface, you can viesy the detarled Wi-Fi mformation, such as

1P nddress. gateway, ot
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13.1.13 SNMP (Optional)

Click Start=2Semngs > Network 2SNMP 1o go to the mserface for SNMP configusation

Chock SNMPvior SNMPvL 10 enable thns function
3 Set the port of the SNMP.
¢ Set the trap address and the wap pont
5 Check “Apply™ to save the settings
Trap Address: The IP address of SNMP host
Trap Port: The port of SNMP host

Tips: Before setting the SNMP, please dawnload the SNMP software and manage to receive

the device mionmation vin SNMP port. By seting the trap address, the device w allowed 10

send the alanm event and exception message o the monitonng center

1 -
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13.1.14 Cloud Upgrade

Note: Before you use clond upgrade, please enable NAT2.0

Click Stast=?Sertings 2 Network 2Cloud Upgrade us shown below

Select “Accept Nonficanon Only™ or click “Check for Updates™ 1o check whether the
cumvent versson s the latest. If your software version s not the lasest, chick “Upgrade™ 10
download and upgrade from the clowud server

Please don't power off during the upgrade process

13.1.15 ONVIF

The device suppoets ONVIF (Profile G'T/'S) and the model name can be searched on ONVIF
official website. Afier the ONVIF i1s enabled. it can be sesrched and connected to the
thizd-party platforms via ONVIF peotocol

Click Sturt 2 Settings?Netwock 2 Totegration 2ONVTF to enter the followwng inresface

Note: when adding the device to the thad-party platform with ONVIF protocol. please check
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“Enable ONVIF™ first and then enter the mseramne and password created m the sbove mterface

13.1.16 Platform Access

Soue wexdels muay ot support thus function
This function 1s meinly used for connecting ECMS/NVMS, The setting steps are as follows
Clack Start=>Settings > Netwaork 2 Integration P Platform Access to go 1o the foterface

Platform Access

(1) Set “Access Type™ as “Platform Software™ and select “Enable™ as shown below

%) Check the IP nddress and port of the tmnsfer media server in the NVMS, The defankt
server port for suto report 15 2009, If it is modified. please go to the transfer media nterface 10
check

(1 Enable the auto report in the NVMS when addmng a new device, Then self-define device
1D and compiete the remamng mionnation of the device i the NVMS

4} Enter the abovesmentioned server addsess, port and report TD i the server interface. Then
click “Apply” to save the settings. Now the NVMS system will automatically connect thas
device

13.1.17  View Network Status

Clhick Start=»Settings 2 Network 2 Netwark Status to view the network status or click . on
the tool bar at the bottom of the live view mterface to view network status conveniently

13.2 Basic Configuration
13.2.1 Common Configuration
Click Sturt2Settmgs 2 Syvtens = Baste 2 Genernd Settings to go to the following interface
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Set the device name, device No., language. vadeo formast and nuan output resolution. Ensble ot
disable wizard, “Log In Autonmtically”, “Log Out Aimonmtically” (f cheocked, you can st the
wait frne) “App Live Scif-Adaption™ and ~Dwell Autonmtically” (if checked. you can set the

wirl tune ). Chck “Apply™ 10 save the scttings

Device Name: The namse of the device It nay display on the chent end or CMS that help user
to recogmze the device remotely

Videwo Formar: Two modes: PAL and NTSC. Select the video foomat accosding to the camem
Spos: It the DVR supports spot oatput, you can ersble spot output. Commect the spot output
device to the DVR and then set the spot cutput (see 3.2.1 Scheme View In Sequence for
detals)

Dwell Automatically: Swuch awonmatically Check ot mnd set “wmit tume” The systemn will

switch images antomatically if ot 1s not operated dunng the time you set

13.2.2 Date and Time Configuration
Chick Strt=2Settmgs= System = Basic 2 Date and Tume to go to the mteriace as shown below
Set the system tune, date format, time format and tune zone of the DVR. The defaudt tune zone
n GMT+08 Beyng, Hong Kong, Shanghaz, Taspes. If the selected time zone includes DST, the
DST of the tune zone will be checked by default. Clack “Apply™ to save the settings
You can manually set the systemn tume or synchromze systerm tme with network through NTP

Manual: select “Munoal™ m the “Synchronous” option and then chek after the “System
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Tiok™ option to set the system tune
NTP: select “NTP" i the “Synclronous” option and then choose the NTP server

13.2.3 Recorder OSD Settings

Click StartScttmgs?System?Bauc FRecorder OSD  settmgs fo go 1o the followmg
wterface. OSD nanse and on can be enabled here

13.3 Factory Default

Click Start=>Settngs?System>Mamtenance?Factory Defiult v go to the following

nterfoce. Please clwose the tem as needed

Note: Resetting 1o the factory default settngs wall not change time 2one

13.4  Device Software Upgrade

You can click Start=? Settngs 2 Systemi—=2 Information=> Bavic to view MCU, kemel version and
firmware verson and so on. Before upgrade, please get the upgrade file from your dealer
The upgrade steps are ay follows

Copy the upgrade software (tar) mnto the USB storage device

s -
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2 lnsert the USB storage device oto the USB mterface of the DVR

& Chick Stan=2Settings FSystemn2?Masutenance>Upgrade 1o go to “Upprade™ interface
Select the USB dewice i “Drevice Nume" option sod go 10 the path where the upgrade software
exists. Select the upgrade sofrware and then click “Upgrade™. The systemn may sutomancally
restart duaning upgrading Please wait for a while and do not power off the DVR dunng
uparading

Note: The file system of the USB mobile device which 1s used for upgradang, backing up and
restoning shoukl be FATA2 format

13.5 Backup and Restore

You can back up the configurstion file of the DVR by exporting the file to other stomge
devices; you can recover the configuration to other DVRs which are of the same mwodel with
the DVR by importing the coafiguration file to othey DVRs for time saving

Insert the USB storage device mo the USB imterface of the DVR and then olick
Start=> Setrings P System > Maintenance 2 Backup and Restore to go 1o the interface

¢  Backup

Select the USB dewice i “Device Name™ option; o 1o the path where you want to store the
coafignration backug file and then click the “Backup™ buston; fimally click the “OK™ button
the popup window

® Recover

Sciect the USB device i “Device Name"” option: find the configuration backup file and then
clsck the “Recover™ bution: finally chek the “OK™ button m the popup window

13.6 Restart Automatically

You can sot the sfomstic restart tane for the DVR to mmamtmn o regularly. Chick
Start <> Settings 9 System? Maintenauce > Anto Mainlennnce to go to the interface us shown
below. Enable stito mamtenance, set the mierval days md poust of tane and then click ~Apply”
1o save the settings. The DVR will restart musomatically at the pomited time every interval days
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13.7 View Log

Click Start=?Settings 2 System>Maintenance2?View Log to g0 10 the log view interface
Select the log mamn type. click m %o set start tume and end tune and then chck the “Search”

buttos. The sexrched log files wall be dnplayed m the list,

Choose the Jog file m the l1s1 and then clk the “Expont™ buton 10 export the log fike. Chick
oa the “Coatent™ title bar to pop up a menn hst. Check contents i the menn list and then

the Jog Het will show the checked Jog contents only. Click to play the vadeo log

13.8 View System Information
Click Surt=2Settings S vstem=? Information and then click the corresponding meuu 10 view
the “Basic™, “Camnera Statun”, “Alarm Statns”, “Record Statin™, “Network Stanss™ and “Disk™

inforumtion of the system



14 Remote Surveillance

14.1  Mobile Client Surveillance

@} Enable NAT m the DVR. Refer to 13.1 7 NAT Configuration for details.

2 Download and untall the mobale chent “SuperLive Phn™ mio the mobile device with the

Android or 10S system.
& Run the mobile chient. 20 o the “Server List™ wverface snd then click . 1o scan the

QRCode of the DVR (Go to Start2Settings ?NetworkINAT 10 view the QRCode of the
DVR).

If you want 10 add the desice 1o the account of the mobile APP, you nmst enable NAT2.0 and
enser the secunity code. Please refer ta the mobile surverllance user manual for detatls

142 Web LAN Access

I Chck Stan=Senmps?Network 2 TCPIP 10 go to the “TCPIP” imerfnce Sct the IP

address, subnet mask, gateway, preferred DNS and alternate DNS of the DVR

2} Open n web browser on your computer, enter the [P address of the DVR m the address bar
and then press enter to 2o to the login ivierface s shown below. You can change the dasplay
langnage on the top nght comer of the login mrerface. Emer the usemame and password of the

DVR in the imerface and then click “Login™ 1o 20 10 the hve view mserface.
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143 Web WAN Access
#  NAT Access
(@ Set the network of the DVRL Please refer o 13.1.1 TCPIP Configuration for details.
@ Enable NAT 1.02.0. Please refler to 13.1.7 NAT Configumtion for details.
@ Open n web browser on your computer, enter the NAT server address wwsnantonat.com in
the address bar and then press enter 1o go to the mterface as shown below (downlond sod mstall
the relative plugm according to the popup tip if you nceess the DVR through NAT for the first
e ).

—————
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Enter the serial number (click [ on the 100l bar at the bottom of the live view interfce 10
see the serial number of the DVR), user name (the user name of the DVIL admin by default)
and password of the DVR. sclect the display language oa the top nght comer of the mterface
and then click the “Login™ button to go to the web chent mterface.

»  PPPoE Access

@ Click Start->Settings ?Network?PPPoE 1o go to the “PPPoE™ mterface. Check “Enable”
in the “PPPoE settings™ and then enter the wsemame und password you get from your ISP
Click ~Apply” to save the settings.

@ Chick Start=>Settings > Network ?Network Status to view the 1P address of the DVRL

@ Open a2 web browser on your computer, ester the IP address of the DVR like
hatp: 210,21 229,158 m the address bar und then press enter to go to the logn imterface. Enter
the usermaine and password of the DVR in the mterface and then click “Login™ to go to the live
view imterface.

» Roater Access

I Click Start=?Settings ?Network 2 TCPIP to go to the “TCPIP" interfnce. Set the 1P
address, suboet mask, gatewny, preferred DNS and alternate DNS of the DVR.

@ Set the HTTP port (it is suggested to modify the HTTP port because the defanlt HTTP port
80 might be taken up) and enable UPnP function in both the DVR and the router, If the UPaP
function i not avaslable in the rouser, you peed 10 forwmd the LAN IP address, HTTP port and
server poet of the DVR to the router. Port nmpping settings mwy be different in different routers,
s0 pleass refer to the user manual of the router for details.

@ Get the WAN 1P addiess of the DVR from the router, Open a web browser on your
computer, enter the WAN IP address plus HTTP port like hitpo /11630 18.215:100 in the
address bar and then press enter 1o 2o to the login interface. Enter the uwsername msd password
of the DVR m the interface and then click “Login™ 1o go to the live view interface.

Nuwte - I the WAN IF addrvss 01 o dynswic JP sddeers, IV fs necztser) for pol v 0ar [y foomads sory
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144 Web Remote Control

The DVR supports web chient acsess with plisg-m or without plug-in.
The supported browsers (green color) for remote sccess with the plug-in are as follows. The red
coloe versions are not seppocted.
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When you access the DVR through the above web browser for the first time, the beowsen need
to download and sstall the relative compooents for nonmal preview and playback.

If the permassion of the configuration modification are needed after the plug-in rums, please
allow s, or the mierface cannot be displayed wormally; if the relevant poets of plug-in (pont
11563; port 12863; port 13863) are occapied. the swstem will tell you which program has
occupied the port. Please stop the occupied program

The supported browsers (green color] for remote access without the plug-in are as follows, The
red color versions are not supported

.
- — - —

Please refer 10 the ups m the remore wnterfaces for details. The bustons and scons on the wp
nght corer of the remote interfnce are tntroduced as follows.

admin the caurent login usemame.

Logout: click it ro log out and return to the login mterface.

Maodify Password: click #t to change the password of the current login user. Enter the current
password and then set a new password m the popup window. Click “OK" to save the new
password,

Local Sentingx: click it to change the local vettings. Set the snapshot munber and click “Browse™
to set the snapshot path and record path as shown befow. Clack “Apply” to save the sethngs

AR 1 e | -
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14.4.1 Remote Preview

Click “Live Display™ in the remote mserface o go 1o the preview mrerface
#  Plugin Required Live View

The preview miterface consasts of the four areas marked m the following picture

- - — - - -

on

AR R R R R R

URSE

-

= Start Preview
Select & window m the preview area and then click one online camera on the left pane! w0

preview the camera in the wmdow. You can chick *° m the ool bar to preview all the

CAmcTIas

»  Left Panel Introduction

>

Click € on the lefi panel to hade the panel and chick to show the panel You can

view all the added camserss and groups on the left pancl

You can view the number of all the added camerss and the onlime cazuerns. For mstance, the
left munsber 3 m on the left paned stands for the munber of onlne cameras:; the
nght number 4 stands for the munber of all the added camers. Enter the camera numne in the

scarch box and then click B to search the cmnern. Click B to refredh the casern list

»  Tool Bar Introduction

Huttan Meaning

- Scrren mande hatoo

Chek it o dusable OSD Clich 1o exuble OSD

12
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e Al Click “All Maun Stean”™ o “All Sub Stream™ to wet the stream of ol the
s Marmal sl bamson. Click it 10 pop up & window asd then mgges aod
ciear G alaem 0wt m the window manually
-~ Click i 10 prevew all the cameras.
5 Click it to those all the pueview cameras
@) Click it 10 start recowding for all camwras to computer Clck ' ® 1o
- -
nt Click o to start secording for ol camesas 5o the DVR. Click l.w
gj Click it to enable salk with the DVR

# Right Panel Introduction

Click ¢ on the right pancl to show the paned and click * 1o hude the panel. Click
@ " 4t the bottom of the panel to go 1o “PTZ" panel. Click 5% Omewisn 45 g9 1o
“Operation” panc]
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Click one camera window m the preview asen and then click ™™ "™ 1o set the camern’s live
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preview stream and record stream to main stream in manual record mode: click "™ 10
set the camen's hive preview stream and recard stream to sub stream. In sub stream tab, set the
resolution, FPS and bitrate and then click “Apply™ 1o save the settings.

Operation panel introduction:
e .

o Click w00 soap

o Click o 10 stast recond 1o computes

" Click # 1o stat yecont 1 e DV

+ Chek o to zoom @ the mage of Be camen and then drag the mome co the
camea ymage o veew the lndden srea.

— Chck # to zoom out the umage of the cameca,
The 3D zoom m Smction 1t deageed for P T Z Chek the button and then

- drag the smage %0 2000 0 of 300m o the wmage. chck de wage ca
diffeseat areas 10 view the suage of e dome onuw direcnonally.

™ Chick i 1o chose the preview camera.

& Chek o to enalble auko s Shen deag e alider bae 1 adnt the vulmne

You cam lsten 10 the camerna audso by exabling sado.

Cik o) vl w|)wl)yal)yn|)aly
» | 5o ronute the dome: chek ™ | 1 wop sotasng the doss

o v P v | Drag e lides 1 mljunt the rotateng speed of done

L el Chick 5|/ | 10 z00m m/oot camess tmage
A v o=l ] | Clik 1/ A s moease decrease e focal length
Qe @ | Cliek 97O ] 1o meveaseidocreane the i of the Soase
-~ Chick it w0 view the preser kst and then click the bunom @ the list 10 call
the pueset
@ Click it 1 vaew e crume Bat sad then click the conrrespondey Inties
- n the list to start or stop the crame

#  PMug-in Free Live View

Ouly 4-screen display can be supported for the plug-in free five view.




o o s

(-lnx- cLTeNTY ——

M She S

Right Punel

#  Start Preview

Select & window in the preview srea and then click one online camera on the left panel to
preview the camera in the window. You cas chek w m the tool bar to preview all the
ST

#  Left Pavel Iutrodaction

Click ¢ onthe left panel to hide the panel and click 7 1o show the panel. You can view
all the added camerns and groups on the lefl panel.

Camers Customize Display

Lavilig (LY \lodo' p
- Wll ‘ g

Search  Refresh
™ Cereal

» Right Panel Introduction
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For the web chient without the plug-m. the functions are smmlar to the web chient with the

plugem.

14.4.2 Remote Playback
Click “Playback™ in the remote interface to 2o to the playback interface

() Check the record event types and camenas on the Jefi pancl. Set the record dute on the

calendar beside the time wale.
@ click Q=
time scale to play the record,

| to search the record data and then click

or directly click the

The operation of the playback time scale is similar to that of the time scale in the mam progrm
of the DVR. Please refer 10 8.2 Plavback Interface Introduction for details

Kewnd button. Chek ot 10 play vadeo backwand

Paune batton

Deceleranon bution Chek ot to dectease the plavung speed

n
<
- Play botton. Click a %o play video forward
Il
-
»

Acteleranon bunon. Clck o w0 meeeae the playsng speed

q ::nk-i-_x It werks only when the forward plaswug s posed m single screen

» Next frame bumton. [t works coly when the forwasd playing i paused i single screes mode.

Ckkln&nhm-kulh:m'.chda 30 lude the water mark

Chck 1o view POS

O | chiek O o step backward 50s md click 1o siep forwand 108
Ll

POS

e

Backup stant tine bustoss. Click the rame scale sl then <hek ot 10 st the backup stan e
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A

Backup s tune bomos. Click the tiose scale s then click it to set the backup end tese
Hackwp bunca.

Hackup taks bumes. Click it 10 veew the backup stam

Event hst batton Chick ot %0 vwew the vt secord of masial swhedale wnve ‘motion

o

1443 Remote Backup
Click “Backup™ i the rewote inferface to 2o 1o the backup mterface Yon can back up the
record by event or by time.
# ByEvemt
Check the recond type on the lefi side of the imerface md then click = 10 set the start time
and end tinc: check the camerns and then click on the right side to search the record (the
searched record data will be displayed m the list): check the recard data m the st and then
click the “Backup™ button 10 backup the record.
» By Time
Click = 10 set the stant time and end time on the lefi side of the interface: check the
cameras and then click 1 an the right side to backup the record.

View Backup Statun: Chek “Backup Status™ 1o view the backup status. Click “Pause™ 10 pause
the backup: click “Resmpe™ 10 ¢outitne the backup: chick “Delete™ 1o delete the task.

1444 Remote Configuration
Click “Fanction Panel” in the remote interface and then configure the camern, record. alarm,

dask, network, account snd mthority and system of the DVR remotely. All of these settings are
sitiribar to that of the DVR. Soc the configurations of the DVR for details,
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Appendix A FAQ

QL Why can’t I find the HDD?

a  Pleave check the power and SATA dats cables of the HDD to muake sure they are well
comnected.

b For some DVRs with the 1U or small 1U case. the power of the adapter may be not
enough for operating them. Ploase use the power adaptor supphed along with the DVR.

¢ Pleave make sure the HDDs are compatible with the DVR. See Appendix € Compatible
Device List for detaiks

d  The HDD could have gone bad.

QL  Why are there no lmages output in some or all of the camera windows?

8 Please make sure the resolutions of the camers are supported by the DVR.

b Please make sure the petwork cables of the TP camem and DVR are both connected
properiy and the petwork parameters are set comestly.

¢, Please make sure the analog camern is connected properly.

d  Please make sure the network and the ywitch both work normally

Q3. The screen has wo output after booting the DVR normally,

8, Please make sure the screen, HDMI or VGA cables are good and well comected.

b, Please make sure the screen supports the resolution of 128041024, 1920*1080, 2360*1440
or 3840*2164K*2K). The DVR camnot selfsadape to the screen of which the resolution is
lower than 1280*1024, and then the screen will remand you that the screen resolution is mot
supported by the DVR or just have no display. Please change a screco at 1280%1024,
1920* 1080, 2560* 1440 or 3840* 2160 resolntion before booting the DVR.

Q4. Forget the passwords?

A The password for admin can be reset through “Edit Secunty Question™ function.

Click the “Edit Security Question™ button in the login window and then enter the corresponding
answer of the selected question i the popup wandow. Affer that, resel you password, If you
forget the snswer of the question, this way will be invalid, please contact your desler for belp.
b The passwords of other users can be reset by admin. please refer to 1112 Edit User for
details

QX The DVR cannvot add up to the maximum aumber of IP cameras?

Take the 4 CH DVR as an example. Refer to the pichwe below. The remmsmng bandwidth
should be larger than the bandswidth of the I[P camners you want to add, or you would fail to add
the IP camern. You should jower the added caneras’ bitrate to release the bandwadeh. 1t 15
recocumended to add caneras by “Quickly Add™ for batch adding.
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Q6. The system caunot record, why?

a Make sure the HDD was fonmatted poor 1o use

b.  The record schedude hins pot been set mn manual record mode. Please tefer 10 7.3.2 Record
Scheduic Configuration for detaik

¢ Miybe HDD is full and thus the DVR is not able 1o recond. Check HDD mformation from
Dask Management and if required, please cnable the recycle fimction (pleme we 212
Advaosed Configuation for detals)

d  There 5s no disk but cameras in the disk group, so please add at least one dask 1o the group
Refer 1o 7.5.1 Storage Mode Configumtion for detasls

¢. The HDD could have gone bad. Please change snother one

Q7. Fail to uccess the DVR remotely through LE,

8. Please make sure the IE vermon s TES or above.

b.  Pleae check whether the PC has enabled the firewall or mstalled the antivieus software
Plesse try to sccess the DVR agamn after you disable the fuirewall and stop the antivirus
software

¢. Black & wihite list may bave been set s Account and Authonity setting. The PC of which
the TP address 1 in the black fist or out of the white list canmot access the DVR remotely

Q8. ActiveX control cannot be downloaded. What can | do?

a. IE browser blocks ActiveX control. Flease do setup as per the steps mentioned below
1) Open IE browser Click < Intemet Options




Compatible Device Linu

117 Develoger Took
[
Cornpatibeity View wtteoyg:

Pegennt ametivte (rabierm

About drtainet Eapleoer

@ Select Secunty?Custom Level. Refer to Fig 8.1
@ Enable all the sub options under “ActiveX controls and plug-ina™. Refer 10 Fig 8-2.

@ Then chick “OK™ 1o finssh setup.

b Other plug-ns or anb-virus may block ActiveX. Please disable or do the required settings.
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Fig $-1 Fig 8-2

Q9. How fo play the backup file?

a.  Record backed up by DVR: msert the USB device in whach the record backup files is
saved to the USB interface of the PC and then open the USB device path. The record can be
backed up in the private format and AV1 format by DVR.
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e If you select the pnvate formar when backmg up recorded wadeo by DVR, a RPAS
compression package will be backed up 10 the USB device sutonutically aloog with the record
data, Uncompress the “RPAS zip" and then chick “RPAS exe™ 10 set up RPAS. Afier the setop 15
comnplesed, open RPAS player and then click the “Open Foldet™ button in the nuddle of the
interface 1o select the recond data. Refer 1o Fig 9-1

Select camern w the resource tree on the kefi side of the witerface 10 play the camem record

Clack n on the tool bar under the camern mmage to enable sudio. Refer to Fig 9-2

e  1f you select the AVI format when backing up recorded video by DVR. the recorded video
backup data can be played by the video player whach sspports this format

b Recorded vadeo backed up through web. The recorded video can ondy be backed up with
AV1 fonmat through web. The recorded video cun be backed up to PC and played by the vadeo
player whach supports this format

Feg 9-1
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Fig 9-2
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Appendix B Calculate Recording Capacity

The recording capacaty i masly wp to the record resolution, record stream and bitrate,
Different mmage quality paranscters decide different disk copacity occupation m equal times.
The bigger the record resolution, record stream and record bitrate is, the more disk capacaty is
taken up in equal times. The calesilanon format of recording capacity is shown as below

Recording Capacity(MB) « Bitrate(Kbps) +1024 + 8 » 3600 =« Recording hours per day »
Record Sterage Days * channel numbers
3600 means vecord for an howr(1TB=1024GB, 1GB=1024MB, IMB=1024KB, 1Byte=$bit),

gar ey | ﬁ L ﬁ -
10040 4500 108000
192 3600 1640
ol 2700 SABOD
4090 1820 4320
72 1450 32400
148 WO 21600
1024 350 10800
168 5375 8100
312 pad ) 3400
384 168 75 4050
256 1125 2000

The table bedow shows the recordimg capacity requiresents for record storage in 30 days.

- J 1 e _:
_iow T eow | wem | [ sscm | escm
10240 109 1230 M2 i 95 4% 197 78
19 148 SR 1972 39 5& 7911 15821
G144 156 Ja2 1484 287 5933 118 66
4090 1.4 495 99 1978 3 58 i 2}
072 09 in 742 1434 2967 933
043 062 148 495 959 1978 19 56
1024 031 124 28 49 929 19.78
768 04 093 |86 ATl 742 1484
512 e16 062 1M 148 495 939
54 0.12 047 09 1.8 ATL 742
156 00R o3l 062 124 243 495

For mstance, there i a 32CH DVR recording 24 bours per day and the record stores for 30
dayx. The DVR adopts dual strewmn recoeding. The muan stream 1s 4096Kbps and the sub stream
1s 1024Kbps. then the total recording capacity 1 49.45TB (30 S6TB + 9.89TR).

Coaudering the format loss of the dink is about 10%. the required dink capacity will be 55TB
(49.45TB +{1-10%))
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Appendix C  Compatible Device List
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Appendix D Communication Port List

Descoptson. HTTP commumeation port. 1t 15 opowned by defimdt and used tn
® TP wocess e WEB cliest

Autheuticanon Usensame and password

Eacrypton: NO

Descnption: HTTH: comemmucateon post. 1t 1 opened by default and used to
P Tcp nocess the WEH chest

Authentication Usersaine and pasrwont

Encrypuoe: TLS

Pewcnpton: RTSP comummestion port. B n closed by default Afler

esublng KTSP fncnon, this peat will be opened and used 10 trsnsder andio
4 e #ad video wream.

Autheutication: Usersate and pesewond (Duagest)

Descnptmm Private comprmascation port B i opened by default sul wed tc
6036 TP wansfer audio and video stream.

Authenticaton Usernaune and password {Degest)

Encryptions AES

“Descoption: This port 1 opemed by delzall whach m masly uwed 10 recene

the micemation vext by (he POS tersssal o praoter. The mfcemation will be
9036 TP overlad ca the muge of the IPC you have coafipared = prevewsng o

recovdmg mode

Authenticaton: NO

- NO

Descoptica: Thus poct i opened by defauls whach o mamly wsed 10 recenve

the seguent sent by other UPHP devices sod conmssncale welk othes UPNP
41952 TP drvices

Autheutication: NO

Encrypes NO

Descrnption: This port s closed by default. Afier the UPa? function 15

enabiled o pont is mabled o N s munly sved 10 1ecrsve the sequest et
41953 Tce by other UPaP devices aad commmeacate with other UPNP devices.

Authentication NO

Encrypmes: NO

Dewnption. This peet i opesad by defaal wheeh) e used o cauble, fod and

rum SSDP Addetiomally, of 18 alvo wued 1o listen (o sod sreerve the multicsa
1900 upe packets from other culme UPad devices.

Anthentication NO

Encryyoem: NO
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Appendix E  Personal Data Collection Description

There are five functions concenting the personal data collection under the network modules of the
device. ncluding PPPoE. DDNS. E-mmil, 802.1x and FTP. In the device, these functions are used by
the client-end of the device to comumunicate with the server of the customer's company (or service
suppher). As the chent-end, our device needs 1o keep the suthenbication credentials (usermame md
password) uved to connect the server. These credentials can be configured throughs the Web chent of
the device and then seat 1o the device. The process of the data transmission and stormge are s

Usrmame. n » g

Password

Usemume. The £ maif address

Paoawend, TLS+AES?50{paswond) Usernane Tasamwond
wall be devensnized

Ueename. Urernasne Passwund

Pasawerd

bedoer it s dinplavedd

TIS+AES?56(paawoed) |  Password: ALS258
TLS+AEQSO{pasywond) | Passwoed: AES25S

[

Statenen!

Except for servace suthentiestion when comumsecating with the setver, we wall never dise these persemal dats sied oo
the devace 1o the thud-pary of use them by canelves without the Chent's suthonzanon

The bog will secced fhe cperaton's openation sicps and thange recoede. sad wall st coutam sy mfimuatos sbowt e
collected personal data.
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Appendix F Default Account List

Prrpose 1 Jog onte the devicr and s chents
Descnption? ' When you Jog m for the fust trme. » wizaed will be displayed. You st
wet the password. or you canmot scoews the devioe

Purpose | Test via serul poet
tuat NO Desenption:  The default password of “yoot” s mull It doesn 't mean you can log o the

device wihout password You mst set the pamvwond of “admm” = the
above-aimtoned mierface fiswt Then you o fog m by ssng “root”

Statement

Revoute testong ' debugpey doesn't suppont (Telaet/'SSH unavanlable) fin the devace When 30 e ocosn, the custonnes
needs 10 send the device back to our compamy and tell s the password of “admm™ used 10 log 10 the device and web
cliest Thes the conmposting techmase of e company will log 10 S sextal port 1o find the probless. Wishout S
customes s idestity venfication mformasca aod the customer’s aufenticaion, we canoot log m and do not have
permumsion to bog o the device.
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