VIDEO DOORBELL

User Manual

Please read thus mstmchon carefully before operating the umut and keep 1t for further
reference



Safety Instruction

The following symbols or words may be found in tis manual.

Indscates 2 mednaun or Jow potential hazardonus sstuation whach |
if not avoided. will or could result m shght or moderate mpury
Indicates a potential nsk which, if oot avorded. will or could
A\ Caution result in device damsage. data loss, lower perfonnance or
noexpected results

Provides additional mformation to emphasize or supplement
muportant pomts of the text.

- Note

About the Mamual

B Tlus wuanual is sustable for many models. All cxamples, sereenshots, figures, charts, and
illustratsons psed in the mannal are for reference parpose. and actual products may be
different with this Maosual

B Please read this user mannal carefully to cnsure that you can use the device correctly
and safely

W Withn the maximum scope permitted by the law, the products deseribed m this Manual
(including hardware, software, firmware, eic.) are provided “AS IS™. The information in
this document (mehnding URL and other Intemet site reference data) s subject to
chapge withont notie. This Massnl may contmn techmeal ncorrest places or printing
errors. This mformation will be penodically updated, and these changes will be added
into the Iatest versioa of this Manual without poor notsce

Use of the Product

B Tlus product should not be wsed for illegal purposss

B The company does not allow anyone 10 wse the Company's products 10 mininge the
privacy, personal nforuation. and porurait rights of others. The user shall not use this
product for any illegal use or any prohibsted use under these termms, conditions, and
declarations. When using this product, the user shiall not dumage, disable, overlond or
obstimct any of the lardware of this product in any way, or isterfere with the wse of this
prodoct by any other users, Also, the user should not astempt 0 use the product or the
software, by hacking. stealing the password, or any other means,

Electrical Safety
W  This product is intended to be supplied by a Listed Power Unst. marked with Lanuted



Pawer Source’, 'LPS' on umit. output rated minimum 12V/2 A or POE 48V 350mA or
AC24V (depending on models), no more than 2000m altitude of operation and Tma=60
Deg C.

As for the modes with PoE function. the function of the ITE being mvestigated to IEC
60950-1 standard 1s considered not likely to require connection 10 an Ethemet network
with outside plant routing. inclading campus environsment and the ITE 15 to be
connected anly to PoE networks without routing to the cutside plant.

Improper handling and or mstallation could mn the risk of fire or electrical shock.

The product must be grounded to reduce the sk of electnc shock

A Warning: Wear suti-static gloves or discharge static elestricity before removing the
bubble or cover of the camern.

A Caation: Do not provide two power supply sources at the same time for the device
unless otherwise specafied: it may result m device damage!

Eunvironment

Heavy stress, violent vibration or exposure to water is not allowed dunng tmnsportation,
stornge and installation.

Avoid aiming the camera directly towards extremely bright objects, such as, sun, as this
may damage the image sensor

Keep away from heat sources such as mduatars, heat registers, stove, efc

Do not expose the product to the direct amrflow from an air conditsoner.

Do not place the device m a damp, dusty extremely hot or cold environment, or the
Make sure that no reflective surface 15 %00 close to the camem lens, The IR hight from
the camera may reflect back mto the lens, resulting i image blur.

Operation and Daily Maintenance

There are no wser-servicsable parts inside. Please contact the nearest service center if the
prodoct does mot work properly.

Please shat down the devics und then unplug the power cable before you began any
wasntenance work,

& Waming All the examination and repair work should be dome by qualified
persouncl

Do not tonch the CMOS sensor optic componsnt. Yoo can wse a blowsr 1o clean the dust
on the lens surface.

Always use the dry soft cloth to clean the device. If there 15 o umch dust, use s cloth
cleaning (such as using cloth) mxy result in poor IR fmctionality and'or IR reflection.
Do cover is an optical device, please dont touch or wipe the covey srface directly
during mstallation and use. For dust, mse oil-free soft brush or hair deyer 10 remove it
genly; for grease or finger print, use oil-fies cotton cloth or paper soaked with detergent
10 wipe from the lens center outward, Change the cloth sad wipe several times if it is
not clean snough.



Privacy Protection

®  When mstalling cameras 1 public sreas, 3 waming notice shall be given m a reasonable
®  As the device user or data controller, you might collect the personal data of others, such as
face. car plate number. etc. As a result, you shall implement reasonable and necessary
mensures to protect the legitimate nghts and mierests of other people, avosding data leakage,
unproper use, melnding but not limited 1o, setting up acoess control. providing clear and
visible notice to mform people of the existence of the surveillance ares. providing requared
cantact information and so oa.

Disclaimer

o  With regard 10 the product with mremet access, the use of product shall be whally s your
ovn risks. Owr company shall be uresponsible for aboormal opertion, privacy leakage or
other damages resulting from cyber attack, hacker atack, virus mspection, or other mrenmet
scennty risks; howsver, Our company will provide timnely 1echmical support if necsssary.

®  Surveillance lvws vary from country 1o country. Check all Inws tn your local region befors
using this product for surveillanee purposes. We shall pot take the respousibility for any

Cybersecurity Recommendations

® Use a strong password. At least 8 characters or a combination of characters, mummbers, und
upper and lower case letters should be wsed m your password.

® Regularly change the passwords of your devices to envare that only suthorized wsers can
access the system (recommended tane 15 90 days),

® [t is recommended to change the service default ports (like HTTP-80. HTTPS-443, etc.) to
reduce the risk of outuders being able to access.

® It i recommended to set the firewall of your router. But note that sonse important ports
cannot be closed (like HTTP port. HTTPS port. Data Post),

® [t i not recanunended 1o expose the device to the public network. When 1t &s necessary fo
be exposed to the public netwark. please set the external hardware firewall and the

® [t 1 not recanunended 1o use the vl and +2 hunctions of SNMP.

@ In arder to enhance the security of WEB client sccess, please creste a TLS certificate to
ennble HTTPS.

® Use black and white list to filter the IP address. Thiv wall prevent everyone, except those
specaficd IP addresses from accesung the system.

@ If you add multiple users. please limit functions of guest scconnts.

@ If you cunble UPn®, it wall antomatically try to forward parts in youar router or modem. It



1s really very counvenient for users, but this will increase the n<k of data leakage when the
system sutomatically forwsmds ports. Disablmg UPnP is recomuended when the function is
not used mn real applications.

® Check the log. If you want to know whether your device has been accessed by
unmthonzed users or not, you can check the log. The system log wall show you which IP
addresses were used 10 log in your system and what was accessed.

Regulatory Information

FOCC Information

Plense take attention that changes or modification not expressly approved by the party
responsible tor compliance could void the user’s authority (0 operate the equipment.

1. FCC complinnce
This equipment has been tested and found to comply with the lumts for a Class B digital
device. pursuant 1o Part 15 of the FOC Rules. These huuts are dessgned 10 provide reasonahle
protection agamst harmful méerference i a readential mstallation. This equipment generntes,
wses, und can rufiate mdio frequency energy, and if not mstalled and used in accordance with
the imstructions. may cause harmful interference to radso commmumcations. However, there s
no guanntee that mterference wall not occur in a particular mstallation. 1f ths equipnsent does
cause harmful meerference to mdio or televiston reception, which can be deternuned by
turming the equipment off and on, the user 1 encouraged 1o try 1o correct the interference by
one or more of the followmg measures:

® Reonent or relocate the receiving antenna.

® Increase the separation between the equpment and recerver,

® Counect the equpment into an outlet on a ciremit different from that 1o which the

receiver is coomected.
® Cousult the dealer o an expenienced radio TV techmcian for help.

2. FCC conditions:
® This device cosnplies with part 15 of the FOC Rules. Operation of tus product
subject the following two conditions:
® This device may not canse harmful mierface.
® This device must accept my mterference recetved, nchuding interference that may
cuuse undesired operation.

RoHS

The products have been devigned and manufactured m accordance with Directive EU RoHS
Directive 201 1/65EU and 11s amendment Directive EU 2015863 on the restnotion of the use
of certain hazardoas substances i electrical and electromc equipment.



201219°EU (WEEE duregtive): The Directive on waste electneal and electromic
equipnsent (WEEE Darective). To improve the environmental masagement of
WEEE. the mmprovement of collechon, treatment and recycling of electronies at

— the end of their life is essential. Therefore, the product marked with this symbol
muust be disposed of m a responsible manmer,

Directive 94/62EC: The Directive mms at the mamagement of packaging and packaging
waste and environmental protection. The packnging and packapng waste of the product in
this manual refers to must be dasposed of at desygnated collection pomts for proper recyclmy
and environmental protection.

REACH{EC1907/2006): REACH concems the Registration, Evaluation, Authorization und
Restriction of Chemicals, which aims to ensure a high level of protection of husman health and
the environment through better and earlier identification of the mtrinsic properties of chemical
substances. The product i thas manual refers 10 conforms 10 the mles and regulaticas of
REACH. For more mformation of REACH, please refer to DG GROWTH ar ECHA websites.
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Introduction

Main Features

Max_ resolation: 2MP (19205 1080)

Wide field of view achieving doorway sectaity maonitonng

Access control function

Norse suppression and echo cancellation

Visual intercom fncthion: two-way reinote comumupcation between the doorbell and
wobile APP

Support door opsning by swipmng card or mobile APP

Support IR and white LED Fights

Suppart tnmpering alanm and door contact alarm

24G Wi-Fa

Bualt-m micro 5D card slot, up to 256G8

Intelligent Amalysis: vadeo exception detection. face detection. face capture. etc



Network Connection

2.1 APP Connection

U Ensble Wi-Fi network of your phone. Then scan the QR Code of the APP in the QSG
(Quack Start Guidle) or opent your phone’s APP store und search “Superlive Plus", Then wnstall
the mobile APP (Superlive Plis) in vour phone

7 Run the mobile APP and then log in your account of the APP (if you don't regster, please
register nnd log m first). Then enter the server Int mterface of the APP.

3 Power on your video doorbell Then tap "Add Device™ in the server list interface of the
APP. Scan the QR Code anached on the back of the video doodbell or the QR Code of the
wideo doorbell m the QSG After that, 2o 0 the Wi-Fi configueation imterface by tapping
“Add"”, When the tbicator of the doorbell 55 blue, check “Confirmed that..." and tap "Next
Step™

4. Enter the key (or password) of the Wi-Fi network. Tap “Next Step™. Then jom the Wi-Fi
network by tappmyg “Jom™ as shonwn below,
Afier that, the doorbell wall be antomatically added to the server last.
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Note: |. When configuring the Wi-Fi network vaa the APP, (a). DO NOT conneet the network
cable to the Ethemet comnector of the device: (b). your mobile phone mmust be conmected 1o the
Wi-Fi network; (¢). the doorbell must be withm the mobile phone signal covenng area. DO
NOT move your phone oo far away with the doorbell.

2. After the Wi-Fi of the doorbell is successfully connected, you can use Wi-F1 or mobule
web m your mobile phone as needed. However, if you want 1o remotely view the doorbell
video via mobile web, please make sure the wireless router AP comnected the doorbell has
been connected to the Frhermet

2.2 Wired Network Connection

Here we take device acoess vin Web beowser for example.

Web brewser: IE (plug-m required)’ Firefox Edge Safan Google Chrome

It s recommended to use the Intest version of these web browsers,

The menn display and operation of the camern may be shightly different by wsing the browser
with ping-in or without plug-in. Installing plug-in will display more functions of the camera,
Cowmect IP-Cam via LAN or WAN. Here only take [E browser for example. The details ure ns
follows:

2.2.1 Access through IP-Tool

Network connection:

d— & -

IPC —1D &
Network Cable Router Network Cable rc

(1) Make sure the PC and desice sre connected to the same bocal network and the [P-Tool s
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mstalled m the PC from the suppher
@ Double chick the IP.Tool icon on the desktop 10 mn dus software as shown below

If there are many devices, please find your device via its MAC sddeess

@ Double click the IP address and then the syssem will pop up the IE browser 1o counecs
IP.CAM. After you read the prnvacy statement, check and chick “Already Read”. Then
activate the device

Device Activavon
Uy Nam
. Adtivare Ui Uce
few Password
Contur
Pavvisi) |
.

Plense self-define the password of adman according 10 the up

If “Activate Onvif User™ is enabled, the ONVIF user can be activated simultanously When
you connect the camern through the ONVIF protocol it the thard-party pistionm, you can use
the defanlt username and the password set above to connect

Afier that, follow disections to download, install and nun the Active X control if prompred
Re-connect your camern via [E browser and theis o login box will appear
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Password: sensnnnnns -
Stream Type: | 192051080 25tps [ v]
Language: | Engihn | - |

Earget Faspsged!

Please enter the wser name (admin) and password. Then select the stream type and banguage
as needed.

The secunty questions must be set after you click “Login™ button. It ts very important for you
to reset your password Please remember these anvwen.

Tefety Quertas

ot ety Oomebbomt 1 Yot hulr's rmeaet v

ety Quntond Y sty et o

rraw

ey Lamalbonn Vear mea wile s iwpve’ -

e

If you forget the adman password, you can reset the password by clicking Forget Password
on the logan page. Then you can reset the password by the secunity guestions and answers you
set.

You can set the account secunty question durmg the activation, or you can go to

Config=?Secunty=?User, click Safety Question, select the secunty questions and mput your

answers.

After that, you can add your device to the APP. The steps are as follows:

1) Scan the QR Code of the APP m the QSG (Quick Start Guide) or open your phone’s APP
store and search “Superlive Phas”, Then mstall the mobale APP (Supertive Plus) m your
phone.

2) Run the mobile APP and then log m your account of the APP (if you dou’t regaster.
plense regaster andd Jog m first). Then enter the server list mterface of the APP.

3) Tap “Add Device™ m the server hist mterface of the APP. Scan the QR Code (log m via
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web and then go 10 Config Basic Information interface) to directly add the
device 10 the server list of the APP.

2.2.2 Wi-Fi Connection

Wireless AP or

-------- . 3

e Wireless Router rC

1) Use the network cable to connect the device and wireless router or AP

2 Counnect to the above wirchess network with your PC. Then run the [P-Tool on your PC
mnd then find the device vin its MAC address. Then double click it. Thas will bring you to
the logan interfnce of the camern. Enter the default usermume snd password to log m. (See
2.2.1 foe details)

@ Click Config>Network->WIFI 1o go to the following mnterface. Enable WI-F1, select the

desared router, enter the key and select encryption type.

* o
et =3
. - s e - - e ' - o ——
. - —ima e ———— ‘- u - —
" —ty - e - - ' L 2 -
—— .- . ) . - e ——
- — - W — “ . Rl —
' R yent ma
L2l
we
- -
e
- " -

After that, seloct “Obtain an IP address automatically™ or manually enter the IP address by
clicking “Use the following IP address”,. Then click “Save™ to save the settings,
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@) Pull the network cable out of the camers.

& Rum the IP-Tool and find the camera through 1P address ar MAC address. Then donble
click #t Tistedd in the IP-Tool or enter the [P address of the camers in the address bar of the web
browser 10 access the Gunera.

Afer that, you cxn also uie the downlanded APP 1o sean the QR code of the devics to directly
add it to the server list of the APP,

2.2.3 WAN
S L8 [ “."'.'7; S h———
Network Cable Netwnek Cohle - Network Cable
Roater
e Computer

To remotely access the devies via Web, the settang seps are as follows:

(1) Make sure the camera is well comnected via LAN and then log in the camers via LAN and
20 10 Coufig>Network—>Port men to set the port munber

HTTP Port 80 }

WTPsPer  fa

Data Port |5008 3

RISP Port 554 |
Port Setup

@ Go 1o Config FNetwork=> TCPIP menu to modify the [P sddress.



B Video Doorbelt User Manual

- et PORE Camvitg I Tuange Seahoston (uniy

O Casin mn (P sovess msomatic aby
W Ui the flonming [P acriress

W Avaress floxiea2dazct | fewt |
Gatewsr 218261

Nteimate TNS Servee 1253

IP Setup

@ Go to the router’s managenient interface through IE browser to forward the IP address and
port of the camern in the “Virtual Serves™.

Cqmr | to (0008 | |Bom 1] 192.188)
"1 [80 |t (&1 | [Botn [¥] 1924681251

(31 [70000] 1o [10001] [Botn [&] 192.188.1 [166]
A | 21000 to (21001] [Both 5] 192 184 11186 ooy
Router Setup

@ Open the 1E browser and enter its WAN IP and bitp port 1o access, (for example, if the hitp
port is changed 1o 81, please enter “192,198.1.201:81 in the address bar of web browser to
access)



3 Configuration via APP

3.1 Live View via APP

After the device s added 10 the APP, tap L2 i the server list interfince 10 view the
video

Tap the video and then multiple wwons will be displayed. You can do the sbove-mentoned
operations as peeded (like take a saapshot, record, switeh definition)

Note: You can add the device 1o the APP by directly scanning the QR Code of the device,
or comest the device 10 the Ethermet via the wired wireless network connestion first and
then sean the QR Code of the device 10 add it via the APP

3.2 Receive/Reject a Call or Open the Door via APP

You can recerve or reject o call when the APP wandow is opened or closed
1. When the APP 1s opened.
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Press the Call button of the docabell, and then a calling mterface wall be shown m the
APP, Now, you can answer or hang ap the call, or choose to remotely open the door as
peeded.

2. When the APP s closed.

aaﬁ@

Press the Call button of the doorbell, and then a message will pop up on the top of the
page. Tap this message withmn 604 to enter to the calling mterface.

Note: You must enable the notification function of the APP i your phone first, or no
message will be received.

3.3 Remote Playback via APP
You can remosely play back the reconded files stored on the SD card via the APP. In the

live view interface of the APP, select the wdeo doorbell channel and then wp B 0
remotely play back the video. You can select the playback time oo the timescale
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/
{

I the remote playbeck interface, tap E=) 10 saleat the detuiled duse mnd time as nevded.

3.4 Disable Push Notifications via APP

If you dom't want 10 recesve the doorbell information, you can dsable the relevant push
ootifications via APP

ARAR M

Top Main Menu=>Push Seming. Sciect the doorbell chamnel nmne to sarer. Disabling
"Message Subscription” will thun off all intellipent alarm notifications of the device. You
can also dissble one more itemss listed on the interface as nesded

3.5 Device Settings via APP

In the server list mierface, tap &63 under the doorbell name. Thas will take you to the
device mformation mterface as shown below:
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In the device miornmation page, you can view basic miormation, SD card mfomsstion,
Wi-Fi mformation of the device. There s alvo an option to enable or disable “Desruntie
Alarm” (Tanspering alarm).
Note: If your SD card has been used m other devices before it i mserted m thay devace,
you need to format it first,

3.6 Unbind the Doorbell from the APP

In the server hist mtecfnce of the APP, tap @ under the vdeo doorbell name to unbind
it.

Note that the device also cw be wboand from the APP wvin Web
{Config=>System=» Basic Information). See Bawe Infonmation vectyon for details.



4 Live View via Web

Afier logging i, the following window will be shown

neBis Stemascew

The followmg table 15 the mstruchons of the icons on the Iive view mterface.

' Onpaal e Q Zoom n

-_% Fit coreect scale fe Zoom oot
=) Auto (3 e window) & Color shnarmsl mdiata
E Pell screen a Abootmal clarity sech x10e
< Stars' s lrve view = Scene changr nidicason
@ Stanstop two way Fedio @ Tampening alarm mdicator
I;‘J Seuagnbit _5 Face detet nou snde atog
i Start s bocal recemding g Face Detecniom

* Those smart alarm mdicators will flash only when the cunern supports those functions and
the cotrespanding events are enabled.
* Plugein free live view: the local recording is not supported and the preview mode switch
(real-time balanced fluent mode) is not available too.
i
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»  Foce Detection View

Afier all face detection settings are set successfully, enter the live view interface. Chick e
to view the captured face pactures mformation.

N Qremannll



S Configuration via Web

In the Webcam client, choose "Config” to go to the configuration interface
Note: Wherever applicable, ¢lick the “Save™ button 10 save the setrings

5.1 Face Detection Settings

Face detection fiunction s to detoct the face appeanng m the surveillance scene. Alanns wall
be tnggered when a face is detected

Go to the face detection configurntion mterface via Web Clicot to set the face detechon
parameters

1. Go to Config?Face Detection=? Detechion Canfig interface

State Werking

¥ Enable

Alarm Holding Time 20 Seconds .
Trigges SD Card Snagshot

¥ Trigger SD Recording
Trigges Emuil

Trigger FTP

1. Enable the face detection

4. Set alarm holding v aod alarns ingger opuons

Teigger SD Card Smapshot; If sclected. the system will captare tmages and save the images
on a0 SD card once a face 15 desected,

Trigger SD Card Recording: If selocted, video will be revorded on an SD card once a face s
detectod

Teigger Emall: 1f “Trigger Emal” and “Attach Picture™ are checked (el address miunt be
set first m the Emml configuration mterface), the captured pictures and mggered event will be
sent mio those addresses.

Trigger FTP:- If “Trigger FTP" 1 checked, the captured pictures will be sent mto FTP server
oddress. Please refer to FTP configuration chapter for more details.

4. Set alann detection aren
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Click "Draw Arca” and deag the border lines of the rectangle to modify its size. Move the
rectangle 10 change its pesition. Click “Stop Draw™ to stop drawing the arca. Click “Clear” to
clear the area. Then set the detectable face size by defuung the muximum value and the
mmninnmn valee (The defanlt size moge of 3 single face mge occopies from 3% to 50% of
the entire image).

£, Advanced settings.

Deduplication Perfod. In the set period. delete the repeated detoction results.

Suapshot Nomber: If the saapshot munber 15 coabled and st (ez. 3) nnd the deduplication
period is sef 10 S seconds™, the camenn will capture the sumne target once every $ seconds and
it will captuge this targes J times at most during s continnons tracking persod, If the snspshot
munber 15 disabled, the camern will captirs the same taget ones every S secamds until the
target disappears in the detected wrea.

6. Set the schadule of the face detection. The setup steps of the schedule are the same as
schedude recordmg setup (See Schedule Becording)

5.2 People Management

Please log m to the video doorbell via Web clent and then Chck “Counfig™>"People
Management™ b,

There are two ways to add persoane! information.

(1) Adding personal information one by one

Click I o pop up an sdding uver box. After that, fill out the relevant information and
click "Entry” to add
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List type: it inclades allow list, visitor, block fist.

mumber will be autommatically filled m.

@ the information of many people 1 a tine

Click and then add the mformation of many people ooce according to the prompted
mles.

Click “Browse™ 10 select the directory and then click “Start™ to upload.

After the personal information is added. you can search them by nmme, gender, D mumber
and so o,
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Click “Modify” to change people infornation and click “Delete” to delete the personal

Note: Face pactures are not supported i the face database

5.3 Access Control System Settings

Click Config->Access Control->Access Control System Semtings 10 go to the following
mierface.



Sebect Volee: Seleet the language of the voice promgt.
Volume: Sct the volume of the vosoe promupt

®  Customiziug Voice
If you me dissstisfied with the default voe prompt. you can custamize your own voiee
prompt. In the sbove interface, click “Cussom Vosce™ tab to go 10 the following imerface.
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Select the voice you want to replace and then click “Browse™ 1o select the desired andio file.
Afier that, click “Upload" to upload the audio file. Renaune the andio =y needed.

After your own voice prompt is uploaded, you can select it from the audio hint and chick
“Listen™ to listen to your vosce prompt.

5.4 Door Lock Settings

Click Config>Access Control>Door Lock 10 go 10 the following mterface. After the access
control device is connested 1o the device, you can set unlocking mode in this interface,

4
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Unlocking Greap: Allow list, wisitor (incloding allow list), stranger (incloding visitor and
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allow lat).

Unlocking Delay Time: Set the door undocking delay tune. The time range is from 0 to 10
seconds. For example. the unlocking mode is “Swiping Card™ and the delay time 1s st to “27
secands: the door will be opened 2 seconds later after successfully reading card.

Unlocking Duration: If the door has been unlocked for & perod that exceeds the unlockmg
duration. the door will be susoenatically Jocked The tie mnge s from 0 to 10 seconds. For
example. the daration is set to “3" seconds: the unlockng door wall be sutomatically locked 3
seconds Iater.

5.5 Door Contact Settings
Click Config=>Access Coatrol>Door Contact Seming to 2o to the following meerface.

« tratve
Coor Contact It Type [ NO v
Unlocking Dwlay Tirw (10 Swcomen |+

]

Alsem Oulay Time o i
Trgger Acvalo Alwm
! Trgger SD Card Snapshot
Trgger S0 Recording
Togges £mad
Trigger 7TV

Door Contact Inpat Type: NO or NC

Unlocking Delay Time: the allowable unlocking tine. For example, if it 3 set 10 10 seconds,
slarms will be miggered when the door is wot closed after 10 seconds,

Alarm Delay Time: sct the alarm delay time when faults of the door contact are detected. For
example, tf it 15 21 1o 35, when detecting the failure of the door contact, alanns will be
triggered 3s Iater. (The valoe ranges from 0-990. 1 “07 is selected. it means that alarms wall
be tnggered inmediately )

Please select the alarm tnigger options s needed.

Trigger Andio Alarm: if enabled. you will hear the wamng sound when the door contact
alarmn 1s tnggered.

The setup steps of other alarm tnigger options are uimilar to the face detection settmgs. Please
refer to face detection settings chapter foc details.
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5.6 Wiegand Settings
Click Config=> Access Control-> Wicgand Config 1o 20 1o the following interfacs.
Wiegnid Covdeg [Wiegerd Input v
Wit Mode [ambiirn; -
EN

Wiegand Config: Wicgand loput, Wicgand Output or Off can be selected. If the card reader 1
connested to the Wicgand masrince, plesse select “Wisgand lupar”, If the access controfler is
convected o the Wicgand interface, please select “Wiegand Outpur™,

Wiegnnd Mode: 26bir(8), 26ba(10), 34bit, 37hit, 42bst, 46bat. S8bit or 66bir con be
selectable.

5.7 Tampering Alarm Settings

In order to avoid the removal or demage by the extemal fores, the tamperning alsem can be set
for the temmnal. Chck Config->Access Coatrol D> Tampenng Alarm Setting to go 0 the

o Enable

N Hng T, (23econan ]
| Trgge Ausc Aurm
ITrigger SO Cardd Seapshot

I Trigges S0 Recording
I Trigger Ermall
[Trigger FTP

Enable “Tampering Alarm” and then set the alamm holding time and alarm trigger options.
Trigger Audio Alarm: if coabled. you will hear the warning sound when the doorbell is
removed or damaged by the external force

The setup steps of other alanm trigger options are similar 10 the face detection seetings. Please
refer to face detection settings chapier for details.
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5.8 System Settings
5.8.1 Basic Information
In the “Basic Information™ interface. the system mfonmation of the device is listed.
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In the sbove mterface. you can unbind the device from the accoumt of the APP. Click
“Unbind™ to unbind the device.

582 Date and Time
Go to Config=?System?Date and Tme. Please refer to the followmyg mterface.
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Select the time zone and DST as requuired.

Note: The time zone of the camers nnd the computer mst be the same. It is recomumended to
modify the time zone of the camem according to the time zone of the computer. If the tune
zone of the computer s modified, the current web chient needs to be closed. Then re-open it
and log n agaim.

Click the “Date and Time™ tab 10 set the time mode snd time format
[
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5.8.3 Local Config

Oo to Config>SysiendLocal Config to set up the stormge path of capenred pictares and
recorded videos an the local PC. There is also un option to enable or disable the bitrate
display in the recorded files.

Pelas Pk {'M'v- T AMTAR s e n
Fe=zip Pan S LI AT st _
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Additionally, “Local smart sanpshot storage” can be ensbled or disabled hete. If enabled, the
captured pictisres triggered by snut events will be saved to the local PC.

Renderng Mode: High-cfficient mode, compatible mode or low-efficient mode can be
optional,

If the performsncs of your computer is not compatible with the [E client or your computer has
oo graphics cand, Jow-cfficient mode is suggested.

Note: wheti you access your caners by the web browser without the plug-in. only Show
Bitrate can be set in the above interface.
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584 Storage
Oo to Config>System > Storuge to go 1o the interface 2 shown below.

Yosie e [W “
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® SD Card Management

Click the “Format™ button to format the SD card. All data will be cheared by clicking this
button.

Click the “Eject”™ button to stop writing data to SD card. Then the SD card can be cjected
safely.

Suapshot Quota: Set the capacity proportion of captured prctures on the SD card.

Video Quota: Set the enpasity propostion of record files an the SD emd.

® Schedule Recording Settings
1. Go w ConfigSystem>Stomge>Recond to 2o to the interface as shown below,

Secomt Facammensy
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1. Set record stream, pre<record time, cyche wniting.
Pre Record Time: Set the time to record before the actual recording begin
3. Set schedube recording. Check “Enable Schedule Record™ and set the schedule.
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Weekly schedule

Set the alarm time from Mooday 1o Sunday for a single week. Each day s divided in one hour
increments. Green means scheduled. Blank means umcheduled.

“Add™: Add the schedule for a special day. Deag the mowse to sct the time on the timeline.
“Eruse”: Delete the schedule. Drag the mowuse 1o erwse the time on the timeline.

Maaual Inpot: Click it for a specific day 10 enser speeific stast and cod tines. This adds more
grannlarities (minutes)

Day schedule
Set the alann time for alarm a spectal day. such as a holiday.
Note: Holiday schedule takes priority over weekly schedule.

®  Snapshot Settings
Go 10 ConfigSystem—>Stomge - Sanpshot to go to the interface a5 shown below.



Snagedot Parameters

Tmage Format IPEC -

Res elutson 70575 -

Image Quality | o B

Event Trigger

Snapshotintervad ) tecand
Snapshot Quantity 5

Timing

(¥ Enadie Timing Seagshot

Snapshotbnterved 5 Second

Set the format, resolution and quality of the image saved on the SD card and the snapshot
Suapshot Quantity: The number you set here is the maxisum quantity of saapsbots. The
actual quantity of snapshots may be less than this number. Supposing the occnerence time of
an alasu event is less than the time of capturing pictures. the actual quantity of saspshots is
less than the st quantity of sanpshots,

Timing Snapshot; Enable timing saxpshot fisst and then set the snapshor interval and
schedule. The setup sisps of schedule are the same as the schedule recording (See Schadule

Bssording)

5.9 Image Configuration

5.9.1 Display Configuration

Go 10 Image2Display mrerface as shown below, The tmags's bnghtess. contrast, hue and
saturation and %o o for conmmon, day and vight wode can be set up separstely, The image
effect can be quickly seen by switching the configuration file.
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Brightness: Sct the brightness level of the camera's image.

Coatrast: Set the color difference between the brightest and darkest parts.

Hue: Set the total color degree of the umage.

Saturation: Set the degree of color punty. The purer the color, the brighter the mmage n.
WDR: WDR can adjust the camera to provide a better image when there are both very bright
and very dark areas smmmbtancousdy m the field of the view by lowering the brghtness of the
bright area and increasing the braghtuess of the dark area. Recording will be stopped for o few
seconds wiule the mode is changing from poo-WDR to WDR mode.

Sharpness: Set the resolution level of the image plane and the dwarpness level of the 1mage
cdge

Noise Reduction: Decreme the nomse md make the mmage more thorough Incressmyg the
value will make the nowe reduction effect better but 1t wall reduce the image resolution.
Defog: Activating this function and setting an appropriate value as needed m foggy. dusty,
MDOGRY OF TNy environment 1o get clear images

Backlight Compensation (BLC):

e Off dusables the backhight compemation function. It 1s the defanlt mode

® HLC: lowers the brghtness of the entie image by suppressing the bnghmess of the
mage's bnght aren and reducing the sire of the halo area.

e BLC: If enabled, the nisto exposure will activate according to the scene so that the object
of the mmage m the darkest area will be seen clearly.

Antiflicker-

® Off dusables the anti-fhicker function, Thas 1s used mostly m outdoor mstatlations.
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® S0Hz reduces fhicker s S0Hz lightng conditons.

® 60Hz reduces flicker m 60Hz highting conditroas.

White Balance: Adnnst the color tempernture according to the emviromment sutomatically.
Day/Night Mode: Choose “Anto”, “Day”, “Night™ or “Tuming”.

Exposure Mode: Choose “Auto™ or “Manual™. If masual 1 chosen. the digital shnstter speed
can be adyusted.

Gain Mode: Choose “Auto” or “Manual™ If “Aute” ix selected, the gain value will be
automatically adpusted (within the set gam bt value) accarding to the actual situation, If
“Manual” i selected, the gain value shall be set manually, The higher the value is, the
brighter the mmge &

Frequency: 50Hz and 60Hz can be optional.

Infra-red Mode. Choose “Auto™, “ON" ar “OFF™.

Note: For some stems, if selected/'ennbled. the camern will reboot mutonmatically. After that.
clicking “Default™ button will not take effect.

Schedule Settings of mage Parnmeters:

Click the “Profile Management” tab 25 shown below.
Senece Pl Time -
Config Fie Cormenon v

night. Choose “Timing” in the drop-down bax of schedule as shown below.

et Ty )
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Drag “ & jcons 1o set the time of day und night. Blue means day time and blank means night
time. If the current mode of camera parameters is set 1o schedule, the mage confipurstion
mode will sntomatically switeh betwezn day and might according 1o the schedule.

5.9.2 Video /! Audio Configuration

Go to Inage2>Video | Andio mterface as shown below. In this mterface, set the resolution.
frame rate. burate type. vadeo quality and so oa subject 10 the actual network condabon.
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Two video streams ¢an be adjustable,

Resolutlon: The size of image,

Frame rate: The higher the frane mite, the video 15 ssnoother.

Bitrate type: CBR and VBR wre optional. Bitrste is related 1o tmage quality. CBR means that
no matter how mwch change is seen in the video scene, the compression bitrate will be kept
constant. VBR means that the compression bitrate will be adjusted according 1o scene changes.
For example. for seenes that do pot have msch movement, the bitrate will be kept at a lowsr
value This can belp optimize the nerwork bandwidil usage.

Bitrate: it can be adjusted when the mode ts set 10 CBR. The higher the bitratz, the beter the
imnage quality will be.

Video Quabity: It con be adjusted when the mode is sst 1o VBR. The higher the image quality,
the more bitrate will be required.

I Frame Interval: It detenmines how msay frames are allowed berwesn a "groop of pretiges”™.
When a new scane begans in & video, until that scewe ends, the entire group of frames (or
pictures) can be considered as a group of pictures. If there 15 not much wovement in the scene,
setting the value higher than the frame rate is fine, potentially resulting in less bandwidih
wsage. However, if the value 15 set 100 high, sod there is 3 high frequency of movement i the
wideo, there is a risk of frune skipping.

Video Compression: MIPEG, H264+, H264, H165, H265+ can be optonal. MIPEG is not
available for mam stresm. If H 265H. 265+ is chosen, make sure the chent system is able 1o
decode H 265/H.2065+,

Profile: For H.204, Bascline, msin and high profiles are selectable.

Send Snapshot: Select the snapshot stream.

Video encode slice split; If this function s enabled. snooth inmgs can be gotten even though
wsing the low-performance PC.

Watermark: When playing back the Jocal reconded video in the search interface, the
watermark can be displayed. To cnable it, check the waternmark box and enter the watermark
text.

Click the “Audio” tab 10 go to the interface as shown below,
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Audio Encoding: G711A and G711V are selectable.
Audio Type: MIC
593 OSD Configuration
Go to image->0SD miterface as shown below,
VY -

- e Ve

BRGNP

Set time stamp, device name, OSD coatent and pacture overlap here. After enablng the

correspondimg display and entenng the content, dry them to change thewr position. Then clsck
the “Save” butian 1o save the settings.

5.9.4 White Light Control
Chick Config=>Image—> White Light Coutrol to go 1o the following usterface.

r
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White Light Mode: “OFF", “Manual” or “Auto” is optsonal. In low illusnination condition,
this mode can be cuabled.

Auto: The white light will be mtomancally enabled when collecting a face m Jow
illusnsnation condition. If the anto mode is selected, the duration time should be set for saving
encrgy. For example, the white light 15 on and the duration tune is set 10 “2 minutes™; if no
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face sppears m the detection aren after 1 numutes, the white hght will be tumed off
automatscally.

Manual: Select this mode and click “Save™ The whate light will be turned on. In this mode.
you can also set the brghmess of white light as needed.

5.10 Alarm Configuration

5.10.1 Video Exception Detection

This funchon can detect changes in the strveillance envmonment affected by the external
factoes.

Ta set exception detection:

Go to Config=>Alarm—> Video Exception mterface as shown below.

1. Enable the applicable detection that's desired.

Scene Change Detection: Alarms will be tnggered if the scene of the monitor video has
changed.

Video Bilur Detection: Alarms will be triggered if the video becomes blurry.

Video Cast Detection: Alanms wall be tnggered if the image is sbnormal cansed by color
deviation.

2. Set the alann bolding time,

1. Set alarm tnigger options,

Trigger Audio Alarm: If selected, you will hesr the waming sound when the vadeo exception
happens.

Trigger SD Card Snapshot: If sclected. the system will capture anages on video exception
detection and save the images on an 5D card.

Trigger SD Card Recording: If selected. video will be recarded oo an SD cand ca video
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exception detechon.

Trigger Email: 1f *T'rigger Emml" and “Attach Picture™ are checked (cnail address must be
set finst i the Email configuration interface), the captured pactures and tnggered event wall be
sent into those addresses.

Trigger FTP- If “Trigger FTP" is checked, the captured pictures will be sent mto FTP server
nddress. Please refer to FTP configuration chapter for more detmls.

4. Set the senstivaty of the exception detection. Dyag the slider {o set the sensitivity value or
directly enter the senativity vahie in the textbox.

The seasitivity value of Scene Change Detection: The lugler the value 15, the mare sensitive
the system responds to the mmplitude of the scene change.

The seasitivity value of Video Blur Detection: The higher the value . the more senutive
the system responds to the blurmmess of the unage.

The seasitivity valoe of Video Cast Detection: The higher the value 1, the more wenutive
the system responds to the coloe sluft of the image.

5. Click “Save™ button 10 save the settings.

5102 Alarm In

To set sernor alanm (alarm n):
Go to Config=? Alarm-» Alarm In interface as shown below.

1. Click “Enable”™ and set the alarm type, alarm holding time and sensor name.

2. Set alann tngger options. The setup steps are the same as the alann trigger settings of vadeo
exception.

3. Set the schedule of the sensor alarm. The setup steps of schedule are the same as the
schedule recordmg {See Schedule Recordig)

4. Click “Save™ button 1o save the settings.
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5.11 Network Configuration

S.1L1 TCPAP

Go to Config?Network>TCP/IP mterface as shown below. There are two ways for
network connection,

- Fos PPl Tt B Ongnige "onificafen Lanhy

o Cteln o [P 20uresh sutieralialy

0 Asdress [ozten26ic1 | [Tent |
Sutem Wask (223079
Gomwey Mlearel

Preterred DS Sorver (21021196 ¢
Ntemate DS Server (185 3

Use IP address (take IPvd for example)-There are two options for IP setup: obtain an IP
address automatically by DHCP and use the following IP address. Please choose one of the
options as needed.

Test: Test the effectiveness of the IP address by clicking this button.

Use PPPoE-Click the “PPPol Config” tab 1o go 1o the interface as shown below. Enable
PPPoE and then enter the user namse and password from your ISP,

¥ Ernatre
et Mww 00000
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Either method of network connechon can be used. If PPPoE 1 msed to connect mternet. the
camern will get a dynanuc WAN IP address, Thas [P address will change frequently. To be
notified, the IP change notification fimchea can be uved.

Click “IP Change Notification Config™ to go to the interfisce as shown below.
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Trigger Email: when the [P address of the devics is changed, the new IP address will be sent
to the el nddress that bas been set up

Trigger FTP: when the IP uddress of the device is chunged. the new [P address will be seut 10
FTP server that hias been set up
5112 Port

Go to Config>Network—>Port interfice a5 shown below. HITP port, Data port and RTSP
port can be set.

HITTE Poct ] [
WETPS ot [was
Data Pt [wace. )
ATV Port 54 ]
e poq. W% | 2 nsbie
Wetsocet et |3 |
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HTTP Port: The default HTTP poet is 80. It can be changed 10 any port which s not
occnpied

HTTPS Port: The defanlt HTTPs port is 443, It ¢can be changed to any poet which is not
occnpied

Data Port: The defaalt data port is 9008, Please chunge it as necessary.

RTSP Port: The dedmult port is $54. Please change it 05 necessary.

Persistent Connection Port: The port is used for a persistent connectivn of the thid-party
platform 5o push st data, like face pactares.

WebSocket Port: Conummumcation protocol poet for plug-in free pressew.

5.11.3 Server Configuration
Thas function is mainly wsed for connesting network video managesent systen,
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1. Check “Enablc™,

2. Check the IP address and port of the transfer media server m the ECMSNVMS, Then
cuable the auto report i the ECMS/NVMS when adding a new device, Next, cuter the
remaming infornsation of the device in the ECMS/NVMS, Afier that, the system will
automatically allot a device ID. Please cheek it in the ECMSNVMS,

3. Enter the sbove-mentioned server address, server port and desice ID m the conrespondmg
boxes. Click the “Save™ button 1o save the settings.

S.11.4 Onvir

The camers can be searched and commected to the thurd-purty platform via ONVIFRTSP
protocol.

I “Activate Onvif User” 1 enabled in the device activation terface, the ONVIF user can be
octivated simultanomsly. When you comnect the camera through the ONVIF protocol m the
third-party platform. you can use thes onvif user to connect.

You can also add new uwsers 1 the Onvif interface.
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Note: when adding the device to the third-party platiorm with ONVIFRTSP protocol, please
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use the onvif user in the above mterface.

5.1L5 DDNS

If the camern i set up with & DHCP connection, DDNS should be set for the mtemet.
1. Go to Config»Network-» DDNS.

o Enabie

Server Type | wws dyniding com ~
Ussr Name ' |
Password

Domain

2. Apply for a domnin name. Take www.dvrdymdns com for example.
Enter www dvrdydns.coms m the IE address bar to viat its websuite Then Click the

“Registration™ button.
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After the domain aame 15 successfully applied for, the domaun name waill be lissed as below.

pows ty e | e |

3, Enter the usemame, password, domain you apply for in the DDNS configumtion iiterfiace.
4. Click the “Save™ button to save the settings,
5116 802.1x

If it is enabled, the camern's data can be protected. When the caniera is connested to the
petwock protected by the TEES02. 1x, wser anthentication 1s nesded.
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To use this function. the cmmera shall be connected to a switch supportimg §02.1x protocol.
The switch can be reckoned s an suthentication system to sdentify the device in a local
network. If the camera connected 1o the network interface of the switch has passed the
anthentication of the switch, it can be accessed via the local neswork.

Protocol type and EAPOL version: Please use the defanlt settmgs.

User nume nnd password: The user name and password must be the same with the user nume
and password applied for and regissered in the authentication server.

%1L7 RISP
Go to Config>Network->RTSP.
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Select “Enable” to ensbie the RTSP function.

Port. Access port of the streaming media. The default aumber is $54,

RTSP Address: The RTSP address (unscast) format that can be used 1o play the stream @ a
media player.

Multicast Address

Muin stream: The address format s

“rtsp:/IP address: risp port/profile | Mransportmode~meast”,

Sub stream; The address forma s

“rtsp./IP address: risp port/profile2 Mransportmode=mcast”.

Audio: Having eotered the nasin'sub stream in a VLC player, the video and mudso will play
mstomatically.

If “Allow anonymous login,..” s checked, there is no need 10 enter the usemame and
password 1o wiew the video,

If “auto stany” is enabled, the mmlbncast recerved data should be added mro a VLC player 10
play the video.

Note:1. This camers supports local preview through & VLC player. Enter the RTSP address
(undcast or mmlticast, ep risp:/192. 168 226201554 profile 1 Mransportivode=mocast) in o
VLC player to realize the siltancous preview with the web chient,

2, The [P address mentioned above cannot be the address of [Pve.

3. Avoid the use of the same multicast address tn the same local nerwork.

4, Whean playing the video through the nmlzicast streams in a VLC player, pleass pay oriention
10 the mode of the VLC player. If it is set 1o TCP mode, the video cannot be played.

£, 1f the coding format of the video of the main stream is MIPEG, the wideo may be
disordered a1 somse resolutons.

S.1LS UPnP

If this function is snabled, the camera can be quickly accessed through the LAN.
Go w Config?Network>UPnP. Enable UPNP and then enter UPnP naane.
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5119 Email

1f you need 1o trigger Email when an alanm happens or [P address is changed. please set the
Email bere first
Go 10 Config?Network »Email
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Sender Addrvss: sender’s c-nmil sddress.

User name and password: sender's user name and password, If “Anooymous login™ is
selected, an anouymons Emadl will be sent when an absnmn is triggered,

Server Address: The SMTP IP address oc host name.

Select the seure conection type st the “Secure Connection™ pull-down list sccording to
what s required.

SMTP Port; The SMTP port.

Send Interval(S): The time interval of seoding email. For example, if it is st 10 60 seconds
and multiple motion detection alnems are triggered within 60 seconds, they will be considered
as only oue alanm cvent and only one email will be sent. If one motion slanm event is
mriggered and then another motion detection alarm event s mriggered afier 60 seconds, two
cowils will be sent. When different alars ase triggered at 1he same time, mmltiple emails will
be seut separately.
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Click the “Test” button to test the connection of the account
Recipient Address: receiver's commmil address.

S1L10 FIP
After ann FTP server is set up, captured pictures from events will be uploaded to the FTP
server.
Go to Config-?Network HFTP.
Serrer Womve Ferver bdaner Pore ve g Vimmee e
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Server Name: The nume of the FTP server
Server Address: The IP address or domain name of the FTP.
Upload Path: The directory where files will be uploaded to.
Port: The port of the FTP sarver.
User Name and Password: The username and password that are used to login to the FTP
server.
S1L11 HTTPS

HTTPs provides authentication of the web site and protects user privacy.
Go to Config PNetwark=PHTTPS as shown below.
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There 15 a certificate untalled by default as shown sbove. Enable this function and save it
Then the camera can be sccessed by entermg https:/IP: hittps port via the web browser (eg
https://192,168.226.201:443)

A private certificate can be created if users don't want to use the default one. Click “Delete”
to cancel the default certificate. Then the following mterface will be displayed.
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* If there 1s » signed certificate, click "Browse™ to select it und then chick “Install” 10 install o1
* Click “Create a private cemificate” 1o enter the following creation interface,

-
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Click the “Creste” button to create a privale cermificate. Enter the country (only two letiers
available), domxin (camera's 1P address/'domain), validity date, password, province/state,
region and so on. Then click “OK" to save the settings.

* Click “Create » cenificate request” %o enter the following imerface,

Lnabie
st Ype P ngrwed corteie ste, intell dewetry
1 LIee & pete combons
* Conate o cortAiate ieceet

umu-“v—t"l* Lowedond  Laman

Click “Create™ 10 crente the certificate request. Then download the centificate request and
submir it 10 the trusted centificats suthority for signanare. Afier receiving the signed centificase,
unport the certificate to the device.

S.1L12 P2P

If this fnction is caabled. the network camen can be quickly acesssed by adding the device
ID in mobile surveilianee clicnt or CMSNVMS client via WAN. Thas function is coabled by
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5.11.13 QoS

QoS (Quality of Service) function is used 1 provide different quality of services for different
network applications. With the deficient bandwidth, the router or switch will sont the data
streanis and tssfer them necording to thesr prioty 1o solve the network delay and network

Go to Config?Network>Q0S
Virdsn) Bt DN {4 |
Al DSCP 35 |
Manager DSCF |53 |

Video'Audio DSCP: The mage is from 0 1o 63.
Alarm DSCP: The range i from 0 1o 63
Maaager DSCP: The rangs is from 0 to 63,
Generally speaking. the larger the aumber 15, the higher the prionity is,

51114 WLFI Settings
Go to Config-?Nerwork-> WIFI interface a5 shown below.

Ll

. e
nis Readamdind
R aadl 4 LA

1. Checkmark “Enable™ to enable Wi-F1.
Click “Search™ 10 refresh the online wireless devices.

2. Choose a wireless device on the list. The SSID and secunty mode of the wircles desice
will be shown mstommatically. Please don't change it mammally.
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3. Enter the key to commect the wireless device. Thus key should be set on the wireless device
w advance for wireless network comnection.

After the above-mentioned wireless network i configured, you can choose “Obtxin an IP
nddress automatically™ or “Use the following 1P address™.

LAN

* Obtasn an 1P ackiess JuTomaticaly
O Use thie fosowing 1P addvess

IF Adcress

Sclinet Mank

Gateway ILERTIS!
Prefened DNS Serves
Aterraate DNS Server

I you choose “Obtam an IP address automatically”™, you shall get the IP address from the
router, Or you can choose “Use the followmg IP address™ 1o set the network parameters
mamially. Then you can nse this 1P address to log m mobile smveillance APP/ web

5.12 Security Configuration

5.12.1 User Configuration
Go to Config=»Secunity> User interface a5 shown below.

Add wser:
1. Chek the “Add™ button to pop up the following texthox,
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2. Enter wser name i the “User Name™ textbaox.

1. Enter the password in the “Password” mnd “Confirm Password™ textbox. Please set the
password according 1o the requarcent of the password seounty level (Go W
Config=>Security->Secunty Management->Password Secunity interface 10 set the secunity
fevel),

4. Choose the user type and select the desired wser permissions,

5. Click the “OK” button and then the newly added wser will be displayed in the vser list

Modify user:
1. Select w nser to modify password if necessary in the vser configuention list box,
2. The “Edit user” dinlog box pops up by clicking the “Modify” button.
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3. Enter the old password of the user in the “Old Password™ text box.

4. Enter the new password in the “New password™ and “Confirm Password™ wext box.
§. Select the nser permissions for advanced or normal user.

6, Click the “OK" button 10 save the settings.

Delete user:

1. Select the user to be deleted in the user configuration list box.
2. Click the “Delese™ button 10 delete the user.

Note: The defsult administrator sccount camnot be deleted

Safety Question Settings: set the questions and answers for adonn 5o as to reset the password
after you forget the password.

5.12.2 Ounline User
Go 10 Config>Sesurity>Online User to view the user who is viewing the live video,
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5.12.3 Block and Allow Lists
Oo 1o Config>Security?Block and Allow Lists as shown below,

W b e by ¥

b gy

® barn v iy w—— e S —

T e e

The setup steps are as follows:

Check the “Enable address filtering” check box.

Select “Block/Allow the following address™, 1Pv4/IPv6 and then enter IP address in the
oddress box and click the “Add" button.

5,124 Security Management
Oo to Config=»Seounity=?Security Management as shown below.

2 Iras 000 0008 BegM RGN Waar
Lo Tageer Tt
Ingead lww ") e

In oeder 10 prevent agninst malicoons password wnlocking. “locking ooce illegal Jogin”
function can be enabled here. If this finction is enabled, login faslwe aficr trymg five times
will make the login interface locked, The camers can be Jogged in again aficr & balf bour or
sfier the camera reboots,

Trigger Email: if coabled, e-mail will be sent when logzing is'out or illegal login lock occurs.

®  Password Security

P —...-"“..

P ot Lover e -

e g e L'_’!.'.'.'*j

Please set the password Jevel and expurntion time as needed.
Password Level: Weak, Meduan o Strong.
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Weak level: Numbers, special charascters, upper or lower case letters can be wsed. You can
choose one of them or any combination of them when setting the password.

Medium Level: $§-16 charncters, mechuding at least two of the following categones: numbers.
special characters, upper case letters and lower cae letters.

Strong Level: §~16 characters. Numbers, special characters, upper case Jetters and lower case
letters must be mehuded.

For your accomnt secunity, it 1s recomunended 0 set a strong password and change your
password regularty.

HTTP Authentication: Basic or Token is selectable.

AT Adtwrtication [S0 = &
N
5.13 Maintenance Configuration
5.13.1 Backup and Restore
Go to Config>Maintenance>Backup & Restore,
-

mpert Satting

Leport Srtrings

Confignrstion settings of the cameras can be exported form s camers into another camera,
1. Click “Browse™ to select the save path for impot or export mformatson on the PC,
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2. Click the “Import Serting™ or “Export Setting™ button.
Note: The logm password needs o be entered after clickng the “Import Setting” button,

® Default Settings

Click the “Load Default” button and then venify the password to restore all system settmgs to
the default factory settings except those you want to keep.

5.13.2 Reboot

Go to Config-?Maintenance->Reboot.
Click the “Reboot™ button and then cnter the password to reboot the device.

Timed Reboot Setting:
1f necessary. the camera can be set up to reboot on a time interval Enable “Time Settings”™,
set the date and time, cHek the “Save” button and then enter the password 10 save the settngs.

5,133 Upgrade
Go to Config?Mamtenance>Upgrade. In this interface. the camsemn firmware can be
updated.

52

Tath [ [ A [ Upyade |

1. Click the “Hrowse™ bution to select the save path of the upgrade file

2. Click the “Upgrade”™ button 10 start upgrading the fimnware,

3. Enter the correct password and then the devics will restart awonsstically

Caution! Do not close the browser or disconnect the cunera from the network during the

upgrade.

5.13.4 Operation Log
To query and sxport log:
1. Go 1o Config=>Mmutenmnce>Operation Log.
Mari tyoe A1 Iog B sarwe [Aiop -
e e S R T e | e
o Time M Type S Type User Narre Login ¢
L RO AT O it Wy | T 1L
2 A Q)34 11W L (= M
) MUE0)- 14 15T Twergtion Pinconnamind mine
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2, Select the man type, sub type. start and end tine.
3. Click “Seurch™ to view the operation log.
4. Click “Export™ 10 expont the operation log.



6 Search

6.1 Image Search
Click Search to go to the mterface as shown below. Images that are saved on the SD cand can

be found here
Note: When using the plug-m free browser, the local mmages camnot be searched

I R

VBT

® Local mage Search

Choose “Picture”=—"Local™

Set time: Select date and choose the staet and cnd time

Click 9@ 10 search the images.

Double click a file name n the 1352 1o view the captured photos as shown above

N N
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Chck SN (o retum to the previous interface

® SD Card Image Search
1. Chovse "Prture™ " SD Card™

- - -

e =
‘ . »
2. Set time: Select date and choose the start and end tune
3. Choose the alarm events at the bottom of the interface
§. Clck 2 10 search the images
5.  Double click a file nume m the |t to view the captured photos
Clhck SR to retum to the previous imterface
The descriptioas of the buttons are shown as follows
Tenn Dhsciiption fcan DrscripOion
T Close: Select an imsege and chek : . Close all Chck fus buttom
= | U burton 10 close the unage — close all unages
. I Save Chek the Dumon 20 selecy Save all Qiek tha bamon w
i the pathy for saving the unage oo l P wieat the path for savmg ol
P the PC - prctuses ou e PC
~ ] -
! Fit wize: Chick to iz e smage o0 ] :‘;“:: ":\: (“b".‘:lh:":‘:::‘u“:
= | the scroen P =
| e
~ | Zoom m Chck this busson % ~ Zoom out Clhck S tmtton %0
4 | dpally soces i igitally zovns out
Shde show play Chck

tumon 80 stant the shde show
mode

Seopr Chek this button 1o stop the
shude show

May speed. May wpend of G shde show

*«PB
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6.2 Video Search
6.2.1 Local Video Search

Click Search to go 1o the interface as shown below. Videos were recorded locally to the PC
can be played m this interface.
Note: When using the plug-in free browser, the local videos cannot be searched.

. ———— -

rer s ——

Choose “Record™—"Local”.

Set search time: Select the date and choose the start and end hime.
Click 9 10 search the mmages.

Double click on a file name m the st to start playback.

o W e
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Teon Deseription leom Deseription
May button. After pausing
13 | the video, click this button I “ Pawse button
— 10 cottinue playng S
.| Sluv buton I ‘ \p“‘::’ down
» l Speed up ‘ Witermark displey
Enable / disable sadso, drag the slider 10 adjust the volume
Gl 8 .
after enabling madso

6.2.2 SD Card Video Search

Click Search 10 2o 10 the mterface as shown below Videos that were recoeded on the SD card
¢an be played in thas interface

1.  Choose “Record"="SD Cad"
2. Set search nmne: Select the date and choose the start and end time
3

Click 2 10 search the canpes

- — -

R ar A [ Q D

4. Select the alanmn events ot the bottom of the mterfice
§  Select mix stream (video and audio stream) or video stream #s needed
6. Double click on a file namne s the list to start playback
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Note: (M| snd ) cannot be displayed in the sbove interface via the plug-in free browser
Additionally. for plug-in free playback, playback mode switch (balanced real-tinse/ flucmt
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mode) and downloading fismetions are not supported 100,

The time table can be shown i 4HI2ZH2HIH foomat by clicking the conespoadsng

buttops.
Video chp and downloading

= e -

"o

Search the video files according to the above mentioned sieps
Select the start time by clicking on the time table,
Click € 10 st the start tione and then this button tuns blue (EH )

Select the end time by chicking oa the time table. Then click @ 10 set the end time.

Chek D 1o download the video file 1 the PC

lonar Prowen Vot Tt Tave ot Toow Poin Cymrete

m Usavote O U

Chick “Set up” to set the storage directory of the vadeo files.
Click “Open” to play the video.

Click “Clear List™ to clear the downloading Int,

Click “Close™ to close the downloading window.




Appendix

Appendix 1 Troubleshooting

How to find the password?

A: The password for admin can be reset through “Edit Safety Question™ fumction.

Chick “Forget Password” in the logm window and then enter the corresponding answer of the
selected question m the popup window. After you comectly answer all questions, you can
reset the password for admin. If you forget the answer of the guestion, this way will be
mvalsd, please contact your dealer for help

B: The passwords of other users can be reset by adimin.

Fall to connect devices through IE browser.

A: Network 1 not well connected. Check the commection and make sure 1t 55 connected well.
B: IP address 1s not avnilable. Reset the 1P address.

C: Web port sumber has been changed: contact asdmuistrator to get the comvect port number
D: Exclude the sbove reasons. Restore 1o defanlt setting by [P-Tool,

IP tool cannot search devices,
It may be cansad by the anti-virus softwars in your compuser, Please exat it and try 1o search
device again.

IE cannot download ActiveX control,
A. IE browser may be set up to block ActiveX. Follow the steps below
(1) Opeu IE browser and then ¢lick Toolssww=luternet Options.

] ot trah  NCroafY Ieternet Laplare

3 N vl e .
I ’ | Yordeten
W et Lpde s

LR T

Tierw glearn

(2) Sclect Security——-—Custom Level....

(@ Enable all the options under “ActiveX controls and plug-ins”

@ Click OK 1o finish sctup

B. Other plog-tas or san-virus blocks ActiveX. Please unnstall or close them
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No sound can be heard,
A: Audio input device 15 not connected. Please comnect and try again
B: Audio fumction ts not coabled st the corresponding channel. Please enable this function

How to modify [P address through IP-Tool?
A: After you install the IP-Tool, run 1t as shown below,

The default IP address of this carnera s DHCP. Click the mformation of the canera listed in
the abave table 1o show the network information on the nght hand. Modafy the IP address and
gatcway of the camsers and make mue ity network address v m the same local network

segment us the computer's. Please modify the 1P address of your device sccording o the
practical situstion
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For exanple, the IP addeess of your computer is 192 168.1.4. So the [P addsess of the camers
shall be changed 10 192168 1. X, Afler wodification, plesse cater the password of “admin”
which is set in the device activation interface in advance snd then ¢click the “Modify™ button
16 chunge the network parnmcters



